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PREFACE

Resilience (noun): the physical property of a material by which it can return to its
original shape or position after deformation that does not exceed its elastic limit'

We hear the word resilience everywhere these days. People are described as
resilient when they bounce back from adversity. Things are described as resilient
when they can withstand unusual wear and tear and still perform adequately.
Organizations are described as resilient when they can meet their mission in the
face of adversity and an ever-changing risk environment.

For something or somebody to be described as resilient, a few basic condi-
tions must be met. First, a physical or logical impact must be able to be tolerated
for some period of time. Second, the object or person must be able to continue its
purpose or mission while impacted. And third, the object or person must be able,
in some reasonable time, to return to a “normal” state.

The authors of this book have often struggled with finding the right metaphor
for describing resilience. But we always seem to come back to something that
everyone understands: a childhood toy called a “Slinky.”

Nearly everyone growing up either had a Slinky or knew someone who did.
There wasn’t much to it—a coiled piece of wire that could do some basic tricks—but
for the most part, it just kept us amused until we found something else to which to
direct our attention. That is, until we tested the limits of the Slinky. Slinkys were
mostly forgiving of our attempts to make them do things that weren't intended by
the designers, but there was always that one thing we did that pushed the Slinky

1. See http://wordnet.princeton.edu.

Xv
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to its limits. And the result? The spring became a mere wire, unable to bounce
back to its original shape and never again to magically crawl down the stairs on
its own.

People, things, and especially organizations can be very much like Slinkys.
Most organizations can manage to expand and contract as necessary to absorb
the “punch” of disruption. But when the expansion is beyond sustainable limits,
in either impact or duration, the organization transforms from a Slinky to a mere
wire—unable to spring back to a normal operating condition. Organizations that
do not operate with a conscious eye to what their Slinky looks like do so to their
own peril. Consider:

* In 2007 the Economist Intelligence Unit surveyed 181 executives from around the
world about business resilience. Not surprisingly, 47% of respondents said that
they could endure less than one day of downtime from IT systems before the
disruption would seriously jeopardize the survival of the entire company
[Economist 2007].

* A National Archives and Records Administration survey cites that 25% of compa-
nies that experienced an IT outage of two to six days went bankrupt immediately
[Economist 2007]. This same study found that 93% of companies that lost their
data center for ten days or more filed for bankruptcy within a year.

And it isn’t as though organizations don’t understand the necessity of
improving their operational resilience capabilities. In a 2008 Carnegie Mellon
CyLab report on Enterprise Security Governance, nearly 50% of survey respon-
dents indicated that risk and crisis oversight is important, but only 37%
responded that it was a critical governance issue. Thus, board of directors mem-
bers recognize the importance of operational resilience but don'’t feel it's impor-
tant enough to do anything about (or don’t know what to do to address it)
[Westby 2008].

In its 2007 report The Resilient Economy: Integrating Competitiveness and Secu-
rity, the Council on Competitiveness makes a compelling argument that the abil-
ity of an organization to actively manage resilience will become a key competitive
differentiator in the twenty-first century [van Opstal 2007]. The Council’s con-
clusions frame a business- and economics-centric argument that supports the
theories we posed in 2003 about the transformation of the security discipline
into one that supports a larger business-driven purpose. Clearly, today that pur-
pose is to ensure the organization is operationally resilient and able to carry out
operational risk management activities in a coordinated way, liberated from tradi-
tional silos and organizational structures.

The CERT Resilience Management Model was developed to help organiza-
tions do this and, in the end, to help them be better Slinkys.
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Introducing the CERT Resilience Management Model

The CERT Resilience Management Model (CERT-RMM) is an innovative and
transformative way to approach the challenge of managing operational resilience
in complex, risk-evolving environments. It is the result of years of research into
the ways that organizations manage the security and survivability of the assets that
ensure mission success: people, information, technology, and facilities. It incorpo-
rates concepts from an established process improvement community to create a
model that transcends mere practice implementation and compliance—one that
can be used to mature an organization’s capabilities and improve predictability and
success in sustaining operations whenever disruption occurs.

The ability to manage operational resilience at a level that supports mission
success is the focus of CERT-RMM. By improving its operational resilience man-
agement system—the plan, program, processes, procedures, practices, and peo-
ple that are necessary to manage operational resilience—the organization in turn
improves the mission assurance of high-value services. The success of high-value
services in meeting their missions consistently over time and in particular under
stressful conditions is vital to meeting organizational goals and objectives.

Purpose

CERT-RMM v1.1 is a capability-focused maturity model for process improvement
that comprehensively reflects best practices from industry and government for
managing operational resilience across the disciplines of security management,
business continuity management, and IT operations management. Through
CERT-RMM these best practices are integrated into a single model that provides
an organization with a transformative path from a silo-driven approach for man-
aging operational risk to one that is focused on achieving resilience management
goals and supporting the organization’s strategic direction.

CERT-RMM incorporates many proven concepts and approaches from the
Software Engineering Institute’s process improvement experience in software and
systems engineering and acquisition. Foundational concepts from CMMI (Capa-
bility Maturity Model Integration) are integrated into CERT-RMM to elevate
operational resilience management to a process approach and to provide an evo-
lutionary path for improving capability. Practices in the model focus on improv-
ing the organization’s management of key operational resilience processes. The
effect of this improvement is realized through improving the ability of high-value
services to meet their mission consistently and with high quality, particularly
during times of stress.

It should be noted that CERT-RMM is not based on the CMMI Model Founda-
tion (CMF), which is a set of model components that are common to all CMMI
models and constellations. In addition, CERT-RMM does not form an additional
CMMI constellation or directly intersect with existing constellations. However,
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CERT-RMM makes use of several CMMI components, including core process
areas and process areas from CMMI-DEV. It incorporates the Generic Goals and
Practices of CMMI models, and it expands the resilience concept for services
found in CMMI-SVC. Section 1.4 of this book provides a detailed explanation of
the connections between CERT-RMM and the CMMI models.

Audience

The audience for CERT-RMM is anyone interested in improving the mission
assurance of high-value services through improving operational resilience
processes. Simply stated, CERT-RMM can help improve the ability of an organ-
ization to meet its commitments and objectives with consistency and pre-
dictability in the face of changing risk environments and potential
disruptions. CERT-RMM will be useful to you if you manage a large enterprise
or organizational unit, are responsible for security or business continuity
activities, manage large-scale IT operations, or help others to improve their
operational resilience. CERT-RMM is also useful for anyone who wants to add
a process improvement dimension or who wants to make more efficient and
effective use of an installed base of codes of practice, such as ISO 27000,
COBIT, or ITIL.

If you are a member of an established process improvement community, par-
ticularly one centered on CMMI models, CERT-RMM can provide an opportunity
to extend your process improvement knowledge to the operations phase of the
asset life cycle. Thus, process improvement need not end when an asset is put
into production—it can instead continue until the asset is retired.

Organization of This Book

This book is organized into three main parts:

* Part One: About the CERT Resilience Management Model
e Part Two: Process Institutionalization and Improvement
* Part Three: CERT-RMM Process Areas

Part One, About the CERT Resilience Management Model, consists of four chapters:

e Chapter 1, Introduction, provides a summary view of the advantages and influ-
ences of a process improvement approach and capability maturity models on
CERT-RMM.

e Chapter 2, Understanding Key Concepts in CERT-RMM, describes all the model
conventions used in CERT-RMM process areas and how they are assembled into
the model.
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* Chapter 3, Model Components, addresses the core operational risk and resilience
management principles on which the model is constructed.

* Chapter 4, Model Relationships, describes the model in two virtual views to ease
adoption and usability.

Part Two, Process Institutionalization and Improvement, focuses on the capability
dimension of the model and its importance in establishing a foundation on which an
operational resilience management system can be sustained in complex environments
and evolving risk landscapes. The effect of increased levels of capability in managing
operational resilience on the mission success of high-value services is discussed. Part
Two addresses the use of the model’s Generic Goals and Practices, which are sourced
from CMMI and tailored for institutionalizing operational resilience management
processes. Part Two also describes various approaches for using CERT-RMM, as well
as considerations when applying a Plan, Do, Check, Act model for process improve-
ment. In the last chapter of Part Two, CERT-RMM Perspectives, several invited con-
tributing authors share their thoughts about how CERT-RMM can be applied for
different purposes. Another describes how his company evaluated CERT-RMM and
found it to be “a comprehensive and flexible framework” for helping to meet busi-
ness resilience objectives.

Part Three, CERT-RMM Process Areas, is a detailed view of the 26 CERT-
RMM process areas. They are organized alphabetically by process area acronym.
Each process area contains descriptions of goals, practices, and examples.

The appendices of the book provide a detailed treatment of the model’s
Generic Goals and Practices, book references, a list of commonly used acronyms,
and a reference glossary.

How to Use This Book

Part One of this book provides a foundational understanding of CERT-RMM,
whether or not you have previous experience with process improvement models.

If you have process improvement experience, particularly using models in the
CMMI family, you should start with Section 1.4 in the Introduction, which
describes the relationship between CERT-RMM and CMMI models. Reviewing
Part Three will provide you with a baseline understanding of the process areas
covered in CERT-RMM and how they may be similar to or different from those in
CMMIL. Next, you should examine Part Two to understand how generic goals and
practices are used in CERT-RMM. Pay particular attention to the example blocks
in the generic goals and practices; they provide an illustration of how the capabil-
ity dimension can be implemented in the CERT-RMM model.

If you have no process improvement experience, you should begin with the
Introduction in Part One and continue sequentially through the book. The chapters
are arranged to build understanding before you reach Part Three, the process areas.
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Additional Information and Reader Feedback

CERT-RMM continues to evolve as more organizations use it to improve their
operational resilience management processes. You can always find up-to-date
information about the CERT-RMM model, including new process areas as they
are developed and added, at www.cert.org/resilience. There, you can also learn
how CERT-RMM is being used for critical infrastructure protection and how it
forms the basis for exciting research in the area of resilience measurement and
analysis.

Your suggestions for improving CERT-RMM are welcome. For information on
how to provide feedback, see the CERT website at www.cert.org/resilience/
request-comment. If you have comments or questions about CERT-RMM, send
email to rmm-comments@cert.org.
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2 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

Organizations in every sector—industry, government, and academia—face increasingly
complex business and operational environments. They are constantly bombarded
with conditions and events that can introduce stress and uncertainty that may disrupt
the effective operation of the organization.

Stress related to managing operational resilience—the ability of the organization
to achieve its mission even under degraded circumstances—can come from many
sources. For example:

* Technological advances are helping organizations to automate business processes and
make them more effective at achieving their missions. But the cost to organizations is
that the technology often introduces complexities, takes specialized support and
resources, and creates an environment that is rife with vulnerabilities and risks.

¢ Organizations increasingly depend on partnerships to achieve their mission. Exter-
nal partners provide essential skills and functions, with the aim of increasing pro-
ductivity and reducing costs. As a result, the organization must expose itself to new
risk environments. By employing a chain of partners to execute a business process,
the organization cedes control of mission assurance in exchange for cost savings.

¢ The increasing globalization of organizations and their supply chains poses a prob-
lem for management in that governance and oversight must cross organizational
and geographical lines like never before. And it must be acknowledged that the
emerging worldwide sociopolitical environment is forcing organizations to consider
threats and risks that have previously not been on their radar screens. Recent
well-publicized events have changed the view of what is feasible and has
expanded the range of outcomes that an organization must attempt to prevent
and from which it must be prepared to recover.

All of these new demands conspire to force organizations to rethink how they
perform operational risk management and how they address the resilience of
high-value business services and processes. The traditional, and typically com-
partmentalized, disciplines of security, business continuity, and information tech-
nology (IT) operations must be expanded to provide protection and continuity
strategies for high-value services and supporting assets that are commensurate
with these new operating complexities.

In addition, organizations lack a reliable means to answer the question, “How
resilient am I?” They also lack the ability to assess and measure their capability for
managing operational resilience (“Am I resilient enough?”) as they have no credi-
ble yardstick against which to measure. Typically, capability is measured by the
way that an organization has performed during an event or is described in vague
terms that cannot be measured. For example, when organizations are asked to
describe how well they are managing resilience, they typically characterize success
in terms of what hasn’t happened: “We haven'’t been attacked, so we must be doing
everything right.” Because there will always be new and emerging threats, knowing
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PART ONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL 3

how well the organization performs today is necessary but not sufficient; it is
more important to be able to predict how it will perform in the future when the
risk environment changes.

CERT recognizes that organizations face challenges in managing operational
resilience in complex environments. The solution to addressing these challenges
must have several dimensions. First and foremost, it must consider that the man-
agement activities for security, business continuity, and IT operations—typical
operational risk management activities—are converging toward a continuum of
practices that are focused on managing operational resilience. Second, the solu-
tion must address the issues of measurement and metrics, providing a reliable and
objective means for assessing capability and a basis for improving processes. And
finally, the solution must help organizations improve deficient processes—to reli-
ably close gaps that ultimately translate into weaknesses that diminish operational
resilience and impact an organization’s ability to achieve its strategic objectives.

As a process improvement model, the CERT Resilience Management Model seeks
to allow organizations to use a process definition as a benchmark for identifying the
current level of organizational capability, setting an appropriate and attainable desired
target for performance, measuring the gap between current performance and targeted
performance, and developing action plans to close the gap. By using the model’s
process definition as a foundation, the organization can obtain an objective character-
ization of performance not only against a base set of functional practices but also
against practices that indicate successively increasing levels of capability.

Do You Need CERT-RMM?

The use of models for process improvement is common throughout the world.
Models for improving manufacturing processes are typically the most recogniza-
ble, but models such as CMMI are widely adopted across a range of industries.
All organizations have some type of operational element—they may produce
software or cars or deliver consulting services, but they all share the need to carry
out functions that directly and indirectly support their mission on a daily basis.
Regardless of what is being produced or what service is being delivered, manag-
ing operations that are critical for day-to-day and long-term success is what many
people in organizations are charged to do. What makes this so challenging?

Do You Have These Common Problems?

Many organizations accept that with operations comes operational risk. They see
it as an unpleasant by-product of doing business, and perhaps as something they
can’t do anything about. But according to Towers Perrin, operational risk has
been identified as the most important category of risk facing executives today
[van Opstal 2007].

Wow! eBook <WoweBook.Com>



4 PART ONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

For security and continuity professionals, operational risk is our playing field.
Much of what we do on a daily basis is directly focused on avoiding or mitigating
operational risk even though the tasks we perform might not appear at first
glance to be risk management activities.

The way that security and continuity management has evolved in organiza-
tions has resulted in inefficiencies that have become commonly acceptable limi-
tations on success. For example, do any of the following conditions exist in your
organization?

e Security and continuity activities are compartmentalized and lack coordination
toward common goals.

¢ Budgets for security and continuity activities are typically held by IT.

¢ There is no governance over the security and continuity activities.

¢ Risk appetite of higher-level management is not considered in security and
continuity activities.

¢ Processes for security and continuity management are not defined and
managed.

¢ Technology drives security and continuity management solutions rather than
a layered approach of people, procedures, tools, and technologies.

* Work related to security and continuity management is not planned or tracked.

¢ Performance of staff during times of disruption depends on conditions and the
heroic efforts of smart people, or the ability to repeat effective behaviors is
questionable.

¢ The impact of a disruption on the organization is difficult to predict based on past
performance.

¢ Many codes of practice are used, but the effectiveness of these practices is not
measured, nor is redundancy in these practices identified and eliminated.

¢ Compliance activities take an inordinate amount of staff time and resources
but do not advance the state of the organization’s security and continuity
practice.

The list can go on and on. However, all of these conditions indicate the lack of
a systematic approach to managing operational risk that is typically characterized
by silos, lack of coordination and collaboration, ad hoc processes, unknown
and unpredictable outcomes, and heroics: working longer and harder, lowering
expectations, throwing more resources at problems, cutting corners, and
depending on the right people to be available at the right time. Unfortunately,
disruption doesn't really adapt to our management shortcomings; instead, it
exploits them.
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How Does CERT-RMM Help You Solve These Problems and Benefit
Your Organization?

While the intention of developing CERT-RMM was initially to produce a model
in the likeness of CMMI that could be used for model-based process improve-
ment, there is a broad range of uses for the model that address many of the chal-
lenges listed above.

CERT-RMM helps you manage your way through changing risk conditions by
focusing on stabilizing operational resilience processes and meeting resilience
objectives. It uses a process orientation as a way to “glue together” people, proce-
dures and methods, and tools, equipment, and technology—all important ele-
ments in managing operational resilience. And CERT-RMM’s focus on continuous
process improvement supports an organizational reality: operational resilience is
never achieved—it must be continually managed.

Whether you use CERT-RMM as a process improvement model or just as a
starting point for renovating and rejuvenating your resilience program, you may
find many side benefits:

* You can realize the benefits of a convergent view. When operational risk is man-
aged in organizational silos, the benefits to the organization are suboptimal. Silos
allow for different (and sometimes divergent) risk processes, risk definitions, and
risk measurement criteria, all of which can dramatically reduce the organization’s
overall ability to identify and address operational risks. Convergence ensures that
all operational risk management activities are coordinated, aligned with organiza-
tional drivers, and free from the artificial constraints that impact effectiveness (in
other words, optimal).

* You can make your security and continuity practices work better. CERT-RMM
doesn’t replace your administrative, technical, or physical security and sustain-
ment practices. Instead, it provides a framework that the organization can use to
ensure that these practices are producing results, are efficient, and support
operational resilience objectives.

* You can measure progress. Because CERT-RMM is a process improvement model, a
new world of measurement capabilities is provided to security and continuity practi-
tioners. Processes such as incident management can be measured directly to know
when they are working, when they are failing, and what gaps should be closed. In
addition, the process orientation of the model provides opportunities to measure
performance so that an organization can determine that it is getting benefits from its
investment in security and continuity activities.

* You can more confidently characterize your operational resilience management
posture. In our complex world, it is no longer acceptable to characterize
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6 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

operational resilience in terms of events and outcomes that haven’t happened.
An organization needs to be able to understand its capability for managing
operational resilience so that it has some degree of predictability about how it
will perform during times of stress. The capability levels in CERT-RMM give an
organization a way to characterize their competency and their ability to sustain
good behaviors in bad times.

* You can determine where to allocate your limited resources. Legacy budgeting
processes simply aren't effective for addressing the allocation of resources to
operational resilience activities. These processes tend to be tied to organizational
structures (such as IT controlling the “security” budget) that artificially limit the
ability to fund and account for all of the organization’s activities that are involved
in managing operational resilience. CERT-RMM provides not only a process for
formalizing resilience budgeting and accounting but also a broad view of all of the
operational resilience capabilities that need resources.

* You can convert from a compliance mind-set to an improvement mind-set.
Compliance activities divert the organization’s attention away from its goals and
toward the act of complying. However, the ability to comply with various laws,
regulations, and obligations should be an outcome of effective operational
resilience management processes. In addition, the act of compliance can often give
the organization a false sense of capability—many organizations are “in compli-
ance” with a code of practice or an industry regulation yet have a significantly
diminished ability to manage during stressful times. An improvement mind-set
focuses on ensuring the work products of operational resilience management
processes are being created through planned and executed work. These work
products can typically be used to satisfy the range of compliance requests and
concurrently improve the organization’s ability to be operationally resilient.
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CHAPTER 1

INTRODUCTION

The CERT Resilience Management Model (CERT-RMM) is the result of many years
of research and development committed to helping organizations meet the chal-
lenge of managing operational risk and resilience in a complex world. It embodies
the process management premise that “the quality of a system or product is highly
influenced by the quality of the process used to develop and maintain it” by defin-
ing quality as the extent to which an organization controls its ability to operate in a
mission-driven, complex risk environment [CMMI Product Team 2006].

CERT-RMM brings several innovative and advantageous concepts to the man-
agement of operational resilience:

* First, it seeks to holistically improve risk and resilience management through
purposeful and practical convergence of the disciplines of security management,
business continuity management, and aspects of IT operations management (the
convergence advantage).

* Second, it elevates these disciplines to a process approach, which enables the appli-
cation of process improvement innovations and provides a useful basis for metrics
and measurement. It also provides a practical organizing and integrating framework
for the vast array of practices in place in most organizations (the process advantage).

* Finally, it provides a foundation for process institutionalization and organizational
process maturity—concepts that are important for sustaining any process but are
absolutely critical for processes that operate in complex environments, typically
during times of stress (the maturity advantage).

CERT-RMM v1.1 comprises 26 process areas that cover four areas of operational
resilience management: Enterprise Management, Engineering, Operations, and
Process Management. The practices contained in these process areas are codified
from a management perspective; that is, the practices focus on the activities that an
organization performs to actively direct, control, and manage operational resilience
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8 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

in an environment of uncertainty, complexity, and risk. For example, the model does
not prescribe specifically how an organization should secure information; instead, it
focuses on the equally important processes of identifying high-value information
assets, making decisions about the levels needed to protect and sustain these assets,
implementing strategies to achieve these levels, and maintaining these levels
throughout the life cycle of the assets during stable times and, more important, dur-
ing times of stress. In essence, the managerial focus supports the specific actions
taken to secure information by making them more effective and more efficient.

1.1 The Influence of Process Improvement and Capability Maturity Models

Throughout its history, the Software Engineering Institute (SEI) has directed its
research efforts toward helping organizations to develop and maintain quality prod-
ucts and services, primarily in the software and systems engineering and acquisi-
tion processes. Proven success in these disciplines has expanded opportunities to
extend process improvement knowledge to other areas such as the quality of serv-
ice delivery (as codified in the CMMI for Services model) and to cyber security and
resilience management (CERT-RMM).

The SET’s research in product and service quality reinforces three critical dimen-
sions on which organizations typically focus: people, procedures and methods, and
tools and equipment [CMMI Product Team 2006]. However, processes link these
dimensions together and provide a conduit for achieving the organization’s mission
and goals across all organizational levels. Figure 1.1 illustrates these three critical
dimensions.

Traditionally, the disciplines concerned with managing operational risk have
taken a technology-centric view of improvement. That is, of the three critical
dimensions, organizations often look to technology—in the form of software-based
tools and hardware—to fix security problems, to enable continuity, or even to
improve IT operations and service delivery. Technology can be very effective in
managing risk, but technology cannot always substitute for skilled people and
resources, procedures and methods that define and connect tasks and activities,
and processes to provide structure and stability toward the achievement of com-
mon objectives and goals. In our experience, organizations often ask for the one or
two technological advances that will keep their data secure or improve the way
they handle incidents, while failing to recognize that the lack of defined processes
and process management diminishes their overall capability for managing opera-
tional resilience. Most organizations are already technology-savvy when it comes to
security and continuity, but the way they manage these disciplines is immature. In
fact, incidents such as security breaches often can be traced back to poorly
designed and managed processes at the enterprise and operational levels, not tech-
nology failures. Consider the following: Your organization probably has numerous
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firewall devices deployed across its networks. But what kinds of traffic are these
firewalls filtering? What rulesets are being used? Do these rulesets reflect manage-
ment’s resilience objectives and the needs for protecting and sustaining the assets
with firewalls? Who sets and manages the rulesets? Under whose direction? All of
these questions typify the need to augment technology with process so that the
technology supports and enforces strategic objectives.

In addition to being technology-focused, many organizations are practice-
focused. They look for a representative set of practices to solve their unique opera-
tional resilience management challenges and end up with a complex array of
practices sourced from many different bodies of knowledge. The effectiveness of
these practices is measured by whether they are used or “sanctioned” by an indus-
try or satisfy a compliance requirement instead of by how effective they are in help-
ing the organization reduce exposure or improve predictability in managing
impact. The practices are not the problem; organizations go wrong in assuming that
practices alone will bring about a sustainable capability for managing resilience in a
complex environment.

Further damage is done by practice-based assessments or evaluations. Simply
verifying the existence of a practice sourced from a body of knowledge does not
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10 PART ONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

provide for an adequate characterization of the organization’s ability to sustain that
practice over the long term, particularly when the risk environment changes or
when disruption occurs. This can be done only by examining the degree to which
the organization embeds the practice in its culture, is able and committed to per-
forming the practice, can control the practice and ensure that the practice is effec-
tive through measurement and analysis, and can prove the practice is performed
according to established procedures and processes. In short, practices are made bet-
ter by the degree to which they have been institutionalized through processes.

1.2 The Evolution of CERT-RMM

The CERT Resilience Management Model is the result of an evolutionary develop-
ment path that incorporates concepts from other CERT tools, techniques, methods,
and activities.

In 1999, CERT officially released the Operationally Critical Threat, Asset, and
Vulnerability Evaluation (OCTAVE) method for information security risk manage-
ment. OCTAVE provided a new way to look at information security risk from an
operational perspective and asserted that business people are in the best position to
identify and analyze security risk. This effectively repositioned 1T’ role in security
risk assessment and placed the responsibility closer to the operations activity in the
organization [Alberts 1999].

In October 2003, a group of 20 IT and security professionals from financial, IT,
and security services, defense organizations, and the SEI met at the SEI to begin to
build an executive-level community of practice for IT operations and security. The
desired outcome for this Best in Class Security and Operations Roundtable (BIC-
SORT) was to better capture and articulate the relevant bodies of knowledge that
enable and accelerate IT operational and security process improvement. The bodies
of knowledge identified included IT and information security governance, audit,
risk management, IT operations, security, project management, and process man-
agement (including benchmarking), as depicted in Figure 1.2.

In Figure 1.2, the upper four capabilities (white text) include processes that
provide oversight and top-level management. Governance and audit serve as
enablers and accelerators. Risk management informs decisions and choices. Strat-
egy serves as the explicit link to business drivers to ensure that value is being deliv-
ered. The lower four capabilities (black text) include processes that provide
detailed management and execution in accordance with the policies, procedures,
and guidelines established by higher-level management. We observed that these
capabilities were all connected in high-performing IT operations and security
organizations.

Workshop topics and results included defining what it means to be best in class,
areas of pain and promise (potential solutions), how to use improvement frameworks
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and models in this domain, the applicability of Six Sigma, and emerging frameworks
for enterprise security management (precursors of CERT-RMM) [Allen 2004].

In December 2004, CERT released a technical note entitled Managing for Enter-
prise Security that described security as a process reliant on many organizational capa-
bilities. In essence, the security challenge was characterized as a business problem
owned by everyone in the organization, not just IT [Caralli 2004]. This technical note
also introduced operational resilience as the objective of security activities and began
to describe the convergence between security management, business continuity man-
agement, and IT operations management as essential for managing operational risk.

In March 2005, CERT hosted a meeting with representatives of the Financial Ser-
vices Technology Consortium (FSTC).! At the time of this meeting, FSTC’s Business
Continuity Standing Committee was actively organizing a project to explore the
development of a reference model to measure and manage operational resilience
capability. Although our approaches to operational resilience had different starting
points (security versus business continuity), our efforts were clearly focused on solv-
ing the same problem: How can an organization predictably and systematically con-
trol operational resilience through activities such as security and business continuity?

1. FSTC has since been incorporated into the Financial Services Roundtable (www.fsround.org).
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In April 2006, CERT introduced the concept of a process improvement model
for operational resilience in the technical report Sustaining Operational Resiliency:
A Process Improvement Approach to Security Management [Caralli 2006]. This tech-
nical report defined fundamental resilience and process improvement concepts and
detailed candidate focus areas (called “capability areas”) that could be included in
an eventual model. This document was the foundation for developing the first
instantiation of the model.

In May 2007, as a result of work with FSTC, CERT published an initial frame-
work for managing operational resilience in the technical report Introducing the
CERT Resiliency Engineering Framework: Improving the Security and Sustainability
Processes [Caralli 2007]. In this document, the initial outline for a process improve-
ment model for managing operational resilience was published.

In March 2008, a preview version of a process improvement model for managing
operational resilience was released by CERT under the title CERT Resiliency Engineer-
ing Framework, v0.95R [REF Team 2008a]. This model included an articulation of 21
“capability areas” that described high-level processes and practices for managing
operational resilience and, more significantly, provided an initial set of elaborated
generic goals and practices that defined capability levels for each capability area.

In early 2009, the name of the model was changed to the CERT Resilience Man-
agement Model to reflect the managerial nature of the processes and to properly
position the “engineering” aspects of the model. Common CMMI-related taxon-
omy was applied (including the use of the term process areas), and generic goals
and practices were expanded with more specific elaborations in each process area.
CERT began releasing CERT-RMM process areas individually in 2009, leading up to
the “official” release of v1.0 of the model in a technical report published in 2010.
The model continues to be available by process area at www.cert.org/resilience.

The publication of this book marks the official release of CERT-RMM v1.1.
Version 1.1 includes minor changes to process areas resulting from field use and
piloting of the model. In addition, version 1.1 introduces the concept of the opera-
tional resilience management system, which broadly defines the organization’s collec-
tive capability and mechanism for managing operational resilience. More about the
operational resilience management system can be found in Section 2.2.

CERT-RMM

CERT-RMM draws upon and is influenced by many bodies of knowledge and mod-
els. Figure 1.3 illustrates these relationships. (See Tables 1.1 and 1.2 for details
about the connections between CERT-RMM and CMMI models.)

At the descriptive level of the model, the process areas in CERT-RMM have been
either developed specifically for the model or sourced from existing CMMI models
and modified to be used in the context of operational resilience management.
CERT-RMM also draws upon concepts and codes of practice from other security,
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business continuity, and IT operations models, particularly at the typical work
products and subpractices level. This allows users of these codes of practice to
incorporate model-based process improvement without significantly altering their
installed base of practices. The CERT Resiliency Engineering Framework: Code of
Practice Crosswalk, Preview Version, v0.95R [REF Team 2008b] details the relation-
ships between common codes of practice and the specific practices in the CERT-
RMM process areas. The Crosswalk is periodically updated to incorporate new and
updated codes of practice as necessary. The Crosswalk can be found at
www.cert.org/resilience.

Familiarity with common codes of practice or CMMI models is not required to
comprehend or use CERT-RMM. However, familiarity with these practices and
models will aid in understanding and adoption.
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As a descriptive model, CERT-RMM focuses at the process description level but
doesn’t necessarily address how an organization would achieve the intent and pur-
pose of the description through deployed practices. However, the subpractices con-
tained in each CERT-RMM process area describe actions that an organization might
take to implement a process, and these subpractices can be directly linked to one or
more tactical practices used by the organization. Thus, the range of material in each
CERT-RMM process area spans from highly descriptive processes to more prescrip-
tive subpractices.

In terms of scope, CERT-RMM covers the activities required to establish, deliver,
and manage operational resilience activities in order to ensure the resilience of serv-
ices. A resilient service is one that can meet its mission whenever necessary, even
under degraded circumstances. Services are broadly defined in CERT-RMM. At
a simple level, a service is a helpful activity that brings about some intended result.
People and technology can perform services; for example, people can deliver mail,
and so can an email application. A service can also produce a tangible product.

From an organizational perspective, services can provide internal benefits (such
as paying employees) or have an external focus (such as delivering newspapers).
Any service in the organization that is of value to meeting the organization’s mis-
sion should be made resilient.

Services rely on assets to achieve their missions. In CERT-RMM, assets are lim-
ited to people, information, technology, and facilities. A service that produces
a product may also rely on raw materials, but these assets are outside of the imme-
diate scope of CERT-RMM. However, the use of CERT-RMM in a production envi-
ronment is not precluded, since people, information, technology, and facilities are
a critical part of delivering a product, and their operational resilience can be man-
aged through the practices in CERT-RMM.

CERT-RMM does not cover the activities required to establish, delive; and manage services.
In other words, CERT-RMM does not address the development of a service from
requirements or the establishment of a service management system. These activities
are covered in the CMMI for Services model (CMMI-SVC) [CMMI Product Team
2009]. However, to the extent that the “management” of the service requires a strong
resilience consideration, CERT-RMM can be used with CMMI-SVC to extend the defi-
nition of high-quality service delivery to include resilience as an attribute of quality.

CERT-RMM contains practices that cover enterprise management, resilience
engineering, operations management, process management, and other supporting
processes for ensuring active management of operational resilience. The “enterprise”
orientation of CERT-RMM does not mean that it is an enterprise-focused model or
that it must be adopted at an enterprise level; on the contrary, CERT-RMM is focused
on the operations level of the organization, where services are typically executed.
Enterprise aspects of CERT-RMM describe how horizontal functions of the organiza-
tion, such as managing people, training, financial resource management, and risk
management, affect operations. For example, if an organization is generally poor at
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risk management, the effects typically manifest at an operational level in poor risk
identification, prioritization, and mitigation, misalignment with risk appetite and
tolerances, and diminished service resilience.

CERT-RMM was developed to be scalable across various industries, regardless of
their size. Every organization has an operational component and executes services
that require a degree of operational resilience commensurate with achieving the
mission. Although CERT-RMM was constructed in the financial services industry, it
is already being piloted and used in other industrial sectors and government organ-
izations, both large and small.

Finally, understanding the process improvement focus of CERT-RMM can be
tricky. An example from software engineering is a useful place to start. In the
CMMI for Development model (CMMI-DEV), the focus of improvement is soft-
ware engineering activities performed by a “project” [CMMI Product Team 2006].
In CERT-RMM, the focus of improvement is operational resilience management
activities to achieve service resilience as performed by an “organizational unit.” This
concept can become quite recursive (but no less effective) if the “organizational
unit” happens to be a unit of the organization that has primary responsibility for
operational resilience management “services,” such as the information security
department or a business continuity team. In this context, the operational
resilience management activities are also the services of the organizational unit.

1.3 CERT-RMM and CMMI Models

CMMI v1.2 includes three integrated models: CMMI for Development, CMMI for
Acquisition, and the newly released CMMI for Services. The CMMI Framework pro-
vides a common structure for CMMI models, training, and appraisal components.
CMMI for Development and CMMI for Acquisition are early life-cycle models in
that they address software and system processes through the implementation phase
but do not specifically address these assets in operation. The CMMI for Services
model addresses not only the development of services and a service management
system but also the operational aspects of service delivery.

CERT-RMM is primarily an operations-focused model, but it reaches back into
the development phase of the life cycle for assets such as software and systems to
ensure consideration of early life-cycle quality requirements for protecting and sus-
taining these assets once they become operational. Like CMMI for Services, CERT-
RMM also explicitly addresses developmental aspects of services and assets by
promoting a requirements-driven, engineering-based approach to developing and
implementing resilience strategies that become part of the “DNA” of these assets in
an operational environment.

Because of the broad nature of CERT-RMM, emphasis on using CMMI model
structural elements was prioritized over explicit consideration of integration with
existing CMMI models. That is, while CERT-RMM could be seen as defining an
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“operations” constellation in CMMI, this was not an early objective of CERT-RMM
research and development. Instead, the architects and developers of CERT-RMM
focused on the core processes for managing operational resilience, integrating
CMMI model elements to the extent possible. Thus, because the model structures
are similar, CMMI users will be able to easily navigate CERT-RMM.

Table 1.1 provides a summary of the process area connections between CERT-
RMM and the CMMI models. Table 1.2 summarizes other CMMI model and CERT-
RMM similarities. Future versions of CERT-RMM will attempt to smooth out
significant differences in the models and incorporate more CMMI elements where
necessary.

TABLE 1.1 Process Areas in CERT-RMM and CMMI Models

CMMI Models Process Areas Equivalent CERT-RMM Process Areas
CAM—Capacity and Availability TM—Technology Management

Management CERT-RMM addresses capacity management from the
(CMMI-SVC only) perspective of technology assets. It does not address

the capacity of services.

Availability management is a central theme of CERT-
RMM, significantly expanded from CMMI-SVC. Service
availability is addressed in CERT-RMM by managing
the availability requirement for people, information,
technology, and facilities. Thus, the process areas that
drive availability management include
- RRD—Resilience Requirements Development
(where availability requirements are established)

- RRM—Resilience Requirements Management (where
the life cycle of availability requirements is managed)

« EC—Environmental Control (where the availability
requirements for facilities are implemented and
managed)

- KIM—Knowledge and Information Management
(where the availability requirements for information
are implemented and managed)

« PM—People Management (where the availability
requirements for people are implemented and
managed)

« TM—Technology Management (where the availability
requirements for software, systems, and other
technology assets are implemented and managed)
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CMMI Models Process Areas

Equivalent CERT-RMM Process Areas

IRP—Incident Resolution and
Prevention

(CMMI-SVC only)

MA—Measurement and Analysis

OPD—Organizational Process Definition

OPF—Organizational Process Focus

OT—Organizational Training

REQM—Requirements Management

RD—Requirements Development

RSKM—Risk Management

SAM—Supplier Agreement
Management

SCON—Service Continuity
(CMMI-SVC only)

TS—Technical Solution

IMC—Incident Management and Control

In CERT-RMM, IMC expands IRP to address a broader
incident management system and incident life cycle at

the asset level. Workarounds in IRP are expanded in
CERT-RMM to address incident response practices.
MA—Measurement and Analysis is carried over intact
from CMML.

In CERT-RMM, MA is directly connected to MON—Monitoring,
which explicitly addresses data collection that can be used
for MA activities.

OPD—Organizational Process Definition is carried over
from CMMI, but development-life-cycle-related activities
and examples are deemphasized or eliminated.
OPF—Organizational Process Focus is carried over intact
from CMML.

OTA—Organizational Training and Awareness

OT is expanded to include awareness activities in OTA.
RRM—Resilience Requirements Management

Basic elements of REQM are included in RRM, but the focus is
on managing the resilience requirements for assets and serv-
ices, regardless of where they are in their development cycle.
RRD—Resilience Requirements Development

Basic elements of RD are included in RRM, but practices differ
substantially.

RISK—Risk Management

Basic elements of RSKM are reflected in RISK, but the focus is
on operational risk management activities and the enterprise
risk management capabilities of the organization.
EXD—External Dependencies Management

In CERT-RMM, SAM is expanded to address all external
dependencies, not only suppliers. EXD practices differ
substantially.

SC—Service Continuity

In CERT-RMM, SC is positioned as an operational risk man-
agement activity that addresses what is required to sustain
assets and services balanced with preventive controls and
strategies (as defined in CTRL).

RTSE—Resilient Technical Solution Engineering

RTSE uses TS as the basis for conveying the consideration of
resilience attributes as part of the technical solution.
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TABLE 1.2 Other Connections Between CERT-RMM and the CMMI Models

Element Connection

Generic goals and practices The generic goals and practices have been adapted mostly intact
from CMMI. Slight modifications have been made as follows:

« The numbering scheme used in CERT-RMM uses GG.GP
notation. For example, GG1.GP2 is generic goal 1, generic
practice 2.

« Generic practice 2.1 in CMMI focuses on policy, but in CERT-
RMM it is expanded to address governance, with policy as an
element.

- Generic practice 2.6 in CMMI is “Manage Configurations,” but
in CERT-RMM it is clarified to explicitly focus on “work prod-
uct” configurations to avoid confusion with traditional
configuration management activities as defined in IT

operations.
Continuous representation CERT-RMM adopts the continuous representation concept from
CMMI intact.
Capability levels CERT-RMM defines four capability levels up to capability level 3—

“defined.” Definitions of capability levels in CMMI are carried over
for CERT-RMM.

Appraisal process The CERT-RMM capability appraisal process uses many of the
elements of the SCAMPI process. The “project” concept in CMMI
is implemented in CERT-RMM as an “organizational unit.” CERT-
RMM capability appraisals have constructs inherited from
SCAMPI. See Section 6.4.1 for the use of SCAMPI in CERT-RMM
capability appraisals.

1.4 Why CERT-RMM Is Not a Capability Maturity Model

The development of maturity models in the security, continuity, IT operations, and
resilience space is increasing dramatically. This is not surprising, since models like
CMMI have proven their ability to transform the way that organizations and indus-
tries work. Unfortunately, not all maturity models contain the rigor of models like
CMMLI, nor do they accurately deploy many of the maturity model constructs used
successfully by CMML. It is important to have some basic knowledge about the
construction of maturity models in order to understand what differentiates CERT-
RMM and why the differences ultimately matter.

In its simplest form, a maturity model is an organized way to convey a path of
experience, wisdom, perfection, or acculturation. The subject of a maturity model
can be an object or things, ways of doing something, characteristics of something,
practices, or processes. For example, a simple maturity model could define a path of
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successively improved tools for doing math: using fingers, using an abacus, using an
adding machine, using a slide rule, using a computer, or using a hand-held calculator.
Thus, a hand-held calculator may be viewed as a more mature tool than a slide rule.

A capability maturity model (in the likeness of CMMI) is a much more complex
instrument, with several distinguishing features. One of these features is that the
maturity dimension in the model is a characterization of the maturity of processes.
Thus, what is conveyed in a capability maturity model is the degree to which
processes are institutionalized and the degree to which the organization demon-
strates process maturity.

As you will learn in Chapter 5, these concepts correlate to the description of
the “levels” in CMMI. For example, at the “defined” level, the characteristics of a
defined process (governed, staffed with trained personnel, measured, etc.) are
applied to a software or systems engineering process. Likewise for the “managed”
level, where the characteristics of a managed process are applied to software or
systems engineering processes. Unfortunately, many so-called maturity models
that claim to be based on CMMI attempt to use CMMI maturity level descriptions
yet do not have a process orientation.

Another feature of CMMI—as implied by its name—is that there are really two
maturity dimensions in the model. The capability dimension describes the degree to
which a process has been institutionalized. Institutionalized processes are more
likely to be retained during times of stress. They apply to an individual process
area, such as incident management and control. On the other hand, the maturity
dimension is described in maturity levels, which define levels of organizational
maturity that are achieved through raising the capability of a set of process areas in a
manner prescribed by the model.

From the start, the focus in developing CERT-RMM was to describe operational
resilience management from a process perspective, which would allow for the appli-
cation of process improvement tools and techniques and provide a foundational plat-
form for better and more sophisticated measurement methodologies and techniques.
The ultimate goal in CERT-RMM is to ensure that operational resilience processes
produce intended results (such as improved ability to manage incidents or an accu-
rate asset inventory), and as the processes are improved, so are the results and the
benefits to the organization. Because CERT-RMM is a process-focused model at its
core, it was perfectly suited for the application of CMMI’s capability dimension. Thus,
the model contained in this book constitutes a maturity model that has a capability
dimension. However, this is not the same as a capability maturity model, since CERT-
RMM does not yet provide an organizational expression of maturity. Describing orga-
nizational maturity for managing operational resilience by defining a prescriptive
path through the model (i.e., by providing an order by which process areas should be
addressed) requires additional study and research, and all indications from early
model use, benchmarking, and piloting are that a capability maturity model for oper-
ational resilience management founded on CERT-RMM is achievable in the future.
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CHAPTER 2

UNDERSTANDING KEY CONCEPTS IN CERT-RMM

Several key terms and concepts are noteworthy because they form the foundation
for CERT-RMM. Although all are defined in the glossary, each employs words
with multiple possible meanings and interpretations to those with different back-
grounds. So they merit some additional discussion to ensure that CERT-RMM
content that uses and builds on these concepts is correctly interpreted.

2.1 Foundational Concepts

2.1.1 Disruption and Stress

The objective of many maturity models is to improve the processes associated
with building, developing, or acquiring the target object of the model, such as the
development and acquisition of a particular product or service or the enhance-
ment of workforce competencies and skills. CERT-RMM differs in that its focus is
on improving how organizations behave and respond in advance of and during
times of stress and disruption. So, for example, the objective of CMMI-SVC is to
deliver high-quality services. The objective of CERT-RMM is to ensure that high-
quality services are resilient in the face of stress and disruption.'

Organizations are constantly bombarded with events and conditions that can
cause stress and may disrupt their effective operation. Controlling organizational
behavior and response during times of disruption and stress is a primary focus of
operational resilience management—the ability to adapt to operational risks,
including realized risks.

Stress related to managing operational risk, and thus operational resilience,
can come from many sources, including

1. CMMI-SVC achieves its objectives by focusing on the improvement of the service management and delivery
process, with services as the object of improvement. CERT-RMM achieves its objectives by focusing on the improve-
ment of the operational resilience management process, with services as the beneficiary of improvement.

21
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* pervasive use of technology

* operational complexity

* increased reliance on intangible assets, such as digital information and software
* global economy and economic pressures

* open borders

* geopolitical and cultural shifts

* regulatory and legal constraints

* aview of security as an IT problem, not an organization-wide concern

The explosion of computing power and cheap storage means that technology
is in everyone’s hands. Technology is a critical enabler of most of the organiza-
tion’s important products, services, and processes. It is constantly changing and
provides increasing opportunities for operational risk, organizational stress
(including stress to an organization’s supply chain), and disruption.

More and changing technology often means more complexity. While the
automation of manual and mechanical processes through the application of tech-
nology makes these processes more productive, it also makes them more com-
plex. Implementation of new technologies can introduce new risks that are not
identified until they are realized. And technological advances, while providing
demonstrable opportunities for improvements in effectiveness and efficiency,
often increase the likelihood that something will go wrong.

The number and extent of intangible and virtual assets, such as digital infor-
mation, software, and supply chain products and services, are rapidly increasing
[Caralli 2006, p. 40]. Intangibility may increase the likelihood and impact of
potential risks. Intangible assets are more challenging to identify, locate, and
therefore protect, and protection levels are difficult to sustain without concerted
effort. This quality of digital assets forces organizations to pay more attention to
the convergence of cyber and physical security issues because the controls to pro-
tect and sustain these must work together.

Trading in a global economy provides less insulation from global risks and,
correspondingly, less control. Economic disruptions and downturns often result
in increased cyber attacks and increased risk to global supply chain products,
services, and partners. People often change their behavior during uncertain eco-
nomic times, so the potential for insider threats and attacks may also increase.

Participation in the global economy brings a requirement for more open borders
to compete and thrive. Open borders can introduce additional stress when organi-
zational core competencies are outsourced to realize cost savings. Outsourcing can
often cause such core competencies to diminish or disappear altogether, which
makes it difficult to competently manage outsourced partners. Open borders
extend the risk environment to arenas, partners, and countries that are often
unknown and untested. In addition, transferring functions to outsourcing partners
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often means the transfer of risk management even though the primary organization
continues to be the owner and responsible entity for ensuring that the risks associ-
ated with outsourced products and services are sufficiently mitigated.

Having supply chain partners in other countries can introduce additional stress
and potential disruption when navigating cultural norms and conducting business
in non-native languages. It also can cause an organization to be affected by politi-
cal instability such as governments at risk (and thus unable to fulfill their agree-
ments) and economically linked worker protests. Organizations should be
cognizant of any region that may harbor terrorists with antinational sentiments. In
addition, too much presence in a country can result in outsourcing backlash and
financial services backlash directed toward the primary organization attempting to
conduct business in the region.

All business leaders are well aware of the increasing requirements and con-
straints introduced by the growing number of laws and regulations with which
they are expected to comply. Assessing for and ensuring compliance can be
costly, not only in labor resources but also in opportunity costs. Many organiza-
tions, in an attempt to be fully compliant, adopt a prescriptive, checklist-like
approach to assessing compliance and thus a prescriptive view of the risks that
may result from non-compliance. This prohibits them from fully articulating
their risk exposure and likely overinvesting in controls for compliance that may
not be necessary.

Historically, and often still today, security is viewed as a technology problem
and thus is relegated to the IT department. As a result, the budgets for manag-
ing operational risk for information technologies often reside with IT, not in
the business units that are most likely to be impacted when operational risks
are realized. Most organizations address risk management, security (both phys-
ical and cyber), business continuity, disaster recovery, and IT operations as
siloed, compartmentalized functions with little to no integration and commu-
nication even though they share many of the same issues, solutions, and core
competencies. When an incident or disruption occurs, the response is generally
localized and discrete, not orchestrated across all affected lines of business and
organizational units. This condition calls for harmonization and convergence,
which is addressed next.

2.1.2 Convergence

Convergence is a fundamental concept for managing operational resilience. For
CERT-RMM purposes, it is defined as the harmonization of operational risk
management activities that have similar objectives and outcomes.” These activi-
ties include

2. These activities are bound by their operational risk focus. However, collectively they do not represent the full
range of activities that define operational risk management.
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* security planning and management
* business continuity and disaster recovery management

* IT operations and service delivery management

Other support activities are typically included, such as financial management,
communications, human resource management, and organizational training and
awareness. This concept is depicted in Figure 2.1.

Many organizations are now beginning to realize that security, business conti-
nuity, and IT operations management are complementary and collaborative func-
tions that have the same goal: to improve and sustain operational resilience. They
share this goal because each function is focused on managing operational risk.
This convergent view is often substantiated by popular codes of practice in each
domain. For example, security practices now explicitly reference and include
business continuity and IT operations management practices as an acknowledg-
ment that security practices alone do not address both the conditions and conse-
quences of risk. Thus the degree or level to which convergence has been achieved
directly affects the level of operational resilience for the organization. Corre-
spondingly, the level of operational resilience affects the ability of the organiza-
tion to meet its mission.

The business case for convergence ultimately comes down to economics.
When organizational functions and activities share many of the same objec-
tives, issues, solutions, and core competencies, it makes good business sense
to tackle them using a common, collaborative approach. Security planning

Organization Mission

A

OPERATIONAL RESILIENCE

A

SECURITY BUSINESS IT OPERATIONS
MANAGEMENT CONTINUITY MANAGEMENT

OPERATIONAL RISK MANAGEMENT

FIGURE 2.1
Convergence of Operational Risk Management Activities
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and management, business continuity and disaster recovery management, and
IT operations and service delivery management are bound by the same opera-
tional risk drivers. A convergent approach allows for better alignment
between risk-based activities and organizational risk tolerances and appetite.
In other words, such activities are likely to have risks in common with similar
thresholds that can be managed and mitigated using similar, if not identical,
approaches.

Redundant activities can be eliminated along with their associated costs. Staff
resources can be more effectively deployed and optimized. Convergence enforces
a focus on organizational and service missions. It facilitates a process that is
owned by line of business and organizational unit managers and consistently
implemented across the organization. A common, collaborative approach greatly
influences how operational risk and operational resilience management work is
planned, executed, and managed to the end objective of greater effectiveness,
efficiency, and reduced risk exposure.

If this is such an obvious win, what gets in the way? These activities and func-
tions (and the people who perform them) have a long history of operating inde-
pendently. Organizational structures and traditional funding models tend to
solidify this separation. Numerous codes of practice for each discipline exist,
reinforcing their separateness. Compliance drives their use, rather than perform-
ance. Misuse sustains an entrenched and isolated view of who should be doing
what. Risk drivers that apply to all of these activities are unclear, poorly defined,
and not communicated. The same can be said for enterprise and strategic objec-
tives and critical success factors that are intended to drive all of these activities.
Governance and visible sponsorship for converged activities is rarely present; this
is also the case for developing a process orientation and process definition for
converged activities.

2.1.3 Managing Operational Resilience

The demands and stress factors described above conspire to force organizations
to rethink how they perform some aspects of operational risk management and
how they address the resilience of high-value business processes and services.
Security, business continuity, and IT operations constitute a large segment of
operational risk management activities for almost all organizations.

Operational risk is defined as the potential impact on assets and their related
services that could result from inadequate or failed internal processes, failures of
systems or technology, the deliberate or inadvertent actions of people, or external
events. To more effectively manage and mitigate operational risk requires that an
organization focus its attention on operational resilience. Operational resilience
addresses the organization’s ability to adapt to risk that affects its core operational
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capacities. It is an emergent property of effective and efficient operational risk
management [Caralli 2006].

Operational resilience management is the direction and coordination of activ-
ities to achieve resilience objectives that align with the organization’s strategic
objectives and critical success factors.

The operational resilience management system is the mechanism through
which operational resilience management is performed. An operational resilience
management system includes the plan, program, processes, procedures, prac-
tices, and people that are necessary to manage operational resilience. As with all
systems, the operational resilience management system is composed of inde-
pendent yet interrelated elements that are unified in their focus on achieving a
common goal. Because operational resilience is highly dependent on cultural
change and commitment, the operational resilience management system virtually
spans the organization, drawing from many organizational capabilities, people,
and skills.

Simply put, the operational resilience management system has four broad
objectives:

* Prevent the realization of operational risk to a high-value service (instantiated by
a protect strategy).

* Sustain a high-value service if risk is realized (instantiated by a sustain strategy).

* Effectively address consequences to the organization if risk is realized, and return
the organization to a “normal” operating state.

* Optimize the achievement of these objectives to maximize effectiveness at the
lowest cost.

Requirements form the basis for managing operational resilience. Protection
and sustainment strategies for an organizational service and associated assets are
based on resilience requirements that reflect how the service and assets are used
to support the organization’s strategic objectives. When the organization fails to
meet these requirements (either because of poor practices or as a result of an inci-
dent, disaster, or other disruptive event), the operational resilience of the service
and assets is diminished, the service mission is at risk, and one or more of the
organization’s strategic objectives is not met. Thus, operational resilience depends
on establishing requirements in order to build resilience into assets and services
and to keep these assets and services productive in the accomplishment of strategic
objectives.

Through extensive review of existing codes of practice in the areas of security,
business continuity, and IT operations management, as well as from experience
with helping organizations to adopt a convergent view, CERT developers have
codified in CERT-RMM a process definition for resilience management processes.
The process definition embodies a requirements-driven foundation and describes
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the range of processes that characterize the organizational capabilities necessary
to actively direct, control, and manage operational resilience.

2.2 Elements of Operational Resilience Management

CERT-RMM defines several foundational concepts that provide useful levels of
abstraction applied throughout the model. These concepts include

* services

* business processes

* assets

* resilience requirements

* strategies for protecting and sustaining assets and services
¢ life-cycle coverage

These concepts are key to understanding CERT-RMM’s process-based approach
to managing operational resilience. All are described in the sections that follow.
Figure 2.2 depicts the relationships among services, business processes, and
CERT-RMM assets.

2.2.1 Services

A service is the limited number of activities that the organization carries out in
the performance of a duty or in the production of a product.’ In the gas utilities
industry, services include gas production, gas distribution, and gas transmission.
In the financial services sector, services include retail/consumer banking, com-
mercial banking, and loan processing. Services can be externally focused and
customer-facing, such as the production of shrink-wrapped software or provid-
ing web services for conducting market surveys. Services can be internally
focused, such as human resources transactions (hiring, performance reviews)
and monthly financial reporting. Services typically align with a particular line of
business or organizational unit but can cross units and organizational bound-
aries (such as in the case of a global supply chain to produce an automobile).
While the focus of CERT-RMM is on processes for managing operational
resilience, resilience of services is key for mission assurance. Thus, one of the
foundational concepts in CERT-RMM is that improving operational resilience

3. In the CMMI for Services model, a service is defined as a product that is intangible and non-storable [CMMI
Product Team 2009]. CMMI for Services focuses on the high-quality delivery of services. CERT-RMM extends this con-
cept by focusing on resilience as an attribute of high-quality service delivery, which ultimately impacts organizational
health and resilience. In CERT-RMM, services are used as an organizing principle; the resilience of these services is the
focus of improving operational resilience management processes and the operational resilience management system.
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Information Technology Facilities

FIGURE 2.2
Relationships Among Services, Business Processes, and Assets

management processes has a significant, positive effect on service resilience.
Figure 2.3 depicts the relationship between services and operational resilience
management processes.

So what makes a service resilient? CERT-RMM identifies the following activi-
ties as contributing to service resilience:

* identification and mitigation of risks to the service and its supporting assets (see
Section 2.2.3, “Assets”)

* implementation of service continuity processes and plans
* management and deployment of people, including external partners
* management of IT operations

* identification and deployment of effective controls for information and technology
assets

* management of the operational environment where services are performed
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FIGURE 2.3
Relationship Between Services and Operational Resilience Management Processes

A key aspect of services is the concept of high-value services, those that are
critical to the success of the organization’s mission. The high-value services of
the organization are the focus of the organization’s operational resilience man-
agement activities. These services directly support the achievement of strategic
objectives and therefore must be protected and sustained to the extent necessary
to minimize disruption. Failure to keep these services viable and productive
may result in significant inability to meet strategic objectives and, in some cases,
the organization’s mission. To appropriately define the scope of the organiza-
tion’s operational resilience management system, the high-value services of the
organization must be identified, prioritized, and communicated as a common
target for success. High-value services serve as the focus of attention throughout
CERT-RMM as the means by which to establish priorities for managing risk and
improving processes, given that it is not possible (nor does it make good busi-
ness sense) to mitigate all risks and improve all processes. High-value services
are fueled by organizational assets such as people, information, technology, and
facilities.

2.2.2 Business Processes

A business process is a series of discrete activities or tasks that contribute to the
fulfillment of a service mission. Think of a business process as the next level of
decomposition for a service, and a service as the aggregation of all of the business
processes necessary for service mission success. A single business process may
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support multiple services. Like services, business processes can traverse the
organization and cross organizational lines. In addition, business processes are
often performed outside of the boundaries of the organization. Each business
process mission must enable the service mission it supports. In CERT-RMM, any
discussion of services can be understood to refer to all the component business
processes of the services as well.

2.2.3 Assets

An asset is something of value to the organization. Services and business
processes are “fueled” by assets—the raw materials that services need to
operate.* A service cannot accomplish its mission unless there are

* people to operate and monitor the services

* information and data to feed the process and to be produced by the service
* technology to automate and support the service

* facilities in which to perform the service

Success at achieving the organization’s mission relies on critical dependencies
between organizational goals and objectives, services, and associated high-value
assets. Operational resilience starts at the asset level. To ensure operational
resilience at the service level, related assets must be protected from threats and
risks that could disable them. Assets must also be sustainable (able to be recovered
and restored to a defined operating condition or state) during times of disruption
and stress. The optimal mix of protect and sustain strategies depends on performing
trade-off analysis that considers the value of the asset and the cost of deploying
and maintaining the strategy.

As shown in Figure 2.4, failure of one or more assets (due to disruptive events,
realized risk, or other issues) has a cascading impact on the mission of related
business processes, services, and the organization as a whole. Failure can impede
mission assurance of associated services and can translate into failure to achieve
organizational goals and objectives. Thus, ensuring the operational resilience of
high-value assets is paramount to organizational success.

The first step in establishing the operational resilience of assets is to identify and
define the assets. Because assets derive their value and importance through their
association with services, the organization must first determine which services are
high-value. This provides structure and guidance for developing an inventory of
high-value assets for which resilience requirements will have to be established and

4. In CERT-RMM, we take a “cyber” approach to resilience. That is, we specifically exclude considerations of other
tangible, raw materials that are important to the delivery of some services and most manufacturing processes. This is
not to say that physical materials cannot be considered in CERT-RMM, but explicit processes and practices for this
are not included in the core model.
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Business Processes

Information Technology Facilities

FIGURE 2.4
Impact of Disrupted Asset on Service Mission

satisfied. Inventorying these assets is also essential to ensuring that changes are
made in resilience requirements as operational and environmental changes occur.

Each type of asset for a specific service must be identified and inventoried.
The following are descriptions of the four asset types used in CERT-RMM:

* People are those individuals who are vital to the expected operation and performance
of the service. They execute the process and monitor it to ensure that it is achieving
its mission, and they make corrections to the process when necessary to bring it
back on track. People may be internal or external to the organization.

¢ Information is any information or data, in paper or electronic form, that is vital to
the intended operation of the service. Information may also be the output or
by-product of the execution of a service. Information can be as small as a bit or a
byte, a record or a file, or as large as a database. Because of confidentiality and pri-
vacy concerns, information must also be categorized as to its organizational sensi-
tivity. Categorization provides another level of important description to an
information asset that may affect its protection and continuity strategies.
Examples of information include Social Security numbers, a vendor database,
intellectual property, and institutional knowledge.

* Technology describes any technology component or asset that supports or
automates a service and facilitates its ability to accomplish its mission. Technology
has many layers, some of which are specific to a service (such as an application
system) and others that are shared by the organization (such as the enterprise-wide
network infrastructure) to support more than one service. Organizations must
describe technology assets in terms that facilitate development and satisfaction of
resilience requirements. In some organizations, this may be at the application
system level; in others, it might be more granular, such as at the server or personal
computer level. CERT-RMM characterizes technology assets as software, systems,
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or hardware. Technology assets can also include firmware and other assets,
including physical interconnections between these assets, such as cabling.

* Facilities are any physical plant assets that the organization relies upon to
execute a service. Facilities are the places where services are executed and can be
owned and controlled by the organization or by external business partners
(referred to as external entities in the model). Facilities are often shared such that
more than one service is executed in and dependent upon them. For example, a
substantial number of services are executed inside of a headquarters office building.
Facilities provide the physical space for the actions of people, the use and storage
of information, and the operations of technology components. Thus, resilience
planning for facilities must integrate tightly with planning for the other assets.
Examples of facilities include office buildings, data centers, and other real estate
where services are performed.

As shown in Figure 2.5, relationships among assets have implications for
resilience. Information is the most “embedded” type of asset; its resilience is linked
to the technologies in which it is developed, processed, stored, and transmitted
as well as the facilities within which the technology physically resides.

High-value assets have owners and custodians. Asset owners are the persons
or organizational units, internal or external to the organization, that have pri-
mary responsibility for the viability, productivity, and resilience of the asset.
For example, an information asset such as customer data may be owned by the
customer relations department or the customer relationship manager. It is the

Facilities)

Information

People

\ J

FIGURE 2.5
Putting Assets in Context
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owner’s responsibility to ensure that the appropriate levels of confidentiality,
integrity, and availability requirements are defined and satisfied to keep the
asset productive and viable for use in services.

Asset custodians are persons or organizational units, internal or external to the
organization, that agree to and are responsible for implementing and managing
controls to satisfy the resilience requirements of high-value assets while they are
in their care. For example, the customer data in the preceding example may be
stored on a server that is maintained by the IT department. In essence, the IT
department takes custodial control of the customer data asset when the asset is in
its domain. The IT department must commit to taking actions commensurate
with satisfying the requirements for protection and continuity of the asset by its
owners. However, in all cases, owners are responsible for ensuring the proper
protection and continuity of their assets, regardless of the actions (or inactions)
of custodians.

2.24 Resilience Requirements

An operational resilience requirement is a constraint that the organization places
on the productive capability of a high-value asset to ensure that it remains viable
and sustainable when charged into production to support a high-value service. In
practice, operational resilience requirements are a derivation of the traditionally
described security objectives of confidentiality, integrity, and availability. Well
known as descriptive properties of information assets, these objectives are also
extensible to other types of assets—people, technology, and facilities—with which
operational resilience management is concerned. For example, in the case of
information, if the integrity requirement is compromised, the information may
not be usable in the form intended, thus impacting associated business processes
and services. Correspondingly, unintended changes made to the information
(compromise of integrity) may cause the business process or service to produce
unintended results.

Resilience requirements provide the foundation for how assets are protected
from threats and made sustainable so that they can perform as intended in sup-
port of services. Resilience requirements become a part of an asset's DNA (just
like its definition, owner, and value) which transcends departmental and organi-
zational boundaries because the requirements stay with the asset regardless of
where it is deployed or operated.

Resilience requirements are an important element of the operational resilience
management system. To develop complete resilience requirements, the organiza-
tion considers not just specific asset-level requirements but organizational driv-
ers (strategic goals and objectives and critical success factors), risk appetite, and
risk tolerances. As shown in Figure 2.6, organizational drivers provide the
rationale for investing in resilience activities, and risk appetite and tolerances
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Driving Operational Resilience Through Requirements

provide parameters for prioritizing risk mitigation actions. Organizational driv-
ers are also important because they enable the identification of the organiza-
tion’s high-value services. These are the services that are critical in achieving the
organization’s mission and that should therefore be the focus of the organiza-
tion’s operational resilience management activities and resources.
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Resilience requirements form the basis for protection and sustainment
strategies. These strategies determine the type and level of controls needed to
ensure the operational resilience of high-value services and their associated assets
(i.e., controls that protect services and assets from disruption as much as possible
and that sustain services and assets in the event of disruption). Conversely,
controls must satisfy the requirements from which they derive. Aligning control
objectives with resilience requirements can help the organization to avoid
deploying an extensive number of overlapping and redundant controls.

The importance of requirements to the operational resilience management sys-
tem cannot be overstated. Resilience requirements embody the strategic objectives,
risk appetite, critical success factors, and operational constraints of the organiza-
tion. They represent the alignment factor that ties practice-level activities per-
formed in security and business continuity to what must be accomplished at the
service and asset level in order to move the organization toward mission success.

2.2.5 Strategies for Protecting and Sustaining Assets

As discussed in the preceding section, protection and sustainment strategies are
used to identify, develop, implement, and manage controls commensurate with an
asset’s resilience requirements. As the name implies, protection strategies are pro-
tective. They address how to minimize risks to the asset resulting from exposure to
threats and vulnerabilities. Sustainment strategies are focused on asset and service
continuity. Such strategies define how to keep the asset operational when under
stress and how to keep associated services operable when the asset is not available.
Each asset needs an optimized mix of protection and sustainment strategies.
Protection strategies translate into activities designed to minimize an asset’s
exposure to sources of disruption and to the exploitation of vulnerabilities. As
shown in Figure 2.7, these strategies manage the conditions of risk by reducing
threat and asset exposure. Such activities typically fall into the “security” function

ol
L N

Information

Protect Sustain

Manage Consequences of
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FIGURE 2.7
Optimizing Information Asset Resilience
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but may also be embedded in IT operations processes. Activities that implement
protection strategies often appear as processes, procedures, policies, and controls.

Sustainment strategies translate into activities designed to keep assets operat-
ing as close to normal as possible when faced with disruptive, stressful events.
These strategies aid in managing the consequences of risk by making conse-
quences less likely and allowing the organization to respond more effectively to
address consequences when an event occurs. Such activities typically fall into the
“business continuity” function. Activities that implement sustainment strategies
often also appear as processes, procedures, policies, plans, and controls.

The optimization of protection and sustainment strategies and activities that
minimize risk to assets and services while making efficient use of limited
resources defines the management challenge of operational resilience.

2.2.6 Life-Cycle Coverage

Each of the assets covered in CERT-RMM has a life cycle. From a generic perspec-
tive, the majority of operational resilience management processes in CERT-RMM
focus on the deployment and operation life-cycle phases, as shown in Figure 2.8.

However, some practices in CERT-RMM cover earlier life-cycle phases to ensure
that operational resilience is considered during asset design and development,
which can fortify an asset’s defense against vulnerabilities and disruption in the
operations phase. For example, the practices in Resilience Requirements Develop-
ment and Resilience Requirements Management can be considered early life-cycle
activities (in the plan, design, develop, and acquire phases) that address the devel-
opment and management of resilience requirements early in the life of an asset.

Depending on the asset, the life-cycle treatment in CERT-RMM can appear to
be inconsistent; however, model architects were purposeful in determining which
early life-cycle activities to include in the model for maximum effectiveness in
meeting operational resilience objectives.

The following briefly describes CERT-RMM life-cycle coverage for each asset
type and for services.

Deploy Operate >—©

Assets in Production

Develop

Q— Plan

C

Acquire

FIGURE 2.8
Generic Asset Life Cycle
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People Life Cycle

People are hired, trained, and deployed in services. The activities of hiring and
training staff, as well as determining their fitness for duty or purpose, are consid-
ered early life-cycle activities. Thus, some of the practices included in CERT-RMM
address the hiring, training, and development of people. CERT-RMM also addresses
the late life-cycle activity of decommissioning people deployed to services, which
might include transfer, voluntary separation, or termination.

Information Life Cycle

Information is created or developed, used by people and services, and then disposed
of at the end of its useful life. CERT-RMM practices address the early life-cycle
activities related to the development and management of information resilience
requirements, the development and implementation of respective controls
to meet the requirements, the secure and sustainable use of the information, and
the secure disposition of the information. Thus, CERT-RMM covers the entire
information life cycle.

Technology Life Cycle

Technology is most closely defined by traditional life-cycle descriptions. Software,
systems, and hardware are planned, designed, developed or acquired, implemented,
and operated. For the most part, CERT-RMM focuses on the operations phase of the
life cycle for technology assets. However, process areas such as Controls Manage-
ment address the early consideration of controls that have to be designed into soft-
ware and systems. And the Resilient Technical Solution Engineering process area
provides a useful process definition for managing the consideration and inclusion of
resilience quality attributes in software and systems throughout their development
life cycle. Correspondingly, the External Dependencies Management process area
includes these same considerations when software and systems are being acquired.

Figure 2.9 depicts the reach back into earlier life-cycle phases for these cate-
gories of technology assets.
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FIGURE 2.9

Software/System Asset Life Cycle
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Facilities Life Cycle

Facilities are planned, designed, developed or acquired, constructed, operated,
and then retired at the end of their useful life. CERT-RMM practices address early
life-cycle activities of developing and managing resilience requirements for facili-
ties; for developing, implementing, and managing physical facilities controls; for
maintaining the vital physical and electronic systems of the facility; and for the
closure or disposition of the facility.

Services Life Cycle

For services, operational resilience management processes primarily focus on the
deployment and operations phases of a service’s life cycle’ as shown in Figure 2.10.

At a high level in CERT-RMM, services are identified, prioritized, and com-
municated as the basis for organizational success. Service profiles and attributes
are kept up-to-date in an accessible service repository. Assets (as defined above)
associated with or used by each service are identified and kept current as are
interdependencies between services and business processes.

From a model perspective, the processes defined in CERT-RMM mostly act
on the service while it is in operation to ensure that it can meet its mission con-
sistently over time. However, some early life-cycle activities for services are
included in CERT-RMM. For example, the resilience requirements for services
are defined and managed in Resilience Requirements Definition and Resilience
Requirements Management, respectively. Through the lens of associated assets,
the resilience attributes for the service are identified in these processes and car-
ried out through other processes such as Controls Management and Service
Continuity. When controls and service continuity plans are established, these

Design
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Deploy Operate >—© ;

Services in Production

FIGURE 2.10
Services Life Cycle

5. The early life-cycle activities for services (design, development, and implementation) are covered in the CMMI
for Services model. CERT-RMM addresses services in operation as they support the achievement of organizational
goals and objectives.
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processes can be considered early life cycle; conversely, when controls and
service continuity plans are implemented and managed, these processes are
considered to be in the operations phase of the life cycle for services.

In addition, changing conditions that affect services in the operations phase are
reflected in changes to controls and service continuity plans. These conditions
include

* changes in a service’s or asset’s resilience requirements
¢ identification of new vulnerabilities, threats, and risks

* asset changes, such as staff changes, changes to information assets and technology,
and relocation of facilities

 changes in a service’s or asset’s protective controls

* changes in the plan’s stakeholders, including external entities and public agencies
* organizational changes, including staff and geographic changes

* changes in lines of business, industry, and product or services mix

* significant technical infrastructure changes

* changes in relationships with external entities such as vendors and business
partners

 changes in or additions to regulatory or legal obligations
* results of service continuity plan execution

* results of service continuity plan testing

Other CERT-RMM Life Cycles

Other life cycles are also addressed in CERT-RMM. For example, the incident life
cycle is the focus of the Incident Management and Control process area. In addi-
tion, service continuity as defined in the Service Continuity process area defines
a life cycle for creating a service continuity program and planning, developing,
testing, and executing service continuity plans.

2.3 Adapting CERT-RMM Terminology and Concepts

Organizations adopting CERT-RMM may decide to replace some of the terminol-
ogy used in these key concepts with whatever is comfortable, familiar, and useful
to them. However, users of CERT-RMM are strongly encouraged to interpret and
apply the foundational concepts (disruption and stress, convergence, operational
resilience) and the elements of operational resilience (services, business processes,
assets, and resilience requirements, strategies to protect and sustain, and life-cycle
coverage) to gain the benefits of managing and improving operational resilience
using the model.
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CHAPTER 3

MODEL COMPONENTS

This chapter introduces the CERT-RMM process areas and their categories and
describes the process area components and their categories. You will need to fully
understand this information to make use of the process areas contained in Part
Three. It may be helpful to skim a few process areas before you read this section
to become familiar with their general construction and layout.

3.1 The Process Areas and Their Categories

As in CMMI models, a process area in CERT-RMM is “a cluster of related prac-
tices in an area that, when implemented collectively, satisty a set of goals consid-
ered important for making improvement in that area” [CMMI Product Team
2009, p. 10]. CERT-RMM has 26 process areas (PAs) that are organized into high-
level operational resilience categories: Engineering, Enterprise Management,
Operations, and Process Management. Table 3.1 shows the 26 CERT-RMM
process areas by category.

TABLE 3.1 Process Areas by Category

Category Process Area
Engineering Asset Definition and Management
Engineering Controls Management
Engineering Resilience Requirements Development
Engineering Resilience Requirements Management
Engineering Resilient Technical Solution Engineering
Engineering Service Continuity
Enterprise Management Communications
Enterprise Management Compliance
Enterprise Management Enterprise Focus
Continues
41
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TABLE 3.1 Process Areas by Category (Continued)

Category

Process Area

Enterprise Management
Enterprise Management
Enterprise Management
Enterprise Management
Operations

Operations

Operations

Operations

Operations

Operations

Operations

Operations

Operations

Process Management
Process Management
Process Management
Process Management

Financial Resource Management
Human Resource Management
Organizational Training and Awareness
Risk Management

Access Management

Environmental Control

External Dependencies Management
Identity Management

Incident Management and Control
Knowledge and Information Management
People Management

Technology Management

Vulnerability Analysis and Resolution
Measurement and Analysis

Monitoring

Organizational Process Definition
Organizational Process Focus

Categories are further elaborated and described in Section 4.1.

3.1.1 Process Area lcons

The process area categories are reinforced visually in the model by process area
icons. The process area icons show the process area tags (explained below and in
Section 3.4) and the symbol of the process area’s operational resilience manage-
ment area. Figure 3.1 shows an example of a process area icon from each opera-

tional resilience management area.

3.2 Process Area Component Categories

CERT-RMM process areas contain three categories of components: Required,
Expected, and Informative. These categories aid in establishing process
improvement objectives and in adapting the model to an organization’s unique

circumstances.'

Table 3.2 lists the model components in each category.

1. Much of the nomenclature used in CERT-RMM is derived from CMMI. Thus, if you are already familiar with
CMMI models, you should notice no differences in the way that these components are defined or used.
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Service Continuity Process Area
Engineering category

Communications Process Area
Enterprise Management category

Environmental Control Process Area
Operations category

Monitoring Process Area
Process Management category

FIGURE 3.1
Examples of Process Area Icons

TABLE 3.2 CERT-RMM Components by Category

Required Expected Informative
Specific goal statements Specific practice statements Purpose statements
Generic goal statements Generic practice statements Introductory notes

Related process areas section
Summary of specific goals and practices
Goal and practice titles

Typical work products

Subpractices

Notes

Example blocks

Generic practice elaborations
References

Amplifications
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3.2.1 Required Components

Required components describe what an organization must achieve to satisfy a
process area. There are two required components in CERT-RMM: specific goal
statements and generic goal statements. Goal satisfaction is used in CERT-
RMM-based capability appraisals to determine capability levels (see Part Two,
Section 6.4). Satisfaction of a goal means that it is visibly and verifiably imple-
mented in the organization’s processes.

Note that it is the goal statements that are required components, not the goal
titles. The goal title of specific goal 1 in Asset Definition and Management is
“Establish Organizational Assets”; the goal title of generic goal 1 is “Achieve Spe-
cific Goals.”

3.2.2 Expected Components

Expected components describe the practices that an organization will typically
implement to achieve required components. Specific practice statements and
generic practice statements are both expected components in CERT-RMM. To
satisfy goals, the specific and generic practices are expected to be present in the
planned and implemented processes of the organization unless acceptable alter-
natives are present.

Again, note that it is the practice statements that are expected components,
not the practice titles.

3.2.3 Informative Components

Informative components provide guidance and suggestions about how to achieve
the required and expected components. The informative components in CERT-
RMM are listed in Table 3.2.

For example, “Identify high-value services” is a subpractice in Asset Defini-
tion and Management specific goal 2, specific practice 1, and “List of high-value
services and associated assets” is a typical work product.

3.3 Process Area Component Descriptions

3.3.1 Purpose Statements

Purpose statements summarize the content of the process area and collectively
represent the goals of the process area. For example, for the Service Continuity
process area, “The purpose of Service Continuity is to ensure the continuity of
essential operations of services and related assets if a disruption occurs as a result
of an incident, disaster, or other disruptive event.”

3.3.2 Introductory Notes

The introductory notes provide explanatory matter on the contents of the process
area. They are designed to explain the scope of the process area and how
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developing competency in that area is important to achieving and sustaining
resilience. Unique conditions and terminology are included in the introductory
notes, as well as a summary of the goals of the process area.

3.3.3 Related Process Areas Section

The related process areas section lists references to other process areas and
reflects the high-level relationships among capabilities. This information is useful
in deciding which other capabilities are complementary and should be consid-
ered by the organization when improving capability.

The following are two examples of relationships from the Service Continuity
process area:

The consideration of consequences as a foundational element for developing a
service continuity plan is addressed in the Risk Management process area.

The identification of vital records and databases for service continuity is
addressed in the Knowledge and Information Management process area.

3.3.4 Summary of Specific Goals and Practices

The summary of specific goals and practices is a table that lists the tag and title of
all of the specific goals in the process area and the tag and title of the specific
practices of each specific goal.

3.3.5 Specific Goals and Practices

The specific goals of each process area state at a high level the unique capabilities
that characterize the process and are required for improving the process. They
describe what to do to achieve the capabilities. Specific goals are decomposed
into specific practices, which are considered to be the base practices that reflect
the process area’s body of knowledge. Specific practices are expected components
of the process area that, when achieved, should promote accomplishment of the
associated goal. They begin to articulate how to achieve process capabilities. Spe-
cific practices provide suggested ways to meet their associated goals, but in
implementation they may differ from organization to organization.

Figure 3.2 shows a specific goal from the Asset Definition and Management
process area with its required component, the specific goal statement.

ADM:SG1 Establish Organizational Assets

Organizational assets (people, information, technology, and facilities) are
identified and the authority and responsibility for these assets are established.

FIGURE 3.2
A Specific Goal and Specific Goal Statement

Wow! eBook <WoweBook.Com>



46 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

Figure 3.3 shows a specific practice from the Asset Definition and Manage-
ment process area with its expected component, the specific practice statement.

3.3.6 Generic Goals and Practices

Generic goals are called “generic” because the same goal statement applies to
multiple process areas. A generic goal describes the capabilities that must be
present to institutionalize the processes that implement a process area. A generic
goal is a required model component and is used in appraisals to determine
whether a process area is satisfied.

Figure 3.4 shows a generic goal from the Asset Definition and Management
process area with its required component, the generic goal statement.

Generic practices are called “generic” because the same practice applies to
multiple process areas. A generic practice is the description of an activity that is
considered important in achieving the associated generic goal. (See Part Two,
Chapter 5, for a more detailed description of generic goals and practices.)

Figure 3.5 shows a generic practice from the Asset Definition and Manage-
ment process area with its expected component, the generic practice statement.

3.3.7 Typical Work Products

Typical work products describe the artifacts typically produced by a specific practice.
As informative elements, these artifacts are not set in stone; rather, they are sug-
gested from experience, and an organization may have similar or additional artifacts.

ADM:SG2.SP2 Analyze Asset-Service Dependencies

Instances where assets support more than one service are identified
and analyzed.

FIGURE 3.3
A Specific Practice and Specific Practice Statement

ADM:GG2 Institutionalize a Managed Process

Asset definition and management is institutionalized as a managed process.

FIGURE 3.4
A Generic Goal and Generic Goal Statement

ADM:GG2.GP1 Establish Process Governance

Establish and maintain governance over the planning and performance of
the asset definition and management process.

FIGURE 3.5
A Generic Practice and Generic Practice Statement

Wow! eBook <WoweBook.Com>



Chapter 3 Model Components 47

Typical process artifacts are useful as model elements because they provide a base-
line from which measurement of the performance of the practice can be gauged.

3.3.8 Subpractices, Notes, Example Blocks, Generic Practice Elaborations,
References, and Amplifications

Subpractices are informative elements associated with each specific practice and
relevant to typical work products. Subpractices are a transition point for process-
area—specific practices because the focus changes at this point from what must be
done to how. While not prescriptive or detailed, subpractices can help organiza-
tions determine how they can satisfy the specific practices and achieve the goals
of the process area. Each organization will have its own subpractices that it has
either organically developed or has acquired from a code of practice.

Subpractices can include notes and example blocks. Notes provide expanded
and explanatory detail for subpractices where necessary. Examples provide rele-
vant and real-world illustrations and depictions that support understanding of
the subpractices.

Generic practice and subpractice elaborations provide guidance about how the
generic practice should be applied uniquely to the process area. For example, in
every process area, subpractice 1 of generic goal 2, generic practice 3 (“Provide
Resources”), is “Staff the process.” In the Incident Management and Control process
area, the subpractice elaboration lists examples of staff required to perform the inci-
dent management and control process, such as staff responsible for triaging events.

References are pointers to related, additional, or more detailed information in
other process areas or other components within the same process area. The CERT
Resiliency Engineering Framework: Code of Practice Crosswalk, Preview Version,
v0.95R [REF Team 2008b] contains subpractice references to common codes of
practice that aid in effectively adopting CERT-RMM regardless of what practices
an organization has already invested in and implemented.

Amplifications explain or describe a unique aspect of a practice. They are
used in Asset Definition and Management to describe the differences between
asset types. Otherwise, they are infrequently used in the current version of the
model. Future versions of the model will use amplifications to describe how a
particular process area is addressed for a specific asset type, such as software, sys-
tems, or facilities.

Figure 3.6 illustrates the structure of the major model components and indi-
cates whether all or part of each component is required, expected, or informative.

3.4 Numbering Scheme

Process areas in CERT-RMM are tagged with a two- to four-letter tag. The tags for
all the process areas are shown in Table 3.3.
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FIGURE 3.6
Summary of Major Model Components

TABLE 3.3 Process Area Tags

Process Area Tag
Asset Definition and Management ADM
Access Management AM
Communications COMM
Compliance COMP
Controls Management CTRL
Environmental Control EC
Enterprise Focus EF
External Dependencies Management EXD
Financial Resource Management FRM
Human Resource Management HRM
Identity Management ID
Incident Management and Control IMC
Knowledge and Information Management KIM
Measurement and Analysis MA
Monitoring MON
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Process Area Tag
Organizational Process Definition OPD
Organizational Process Focus OPF
Organizational Training and Awareness OTA
People Management PM
Risk Management RISK
Resilience Requirements Development RRD
Resilience Requirements Management RRM
Resilient Technical Solution Engineering RTSE
Service Continuity SC
Technology Management ™
Vulnerability Analysis and Resolution VAR

Specific and generic goals are tagged and numbered as follows: SG refers to a
specific goal; GG refers to a generic goal. These are appended to the CERT-RMM
process area tags and numbered. For example, “ADM:SG1” is specific goal 1 in
the Asset Definition and Management process area, and “ADM:GG3” is generic
goal 3 in the Asset Definition and Management process area.

Specific and generic practices are tagged and numbered as follows: SP refers
to a specific practice; GP refers to a generic practice. These are appended to the
CERT-RMM process area tags and the specific goal and generic goal tags, respec-
tively, and are numbered. For example, “ADM:SG1.SP1” is specific practice 1 in
specific goal 1 in ADM, and “ADM:GG2.GP3” is generic practice 3 in generic
goal 2 in ADM.

Typical work products are numbered sequentially beginning with “1” within
each specific practice. Subpractices are numbered sequentially beginning with
“1” in each specific or generic practice. Subpractices are referenced in text with
their specific or generic practice tag. For example, “ADM:SG2.SP1 subpractice 1”
is subpractice 1 in specific practice 1 in specific goal 2 in ADM, and
“ADM:GG2.GP3 subpractice 2” is subpractice 2 in generic practice 3 in generic
goal 2 in ADM.

3.5 Typographical and Structural Conventions

Typographical and structural conventions have been used in the model to distin-
guish model components and make them easier to recognize. Also, references to
other process areas or process area components are always styled in italic in
CERT-RMM.

These conventions can be seen in Figure 3.7, which shows extracts of process
area pages with model components identified.
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Process area name Process area icon

e

COMMUNICATIONS CONMM Process area

Enterprise tag
/ Process area

Process area Purp

Category The purpose of Communications is to p, deploy, and internal and external

category

i to suppert resili ivities and p:
v Notes \

Communication is a basic organizational activity and competency. From a resilience

perspective, communication is an essential function, tying together disparate parts of the

organization that collectively have a vested interest in protecting high-value assets and
services and sustaining assets and services during and after a disruptive event.
Introductory

Purpose statement

Internally, communication processes are embedded in operational resilience management

notes processes such as incident management, governance, and compliance, and support the
development and execution of plans for ining the required level of A
communication processes provide much needed i ion to on the

capability of the organization to protect and sustain assets and services, handle disruptions,

and preserve customer confidence in unsettled and stressful times. Most importantly,

continuity plans and decision making, particularly during a crisis or disaster,

VAR:5G2 Identify and Analyze Vulnerabilities

A process for identifying and analyzing vulnerabilities is established and maintained.

are a critical factor in ensuring the successful execution of service

The identification and analysis of vulnerabilities are essential elements of managing\
vulnerabilities before they are exploited. Information leamed through the identification of

Specific goal title vulnerabilities is contextualized using enterprise risk information.

VAR:SG2.5P1 Ildentify Sources of Vulnerability Information

The sources of vulnerability information are identified.

Information about potential vulnerabilities is available from a wide varie
organizational and external sources. External or public sources typically
provide information that is focused on common technologies that are used

Specific practice by a wide range of organizations. Internal sources typically provide
titl information about vulnerabilities that are unique to the organization and
lie range across all types of assets, including people, information, and

facilities. Internal sources of vulnerability information are often generated by
other operational resilience management processes such as incident
management and monitoring, or through IT service delivery and operations
processes such as the service desk and problem management. These
sources may provide information about vulnerabilities that the organization
has observed or that have been exploited, resulting in disruption to the
organization.

Specific goal
statement

Specific practice
statement

FIGURE 3.7
Format of Model Components (Continues)
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The processes that the organization uses to monitor the resilience of assets
and to identify anomalies or problems (such as events) are addressed in
the Monitoring process area.

Reference These are examples of methods of event detection:

*  monitoring of technical infrastructure, including network architecture and network traffic
*  reporting of problems or issues to the organization's service desk

* observation of organizational managers and users of IT services

« environmental and geographical events reported through media such as television,

/ radio, and the internet
Example block

* reporting from legal or law enforcement staff

» observation of breakdown in processes or productivity of assets
« external notification from other entities such as CERT

*  results of audits or assessments

Typical work products
1.  Sources of event detection and reporting

2. Descriptions of event detection and reporting roles an onsibilities
3. Event detection and reporting procedures
4. Eventreports Typical work
products
Subpractices
/ 1. Define the methods of event detection and reporting.
. 2. Develop and communicate descriptions of event detection and
Subpractices reporting roles and responsibilities (refer to IMC:SG1.5P1).
3. Assign the roles of event detection and reporting to appropr'ialve}mﬂ\

throughout the organization (refer to IMC:SG1.5P2). 1\\

Ensure that those assigned the responsibility for event detection and reporting

understand this responsibility and have committed to performing it. References

Note 4. Establish a process for event reporting. Document events as they are
detected on an event report.

2. Fund the process.
Elaboration:

In the case of incident management and control, funding must extend to supporting the
/V incident life cycle and considerations must be made for unknown funding requirements

Generic sub related to incident management that are relative to the type and extent of incident and

elaboration the impact on the organization. Extending consideration to these unpredictable needs
provides the organization a level of control over unplanned and potentially
unconstrained costs.

FIGURE 3.7

Format of Model Components (continued)
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CHAPTER 4

MODEL RELATIONSHIPS

Successful process improvement efforts align with and help to accomplish business
and strategic objectives. Otherwise, there is no reason for the organization to invest
in improving processes. Business and strategic objectives may reflect the organiza-
tion’s critical success factors (to improve sales volume) or compliance regulations
(to meet stricter information privacy rules) or even address a continuing issue or
challenge for the organization (to prevent further data breaches). These objectives
should drive how you use model-based process improvement methods, techniques,
and tools, including CERT-RMM.

CERT-RMM in its entirety looks ominous at first glance. One reason for this is
that operational resilience management encompasses many disciplines and prac-
tices. Another reason is that CERT-RMM provides extensive elaborative material
to help you make practical use of the model. Once you understand the relation-
ships in the model—and you are able to connect these with your own operational
resilience management processes—the CERT-RMM processes that are most rele-
vant to you will be fairly easy to identify and adopt.

There are two types of relationships that are useful to understand as you
become familiar with the model. The model view helps you to understand the
model from an architectural perspective. The way that process areas are grouped
provides perspective on the area of operational resilience management that
those process areas are intended to support. The objective view helps you see the
model through relationships that support a particular objective and what you
want to accomplish. For example, if your objective is to improve the manage-
ment of vulnerabilities to high-value information assets, the objective view links
together the process areas that would satisfy this objective. Because CERT-RMM
allows you to develop an approach to improvement that addresses specific
objectives, understanding each of these types of relationships can also be impor-
tant in helping you develop meaningful targeted improvement roadmaps, as dis-
cussed in Section 6.3.

53
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54 PART ONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

Understanding the key relationships that exist among CERT-RMM process
areas aids your adoption and application of the model. For this reason, each
process area references other process areas and details the nature of the relation-
ships between them. These references can be found in the “Related Process
Areas” section of each process area in Part Three.

In this section, we describe the model view and provide two visual examples of
how CERT-RMM process areas relate to each other to accomplish a common
objective. As the model continues to be used and adopted, additional objectives
and relationships will be developed and described.

4.1 The Model View

The model view simply arranges the process areas by process category. Process
areas in each category share common characteristics that form the foundational
architecture of the model.

4.1.1 Enterprise Management

The enterprise is an important concept in managing operational resilience. At the
enterprise level, the organization establishes and carries out many activities that
set the tone for operational resilience, such as governance, risk management, and
financial responsibility.

The process areas in the Enterprise Management category represent functions
and activities that are essential to broadly supporting the operational resilience
management system. This does not mean that these processes are or have to be
functionally positioned at an enterprise level. Instead, they represent organization-
wide competencies that affect the operational resilience of organizational units. For
example, the practices in the Risk Management process area may be performed by
an organizational unit, but their effectiveness may be limited by the overall risk
management capability of the organization.

The process areas that represent the Enterprise Management category are

¢ Communications [COMM]

* Compliance Management [ COMP]

* Enterprise Focus [EF]

* Financial Resource Management [FRM]

* Human Resource Management [HRM]

* Organizational Training and Awareness [OTA]
* Risk Management [RISK]

Figure 4.1 depicts the relationships that drive resilience activities at the enter-
prise level.
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COMM — Communications

COMP — Compliance

CTRL — Controls Management

EF — Enterprise Focus

EXD - External Dependencies Management
FRM - Financial Resource Management

HRM — Human Resource Management

IMC - Incident Management and Control

MON — Monitoring

OTA - Organizational Training and Awareness
RISK — Risk Management

RRD - Resilience Requirements Development
RRM — Resilience Requirements Management
SC — Service Continuity

VAR — Vulnerability Analysis and Resolution

FIGURE 4.1
Relationships That Drive Resilience Activities at the Enterprise Level
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56 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

4.1.2 Engineering

Aspects of operational resilience management are requirements-driven. Thus, the
process areas in the Engineering category represent those that are focused on
establishing and implementing resilience for organizational assets, business
processes, and services through a requirements-driven process. These processes
establish the basic building blocks for resilience and create the foundation to pro-
tect and sustain assets and, by reference, the business processes and services that
those assets support.
Engineering process areas fall into three broad categories:

* Requirements Management addresses the development and management of the
security (protect) and resilience (sustain) objectives for assets and services.

* Asset Management establishes the important people, information, technology, and
facilities assets across the enterprise.

* Establishing and Managing Resilience addresses the selection, implementation, and
management of preventive controls and the development and implementation of
service continuity and impact management plans and programs. It also addresses
early life-cycle consideration of resilience quality attributes for software and
systems.

The Engineering process areas include:

Requirements Management
* Resilience Requirements Development [RRD]
* Resilience Requirements Management [RRM]

Asset Management
* Asset Definition and Management [ADM]

Establishing and Managing Resilience

* Controls Management [CTRL]

* Resilient Technical Solution Engineering [RTSE]
* Service Continuity [SC]

4.1.3 Operations

The Operations process areas represent the core activities for managing the oper-
ational resilience of assets and services in the operations life-cycle phase. These
process areas are focused on sustaining an adequate level of operational resilience
as prescribed by the organization’s strategic drivers, critical success factors, and
risk appetite. These process areas represent core security, business continuity, and
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IT operations and service delivery management activities and focus specifically
on the resilience of people, information, technology, and facilities assets.
Operations process areas fall into three broad categories:

* Supplier Management addresses the management of external dependencies and the
potential impact on the organization’s operational resilience.

e Threat, Vulnerability, and Incident Management addresses the organization’s continuous
cycle of identifying and managing threats, vulnerabilities, and incidents to minimize
organizational disruption.

e Asset Resilience Management addresses the asset-level activities that the organization
performs to manage operational resilience of people, information, technology, and
facilities to ensure that business processes and services are sustained.

The Operations process areas are:

Supplier Management
¢ External Dependency Management [EXD]

Threat and Incident Management

¢ Access Management [AM]

¢ Identity Management [ID]

¢ Incident Management and Control [IMC]

¢ Vulnerability Analysis and Resolution [VAR]

Asset Resilience Management

e Environmental Control [EC]

¢ Knowledge and Information Management [KIM]
¢ People Management [PM]

¢ Technology Management [TM]

Figure 4.2 depicts the relationships that drive threat and incident management.

4.1.4 Process Management

Process Management processes represent those that are focused on measuring,
managing, and improving operational resilience management processes. These
process areas represent the extension of process improvement concepts to opera-
tional resilience management and, in turn, to the disciplines of security and
business continuity. Process areas in this category are intended to catalyze
the organization’s view of resilience as a repeatable, predictable, manageable,
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Enterprise

Processes Risk appetite,

tolerances
Governance Mission, objectives
and oversight

Operational resilience

Internal control Monitoring plan management plan

system and program
Monitoring
requirements

Risk measurement

Operational resilience criteria

management plan

Information
repository

Risks arising from
incidents

Events, incidents,
vulnerabilities

Events, incidents,
Root-cause vulnerabilities

analysis reports

Monitoring plan

Service o
and program Vulnerability

continuity repository
plans

Vulnerability
repository

Vulnerability data and
information

CTRL — Controls Management
EF — Enterprise Focus

IMC - Incident Management and Control
MON — Monitoring

RISK — Risk Management

SC — Service Continuity

VAR — Vulnerability Analysis and Resolution

FIGURE 4.2
Relationships That Drive Threat and Incident Management

and improvable process over which it has a significant level of active and direct
control.
Process Management process areas can be divided into two broad categories:

* Data Collection and Logging addresses the organization’s competencies for identifying,
collecting, logging, and distributing information needed to ensure that operational
resilience management processes are performed consistently and within acceptable
tolerances.

* Process Management addresses the activities the organization performs to improve and
optimize operational resilience management processes and to make these processes
consistent throughout the organization.
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Process Management process areas are:

Data Collection and Logging
* Monitoring [MON]

Process Management

* Organizational Process Definition [OPD]
* Organizational Process Focus [OPF]

* Measurement and Analysis [MA]

4.2 Objective Views for Assets

Objective views in CERT-RMM can address a number of useful perspectives, such as

* how operational resilience management is planned and executed

« the specific processes that drive asset-based resilience, such as relationships that
drive information resilience

* how people are addressed in operational resilience management

* the development and deployment of protection strategies and controls

* the service continuity planning process

With a large model, the number of possible objective views could be signifi-
cant and would be beyond the scope of this book. A basic set of objective views
can address the operational resilience management of the assets that are the focus
of the model. The following describes these views and provides four figures that
graphically depict model objectives.

4.2.1 People

Figure 4.3 shows the CERT-RMM process areas that participate in managing the
operational resilience of people. They establish people as an important asset in
service delivery and ensure that people meet job requirements and standards,
have appropriate skills, are appropriately trained, and have access to other assets
as needed to do their jobs.

4.2.2 Information

Figure 4.4 shows the CERT-RMM process areas that drive the operational
resilience management of information. Information is established as a key element
in service delivery. Requirements for protecting and sustaining information are
established and used by processes such as risk management, controls manage-
ment, and service continuity planning.
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ADM - Asset Definition and Management PM — People Management

CTRL - Controls Management RRD — Resilience Requirements Definition

EF — Enterprise Focus RRM - Resilience Requirements Management
HRM — Human Resource Management RISK — Risk Management

OTA — Organizational Training and Awareness SC — Service Continuity

FIGURE 4.3
Relationships That Drive the Resilience of People

4.2.3 Technology

Figure 4.5 shows the CERT-RMM process areas that drive the operational resilience
management of technology. These relationships address the specific complexities of
software and system resilience, as well as the resilience of architectures where the
technology assets reside, development and acquisition processes, and processes
such as configuration management and capacity planning and management.

4.2.4 Facilities

Figure 4.6 shows the CERT-RMM process areas that drive the operational
resilience management of facilities. As with information and technology assets,
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FIGURE 4.4
Relationships That Drive Information Resilience
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FIGURE 4.5
Relationships That Drive Technology Resilience
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Relationships That Drive Facility Resilience

Wow! eBook <WoweBook.Com>



64 PARTONE ABOUT THE CERT RESILIENCE MANAGEMENT MODEL

relationships that drive the resilience of facilities have special considerations
such as protecting facilities from disruption, ensuring that facilities are sustained,
managing the environmental conditions of facilities, determining the dependen-
cies of facilities on their geographical region, and planning for the retirement of a
facility. Because facilities are often owned and managed by an external entity, con-
sideration must also be given to how external entities implement and manage the
resilience of facilities under the organization’s direction.
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The concept of using a maturity model to improve operational resilience may not
at first glance appear to provide significant advantages over the simple imple-
mentation of a code of practice. Codes of practice, after all, typically represent a
cumulative view of how an industry faces a challenge such as information secu-
rity and can be of great benefit to all organizations that share this challenge. For
some organizations, using practices alone will bring about improvement—
improvement in the way that passwords and user IDs are managed, how inci-
dents are handled, or how continuity plans are developed and tested. But lasting
improvement depends on the organization’s ability to develop and inculcate a
culture around managing operational resilience—that the operational resilience
of the organization is everyone’s job and responsibility. Security and continuity
training and awareness alone do not create such a culture or provide it with the
foundation it needs to flourish, particularly during times of stress.

At its core, a maturity model is about improving the organization’s capacity
and competency for producing high-quality results, no matter the circumstances.
When such an approach is taken, the practices performed by the organization are
embedded within a culture of improvement so that the performance of these
practices is measured and improved and the capability is sustained. This is criti-
cal in managing operational risk because not all risks can be identified and
responses to realized risk cannot always be planned.

A maturity model with a capability dimension provides a platform for measur-
ing process institutionalization—the degree to which a process is embedded in
the culture. Measuring the level of institutionalization of operational resilience
management processes tells the organization something about how likely it is to
retain these processes in changing risk environments.

In Part Two of this book, we discuss the capability dimension of CERT-RMM
and the impact it can have on transforming the organization’s performance. We
also provide guidance on how to use the model to begin an improvement effort
or to get a “health check” on how your organization is managing operational
resilience today.
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CHAPTER 5

INSTITUTIONALIZING OPERATIONAL RESILIENCE
MANAGEMENT PROCESSES

5.1 Overview

This chapter describes the process institutionalization aspects of CERT-RMM. It
describes the “continuous representation” of CERT-RMM, the resultant capability
levels, and the associated generic goals and generic practices of CERT-RMM,
which have been sourced intact from CMMI. These model components directly
address process institutionalization.

The capability dimension of CERT-RMM sets it apart from other models in the
operational resilience space because this dimension determines the degree to
which

* aprocess (or a practice) has been ingrained in the way work is defined, executed,
and managed

¢ there is commitment and consistency to performing the process

Higher degrees of process institutionalization often equate to more stable
processes that produce consistent results over time. Highly institutionalized
operational resilience management processes should help the organization to
improve service resilience not only because the process is stable but also because
institutionalized processes are more likely to be retained during times of stress.
Because the operational resilience of an organization is fundamentally tied to
how well it performs during times of stress, the capability dimension of CERT-
RMM is foundationally important to any organization that wants to improve its
operational resilience.

67
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5.2 Understanding Capability Levels

CERT-RMM is not a prescriptive model; that is, there is no guidance provided to
adopt the model in any sequential or prescriptive path. Process improvement is
unique to each organization; thus, CERT-RMM provides the basic structure to
allow organizations to chart their own specific improvement path using the
model as the basis.

The ability to incrementally improve processes in an individual process area
(or a group of process areas) is embedded in the model’s continuous representation.!
The improvement path in a continuous representation is defined by capability lev-
els. Levels characterize improvement from an ill-defined state to a state where
processes are characterized and used consistently across organizational units. This
concept is an important enabler of the principle of convergence, particularly in
large, distributed organizations.

To reach a particular level, an organization must satisfy all of the appropriate
goals of the process area (or a set of process areas), as well as the generic goals
that apply to the specific capability level. The structure of the continuous repre-
sentation for CERT-RMM is provided in Figure 5.1.

Because there is no staged representation in CERT-RMM, technically the con-
cept of organizational maturity for managing operational resilience processes
doesn't exist. However, it could be argued that an organization that reaches
higher capability levels in each process area is exhibiting a higher degree of orga-
nizational maturity.

The capability dimension of CERT-RMM is also used for process improvement
appraisal activities. Appraisal activities are described in Section 6.4.

CERT-RMM currently defines four capability levels, designated by the num-
bers 0 through 3, as shown in Table 5.1.

A capability level for a process area is achieved when all of the generic goals are
satisfied up to that level. By design, capability level 2 is defined by generic goal 2
and capability level 3 is defined by generic goal 3. Thus, the generic goals and
practices at each level define the meaning of the capability levels. Because capabil-
ity is cumulative, reaching capability level 3 means that the organization is also
performing the goals and practices at capability levels 1 and 2. (See Section 5.4 for
more information about generic goals and practices.)

1. In CERT-RMM, there is no staged representation as in CMMI models. The staged representation uses maturity
levels, which define levels of organizational maturity. In addition, the levels in a staged representation correlate to a
collection of process areas that are prescribed or “staged” at each level. This concept does not exist in CERT-RMM
because all improvement activities are undertaken in an individual process area or a collection of process areas that
are chosen by the organization to satisfy its unique process improvement objectives.
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Process Area Purpose Introductory Related Process
(PA) Statement Notes Areas

Specific ; Generic \
Goals / Goals \

Capability Levels

Typical Work ‘ \‘
< Products > <SUbP"a°“C€S> \

Subpractice
Elaborations

FIGURE 5.1
Structure of the CERT-RMM Continuous Representation

TABLE 5.1 Capability Levels in CERT-RMM

Capability Level Number Capability Level
0 Incomplete

1 Performed

2 Managed

3 Defined

5.3 Connecting Capability Levels to Process Institutionalization

Capability levels describe the degree to which a process has been institutional-
ized. Likewise, the degree to which a process is institutionalized is defined by the
generic goals and practices. Table 5.2 links capability levels to the progression of

processes and generic goals.
The progression of capability levels and the degree of process institutionalization

are characterized in the following descriptions.
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TABLE 5.2 Capability Levels Related to Goals and Process Progression

Capability Level Generic Goal Capability

Number Number Level Progression of Processes

0 N/A Incomplete No process or partially performed process
1 GG1 Performed Performed process

2 GG2 Managed Managed process

3 GG3 Defined Defined process

5.3.1 Capability Level 0: Incomplete

An incomplete process is a process that either is not performed or is partially per-
formed. One or more of the specific goals of the process area are not satisfied. No
generic goals exist for this level since there is no reason to institutionalize a par-
tially performed process [CMMI Product Team 2006].

5.3.2 Capability Level 1: Performed

Capability level 1 characterizes a performed process. A performed process is a
process that satisfies all of the specific goals of the process area.? It supports and
enables the work needed to perform operational resilience practices as defined by
the specific goals.

Although achieving capability level 1 results in important improvements,
those improvements can be lost over time if they are not institutionalized. The
application of institutionalization through the generic goals at levels 2 and 3
helps to ensure that improvements are maintained [CMMI Product Team 2006].

When organizations perform a compliance review against a code of practice,
they are in essence evaluating whether a process is performed. However, because
operational resilience management processes are critically important during
times of stress, simply verifying that a process is performed does not provide any
indication or predictability about how the organization will perform in the
future. In CERT-RMM, two additional and important levels of capability can be
evaluated—managed and defined—which provide a better indicator of an organi-
zation’s ability to predict performance.

5.3.3 Capability Level 2: Managed

A capability level 2 process is characterized as a managed process. Because capa-
bility levels are cumulative, a managed process is a performed process that has the

2. In CERT-RMM, as in CMMI models, all of the specific goals of a process area must be satisfied to state that the
process is being performed or that the organization is performing the process at capability level 1.
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basic infrastructure in place to support the process. At capability level 2, the
process

* is planned and executed in accordance with policy

 employs skilled people who have adequate resources to produce controlled
outputs

e involves relevant stakeholders

¢ is monitored, controlled, and reviewed

e is evaluated for adherence to the organization’s process description

A critical distinction between a performed and a managed process is that a
managed process is planned and the performance of the process is managed
against the plan. Corrective actions are taken when the actual results and per-
formance deviate significantly from the plan. A managed process achieves the
objectives of the plan and is institutionalized for consistent performance [CMMI
Product Team 2006].

The process discipline reflected by capability level 2 helps to ensure that
existing practices are retained during times of stress [CMMI Product Team 2006].
From an operational resilience management perspective, it is at capability level 2
where the organization can begin to answer some vital questions about its viabil-
ity in a complex, risk-evolving environment, such as these:

* Are we able to achieve consistent results from our processes today and tomorrow,
and are we committed to doing so?

 Can we repeat our current successes consistently over time?
* Can we achieve the same results from our processes during times of stress and
when we don’t have access to our best employees and other resources?

* Can we obtain consistent results from our processes across organizational units
and lines of business?

Organizations operating at capability level 2 should begin to know with some
degree of certainty that they can achieve and sustain operational resilience goals
regardless of changes in risk environments or when faced with new and emerging
threats. Thus, instead of shifting its planning and practices for security and busi-
ness continuity to address the next new and sensational threat, the organization
stays on course and defines and refines its processes to address whatever risk
comes its way. This indicates that the organization has invested in and nurtured
its capabilities for sustaining these practices through sponsorship, ability and
commitment, institutionalization, and measurement.
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5.3.4 Capability Level 3: Defined

A capability level 3 process is characterized as a defined process. A defined
process is a managed process (capability level 2) that is tailored from the organi-
zation’s set of standard processes according to the organization’s tailoring guide-
lines. The process also contributes work products, measures, and other process
improvement information as organizational process assets for use by all organiza-
tional units [CMMI Product Team 2006].

What does this ultimately mean to the organization? One of the principal
challenges for effective operational resilience management is the ability to get all
parts of the organization to coalesce around common goals and objectives. When
different parts of the organization operate with different goals, assumptions, and
practices, it is difficult if not impossible to ensure that the organization’s collec-
tive goals and objectives can be reached. This is particularly true with crosscut-
ting concerns such as operational risk management. If the organization’s risk
assumptions are not reflected consistently in security, continuity, and IT opera-
tions activities, the organization’s risk management process will be less than
effective and perhaps significantly detrimental to overall operational resilience.

At capability level 3, alignment begins to occur because the standards, process
descriptions, and procedures used for operational resilience management at the
organizational unit level are tailored from the organization’s standard set of oper-
ational resilience management processes. At capability level 2, each organiza-
tional unit may be improving the degree to which processes are institutionalized
for that unit, but the organization is not necessarily reaping improvement bene-
fits as a whole. At capability level 3, this begins to occur because there is more
consistency across units, and improvements made by each organizational unit
can be accessed and used by the organization through an organization-level
improvement infrastructure.

Another critical distinction at capability level 3 is that processes are typically
described more rigorously than at capability level 2. A defined process clearly
states the purpose, inputs, entry criteria, activities, roles, measures, verification
steps, outputs, and exit criteria. At capability level 3, processes are managed more
proactively using an understanding of the interrelationships of the process activi-
ties and details [CMMI Product Team 2006].

5.3.5 Other Capability Levels

If your organization uses the CMMI models, you are likely to be familiar with two
other capability levels—capability level 4 (quantitatively managed) and capability
level 5 (optimized). Both levels address the use of statistical and other quantitative
techniques to control and improve processes. Beginning at capability level 4,
process quality and performance are understood in statistical terms, and at
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capability level 5, common causes of process variation are understood and used
for improving the range of process performance.

In CERT-RMV, it is unclear at this point whether these capability levels exist
for operational resilience management or, more specifically, whether they have
meaning. In other words, should an organization strive for some level of quanti-
tatively managed operational resilience processes, and if so, what benefits would
this bring to the organization? Thus, these additional levels are not defined in the
model.

5.4 CERT-RMM Generic Goals and Practices

Generic goals and practices are common to all process areas. They are the
roadmap for helping the organization raise its performance of each process area
to the next capability level. The degree of process institutionalization is embod-
ied in the generic goals and practices and expressed in the names of the generic
goals, except for goal 1, “Achieve Specific Goals,” which refers to the achieve-
ment of all of the specific goals and the performance of all of the specific prac-
tices of a process area.

The generic goals and practices used in CERT-RMM have been sourced from
CMMI models. Thus, if you are a current user of CMMI models, you will be able
to use the same process institutionalization features of CMMI in your CERT-
RMM process improvement effort. However, there are a few differences, mostly in
wording:

* Generic practice 2.1 in CMMI models is “Establish an Organizational Policy,”
while in CERT-RMM, the corresponding practice is “Establish Process Gover-
nance.” In CERT-RMM, policy is an artifact of effective governance, which is
required for all processes to reach capability level 2.

* In CMMI, generic practice 2.3, “Provide Resources,” is similar between the
models, but CERT-RMM expands the definition of “resources” to include
financial resources.

* Generic practice 2.6 in CMMI is “Manage Configurations,” but in CERT-RMM,
it is retitled as “Manage Work Product Configurations” to avoid confusion with
traditional configuration management activities as defined in IT operations.

¢ CERT-RMM includes subpractices in its articulation of generic goals and practices,
which were eliminated in current versions of CMMI models.

Remember, only the generic goals for capability levels 1, 2, and 3 from CMMI

are included in CERT-RMM. The CERT-RMM Generic Goals and Practices are
included in Appendix A.
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5.4.1 CERT-RMM Elaborated Generic Goals and Practices

Since generic goals and practices apply to each process area, naturally there is
variation in how each generic goal and practice affects the core subject matter of
a process area. For example, generic practice 2.1, which calls for governance over
the process, will differ widely depending on whether the process deals with
incident management or organizational training and awareness. Thus, in each
process area, the CERT-RMM model includes customized examples of the generic
goals and practices. These customized examples are called elaborations, and
therefore each process area has a unique set of elaborated generic goals and prac-
tices associated with it.

Elaborated generic goals and practices are included with each process area,
beginning in Part Three of this book.

5.5 Applying Generic Practices

Applying the generic practices in CERT-RMM is mostly straightforward but can
be confusing. It is easiest to start with a simple example.

When you are achieving the specific goals of the Asset Definition and
Management process area, you are formally identifying, documenting, and
managing the assets that the organization depends on to ensure that high-value
services meet their missions. Consider generic practice GG2.GP2, “Establish
and maintain the plan for performing the process.” In this context, generic
practice GG2.GP2 reminds you that you need to plan the activities related to
identifying, documenting, and managing assets throughout their life cycle.
Thus, the application of this generic practice improves the institutionalization
of the Asset Definition and Management process area by instilling a planning
discipline.

In some cases, the application of a generic practice to the specific goals in a
process area will seem recursive. For example, consider the application of generic
practice GG2.GP2 to a process area that already includes a specific goal directed
at planning. In the Incident Management and Control process area, planning for
incident management is a major aspect of the process. The application of generic
practice GG2.GP2 in this case reminds you that you must plan the activities
involved in creating the plan for managing incidents.

5.6 Process Areas That Support Generic Practices

While generic goals and generic practices are the model components that directly
address process institutionalization, some process areas also address institution-
alization by supporting the implementation of the generic practices. Thus, imple-
menting the specific practices in some process areas may also help with the
implementation of a generic practice.
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Table 5.3 shows the relationship between CERT-RMM process areas and

generic practices.

TABLE 5.3 CERT-RMM Generic Practices Supported by Process Areas

Generic Practice

Related Process Area

How the Process Area Helps to
Implement the Generic Practice

GG2.GP1
Establish Process
Governance

GG2.GP3
Provide Resources

GG2.GP5
Train People

GG2.GP8
Monitor and Control
the Process

GG2.GP10
Review Status with
Higher-Level Managers

GG3.GP1
Establish a Defined
Process

GG3.GP2
Collect Improvement
Information

Enterprise Focus

Human Resource Management

Financial Resource
Management

Organizational Training
and Awareness

Monitoring
Measurement and Analysis

Enterprise Focus

Organizational Process
Definition

Organizational Process
Definition

Organizational Process Focus

Enterprise Focus addresses the
governance aspect of managing
operational resilience. Mastery of the
Enterprise Focus process area can help to
achieve GG2.GP1 in other process areas.

Human Resource Management ensures
that resources have the proper skill sets
and their performance is consistent over
time. Financial Resource Management
addresses the provision of other resources
to the process, such as financial capital.
Organizational Training and Awareness
ensures that resources are properly
trained.

Monitoring provides the structure and
process for identifying and collecting
relevant information for controlling
processes. Measurement and Analysis
provides general guidance about
measuring, analyzing, and recording
information that can be used in
establishing measures for monitoring
actual performance of the process
[CMMI Product Team 2006].

As part of the governance process,
Enterprise Focus requires oversight of the
resilience process, including identifying
corrective actions.

Organizational Process Definition
establishes the organizational process
assets necessary to implement the generic
practice [CMMI Product Team 2006].

Organizational Process Definition
establishes the organizational process
assets. Ordanizational Process Focus
addresses the incorporation of
experiences into the organizational
process assets [CMMI Product Team 2006].
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CHAPTER 6

USING CERT-RMM

There are many effective and appropriate ways for an organization to use CERT-
RMM to guide, inform, or otherwise support improvements to its operational
resilience management activities. For those familiar with process improvement,
CERT-RMM can be used as the body of knowledge that supports model-based
process improvement activities for operational resilience management processes.
However, not all organizations embrace the term process improvement and instead
are simply looking for a way to evaluate their performance or organize their
practices. All of these uses of CERT-RMM are legitimate.

In this chapter, we briefly explore the ways in which an organization could
use CERT-RMM and provide a broader understanding of the concepts that help
an organization determine how to make use of CERT-RMM to meet its unique
needs. Section 6.1 provides selected examples of how the model can be effec-
tively used by an organization. One such example is to use CERT-RMM to sup-
port model-based process improvement, a process that is more fully described in
Section 6.2. Section 6.3 details a number of decisions around the scope of a
CERT-RMM-based improvement effort, such as the organizational scope (which
business units are involved), the model scope (which process areas are included),
and the capability level targets (selecting “performed,” “managed,” or “defined”
as the target for each process area). Using the model as a basis for diagnosis can
be accomplished in a variety of ways, ranging from a formal appraisal to an infor-
mal review, as described in Section 6.4. Gaps that may be revealed through diag-
nostic methods should be analyzed in consideration of the improvement
objectives to make sure that closing the gaps would be of value to the organiza-
tion. Part of planning improvements to existing practices or planning the imple-
mentation of new practices is to determine where in the organization the
practices will be performed or instantiated. Gap analysis and implementation
planning are discussed in Section 6.5.

77
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6.1 Examples of CERT-RMM Uses

This section provides several examples of how CERT-RMM can be used. This is
not a complete list, but it provides insight into how CERT-RMM can be applied to
a broad set of challenges and objectives. The examples given describe using
CERT-RMM to

* support the achievement of strategic and operational objectives

* evaluate, guide, and compare the implementation of resilience activities
* organize and structure the use of many codes of practice

e catalyze model-based process improvement

6.1.1 Supporting Strategic and Operational Objectives

CERT-RMM can be used as a source of guidance and information to support the
achievement of specific objectives related to security, business continuity, 1T
operations, or managing operational risk in general. Organizational objectives
that are directly or indirectly tied to resilience management activities can be
strong drivers for CERT-RMM-based improvements.

Such objectives may be high-level and strategic. For example, consider an
organization that sells various products both online and in its brick-and-mortar
stores. The organization has established a strategic objective to increase the rela-
tive percentage of online sales by 25% over three years. Operational risk has been
identified as a key constraint to the strategy—publicity associated with security
breaches and downtime associated with business continuity failures could
severely impede the achievement of the strategic objective. This organization can
use CERT-RMM to guide the convergence and improvement of its security and
business continuity processes to control and manage operational risks that could
undermine achievement of this strategic objective.

Such objectives could also be more tactical. For example, consider an organi-
zation that recently suffered financial losses when information systems were
offline following a security incident. Prior to the incident, warning signs were
clear but had not been recognized. During the incident, confusion and ad hoc
procedures resulted in longer downtime. The organization now understands that
both its monitoring activities and its incident management activities have to be
improved to avoid such losses in the future. CERI-RMM can be used to deter-
mine the degree of improvement necessary, guide these improvements, and meas-
ure the extent to which the improvements are institutionalized.

6.1.2 A Basis for Evaluation, Guidance, and Comparison
CERT-RMM is the codification of an extensive body of knowledge. It includes
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* security practices and security management experience from CERT and other
reputable organizations and thought leaders that have been developed based on
years of work with public- and private-sector organizations on security improvement

* business continuity and disaster recovery expertise from numerous financial
industry organizations whose survival is critically dependent on the maturity of
these capabilities

* converged security, business continuity, and IT operations practices from numerous
practice bodies and standards

Many professionals with responsibilities for their organization’s operational
resilience activities will find the model to be a useful basis to support the
design, review, and comparison of such activities. Such guidance can be partic-
ularly useful when converging existing practices or when implementing new
activities.

For example, consider an organization that has recently experienced an
increase in access problems: employees with appropriate credentials have been
unable to access certain systems and facilities. The team that has been assembled
to diagnose the problem and propose improvements can use the Access Manage-
ment (AM) and Identity Management (ID) process areas as reference sources for
evaluating the current practices. If deficiencies are discovered, the model can be
used as a source of guidance for improving practices or implementing new prac-
tices to address the issue.

Organizations and groups will also find the model to be a useful basis for
characterizing, comparing, and learning from one another’s practices. Diagnostic
activities as described in Section 6.4.1 can be used as a basis for formal or infor-
mal comparisons among organizations of their respective implementation and
institutionalization of resilience activities. Formal benchmarking can be a valu-
able activity for industry groups to evaluate their collective resilience posture or
for the components of a large enterprise to ensure that the overall enterprise is
similarly prepared. Informal comparisons can also provide insights and support
information sharing among a group of organizations.

6.1.3 An Organizing Structure for Deployed Practices

Many organizations have implemented practices from best-practice bodies or
standards related to security, business continuity, and IT operations. Sometimes,
such organizations discover that these practices

* might not be providing the benefit that the organization expected
* may be performed less consistently than when first implemented

* might have eroded in their effectiveness because the organization has changed
or the operational risk environment for the organization has changed
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CERT-RMM can be used to guide the implementation of a process super-
structure that will serve to refresh, institutionalize, integrate, streamline, and
give purpose to the practices that have already been implemented. The concept
of a “superstructure” is not meant to imply an additional layer of activities,
though that might be appropriate in some organizations and in some circum-
stances. An effective and efficient process superstructure can be implemented
by following the guidance in the model for converging the various operational
risk management practices to ensure that they are based on common and
consistent risk assumptions and that they are being performed to support
organizational objectives.

The model can also be used to support the institutionalization of existing
practices to ensure that they are reliably and consistently performed, especially
during times of stress, and without dependence on specific people or operating
parameters that may not be present during a time of stress.

6.1.4 Model-Based Process Improvement

By far, organizations will find CERT-RMM most beneficial for process improve-
ment. The unique aspects of CERT-RMM—the process focus and the capability
dimension—were developed to help organizations evolve to a more enlightened
treatment of managing operational resilience and sustaining capabilities over the
long run. Regardless of the scope of improvement—a single aspect of operational
resilience such as incident management or a comprehensive and broad view that
incorporates all 26 process areas—CERT-RMM was built to enable an organiza-
tion to easily begin a process improvement approach.

6.2 Focusing CERT-RMM on Model-Based Process Improvement

Most process improvement efforts can be structured to answer some variation of
the following four questions:

¢ How do I decide what to do and in what order?
e How do I do it?

e How do I know if what I did worked?

e How do I decide what to do next?

These four questions can be directly mapped to the Plan, Do, Check, Act
(PDCA) cycle, which was based on W. Edwards Deming’s Shewhart cycle
[Deming 2000, Imai 1986]. Effective methods for improvement and management
of change typically use some variation of this approach. This section starts with
identifying the impetus or stimulus for change and making the business case to
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initiate a process improvement program. It then describes an effective process
for initiating any organizational change. Specific considerations for CERT-
RMM-based process improvement are described in Section 6.3.

6.2.1 Making the Business Case

In today’s business climate, organizations are constantly dealing with the demand to
do more with less. The resources required to run the business, let alone to invest in
new initiatives, are always at a premium—time, money;, staff expertise, information,
technology, and facilities, not to mention energy and attention span. All investment
decisions are about doing what is best for the organization (and its stakeholders).
However, what is best is sometimes hard to define, hard to quantify, and even
harder to defend when the demand for investment dollars exceeds the supply.

Business leaders are increasingly aware of the need to invest in operational
resilience—to better prepare for and recover from disruptive events, to protect
and sustain high-value services and supporting assets (information, technology,
facilities, and people) that are essential to meet business objectives, and to satisty
compliance requirements. So how do we ensure that investments in operational
resilience will increase our confidence that services will continue to meet their
mission, even during times of stress and disruption? And by so doing, how are
we able to justify such investments to senior managers?

Making the business case for operational resilience, and specifically for invest-
ing in the adoption of CERT-RMM processes, is accomplished by articulating the
business need and showing how CERT-RMM meets it—in a tangible and measura-
ble way over a reasonable period of time for an affordable cost with a positive
return. A well-articulated business need is the driver and stimulus for change. In
the context of operational risk, it is often the answer to the question, Where does
it hurt the most, or what high-impact, high-loss event(s) would put us out of busi-
ness? A key step in this process is to identify the senior manager who most cares
about the answers to these questions and to make sure he or she is on board as the
visible champion and sponsor of the CERT-RMM improvement program.

In addition, those making the case for operational resilience must be able to
demonstrate that investments are subject to the same decision criteria as other busi-
ness investments, so that they can be prioritized, evaluated, and traded off in a simi-
lar fashion. Again, this ties back to business mission, strategic objectives, and critical
success factors, which are the basis for determining the high-value services that sup-
port the accomplishment of strategic objectives (refer to the Enterprise Focus
process area). Protecting and sustaining high-value services is the name of the game.

Once the business need is agreed to and a decision is made to take action to
meet it, what is needed next is a process for ensuring that the need is met.
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6.2.2 A Process Improvement Process

In large part, process improvement is about managing change, whether inten-
tional or unintentional (including change caused by a disruptive event). The SEI
has adapted Deming’s PDCA approach into a method for technology adoption
and software process improvement called IDEAL. The IDEAL model is an organi-
zational improvement model that serves as a roadmap for initiating, planning,
and implementing improvement actions [McFeeley 1996]. It is named for the
five phases it describes: initiating, diagnosing, establishing, acting, and learning,
as shown in Figure 6.1.

The catalyst that causes an organization to execute IDEAL is described above:
identifying a business need, making the case for meeting it, and using it as the
impetus or stimulus for change. This can include an objective to be met (such as
those noted in Section 6.1.1), unanticipated events or circumstances, a new com-
pliance requirement, or a problem to be solved, such as a poor organizational
response to a disruptive event or a security breach.

Critical groundwork is completed during the initiating phase. The business
reasons for undertaking the improvement effort are clearly articulated. The
effort’s contributions to business goals and objectives are identified. The support
of managers who will serve as visible sponsors and champions for the effort is

LEARNING
Analyze
and Implement
Ersase Validate Solution
Future Actions Refine
Solution ACTING
INITIATING Pilot Test
Solution
STIMULUS FOR
CHANGE
Create
Solution

Characterize

Current and
Desired Plan
States Actions
Develop
Recommendations Develop
DIAGNOSING Set Approach

Priorities
ESTABLISHING

FIGURE 6.1
The IDEAL Model for Process Improvement
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secured, and resources are allocated on an order-of-magnitude basis. Finally, an
infrastructure for managing implementation details is put in place.

The diagnosing phase builds upon the initiating phase to develop a more
complete understanding of the improvement effort. During the diagnosing phase,
two characterizations of the organization are developed: the current state of the
organization and the desired future state. These organizational states are used to
develop an approach for improving business practice. The CERT-RMM capability
appraisal is focused on the diagnosing phase of IDEAL. (See Section 6.4.1 for
more details on the appraisal process.)

The purpose of the establishing phase is to develop a detailed work plan.
Priorities are set that reflect the recommendations made during the diagnosing
phase as well as the organization’s broader operations and the constraints of its
operating environment. Specific actions, milestones, deliverables, and responsi-
bilities are incorporated into an action plan.

The activities of the acting phase help an organization implement the work
that has been conceptualized and planned in the previous three phases. These
activities will typically consume more calendar time and more resources than all
of the other phases combined.

The learning phase completes the improvement cycle. One of the goals of the
IDEAL model is to continuously improve the ability to implement change. In the
learning phase, the entire IDEAL experience is reviewed to determine what was
accomplished, whether the effort accomplished the intended goals, and how the
organization can implement change more effectively and/or efficiently in the
future. Records are kept throughout the IDEAL cycle with this phase in mind.
These include CERT-RMM work products such as changes to resilience require-
ments, updates to service continuity plans, and incident reports.

As with any process improvement activity, some phases and activities such as
those described for IDEAL are generic—they can be interpreted and applied with
minimal customization based on the specific improvement initiative. Correspond-
ingly, there are phases and activities that will require interpretation and tailoring
when considering CERT-RMM in its entirety or when the focus of improvement is
on specific process areas such as Incident Management and Control or Service
Continuity. The remainder of this chapter describes some unique considerations
or applications of the IDEAL model when using it as the basis for improving oper-
ational resilience management processes as defined in CERT-RMM.

6.3 Setting and Communicating Objectives Using CERT-RMM

A key element of any improvement effort is to establish and communicate clear
improvement objectives. In addition to the stimulus for change or business objec-
tives for change described in Section 6.1.1, objectives for a CERT-RMM-based
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improvement effort should include a clear delineation of scope. Scoping an
improvement effort includes two key parts: the organizational scope and the model
scope. The organizational scope is simply the part of the organization or an activity
of the organization that is the focus of the improvement effort. Section 6.3.1
describes the elements and terminology of organizational scoping. The model
scope is the designation of which parts of CERT-RMM will be used to guide the
improvement effort. Section 6.3.2 provides information about how to establish a
model scope and describes both coarse-grained and fine-grained scoping options
that are available in CERT-RMM.

Most improvement efforts will include capability level targets for selected
CERT-RMM process areas. Establishing such targets is an effective and efficient
way to communicate the extent of process institutionalization that is desired for
the organization. Section 6.3.3 provides information about establishing and com-
municating capability level targets.

When scoping an improvement effort or establishing capability level targets
for an improvement effort, it is important to consider the following:

* Organizational or strategic objectives—Both the organizational scope and the
model scope should be set in the context of the organizational or strategic objec-
tives that are driving the change. Some parts of the organization might be more or
less appropriate for inclusion in the scope based on such objectives. The parts of
the model that are included in the model scope should be closely aligned to the
overall objectives. Remember that the organizational or strategic objectives can be
diverse—they can be as simple as improving sales or as complex as preventing
further data breaches or denials of service.

» Timing—The scoping and objectives for an improvement effort may change over
the course of time as a result of planned or unplanned changes to the organization
or its operating environment. It may also be appropriate to establish a time-phased
approach for both scope and objectives to ensure that the improvement effort is
able to generate visible results quickly enough to be sustained (in other words,
consider tackling low-hanging fruit to generate some quick wins to build momen-
tum and support).

* Regulatory mandates or industry initiatives—Sometimes the driver for change
comes from outside the organization in the form of a new regulatory mandate or
industry initiative. In these cases, both the organizational scope and the model
scope may be determined by the external driver. A phased approach that expands
the organization and model scope over time may be appropriate to ensure that the
approach for dealing with an external driver is consistent with and supports busi-
ness objectives (versus being a compliance checklist exercise).

* Sponsorship—Scoping should always be established with a careful consideration
of sponsorship. The organizational scope should generally be aligned to the
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organizational reach or influence of the sponsor, and the model scope should gen-
erally be aligned to the responsibilities of the sponsor. It may also be appropriate
to consider a phased approach to sponsorship in which successive layers of spon-
sorship are identified and secured as the scope of the effort increases over time.

For any improvement effort or CERT-RMM deployment, it may be appropriate
or necessary to iterate the selection of organizational scope, model scope, and
capability level targets in order to optimize them to the objectives and sponsor-
ship for the improvement.

6.3.1 Organizational Scope

The organizational scope is the part of the organization that is the focus of the
CERT-RMM deployment. In broad terms, the organizational scope should be
bounded so that there are clear lines drawn for what is included in the improve-
ment activities. This section presents some language and conventions that can
be used to establish and describe the organizational scope.

The simplest scheme for organizational scoping is to focus on an explicit part
of the organization. However, an organization may choose to bound the improve-
ment effort around a specific system (such as the payroll system), a network, or a
specific service, or according to another convention that is consistent with the
improvement objectives. For example, an organization that had a data breach of a
classified system might bound the improvement effort around that system. Thus,
the effort would focus on the services provided by the system (which must meet
their mission consistently) and the assets related to the system. The effort might
also include the organizational units that have responsibility for managing the
system and ensuring its resilience.

CERT-RMM has a strong enterprise undertone. This is because effective oper-
ational resilience management requires capabilities that often have enterprise-
wide significance, such as risk management. However, the enterprise nature of
CERT-RMM should not be interpreted to mean that it must be adopted or applied
at an enterprise level. On the contrary, CERT-RMM can be most effective when
applied to a well-defined organizational scope and where enterprise influences
can be measured.

The following terms can be used to describe the organizational scope and will
be used in Section 6.5 to describe planning issues associated with CERT-RMM
deployment:

* Organizational unit—a distinct subset of an organization or enterprise. Typi-
cally, the organizational unit is a segment or layer of the organizational struc-
ture that may be clearly designated by drawing a box around part of the
organization chart.
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* Organizational subunit—any sub-element of an organizational unit. An organi-
zational subunit is fully contained within the organizational unit.

* Organizational superunit—any part of an organization that is at a higher level
than the organizational unit.

The organizational scope is established by clearly identifying one or more
organizational units that will be the focus of the improvement.

Figure 6.2 shows the typical relationships among organizational unit, orga-
nizational subunit, and organizational superunit on a generic organization
chart. In this example, the organizational unit is defined as a specific segment
of the organization as shown on the organization chart with multiple subunits.
In this example, the term organizational superunit can be used to refer to element
1 on the organization chart, as shown; it can also be used to refer to the entire
organization.

For some improvement objectives, it may be optimal to designate an organiza-
tional unit that comprises all of the parts of the organization that are directly
involved in the delivery of a specific service or that are responsible for a specific
system. On an organization chart, such an organizational unit would be indicated
by selecting the various elements of the organization that are responsible for the
service, as shown in Figure 6.3. In this case, the term organizational subunit is less
meaningful but could still be used to refer to elements such as 1.1.2 or 1.3.3.1.
The term organizational superunit can be used to refer to element 1 or to the
entire organization.

Crganizational
Superunit
1
Organizational Unit
[ I ]
1.1 1.2 1.3

—— I —— [ F 1 3
1.1.1 1.1.2 1.2.1 1.3.1 1.3.2 1.3.3

[ —— [ [ —1— [
1.1.11 1.1.21 1.1.2.2 1.2.1.1 1.3.1.1 1.3.2.1 1.3.2.2 1.8.3.1

Subunit Subunit Subunit

FIGURE 6.2
Organizational Unit, Subunit, and Superunit on an Organization Chart
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1.2 1.3

1.3.1 1.3.2

1.2.11 1.3.1.1 1.3.2.1 1.3.2.2

[ Shaded elements compose organizational unit

FIGURE 6.3
Alternate Orgdanizational Unit Designation on an Organization Chart

6.3.2 Model Scope

The model scope represents the parts of CERT-RMM that will be used to guide
the improvement effort. In other words, the model scope specifies which parts of
the model will be deployed in the organizational units that compose the organi-
zational scope.

The model scope is determined by selecting specific CERT-RMM process
areas. Process areas should be chosen based on the objectives and business case
for the improvement effort and in consideration of the other factors described
above such as timing, regulatory mandates, and sponsorship.

For example, the organization described in the first example in Section 6.1.1
might choose the following process areas as its initial model scope to help man-
age operational risk in support of its online sales growth objective:

* Service Continuity (SC)—to ensure that business continuity practices are adequate
to sustain the operation of its online sales infrastructure

* Knowledge and Information Management (KIM)—to improve the protection of
customer information

¢ Risk Management (RISK)—to establish common guidelines for risk tolerance and
procedures to evaluate and mitigate identified risks in a consistent manner

e Communications (COMM)—to institute procedures and guidelines for communi-
cations that will support the organization’s objective to preserve customer confi-
dence even during times of stress

Wow! eBook <WoweBook.Com>



88 PARTTWO PROCESS INSTITUTIONALIZATION AND IMPROVEMENT

Similarly, the organization described in Section 6.1.1 as having suffered financial
losses due to a security incident might choose the following process areas as its
model scope to facilitate improvements to its incident management process and to
implement more effective monitoring capabilities:

* Incident Management and Control (IMC)—to ensure that appropriate practices
are institutionalized to support incident response

* Monitoring (MON)—to consistently instrument and monitor its operational envi-
ronment so that potential threats can be identified early

Both example organizations might choose additional process areas in later
phases of an improvement effort or might identify additional needs resulting
from implementing improvements in these initial process areas.

There are no firm rules about the minimum or maximum number of process
areas that should be selected to include in the model scope. Care should be taken
to select as many process areas as needed to achieve the objectives, but few
enough that progress can be demonstrated in a reasonable time frame for the
sponsor and key stakeholders. If the objectives require a large number of process
areas, then a time-phased approach should be considered.

6.3.2.1 Targeted Improvement Roadmaps

Targeted improvement roadmap (TIR) is a term that is used to designate a specific
collection of CERT-RMM process areas that serve a particular improvement
objective. An organization could declare a TIR to represent its unique objectives
for managing operational resilience, or it might use a TIR that was designed by
another organization or group. Industry groups might establish TIRs to represent
their specific operational resilience concerns or to address an industry initiative
or new regulatory mandate. Also, an organization could establish TIRs for spe-
cific tiers of suppliers or external dependencies and use the TIRs to support the
evaluation, selection, and monitoring of those entities. Appendix B contains
several example TIRs.

In some cases, it may be appropriate to establish a finer-grained model
scope than can be set by choosing entire process areas. CERT-RMM provides
for several fine-grained scoping options that can be used in such cases, as
described below.

6.3.2.2 Practice-Level Scope

Practice-level scope enables the model scope to be limited to selected specific and
generic practices within a process area. This option does not have to be applied to
all process areas when establishing the model scope, but it may be appropriate for
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one or more process areas to address specific improvement needs or concerns.
This scoping option may be useful in the early phases of an improvement effort,
in response to very narrow improvement objectives, or to be consistent with the
span of influence of the improvement sponsor.

For example, suppose that an organization’s improvement objective is focused
narrowly on information technology disaster recovery activities. From the Knowl-
edge and Information Management (KIM) process area, the organization might
choose to include only specific practices KIM:SG5.SP3, Verify Validity of Informa-
tion, and KIM:SG6.SP1, Perform Information Duplication and Retention, because
it is concerned about its information backup practices and about ensuring the
validity of information assets that will be used during disaster recovery operations.

6.3.2.3 Asset Scope

Because CERT-RMM addresses four asset types—people, information, technol-
ogy, and facilities—the scope of the improvement effort could be focused on one
or more process areas that could be tailored to focus on one or more asset types.
For example, if the Asset Definition and Management process area is chosen, the
scope of application of this process area could be limited to the “information”
asset. Some process areas are already bound by an asset scope. These include
Human Resource Management and People Management (people), Knowledge
and Information Management (information), Technology Management (software,
systems, and hardware), and Environmental Control (facilities). This option may
be useful based on certain improvement objectives, a phased improvement strat-
egy, or to tailor the model scope to best fit the span of influence of the improve-
ment SpoONsor.

For example, an organization may limit the asset scope for phase 1 of a multi-
phased improvement project to information and technology assets only. This is
consistent with the span of influence of the improvement sponsor and with the
immediate organizational objective related to improving information security. If
the model scope for the improvement project includes the Asset Definition and
Management (ADM) process area, for phase 1 of the effort, ADM will be applied
to information and technology assets only.

6.3.2.4 Resilience Scope

CERT-RMM addresses the convergence of three broad categories of operational
resilience management activities: security, business continuity, and IT operations.
Resilience scope is an option that limits one or more process areas to a subset of
these resilience activities. This scoping option is useful in organizations where
convergence of these activities is not yet occurring or where convergence is an
organizational objective.
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Typical
model scope

Fine-grained
model scope options

Practice-Level Selected Specific Practices |

Scope

Process Areas———

Selected Generic Practices |

People ‘
Information ‘
Model Scope Asset Scope
Technology ‘
Facilities |
Business Continuity ‘
Resilience -
Scope Security ‘
IT Operations ‘
FIGURE 6.4

Model Scope Options

For example, an organization in which business continuity, security, and IT
operations activities are still compartmentalized may initiate an improvement
effort that is sponsored by the information security manager. The organization
can use the resilience scope option to limit the interpretation of selected process
areas so that they apply to security activities only. If the model scope includes the
Compliance (COMP) process area, for example, it would be interpreted to apply
exclusively to security-related compliance obligations.

Figure 6.4 shows the relationship of the four model scope options.

6.3.3 Capability Level Targets

Capability levels are used in the model to describe the achievement of the generic
goals in a process area and are a measure of the extent to which a process area has
been institutionalized (performed, managed, defined) by the organization (refer
to Section 5.2). Establishing capability level targets is an important element in all
CERT-RMM-based improvement efforts.

When establishing capability level targets, the organization should consider
the importance of the generic practices relative to the organization’s risk toler-
ance, threat environment, size, improvement time frame, and improvement
objectives. It may be valuable to review the generic goals and generic practices
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and envision what the implementation of those practices and the achievement of
those goals would look like for the organization during normal operations and
during times of stress. Capability level targets should be established for each
process area and need not be the same. Capability level 1 (performed) may be
completely appropriate for a process area, even if capability level 3 (defined) is
the established target for another process area in the model scope. The capability
level descriptions in Section 5.3 are valuable reference material for the selection
of capability level targets.

6.3.3.1 Targeted Improvement Profile

Capability level targets can be efficiently communicated in a targeted improve-
ment profile (TIP), which is typically represented as a bar chart showing the
capability level target for each process area in the model scope. Figure 6.5 pro-
vides an example of a TIP for five process areas. Figure 6.6 provides another TIP
example in which fine-grained scoping options have been selected for several of
the process areas. A targeted improvement profile may be integrated with a tar-
geted improvement roadmap. In this case, the TIR may include not only the
process areas selected for a specific objective, but also the TIP, which describes
the capability levels that must be achieved in each process area.

Capability Level Targets

ADM

COMP

IMC

KIM

™

0 1 2 3

FIGURE 6.5
CERT-RMM Targeted Improvement Profile
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Capability Level Targets Scoping Caveats
ADM Information and technology assets only
COMP Information security compliance only
IMC Information security incidents only
KIM None
™ None
0 1 2 3

FIGURE 6.6
CERT-RMM Targeted Improvement Profile with Scope Caveats

The next section describes diagnostic methods that can be used to evaluate
an organization to determine whether the capability level targets are being
achieved.

6.4 Diagnosing Based on CERT-RMM

Diagnosing based on CERT-RMM is the process by which the model is used as a
basis to evaluate the organization’s current resilience practices. Diagnosing can be
performed formally or informally, as described in the following sections.

6.4.1 Formal Diagnosis Using the CERT-RMM Capability Appraisal Method

Formal diagnosis based on CERT-RMM is performed using the CERT-RMM
Capability Appraisal Method (CAM). The CERT-RMM CAM is based on the Stan-
dard CMMI Appraisal Method for Process Improvement (SCAMPI), which has
been used effectively by the CMMI community for many years [SCAMPI Upgrade
Team 2006]. Similar to SCAMPI, three classes of CERT-RMM capability
appraisals are available—A, B, and C—all of which are compliant with the
Appraisal Requirements for CMMI (ARC) v1.2.

The class A appraisal is the most rigorous and the only one of the three meth-
ods that provides official capability level ratings. The class B appraisal has more
tailoring options than class A and results in the characterization of implemented
practices in the organization according to a three-point scale. Class C is even more
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TABLE 6.1 Classes of Formal CERT-RMM Capability Appraisals

Characteristic Class A Class B Class C

Depth of investigation ~ High Medium Low

Obijective evidence High Medium Low

requirements

Results provided Capability level ratings  Characterization of prac- Characterization of
and goal satisfaction tice implementations on planned or intended
ratings a three-point scale practices on a flexible

scale

Appraisal team size 4 or more 2 or more 1 ormore

Allowed tailoring Low Medium High

Resource requirements  High Medium Low

tailorable and can be used to evaluate planned approaches to practice implementa-
tion. Some distinctions among the three methods are provided in Table 6.1.!

An organization might choose a class A appraisal because it desires a rigorous
examination of implemented practices that produces a rating to acknowledge or
memorialize its starting point or results for an improvement project. Class A
appraisals are also useful when two or more organizations are to be compared,
which might be useful to evaluate different parts of a large enterprise, for example.

At the other end of the spectrum, class C appraisals are fairly lightweight and
can be flexibly used to evaluate planned implementations of practices or for a less
rigorous examination of implemented practices. Large organizations might
choose class C appraisals to evaluate the intent of organizational policies and
guidelines relative to the model. This can be an effective and efficient way to eval-
uate whether the resilience policies and guidelines in a large enterprise would, if
followed, produce the practices that are expected in the model.

Scoping an appraisal is an important activity in planning the appraisal. The
same considerations for scoping an improvement project (as described in Section
6.3.1) are used in scoping an appraisal activity. The scope of an appraisal is typi-
cally the same as the scope of the improvement effort. However, it is not required
that the scope of the appraisal or other diagnostic process match the scope of the
overall improvement effort. In some cases, it may be efficient to diagnose at the
organizational subunit level.

Capability level ratings from class A appraisals can be shown as an overlay on
the TIP diagram to clearly indicate gaps between the desired and current states,

1. For more on appraisal classes, see www.sei.cmu.edu/cmmi/tools/appraisals/classes.cfm.
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Scoping Caveats

Target .
ADM Achieved Information and technology assets only
COMP Gap Information security compliance only
IMC Target Information security incidents onl
Achieved y y
KIM Gap None
™ Gap None
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rFoEoTmEss s e U U
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FIGURE 6.7

Capability Level Ratings Overlaid on Targeted Improvement Profile

as shown in Figure 6.7. Section 6.5 provides information about analyzing and
using the gaps that are identified through diagnostic activities as input to plan-
ning improvements for an organization.

Appraisal results can be an important diagnostic input to inform the starting
point or results of an improvement effort. Informal diagnoses can also be useful,
as described in the following section.

6.4.2 Informal Diagnosis

Informal diagnosis based on CERT-RMM includes any methods, other than the
formal appraisals described above, that are used to compare the organization’s
practices to the guidance in CERT-RMM. Examples of informal diagnosis
methods include

* meetings or tabletop exercises in which the people who are responsible for the
practices in a given process area come together, review the model guidance,
and discuss the extent to which the organization’s practices achieve the model

intent

* reviews or analyses, supported by written reports, performed by a single person or a
small group to compare the organization’s practices to the model guidance

* informal collection and review of evidence that demonstrates whether the organi-
zation is performing the model practices
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In all cases, the outcomes of such diagnoses are informal findings related to
the organization’s performance as compared to the model guidance. Such activi-
ties can be useful to guide informal process improvement activities or to provide
information for scoping or setting capability level targets for a more formal
process improvement project. Informal reviews can also be useful when the
model is being used as a basis for evaluation as described in Section 6.1.2.

Both formal and informal diagnostic activities provide valuable input for plan-
ning an improvement activity. Additional considerations for planning improve-
ment activities are described in the next section.

6.5 Planning CERT-RMM-Based Improvements

When planning a CERT-RMM deployment, analyzing gaps and determining
where various practices should be optimally implemented in the organization are
key activities. CERT-RMM-specific considerations related to those activities are
addressed in this section.

6.5.1 Analyzing Gaps

Diagnostic activities typically reveal gaps between current and desired perform-
ance. Such gaps are necessary input to planning improvements for an organiza-
tion. However, before plans are established to close any gaps that are revealed, it
is important to reconsider the identified gaps in light of the overall improve-
ment objectives. The following questions may be useful in analyzing and priori-
tizing the gaps in support of the improvement planning process:

» Will closing a gap support the improvement objective?
* Is the cost of closing a gap justifiable in light of the improvement objective?
* Which of the identified gaps are most important to close first?

* Can the gap be closed in one improvement iteration, or should a phased approach
be deployed?

If it is determined that one or more of the identified gaps are acceptable and
will not be closed, it may be appropriate to revisit and revise the objectives for
the improvement activity. This iterative approach is valuable to ensure that the
organization is spending improvement resources in the most productive manner.
For example, if the organization chose to focus improvement efforts on a recent
data breach, analyzing gaps can help the organization to prioritize improvement
activities to maximize outcome at the lowest cost.

6.5.2 Planning Practice Instantiation

Part of planning improvements to existing practices or planning the implementa-
tion of new practices is to determine where in the organization the practices will
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be performed or instantiated. The terms organizational unit, superunit, and subunit
(see Section 6.3.1) can be valuable in describing where a particular practice is to be
performed in relation to the organizational scope for the improvement campaign.

Most organizations will find that different practices within a single CERT-
RMM process area may be optimally performed at different levels in the organiza-
tion. For example, in the Service Continuity (SC) process area, a large
organization might choose to implement specific practice SC:SG1.SP2, Establish
Standards and Guidelines for Service Continuity, at a very high level in the organ-
ization so that consistent standards and guidelines are established and deployed
across the organization. The same organization might choose to implement spe-
cific practice SC:SG3.SP2, Develop and Document Service Continuity Plans, at a
much lower level in the organization.

If the immediate or long-term improvement objective for a given process area
is to achieve capability level 3, planning should include the determination of
where the organizational process assets will reside. (This can be done using
OPD:SG1.SP3, Establish the Organization’s Measurement Repository, and GG3,
Institutionalize a Defined Process.) If the long-term plan includes a larger organi-
zational scope than the immediate plan, then the optimal location for the organi-
zational process assets might be different from what would be indicated by the
immediate plan. Strategic consideration should be given to this issue to avoid
unnecessary rework in future improvement phases. For example, Figure 6.8
shows two alternative locations for the organizational process assets in an organi-
zation. If the organization never plans to deploy CERT-RMM beyond the organiza-
tional unit shown in the figure, then either location for the organizational process
assets will suffice. Suppose, however, that the organization ultimately plans to
deploy CERT-RMM to the units designated by 1.1 and 1.2; in this case, the organi-
zational process assets should be located at the highest level in the organization.

/—\ OR
Organizational *—b 1
Process Assets
Organizational Unit
[ I 1

Organizational Fﬁ'
11 12 1.3 Process Assets

————— I . I 1
1.1.1 1.1.2 1.2.1 1.3.1 1.3.2 1.3.3
[ — [ [ —T1— [

1.1.11 1.1.2.1 1.1.2.2 1.2.11 1.3.1.1 1.3.21 1.3.2.2 1.3.3.1

FIGURE 6.8
Alternate Locations for Organizational Process Assets
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CERT-RMM is agile and flexible enough to support a wide range of improve-
ment activities in an organization. The key to any successful improvement effort
is to understand the objectives and to design the improvement activity to accom-
plish those objectives. Fine-grained scoping options are available in CERT-RMM
to enable an organization to optimize the organization and model scope for an
improvement. Formal and informal methods for diagnosis and comparison are
available to use the model as a basis for evaluation and gap identification.
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CHAPTER 7

CERT-RMM PERSPECTIVES

This chapter consists of short essays written by invited contributing authors. The
essays discuss how CERT-RMM can be applied for different purposes and, in one
case, how CERT-RMM’ “tires” were kicked to see how it could be used to help
improve an existing program.

Unfortunately, there are a lot of stories that cannot be told in this chapter.
This is because when organizations use CERT-RMM for benchmarking,
appraisal, or improvement purposes, their experiences often tell a story that can
expose their weaknesses or conversely make them a target. For example, an
organization that reports a low level of capability in incident management as a
result of using the model may be exposing a significant weakness in its security
posture; an organization performing at a high level of capability in this area may
be inviting unwanted “tests” of its resilience.

For this reason, the authors have decided not to develop and publish case
studies on CERT-RMM adoption or use. While this denies potential users inform-
ative material to help their adoption process, it is also indicative of the level of
valuable information attained by users of the model for helping them improve
and reinforce their security, continuity, and IT operations management processes.

Using CERT-RMM in the Utility Sector

By Darren Highfill and James Stevens

Author comments: Darren Highfill is a security architect for the electric utility industry
focused on emergent technologies and new problem domains. Darren is the chair of the SG-
Security Working Group within the UCA International Users Group' and serves as the

Continues

1. The UCA International Users Group is a not-for-profit corporation consisting of utility user and supplier
companies that is dedicated to promoting the integration and interoperability of electric/gas/water utility systems
through the use of international standards-based technology.
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technical lead for the Advanced Security Acceleration Project for the Smart Grid
(ASAP-SG). James Stevens is a senior member of the Technical Staff at the Software Engi-
neering Institute (SEI) and has been working in the SEIs CERT Program for over 15 years.
James is currently the technical lead for the SEIs Smart Grid Maturity Model project, an
implementation model used by utilities to support strategic planning and goal setting for
grid modernization. James and Darren have been working together on the ASAP-SG Archi-
tectural Team for the past year developing security guidelines for smart grid systems. Here,
they look at some of the notable challenges currently facing the electric power sector and
discuss how a model like CERT-RMM might help address some of these issues.

Reliability and Resilience
Every industry has its own vocabulary, and the electric power industry is no dif-
ferent. These unique vocabularies facilitate communication between industry
members but can sometimes act as roadblocks when translating ideas between
groups outside of a particular industry. The usage of the words reliability and
resilience in the electric power industry present a potential roadblock for that sec-
tor in embracing a model for improving operational resilience such as CERT-
RMM. The term reliability has a strong definition reinforced by regulatory
structure. The term resilience, on the other hand, is not one that has significant
resonance in this domain, although the generic concept is gaining some traction.
Effective transition of CERT-RMM to the stakeholders in this domain requires
an understanding of the relationship between the concepts of reliability and
resilience. This requires determining whether the concepts of reliability and
resilience are equivalent and, if not, defining the relationship between them. Per-
haps the best place to start is to look at how the terms are defined by their stake-
holders. The North American Electric Reliability Corporation* (NERC) defines
reliability in terms of adequacy and security:

* adequacy—the ability of the bulk power system to supply the aggregate electrical
demand and energy requirements of customers at all times, taking into account
scheduled and reasonably expected unscheduled outages of system elements

e security—the ability of the bulk power system to withstand sudden disturbances
such as electric short circuits or unanticipated loss of system elements from
credible contingencies

CERT-RMM defines resilience as “the emergent property of an organization
that can continue to carry out its mission after disruption that does not exceed its
operational limit.”?

2. NERC is an international, independent, self-regulatory, not-for-profit organization whose mission is to ensure the
reliability of the bulk power system in North America.

3. Adapted from a WordNet definition of resilience at http://wordnetweb.princeton.edu/perl/webwn?s=resilience.

Wow! eBook <WoweBook.Com>


http://wordnetweb.princeton.edu/perl/webwn?s=resilience

Chapter 7 CERT-RMM Perspectives 101

The definitions contain significant conceptual overlap; both require the pro-
tection and sustainment of a mission in the face of disruption. The definition of
reliability perhaps goes slightly beyond the concept of resilience as defined by
CERT-RMM, identifying the capacity for the system to provide electrical power
based on demand. There is certainly enough conceptual overlap between the def-
initions that we do not think there would be much argument with the idea that a
resilient system is more reliable than a system that is not resilient, nor with the
idea that a system cannot be reliable unless it is resilient. It is probably not cor-
rect, however, to say that a resilient system is a reliable system, in the terms used
by the power industry.

Resilience, however, is fundamental to reliability. This leads us to the con-
clusion that resilient operations are a necessity for the reliable operation of
the electrical infrastructure. The bulk electric system will not be reliable if all
of its supporting operations are not resilient. The focus of CERT-RMM, of
course, is on understanding and improving operational resilience, and there-
fore it is potentially an important tool for a utility looking to ensure reliabil-
ity of operations.

Regulation and Peer Pressure

The electric grid is a fundamental enabler of our nation’s economy and is recog-
nized as an element of the nation’s critical infrastructure. Increasingly, our
nation’s and the world’s electric infrastructure is becoming reliant upon distrib-
uted intelligence and communications capabilities as the grid continues to grow
smarter. With these dependencies comes recognition of the need to protect the
electrical infrastructure from not only physical but also cyber attack.

The United States faces a number of structural challenges to ensuring the ade-
quate protection of its electrical infrastructure. One of the more significant chal-
lenges is that no single organization controls the operation of the electrical grid.
The sector is made up of a number of public and private organizations, all of
which must coordinate with the others to ensure the successful delivery of elec-
tric power to the customer. While the power system has been engineered to be
reliable with outage events that are few and far between, the system is only as
reliable as its weakest links. The failure in any one organization under the right
circumstances can lead quickly to much larger impacts, as the blackout of August
2003 so kindly reminded us.

On January 17, 2008, the Federal Energy Regulatory Commission (FERC)
took a number of steps that it hoped would increase the level of the cyber secu-
rity and therefore the reliability in the Bulk Electric System (BES).* FERC

4. The Bulk Electric System is generally considered to be the generation and transmission of electricity over high-
voltage transmission lines.
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mandated compliance with eight Critical Infrastructure Protection (CIP) Relia-
bility Standards developed by NERC. The fines for non-compliance with these
standards can exceed over $1 million a day.

While most agree that the NERC CIP standards are a step in the right direc-
tion, significant debate continues as to whether standards alone are sufficient for
ensuring the reliability of the grid. Requiring adherence to a standard can cer-
tainly raise the bar of practice within the sector, but ultimately all that can be
measured is an organization’s adherence to the standard. It also often shifts an
organization’s focus from managing its cyber security risks to managing compli-
ance and the associated documentation. This focus can lead to a misapplication
of limited organizational resources. Moreover, organizations may find themselves
investing in technologies and other resources that help them maintain compli-
ance instead of focusing on things that will help them manage their cyber secu-
rity risks. This misdirection of resources can also incentivize organizations to
take steps to avoid compliance requirements. Such behavior has already been
seen with the NERC CIP standards, as some utilities have gone so far as to
declare they have no critical cyber assets.

Mandatory standards are often necessary to raise the bar of a community, but
caution is in order to avoid a “set it and forget it” mentality, which in many cases
may be even more dangerous. Furthermore, the issues of compliance and the
level of effort required to support audit are receiving increasing criticism.’

Utilities like nothing better than to simultaneously impress rate payers, utility
commissions, shareholders, and regulators. Establishment of a common set of
metrics for the electric utility industry would provide a means to do just that
while also demonstrating satisfaction of the key criteria for NERC. CERT-RMM
provides a metrics-driven method through which the electric utility community
can view adequacy and reliability. For example, consider a simple subset of
CERT-RMM process areas that address how an organization manages operational
risk. These process areas might include

* Risk Management (RISK), to determine how operational risks are being identified,
analyzed, and mitigated, and how the risk process is being managed

* Controls Management (CTRL), to determine how operational controls to protect
and sustain infrastructure are being identified, implemented, managed, and con-
tinuously monitored

e Service Continuity (SC), to determine how service continuity is planned, tested,
implemented, and improved as the infrastructure changes and the risk environ-
ment changes

5. “SANS Founder Slams ‘Terribly Damaging’ US Cyber Security Law,”www.computerweekly.com/Articles/
2010/03/25/240719/Sans-founder-slams-39terribly-damaging39-US-cyber-security.htm.

Wow! eBook <WoweBook.Com>


www.computerweekly.com/Articles/2010/03/25/240719/Sans-founder-slams-39terribly-damaging39-US-cyber-security.htm
www.computerweekly.com/Articles/2010/03/25/240719/Sans-founder-slams-39terribly-damaging39-US-cyber-security.htm

Chapter 7 CERT-RMM Perspectives 103

Not only can determining the degree to which organizations that share the
common bond of providing reliable electric service have matured their processes
in these areas inform us about the strength of the reliability and resilience of the
electric system, but individual operators would be able to do compensatory plan-
ning for interconnections with organizations that do not exhibit high levels of
capability in these core processes. In other words, the “metric” can inform an
organization about which organizations are the weaker links, enabling them to
plan for addressing these weaknesses when necessary. In the end, the electric
generation and transmission system benefits as a whole when all organizations
raise their capabilities.

At the end of the day, what we all care about is that utilities are capable of
managing their cyber security risks. Instead of providing a list of proscriptive
controls with which a utility must comply (“one size fits all”), utilities would
have the opportunity to demonstrate cyber security risk management capabili-
ties. Use of CERT-RMM metrics would allow organizations to expend their ener-
gies on productive security measures and potentially obviate the need to spend so
much effort on compliance and auditing.

Grid Modernization and Transformation

The energy delivery infrastructure in the United States and in much of the rest of
the world is at the beginning of a significant modernization effort that will trans-
form it from an aging analog technology base to a “smart grid” in which there is
pervasive use of digital technology. This will enable features such as demand-side
management, distributed generation, real-time pricing, and many others. As the
infrastructure becomes increasingly dependent upon digital technologies for
monitoring and control, requirements must likewise increase to ensure the
resilient operations of the digital technology infrastructure.

A lot of work has been done to address the security, IT operations, and conti-
nuity issues for the digital technologies (technology assets, in CERT-RMM-
speak) that are being deployed in the name of grid modernization, and it is
recognized that much work remains to be done. In fact, both authors of this essay
are involved in a number of efforts to help ensure the security and sustainability
of technologies that will implement the smart grid. That being said, the ability of
an organization to ensure the security and sustainability of these systems over
time and with a reliable degree of predictability, particularly during times of
stress, has not received sufficient attention at the community level, in the
authors’ opinion.

CERT-RMM was built to help organizations improve their capability for man-
aging operational resilience and therefore reliability. It provides a unique plat-
form for an organization to identify, understand, and improve the organizational
processes that support its operational resilience. By using CERT-RMM’s guidance
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for measuring current competencies across the entire scope of their resilience
processes (security, IT operations, and business continuity), electric service
organizations can understand their current state and identify a baseline for future
evaluations. They can also use this guidance to set improvement targets and to
establish plans for closing any gaps it identifies.

Grid modernization presents a unique opportunity for the electricity delivery
infrastructure to embrace models such as CERT-RMM. Fully instantiating a
process improvement model typically runs into organizational barriers that
include issues such as the inability of the current organizational structure to sup-
port the necessary changes and the lack of funding resources. However, grid
modernization is bringing significant changes to the organizational structures
traditionally found in the utility space. We are seeing this today as organizations
adapt and evolve to embrace and manage the new opportunities being created.
The inclusion of process improvement efforts for resilient operations at the start
of a project reduces the barriers to entry. The ability of the effort to be seen as an
organizational investment and not as a costly commitment provides an opportu-
nity to leverage support from senior managers. Smart grid projects are likely to
lead to significant organizational change and will require support from senior
managers. If the organization includes process improvement from the outset,
senior managers’ support can ideally be leveraged as the organization changes.

Grid Modernization

The transformation to a smart grid will require changes not only to the structure
of the electric power grid and to operational processes within electric utilities but
also to the relationships between and among the electricity providers, consumers,
and regulators. This grid modernization provides us with an excellent opportu-
nity to examine, enhance, and perhaps enrich all of these relationships.

Addressing Resilience as a Key Aspect of Software Assurance
Throughout the Software Life Cycle

By Julia Allen and Michele Moss

Author comments: Julia Allen is a senior researcher in the CERT Program at the Software
Engineering Institute (SEI), a unit of Carnegie Mellon University in Pittsburgh, Pennsylva-
nia. Allen’s areas of interest include enterprise security governance, operational resilience,
and software security and assurance. Julia is the author of The CERT Guide to System and
Network Security Practices (Addison-Wesley, 2001), the CERT Podcast Series Security for
Business Leaders, and the CERT governance portal. She is a coauthor of Software Security
Engineering: A Guide for Project Managers (Addison-Wesley, 2008) and a contributing
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author to the CERT Resilience Management Model. Michele Moss, an industry-recognized
thought leader in the integration and benchmarking of assurance practices, led the develop-
ment of the Assurance Process Reference Model for CMMI. She is the cochair of the DHS
Software Assurance Working Group on Processes and Practices and a member of the U.S.
Technical Advisory Group for ISO/IEC JTC1/SC7. As part of Booz Allen Hamilton’s secu-
rity governance service area, she leads the Software Assurance Governance Capability and
has responsibility for continuously improving the integration of mission and information
assurance into IT processes and practices.

Software assurance is defined as “the level of confidence that software is free
from vulnerabilities, either intentionally designed into the software or acciden-
tally inserted at any time during its life cycle, and that the software functions in
the intended manner” [CNSS 2009].

In CERT’s work to develop a Master of Software Assurance curriculum, this
definition is extended as follows:

Application of technologies and processes to achieve a required level of confidence
that software systems and services function in the intended manner; are free from

accidental or intentional vulnerabilities, provide security capabilities appropriate
to the threat environment, and recover from intrusions and failures [Mead 2010].

Operational resilience is defined as “the organization’s ability to adapt to
changing operational risk environments,” and operational resilience management
is defined as “the process by which an organization designs, develops, imple-
ments, and manages the protection and sustainment of high-value services,
related business processes, and associated assets such as people, information,
technology, and facilities” [Caralli 2010].

Managing operational resilience is the focus of CERT-RMM. In comparing the
definitions and intent, the connections and overlaps between software assurance
and resilience become obvious when developing, acquiring, and operating soft-
ware applications and software systems, two of the high-value technology assets
addressed in CERT-RMM. Software cannot meet assurance requirements (secu-
rity, safety, and reliability) if it is not resilient in the face of stress and disruption,
including attack. Resilient software functions in the intended manner in the face
of adversity, resists threats, provides features that support critical services when
disrupted (sometimes in degraded mode), recovers from intrusions and failures,
and is able to be restored to its pre-disruption state® in a reasonable period of
time.” These are all quality attributes of assured and secure software.

6. In business continuity parlance, this is referred to as the “recovery point objective.”

7. And this is referred to as the “recovery time objective.”
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Resilient software and systems do not become survivable and resistant to
threat (that is, assured) without an organizational commitment to address
resilience as part of assurance throughout development, acquisition, and opera-
tions life-cycle phases. These assets must be specifically designed, developed, and
acquired with consideration of the types of threats they will face, the operating
conditions and changing risk environment in which they will operate, and the
priority and sustainment needs of the services they support. Typical software and
system development and acquisition life cycles understandably focus on identify-
ing and satisfying functional requirements; that is, most of the effort goes into
defining what the software or system must do to fulfill its use case, purpose,
objectives, and, ultimately, its mission. However, quality attributes such as secu-
rity, sustainability, availability, performance, and reliability can in the long run be
equally important to the usability and longevity of software and system assets
and require considerable resources to address in the operations phase if they are
not considered early in the development and acquisition life cycles.

Unfortunately, requirements for quality attributes such as assurance and
resilience can be harder to define, design, and implement, and in many cases they
require significant business impact and cost analysis up front to ensure that they
are worth investing in. This leads to a tendency to ignore these requirements
early in the development and acquisition life cycles and to bolt on solutions to
address them in later life-cycle phases, when they are more costly, less effective,
and typically harder to manage and sustain in an operational mode. The failure to
consider quality attributes is a primary reason why software and systems in oper-
ation are subject to high levels of operational risk resulting from failed technol-
ogy and processes. In essence, ignoring quality attributes creates additional
security, continuity, and other related operational risks that must be managed in
the operations phase of the life cycle, typically at higher cost, lower efficacy, and
potentially increased consequences to the organization. In some cases, these
problems may be so significant as to shorten the expected life of the software and
systems, diminish the organization’s confidence in their ability to perform, and
result in cumulatively lower than expected return on investment.

As an element of software assurance, developing and acquiring resilient soft-
ware and systems requires a dedicated process that encompasses the asset’s life
cycle. As described in CERT-RMM’s Resilient Technical Solution Engineering
(RTSE) process area, the process is as follows:

* Establish a plan for addressing resilience as part of the organization’s (or sup-
plier’s) regular development life cycle and integrate the plan into the organiza-
tion’s corresponding development process. Plan development and execution
include identifying and mitigating risks to the success of the project.

* Identify practice-based guidelines, such as threat analysis and modeling, that
apply to all phases, as well as those that apply to a specific life-cycle phase.
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* Elicit, identify, develop, and validate assurance and resilience requirements (using
methods for representing attacker and defender perspectives, for example). Such
processes, methods, and tools are performed alongside similar processes for func-
tional requirements.

* Use architectures as the basis for design that reflect a resilience and assurance
focus, including security, sustainment, and operations controls.

* Develop assured and resilient software and systems through processes that include
secure coding of software, software defect detection and removal, and the develop-
ment of resilience and assurance controls based on design specifications.

e Test assurance and resilience controls for software and systems and refer issues
back to the design and development cycle for resolution.

* Conduct reviews throughout the development life cycle to ensure that resilience
(as one aspect of assurance) is kept in the forefront and given adequate attention
and consideration.

* Perform system-specific continuity planning and integrate related service continu-
ity plans to ensure that software, systems, hardware, networks, telecommunica-
tions, and other technical assets that depend on one another are sustainable.

* Perform a post-implementation review of deployed systems to ensure that
resilience (as well as assurance) requirements are being satisfied as intended.

* Monitor software and systems in operation to determine if there is variability that
could indicate the effects of threats or vulnerabilities and to ensure that controls
are functioning properly.

* Implement configuration management and change control processes to ensure
that software and systems are kept up-to-date to address newly discovered vulner-
abilities and weaknesses (particularly in vendor-acquired products and compo-
nents) and to prevent the intentional or inadvertent introduction of malicious
code and other exploitable vulnerabilities.

In addition to RTSE, there are a number of goals and practices in other CERT-
RMM process areas that organizations should consider when developing and
acquiring software and systems that need to meet assurance and resilience
requirements. These are as follows:

* Resilience requirements for software and system technology assets in operation,
including those that may influence quality attribute requirements in the develop-
ment process, are developed and managed in the Resilience Requirements Devel-
opment (RRD) and Resilience Requirements Management (RRM) process areas,
respectively.

¢ Identifying and adding newly developed and acquired software and system assets
to the organization’s asset inventory are addressed in the Asset Definition and
Management (ADM) process area.
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* The management of resilience for technology assets as a whole, particularly for
deployed, operational assets, is addressed in the Technology Management (TM)
process area. This includes, for example, asset fail-over, backup, recovery, and
restoration.

* Acquiring software and systems from external entities and ensuring that
such assets meet their resilience requirements throughout the asset life cycle
are addressed in the External Dependencies Management (EXD) process
area. That said, RTSE-specific goals and practices should be used to aid in
evaluating and selecting external entities that are developing software and
systems (EXD:SG3.SP3), formalizing relationships with such external entities
(EXD:SG3.SP4), and managing an external entity’s performance when developing
software and systems (EXD:SG#4).

* Monitoring for events, incidents, and vulnerabilities that may affect software and
systems in operation is addressed in the Monitoring (MON) process area.

e Service continuity plans are identified and created in the Service Continuity (SC)
process area. These plans may be inclusive of software and systems that support
the services for which planning is performed.

In terms of other model connections, RTSE is strongly influenced by two SEI
Capability Maturity Model Integration (CMMI) process areas [CMMI Product
Team 2006]:

* Requirements Development (RD), the purpose of which is to produce and analyze
customer requirements and software and system product and product component
requirements.

e Technical Solution (TS), the purpose of which is to design, develop, and imple-
ment solutions to software and system requirements. (Solutions, designs, and
implementations encompass software and system products, product components,
and product-related life-cycle processes, either singly or in combination as
appropriate.)

RTSE is also strongly influenced by CERT’s ongoing research in software
assurance and the work of other leaders in the software assurance and software
security communities. There is a growing number of reputable sources to con-
sider when identifying and selecting candidate guidelines for the development
and acquisition of resilient software and systems across the life cycle, particularly
for software security and assurance, such as

* Building Security In Maturity Model (BSIMM?2) v2.0; http://bsimm?2.com/

* Open Web Applications Security Project (OWASP) Software Assurance Maturity
Model (SAMM) v1.0; www.owasp.org/index.php/Category:Software_Assurance_
Maturity_Model
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* Microsoft’s Security Development Lifecycle, Version 4.1;www.microsoft.com/
security/sdl/

¢ Department of Homeland Security Assurance for CMMI Process Reference Model,
https://buildsecurityin.us-cert.gov/swa/procwg.html

The Department of Homeland Security Assurance for CMMI Process Refer-
ence Model (PRM) is the result of synthesizing a variety of existing software
security life cycles, practices, and research into a set of practices for assurance
that can be embedded within a diverse set of existing development approaches
and processes. The practices identify recommended activities (the “what”) for
enhancing a product or service that relies on software and systems. Organizations
can use the model for a self-assessment or to aid in developing specifications for
external entities that may be providing a technology solution.

Organizations using CERT-RMM can use the Assurance for CMMI PRM as a
framework for enhancing their resilience technology solutions. Through a simple
gap analysis, a project or organization can identify and prioritize areas of risk in the
engineering of resilient technical solutions that PRM practices can help mitigate.

There are a variety of ways (the “how”) organizations can implement the
assurance practices identified in the Assurance for CMMI PRM. The Building
Security In Maturity Model (BSIMM2) v2.0, Open Web Applications Security
Project (OWASP) Software Assurance Maturity Model (SAMM) v1.0, and
Microsoft’s Security Development Lifecycle, Version 4.1, are examples of how the
practices can be implemented.

For example, an organization with a weakness associated with the Assurance
for CMMI practice “Establish and maintain the strategic assurance training needs
of the organization” could consider using detailed implementation approaches in
supporting codes of practice, such as

* the Microsoft SDL training guidelines on basic concepts, common baseline, and
custom training

¢ OpenSAMM practices for technical security awareness training, role-specific guid-
ance, and comprehensive security training and certifications

* BSIMM?2 training-related practices for creating the software security satellite,
making customized, role-based training available on demand, and providing
recognition for skills and career path progression

Similarly, an organization implementing secure coding practices may identify
an improvement opportunity associated with the Assurance for CMMI practice
“Identify deviations from assurance coding standards.” Detailed practices on
maturing the use of static analysis tools during coding are provided in

¢ the Microsoft SDL practices for basic code scanning tools, use of static analysis
tools, and in-house security tool customization
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* OpenSAMM practices for creating review checklists from known security require-
ments, using automated code analysis tools, and customizing code analysis for
application-specific concerns

e BSIMM2 practices for providing easily accessible security standards and
(compliance-driven) requirements, enforcing standards through mandatory
automated code review and centralized reporting, and building an automated
code review factory with tailored rules

Organizations are continuing to gain a better understanding of techniques
that successfully mitigate resilience risks related to the increased use of technol-
ogy solutions (software and systems) to support organizational missions. As spe-
cific practices are identified to solve emerging challenges, the CERT-RMM RTSE
process area and the Assurance for CMMI PRM can provide a framework for con-
necting the resilience management and technology development practices of an
organization.®

Raising the Bar on Business Resilience

By Nader Mehravari, PhD

Author comments: Dr. Nader Mehravari has over 28 years of experience with a variety of
national and international projects and contracts, dealing with modern information tech-
nologies ranging from the underlying networking and computing infrastructure to end-user
and enterprise-wide applications. He has been with Lockheed Martin Corporation since
1992. Currently, he is the director of the Corporate Business Resiliency Strategic Initiative
where he is to define and implement a modern integrated approach to disaster recovery,
business continuity, pandemic planning, and crisis management for the Lockheed Martin
Corporation. Before joining LM, he was a distinguished member of Technical Staff at
AT&T Bell Laboratories, where he was involved with the life-cycle activities associated
with the implementation of networking, switching, transmission, and telecommunications
systems and services for AT&T and its customers from 1982 to 1992. He holds a number of
patents; has authored more than 50 refereed conference and journal articles; and has given
numerous lectures, presentations, tutorials, and courses. He is a senior member of IEEE
and has served on a number of its committees and conference boards. He received his MS
and PhD in electrical engineering from Cornell University in 1980 and 1982, respectively, and
his BS in electrical engineering from the George Washington University in 1978.

8. RTSE assumes that the organization has one or more existing, defined processes for software and system develop-
ment into which resilience controls and activities can be integrated. If this is not the case, the organization should
not attempt to implement the goals and practices identified in RTSE or in other CERT-RMM process areas that are
involved in developing software and system technical solutions.
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Introduction

As part of our journey toward improving Lockheed Martin Corporation’s resilience
to disruptive events, small or large, natural or man-made, intentional or accidental,
we have been in search of innovative techniques that we could add to our existing
proven collection of tools in our “toolbox.” This journey has led us to examine a
variety of new and not-so-new methods from such domains as disaster recovery,
business continuity, crisis management, and related preparedness planning arenas.
One such tool that we discovered, studied, tested, and have since added to our
resilience toolbox is the CERT Resilience Management Model (CERT-RMM). This
is a short description of our successful encounter with CERT-RMM.

Our Definition of Business Resilience
Enterprises, large or small, public or private, civilian or federal, continue to invest in
a variety of preparedness planning activities, including IT disaster recovery, business
continuity, pandemic planning, crisis management, and emergency management.
Prior to encountering CERT-RMM, we had determined that one of the changes that
we had to institutionalize across the enterprise was to approach all preparedness
activities in an integrated fashion, as opposed to independent pursuits. We refer to
this integrated approach to all these aspects of preparedness as “business resilience.”
We define business resilience management (BRM) as the practice of planning,
developing, executing, and governing activities to ensure that an enterprise

* identifies and mitigates operational risks that can lead to business disruptions
before they occur

* prepares for and responds to disruptive events (natural or man-made, accidental or
intentional) in a manner that demonstrates command and control of incident response

* recovers and restores mission-critical business operations following a disaster
within acceptable time frames

For us, BRM comprises such components as business continuity, IT disaster
recovery, crisis management, emergency management, and pandemic planning.

Disruptive events may include fire, flood, earthquakes, severe weather, power
outages, IT failures, data corruption, strikes or other labor actions, terrorist
attacks, civil unrest, and chemical, biological, and nuclear hazards. Incidents
requiring crisis management may include employee kidnappings, workplace vio-
lence, minor weather events, and business crises (for example, a product failure
or the loss of a key customer, trading partner, or service provider).

The Need for a Management/Maturity Model
Given Lockheed Martin’s long history of process orientation and its extensive
experience with CMMI, it was a natural step for us to identify the need for a
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management model that could be used to guide our journey in raising the bar on
business resilience.

Operational management or maturity models are structured collections of ele-
ments that describe certain aspects of maturity within an organization. The principle
behind maturity models is that an organization develops and adopts new processes
and practices from which it learns, optimizes, and moves to the next level. The con-
cept was proven with the inception of CMM and CMMI, created by Carnegie Mellon
University’s Software Engineering Institute originally for government contractors to
help evaluate and improve processes related to software engineering.

For our business resilience proposes, a maturity model would serve several
purposes:

* To assess current level of competencies—A maturity model would serve as a com-
mon “ruler” across the enterprise to gauge the current posture of individual busi-
ness entities and/or the enterprise as a whole through such techniques as
self-assessment, assessment by an internal appraiser, assessment by an independ-
ent third party, and audits.

* To guide future direction and investments—A maturity model would facilitate
business-centered objective setting by encouraging such questions as: Where do we
want to be? and How good do we need to get? It would assist in determining the
investment required to reach the next and/or desired state. This is a critical step,
since it is not necessary for all organizations to reach the highest levels of maturity.

* To measure progress toward the desired goal—A maturity model would act as a
program management instrument to ensure that investments are turning into
improved capabilities.

* To ensure that plans and processes evolve to stay at the desired level—Once the
desired level is reached, a maturity model facilitates implementation of necessary
operation and maintenance activities to ensure that the organization stays at the
desired level.

Selecting a Model

Following an environmental scan of the relevant fields and industries, we identi-
fied several existing maturity models that could potentially be applicable to or
had been specifically designed for business resilience applications. Following our
well-established and implemented systems engineering practices, we then per-
formed a detailed trade study in which we performed a comparative analysis of
the candidate models.

Our trade study considered such criteria as

* applicability to Lockheed Martin’s business model
e completeness and comprehensiveness of the framework
* expandability beyond its current scope
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* ease of customization

* integrated approach to components of business resilience

e applicability to other operations processes than business resilience

* openness of the framework

* consistency with national and/or international standards

* availability of a variety of assessment methodologies

e availability of full documentation

* availability of training material

e addressing the complete range of assets

* addressing governance and management structures

e familiarity of the model to other management/maturity models being used for
other purposes

* usage by other industries of interest

Our analysis identified CERT-RMM as the most promising model for use
within our enterprise. These are some of the characteristics that set CERT-RMM
apart from others:

* It promotes the convergence of information security, business continuity, and IT
operations activities as a means to actively direct, control, and manage operational
resilience and risk.

e It comprehensively models an enterprise from the perspective of the interrelation-
ships among its mission, services and products, business processes, and assets,
capturing the needs of large enterprises like ours.

¢ It has a strong risk management approach where operational risks resulting in
asset disruption are well captured.

* It considers risks associated with the protection of assets (through information secu-
rity techniques) and risks associated with the sustainment of assets (through disaster
recovery, business continuity, pandemic planning, and crisis management techniques).

o It treats resilience activities (e.g., disaster recovery, business continuity, pandemic
planning, and crisis management planning) as yet another class of business
processes intended to manage operational risks.

¢ It focuses on measuring and institutionalizing resilience processes.

Its developers captured best practices from the financial industry, which is
known for its high-quality and effective resilience practices.

Kicking the Tires

As a large, distributed, complex, and process-matured enterprise, it is critical for
Lockheed Martin to ensure that any potential new process-oriented management
model is truly applicable to our business entities. In order to do so, we performed a
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trial during which we applied a subset of CERT-RMM process areas to disaster
recovery operational processes and command media at one of our business entities.

The overall goal of the pilot was to evaluate the applicability and utility of
CERT-RMM for use at Lockheed Martin with the specific goal of answering such
questions as these:

* Does CERT-RMM align well with Lockheed Martin’s business model and opera-
tional practices?

* How can lessons learned from use of CERT-RMM in an organization that has
attained CMMI Maturity Level 5 be understood?

* Would the use of CERT-RMM benefit attainment and maintenance of business
continuity and disaster recovery readiness posture?

* What appraisal methods are efficient and economical enough for use along with
CERT-RMM?

* Would a SCAMPI C appraisal using CERT-RMM be useful for evaluating business
continuity and disaster recovery readiness?

* How well can CERT-RMM identify disaster recovery planning implementation gaps?

As part of the preparation for the pilot, we conducted a week-long CERT-
RMM training, which was delivered by members of the CERT-RMM development
team at CERT. This provided an opportunity to both train the business resilience
subject matter experts and the pilot appraisal team about CERT-RMM.

At the time of our pilot, CERT-RMM did not define or specify an accompanying
assessment methodology, but it had the flexibility that it could be deployed along
with a variety of assessment methodologies. For the subject pilot, the traditional
CMM SCAMPI C assessment methodology was used.

The pilot was very successful in the sense that it clearly demonstrated that the
model and the appraisal process were successful in revealing insights about both
the disaster recovery practices at the piloted business unit as well as the applica-
ble local and corporate command media.

Going Forward

We have identified a variety of ways in which CERT-RMM will have a role in
our journey toward the goal of raising the bar on Lockheed Martin’s resilience
to disruptive events and continually reducing the associated operational risks
to our employees, our customers, and our assets. In particular, we envision
CERT-RMM

* contributing to our common business resilience taxonomy and nomenclature

* serving as a contributing reference model for our integrated business resilience
framework
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* serving as a maturity model to gauge the preparedness posture of individual busi-
ness entities and/or the enterprise as a whole in the areas of disaster recovery and
business continuity

* serving as a mechanism to reveal insights about existing policies and guidelines

* serving as a guiding tool in the developing of new command media

* serving as a means to communicate key harmonization and convergence across
business resilience and information security

In summary, we have found that CERT-RMM is a comprehensive and flexible
framework that, in conjunction with project management methodologies, could
provide an efficient and economical way to assist in improving the principles and
practices associated with the protection of an enterprise.

Measuring Operational Resilience Using CERT-RMM

By Julia Allen and Noopur Davis

Author comments: Noopur Davis is a visiting scientist at the Software Engineering Insti-
tute, Carnegie Mellon University, where she works on the Resilience Management Model
(RMM). She is also a principal of Davis Systems, a firm that provides software process
management consulting and training services. She has been involved in the software field
for over 25 years as a developer; manager of multinational distributed software teams, and
consultant. She has trained, launched, and coached dozens of software teams at organiza-
tions such as Intuit, Microsoft, Adobe, Hewlett Packard, and United Defense. Prior to Davis
Systems, she was a senior member of Technical Staff at the SEI, director of Engineering at
Intergraph Corporation, and senior systems analyst at Chrysler Corporation.

How might business leaders go about answering these two key questions:

* How resilient is my organization?

* Have our processes made us more resilient?
And to inform these, answering this question:

* What should be measured to determine if performance objectives for operational
resilience are being achieved?

Consistent, timely, and accurate measurements are important feedback for

managing any activity, including operational resilience. When conducting meas-
urement and analysis (as defined in the Measurement and Analysis process area),
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the organization establishes the objectives for measurement (i.e., what it intends
to accomplish) and determines the measures that are useful for managing opera-
tional resilience as well as for providing meaningful data to manage key processes
such as governance, compliance, monitoring, and improvement.

The first step in defining a meaningful measurement program is to deter-
mine the required or desired level of operational resilience for the organization.
The “organization” may be the enterprise, any line of business or organiza-
tional unit of the enterprise, or a supply chain or other form of business rela-
tionship that includes external entities. CERT-RMM provides a process-based
structure of goals and practices at four levels of capability (incomplete, per-
formed, managed, and defined) and a companion appraisal method. Defining
the required or desired level of capability establishes the baseline against which
operational resilience can be measured. Ideally, the required level for each
process area is established during strategic and operational planning as well as
when planning for continuity of operations, not as an afterthought during
times of stress and service disruption. The required level should be no less
than, and no more than, that which is required to meet business mission
objectives.

An effective measurement and analysis process includes the following activi-
ties and objectives:

* specifying the objectives of measurement and analysis such that they are aligned
with identified information needs and objectives

* specifying the measures, analysis techniques, and mechanisms for data collection,
data storage, reporting, and feedback

 implementing the collection, storage, analysis, and reporting of the data

* providing objective results that can be used in making informed decisions, and
taking appropriate corrective actions

Integrating measurement and analysis into the operational resilience manage-
ment system supports

* planning, estimating, and executing operational resilience management
activities

* tracking the performance of operational resilience management activities against
established plans and objectives, including resilience requirements

* identifying and resolving issues in the operational resilience management
processes

* providing a basis for incorporating measurement into additional operational
resilience management processes in the future
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Example metrics for answering the questions posed above appear in CERT-
RMM v1.1 (refer to generic goal 2, generic practice 8, in each process area). They
include key process metrics and performance indicators that can be used, in
whole or in part, to demonstrate that the required level of operational resilience
has been achieved for a given process area. Examples of metrics for 5 of the 26
process areas are included in Table 7.1.

TABLE 7.1 Examples of Metrics in Selected CERT-RMM Process Areas

Process Area Example Metrics
Knowledge and Information - percentage of information assets that do not have stated owners or
Management custodians

. frequency and timeliness of information asset backups; frequency
of backup restoration testing
- percentage of information assets for which encryption is required
and not yet implemented
Technology Management . percentage of technology assets (software, hardware, systems) for
which the cost of compromise (loss, damage, disclosure, disruption
of access) has been quantified
- percentage of technology assets for which some form of risk assess-
ment has been performed as required by policy
- number of unauthorized changes to technology assets during a
stated time interval
Service Continuity - percentage of service continuity plans tested (and number of times
tested by time period)
- percentage of service continuity plans that failed one or more test
objectives
- percentage of high-value services and supporting assets that do not
have service continuity plans

- percentage of unmet recovery time objectives and recovery point

objectives
Vulnerability Analysis and - percentage of high-value assets that have been monitored,
Resolution assessed, and audited for vulnerabilities within a stated time
interval

- percentage of vulnerabilities that have been satisfactorily
remediated, by time interval
Resilience Requirements . percentage of services and assets for which resilience requirements
Definition have been defined and documented (or conversely, for which
requirements are not stated or are incomplete)
. elapsed time between identification of new assets and the
development of resilience requirements for those assets
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As the model is used by more organizations, it will be increasingly possible to
identify, define, deploy, pilot test, and measure effective security and resilience
metrics, as well as collect measurement experiences in support of benchmarking.
These metrics may be performance- or process-based. We will be working with
collaborators and customers to determine what metrics are most useful for deter-
mining process effectiveness, to develop metrics templates and structured defini-
tions, and to update the model to reflect results. Automated approaches for
collecting and reporting metrics will be essential for long-term use and success.
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In Part Three, we present the CERT-RMM process areas. Each process area
includes the purpose statement, introductory notes, related process areas, and the
summary of specific goals and practices. At the specific goals and practices level,
extensive supporting information is provided to explain the purpose and intent of
the goals and practices, and to introduce and describe underlying concepts. Each
process area also includes elaborated generic goals and practices. These elabora-
tions give you suggestions for how to implement the generic goals and practices
relative to the subject matter of the process area. These elaborations represent the
knowledge and experience of the core model project team, as well as the practical
knowledge gained from working with high-functioning organizations.

To facilitate the evolution and calibration of the model, the CERT website will
always contain the most current versions of the process areas, as well as new
process areas. Please visit this space often to obtain the most up-to-date informa-
tion about the model.
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ASSET DEFINITION AND MANAGEMENT

Engineering

Purpose

The purpose of Asset Definition and Management is to identify, document, and
manage organizational assets during their life cycle to ensure sustained produc-
tivity to support organizational services.

Introductory Notes

Mission success for an organization relies on the success of each service in
achieving its mission. In turn, mission assurance for services depends on the
availability, productivity, and ultimately the resilience of high-value assets that
the service relies upon—people to perform and monitor the service, information
to fuel the service, technology to support the automation of the service, and facil-
ities in which to operate the service. Whenever any high-value asset is affected by
disruptive events (by the realization of operational risk), the assurance of the
mission is less certain and predictable. An organization must be able to identify
its high-value assets, document them, and establish their value in order to
develop strategies for protecting and sustaining assets commensurate with their
value to services.

The Asset Definition and Management process area seeks to establish organi-
zational assets as the focus of the operational resilience management system.
High-value organizational assets are identified and profiled (establishing owner-
ship, a common definition, and value), and the relationship between the assets
and the organizational services they support is established. The organization also
defines and manages the process for keeping the asset inventory current and
ensures that changes to the inventory do not result in gaps in strategies for pro-
tecting and sustaining assets.

The Asset Definition and Management process area is a higher-order compe-
tency that establishes the inventory of high-value organizational assets of all types.
The resilience aspects of these assets (and their related services) are addressed in
asset-specific process areas as noted in “Related Process Areas” below.

121
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The Asset Definition and Management process area has three specific goals: to
inventory assets, associate the assets with services, and manage the assets. To
meet these goals, the organization must engage in the following practices:

* Establish a means to identify and document assets.

e Establish ownership and custodianship for the assets.

* Link assets to the services they support.

* Establish resilience requirements (including those for protecting and sustaining)
for assets and associated services. (This is addressed in the Resilience Requirements
Definition and Resilience Requirements Management process areas.)

* Provide change management processes for assets as they change and as the inventory
of assets changes.

* Establish risk management processes to identify, analyze, and mitigate risks to
high-value assets. (This is addressed in the Risk Management process area.)

* Establish continuity processes to develop, test, and implement service continuity
and restoration plans for high-value assets. (This is addressed in the Service
Continuity process ared.)

* Monitor the extent to which high-value assets are adequately protected and sus-
tained, and develop and implement adjustments as necessary. (This is addressed in
the Monitoring process area.)

Related Process Areas

The identification, documentation, analysis, and management of asset-level resilience require-
ments are addressed in the Resilience Requirements Development and Resilience Requirements
Management process areds.

The identification, assessment, and mitigation of risks to high-value assets are addressed in
the Risk Management process area.

The development, implementation, and management of strategies for protecting people are
addressed in the People Management process area.

The development, implementation, and management of strategies for protecting information
assets are addressed in the Knowledge and Information Management process area.

The development, implementation, and management of strategies for protecting technology
assets are addressed in the Technology Management process area.

The development, implementation, and management of strategies for protecting facility assets
are addressed in the Environmental Control process area.

The development and implementation of service continuity plans for high-value assets and
their related services are performed in the Service Continuity process area. Service continuity
plans describe strategies for sustaining high-value assets and services.
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The identification and prioritization of high-value organizational services are performed in
the Enterprise Focus process area.

Summary of Specific Goals and Practices

ADM:SG1 Establish Organizational Assets

ADM:SG1.SP1 Inventory Assets

ADM:SG1.SP2 Establish a Common Understanding

ADM:SGL1.SP3 Establish Ownership and Custodianship
ADM:SG2 Establish the Relationship Between Assets and Services

ADM:SG2.5P1 Associate Assets with Services

ADM:SG2.SP2 Analyze Asset-Service Dependencies
ADM:SG3 Manage Assets

ADM:SG3.5P1 Identify Change Criteria

ADM:SG3.5P2 Maintain Changes to Assets and Inventory

Specific Practices by Goal

ADM:SG1 EsTABLISH ORGANIZATIONAL ASSETS

Organizational assets (people, information, technology, and facilities) are identified and
the authority and responsibility for these assets are established.

The assets of the organization must be identified, prioritized, documented, and
inventoried.

The highest-level concept in the operational resilience management system is a
service. Services are defined as the limited number of activities that the organization
carries out in the performance of a duty or in the production of a product. Services
are the prime resource that the organization uses to accomplish its mission. Each
service has a mission that must be accomplished in order to support the organization’s
strategic objectives. Failure to accomplish the mission of a service is a potentially
serious impediment to accomplishing the organization’s mission.

An important aspect of services is that they are “fueled” by assets—the raw
materials that services need to operate.

A service cannot accomplish its mission unless there are

. people to operate and monitor the service

. information and data to feed the process and to be produced by the service
- technology to automate and support the service

- facilities in which to perform the service

These assets may or may not be directly owned by the organization. For example,
outsourcing of call center functions may mean that the organization does not
control the people, information, technology, or facilities that enable the service;
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however, the organization retains responsibility for the ownership and resilience
of the assets. In order to properly determine resilience requirements (and to
implement appropriate strategies for protecting and sustaining assets), the organ-
ization must define these assets from a service perspective and establish owner-
ship and responsibility for their resilience.

ADM:SG1.SP1 INVENTORY ASSETS

Organizational assets are identified and inventoried.

Success at achieving the organization’s mission relies upon critical dependencies
between organizational goals and objectives, services, and associated high-value
assets. Lack of performance of these assets (due to disruptive events, realized risk,
or other issues) impedes mission assurance of associated services and can trans-
late into failure to achieve organizational goals and objectives. Thus, ensuring the
operational resilience of high-value assets is paramount to organizational success.
The first step in establishing the operational resilience of assets is to identify and
define the assets. Because assets derive their value and importance through their asso-
ciation with services, the organization must first identify and establish which services
are of high value. This provides structure and guidance for developing an inventory
of high-value assets for which resilience requirements have to be established and sat-
isfied. Inventorying these assets is also essential to ensuring that changes are made in
resilience requirements as operational and environmental changes occur.
Establishing criteria for determining the value of services and associated assets is performed
in the Risk Management process area. Identifying and prioritizing high-value organizational
services are performed in the Enterprise Focus process area.

Each type of asset for a specific service must be identified and inventoried.
The following are descriptions of the four asset types.

People are those who are vital to the expected operation and performance of the
service. They execute the process and monitor it to ensure that it is achieving its
mission, and make corrections to the process when necessary to bring it back on track.
People may be internal or external to the organization.

Information is any information or data, on any media, including paper or electronic form,
that is vital to the intended operation of the service. Information may also be the output or
by-product of the execution of a service. Information can be as small as a bit or a byte, a
record or a file, or as large as a database. (The organization must determine how granularly to
define information with respect to its purpose in a service.) Because of confidentiality and
privacy concerns, information must also be categorized as to its organizational sensitivity.
Categorization provides another level of important description to an information asset that
may affect strategies to protect and sustain it. Examples of information include Social
Security numbers, a vendor database, intellectual property, and institutional knowledge.
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Technology describes any technology component or asset that supports or automates a
service and facilitates its ability to accomplish its mission. Technology has many layers,
some that are specific to a service (such as an application system) and others that are
shared by the organization (such as the enterprise-wide network infrastructure) to sup-
port more than one service. Organizations must describe technology assets in terms
that facilitate development and satisfaction of resilience requirements. In some organi-
zations, this may be at the application system level; in others, it might be more granular,
such as at the server or personal computer level. Examples of technology assets include
software, hardware, and firmware, including physical interconnections between these
assets such as cabling.

Facilities are any physical plant assets that the organization relies upon to execute a
service. Facilities are the places where services are executed and can be owned and
controlled by the organization or by external business partners. Facilities are also often
shared such that more than one service is executed in and dependent upon them.

(For example, a headquarters office building has a substantial number of services being
executed inside of it.) Facilities provide the physical space for the actions of people, the
use and storage of information, and the operations of technology components. Thus,
resilience planning for facilities must integrate tightly with planning for the other assets.
Examples of facilities include office buildings, data centers, and other real estate where
services are performed.

Organizations may use many practical methods to inventory these assets. Human
resources databases identify and describe the roles of vital staff. Fixed asset cata-
logs often describe all levels of technology components. Facilities and real estate
databases have information about high-value physical plant assets. However, bear
in mind that internal databases may not cover people, technology, and facilities
that are not under the direct control of the organization. In contrast to people,
technology, and facilities, less tangible assets such as information and intellectual
property may not be identified and regularly inventoried because they are often
difficult to describe and bound. For example, a staff member may have informa-
tion that is critical to the effective operation of a service that has not been docu-
mented or is not known to other staff members. This must be resolved in order to
properly define security and continuity requirements for these assets.

Typical work products

1. Asset inventory (of all high-value assets of each type)
2. Asset database

Subpractices

1. Identify and inventory vital staff.
2. Identify and inventory high-value information assets.
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3. Identify and inventory high-value technology components.
4. Identify and inventory high-value facilities.

5. Develop and maintain an asset database that establishes a common source for all
high-value assets.

ADM:SG1.SP2 EstasLisH A CoMMON UNDERSTANDING

A common and consistent definition of assets is established and communicated.

Proper description of organizational assets is essential to ensuring a common
understanding of these assets between owners and custodians. (The difference
between owners and custodians is explained in ADM:SG1.SP3.) A consistent
description aids in developing resilience requirements and ensuring satisfaction
of these requirements. It defines the boundaries and extent of the asset, which is
useful for defining ownership and responsibility for the resilience of the asset. In
addition, an asset’s description can be easily communicated within and outside of
the organization to facilitate communication of resilience requirements to internal
constituencies and external business partners.

At a minimum, all high-value assets (as identified in ADM:SG1.SP1) should be
defined to the extent possible. Differences in the level of description are expected
from asset to asset, and an organization must decide how much information is use-
ful in facilitating requirements definition and satisfaction. The description of the
asset should detail why it is considered to be of high value to the organization. There
are some common elements that should be collected, at a minimum, for each asset.

These are examples of information that should be collected and documented for assets:

. asset type (people, information, technology, or facilities)

. categorization of asset by sensitivity (¢enerally for information assets only)

. asset location (typically where the custodian is managing the asset)

. asset owners and custodians (particularly where this is external to the organization)

« the format or form of the asset (particularly for information assets that might exist on
paper and electronically)

« location where backups or duplicates of this asset exist (particularly for information assets)

« the services that are dependent on the asset (See ADM:SG2.)

. the value of the asset in either qualitative or quantitative terms

An organization may also choose to document the asset’s resilience requirements as
part of the asset profile so that there is a common source for communicating and
updating these requirements and so that their association with an asset
is established. In addition, strategies to protect and sustain an asset may be
documented as part of the asset profile. (Resilience requirements for assets are devel-
oped and documented in the Resilience Requirements Development process area.)
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There are additional considerations for describing each type of asset.

People

In describing people, be sure to describe a role where possible, rather than the actual
persons who perform the role. If a particular person or persons in the organization are
vital to the successful operation of a service because of their detailed knowledge and
experience, this should be noted in the description of the asset. This may affect the
resilience requirements of the asset when defined.

Information Assets

Because information is an intangible asset, it must be accurately described. Some
organizations find media conventions such as record, file, and database to be natural
limiters of the description of an information asset. Information asset descriptions should
also address the level of sensitivity of the asset based on the organization’s categorization
scheme. This will aid in ensuring that confidentiality and privacy sensitivities are considered
in the development and satisfaction of resilience requirements.

Technology and Facilities Assets

Organizations often view technology components and facilities as shared enterprise
assets. This should be considered when defining these assets and when developing
resilience requirements. In addition, because technology and facilities are tangible
assets, the current value of the asset should be included in the definition. This will pro-
vide additional data on the value of the asset to the organization and serve as a guide
for comparing value versus cost of activities to protect and sustain assets.

Typical work products

1. Asset profiles (for all high-value assets of each type)
2. Updated asset database (including asset profiles)

Subpractices

1. Create an asset profile for each high-value asset (or similar work product) and
document a common description.
Be sure to address the entire range of information that should be collected for each
type of asset, including at a minimum the owner and the custodian(s) of the asset.
Also, include the resilience requirements of the asset as established or acquired by
the organization. (Refer to the Resilience Requirements Development process area for
more information.)
2. Describe and document the “acceptable use” of the asset. Ensure alignment
between acceptable uses and resilience requirements.
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3. Categorize information assets as to their level of sensitivity.

4. Update the asset database with asset profile information.
All information relevant to the asset (collected from the asset profile) should be
contained with the asset in its entry in the asset database.

ADM:SG1.SP3 EstaBLiSH OWNERSHIP AND CUSTODIANSHIP

The ownership and custodianship of assets are established.

High-value assets have owners and custodians. Asset owners are the persons or
organizational units, internal or external to the organization, that have primary
responsibility for the viability, productivity, and resilience of the asset. For exam-
ple, an information asset such as customer data may be owned by the “customer
relations department” or the “customer relationship manager.” It is the owner’s
responsibility to ensure that the appropriate levels of confidentiality, integrity,
and availability requirements are defined and satisfied to keep the asset produc-
tive and viable for use in services.

Asset custodians are persons or organizational units, internal or external to
the organization, that are responsible for implementing and managing controls to
satisfy the resilience requirements of high-value assets while they are in their
care. For example, the customer data in the above example may be stored on a
server that is maintained by the IT department. In essence, the IT department
takes custodial control of the customer data asset when the asset is in its domain.
The IT department must commit to taking actions commensurate with satisfying
the owner’s requirements to protect and sustain the asset. However, in all cases,
owners are responsible for ensuring that their assets are properly protected and
sustained, regardless of the actions (or inactions) of custodians.

In practice, custodianship brings many challenges for asset owners in ensur-
ing that the resilience requirements of their assets are being satisfied. In some
cases, custodians of assets must resolve conflicting requirements obtained from
more than one asset owner. This can occur in cases where a server contains more
than one information asset from different owners with unique and sometimes
competing requirements. In addition, custodianship may occur outside of organi-
zational boundaries, as is commonly seen in outsourcing arrangements. In such a
case, asset owners must clearly communicate the resilience requirements of their
assets to external custodians and must expend additional effort in monitoring the
satisfaction of those requirements.

The owner of each high-value asset is established in order to define responsi-
bility and accountability for the asset’s resilience and its contributions to services.
Accordingly, owners are responsible for developing and validating the resilience
requirements for high-value assets that they own. They are also responsible for
the implementation of proper controls to meet resilience requirements, even if
they assign this responsibility to a custodian of the asset.
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The identification, documentation, analysis, and management of asset-level resilience requirements
are addressed in the Resilience Requirements Development and Resilience Requirements
Management process areas.

Ownership of assets typically varies depending on the asset type.

- People are part of the organizational unit or line of business where their job responsi-
bilities and accountabilities are managed. This organizational unit or line of business is
considered the “owner” of these resources in that it has authority and accountability
for their work assignments and their training, deployment, and performance.

- Information assets are generally owned by a person, organizational unit, or line of
business where the asset originates (i.e., where the service is owned which the asset
supports) or where responsibility for the asset’s confidentiality, integrity, and avail-
ability has been established.

- Technology and facilities assets tend to be shared by the enterprise, and therefore
it may be difficult to establish a single owner.

- Technology assets are most often owned by IT but could be owned by an organiza-
tional unit or line of business that manages its technology support structure sepa-
rately from IT or the enterprise.

- Facilities may be owned by a central group (such as facilities management) or may be
owned by an organizational unit or line of business.

In some cases, the organization may group a set of assets together into a service
and identify an owner of the service. This aggregation often is more practical
when there are many assets in an organization and protection and sustainment
strategies at the asset level would not be practical.

The organization should also, to the extent possible, identify relevant custodians
for each high-value asset. Custodians take custodial care of assets under the direction
of owners and are usually responsible for satisfying the asset’s resilience require-
ments on an operational basis. Identifying the custodians of high-value assets
also helps to identify the operational environment of the assets where risks may
emerge and where continuity plans would have to be implemented.

Typical work products

1. Owner identification

2. Custodian identification

3. Updated asset profiles (including owner and custodian)
4. Updated asset database (including owner and custodian)

Subpractices

1. Document and describe the owner of each asset on the asset profile (or similar
work product).

2. Group assets that are collectively needed to perform a specific service, and identify
service owners, if necessary.
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3. Document and describe the physical location of the asset and the custodian of

the asset.

4. Update asset profiles to establish and document the asset’s association to a service.
If the asset is connected to more than one service, be sure this is noted as part of
the asset profile.

5. Update the asset database with asset-to-service association information.

All information relevant to the asset (collected from the asset profile) should be
contained with the asset in its entry in the asset database.

ADM:SG2 ESTABLISH THE RELATIONSHIP BETWEEN ASSETS AND SERVICES

The relationship between assets and the services they support is established and examined.

The relationship between assets and the services they support must be under-
stood in order to effectively develop, implement, and manage resilience strategies
that support the accomplishment of the service’s mission. Associating assets to
services helps the organization to determine where critical dependencies exist, to
validate resilience requirements, and to develop and implement commensurate
resilience strategies.

ADM:SG2.SP1 AssoCIATE ASSETS WITH SERVICES

Assets are associated with the service or services they support.

To provide a service-focused review of operational resilience, the assets collected
in the development of the asset inventory must be associated with the services
they support. This helps the organization view resilience from a service perspec-
tive and to identify critical dependencies that are essential to determining effec-
tive strategies for protecting and sustaining assets.

Establishing criteria for determining the relative value of services and associated assets is
performed in the Risk Management process area. Identifying and prioritizing high-value
organizational services are performed in the Enterprise Focus process area.

Typical work products

1. List of high-value services and associated assets
2. Updated asset profiles (including service information)
3. Updated asset database (including service information)

Subpractices

1. Identify high-value services.
A list of high-value services is created in the Enterprise Focus process area. Assets
can be associated with services in this practice, but it is best to have a validated list
of services to which assets are associated. (Refer to the Enterprise Focus process area
for more information.)
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2. Assign assets in the asset database to one or more services.
3. Update the asset profile to reflect the service association.
4. Update the asset database to reflect the service association.

ADM:SG2.SP2 ANALYZE ASSET-SERVICE DEPENDENCIES

Instances where assets support more than one service are identified and analyzed.

Because services traverse the organization, and because there are shared assets
and resources that many services depend upon, it is important to identify these
dependencies to ensure that they are addressed during the development of
resilience requirements and in the development of strategies to protect and sus-
tain assets and their related services.

When dependencies result in a shared environment for an asset, consideration
must be given to the effects that this situation will have on the satisfaction of
resilience requirements at the service level. For example, if resilience require-
ments are set for a facility and more than one service is performed in that facility,
the requirements for protecting and sustaining the facility must be sufficient to
meet the needs of both services that share the facility. By identifying these poten-
tial conflicts early, an organization can actively mitigate them (by revising
requirements or other actions) before they become an exposure that affects the
operational resilience of the affected services.

Typical work products

1. List of potential conflicts due to asset dependencies
2. Mitigation actions and resolutions

Subpractices

1. Identify asset dependencies and potential conflicts.

2. Develop mitigation plans to reduce the effects of dependencies that could affect
the operational resilience of associated services.

3. Implement actions to reduce or eliminate conflict.
This practice may require the organization to revisit existing resilience require-
ments and revise them where necessary. It may also necessitate changes in current
strategies for protecting and sustaining existing assets. (Refer to the Resilience
Requirements Management process area for more information about managing change to
resilience requirements. Refer to the Controls Management and the Service Continuity
process areas for managing changes to strategies for protecting and sustaining services
and their supporting assets.)
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ADM:SG3 MANAGE ASSETS

The life cycle of assets is managed.

Changes to high-value assets may require commensurate changes in resilience
requirements and the strategies that organizations deploy to ensure that these
assets are adequately protected and sustained. In fact, managing changes to the
operational environment (i.e., through keeping accurate inventories of assets and
services and their requirements) is an essential activity for managing and control-
ling operational resilience. The organization must actively monitor for changes
that significantly alter assets, identify new assets, or call for the retirement of
assets for which there is no longer a need or whose relative value has been
reduced. The objective of this goal is to ensure that the organization’s scope for
operational resilience management remains known and controllable.

ADM:SG3.SP1 IDENTIFY CHANGE CRITERIA

The criteria that would indicate changes in an asset or its association with a service are
established and maintained.

(This practice is complementary to specific practice RRM:SG1.SP3 in Resilience Require-
ments Management.)

In order to identify changes to high-value assets that could affect their productivity
and resilience, the organization must have a set of criteria that are consistently applied.
These criteria must cover all assets—people, technology, information, and facilities.
Changes in assets must be translated to changes in resilience requirements—either the
requirements are altered or rewritten, or in the case where the asset is eliminated (for
example, when vital staff leave the organization), the requirements are retired.

These are examples of triggers that can affect high-value assets:

. changes in organizational structure and staff—termination or transfer of staff
between ordanizational units or changes in roles and responsibilities

« changes in technology infrastructure and configuration

- real estate transactions that add, alter, or change existing facilities

- creation or alteration of information

. changes in services affecting the assets on which they rely

- contracts that the organization enters into that would identify new assets

« acquisition of assets such as technology or facilities

Owners of high-value assets must have knowledge of these criteria and be able to
apply them in order to identify changes that must be managed.

Typical work products

1. Asset inventory baseline
2. Asset change criteria
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Subpractices

1. Establish an asset inventory baseline from which changes will be managed.

2. Develop and document criteria for establishing when a change in asset inventory
must be considered.
Ensure that these criteria are commensurate with the organization’s risk tolerances.

ADM:5G3.SP2 MAINTAIN CHANGES TO ASSETS AND INVENTORY

Changes to assets are managed as conditions dictate.

(This practice is complementary to specific practice RRM:SG1.SP3 in Resilience Require-
ments Management.)

Organizational and operational conditions are continually changing. These
changes result in daily changes to the high-value assets that help the organiza-
tion’s services achieve their missions. For example, the following are common
organizational events that would affect high-value assets:

e staff changes, including the addition of new staff members (either internally or
externally), the transfer of existing staff members from one organizational unit to
another, and the termination of staff members

e changes to information such as the creation, alteration, or deletion of paper and
electronic records, files, and databases

¢ technology refresh, such as the addition of new technical components, changes
to existing technical components, and the elimination or retirement of existing
technology

« facilities changes, such as the addition of new facilities (whether owned by the
organization or an external business partner), alteration of existing facilities, and
the retirement of a facility

Besides the addition of new assets, this practice also addresses changes to the
description or composition of an asset. For example, if an asset takes an addi-
tional form (such as when a paper asset is imaged or an electronic asset is
printed), this must be documented as part of the asset description to ensure that
current protection and sustainment strategies align properly and provide cover-
age across a range of asset media. Assets may also change ownership, custodian-
ship, location, or value—all of which must be updated to ensure a current asset
profile and inventory.

In addition, whenever assets are eliminated (for example, a server is retired or
vital staff members leave the organization), owners of those assets must ensure that
their resilience requirements are either eliminated (if possible) or are transferred
and updated to the assets that replace them. Doing this is especially critical when
assets are shared between services and have common resilience requirements.
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Typical work products

1. Asset change documentation

Asset inventory status

Updated asset and service resilience requirements

Updated asset and service protection strategies and controls

ik W

Updated strategies and continuity plans for sustaining assets and services

Subpractices

1. Document the asset changes by updating asset profiles and the asset database.
2. Maintain a requirement change history with the rationale for performing the changes.
3. Evaluate the impact of asset changes on existing resilience requirements and
activities and commitments for protecting and sustaining assets.
Update asset resilience requirements, asset protection strategies, and plans for
sustaining assets as necessary.
4. Establish communication channels to ensure custodians are aware of changes in
assets.
Update service level agreements (SLAs) with custodians if necessary to reflect
commitment to changes.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general guidance that
applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Asset Definition and Management process area.

ADM:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Asset Definition and Management process area by transforming identifiable
input work products to produce identifiable output work products.

ADM:GG1.GP1 PrrroRM SPECIFIC PRACTICES

Perform the specific practices of the Asset Definition and Management process area to
develop work products and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices ADM:SG1.SP1 through ADM:SG3.SP2 are performed to
achieve the goals of the asset definition and management process.
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ADM:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Asset definition and management is institutionalized as a managed process.

ADM:GG2.GP1 EstasLisH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the asset definition
and management process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the asset definition and management process.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the asset definition and management process may be exhibited by

. developing and publicizing higher-level managers’ objectives and requirements

« sponsoring policies, procedures, standards, and guidelines, including the docu-
mentation of assets and for establishing asset ownership and custodianship

- making higher-level managers aware of applicable compliance obligations related
to the process, and regularly reporting on the organization’s satisfaction of these
obligations to higher-level managers

- sponsoring and funding process activities

. aligning asset inventory, asset ownership, and asset-service relationship activities
with identified resilience needs and objectives and stakeholder needs and
requirements

. sponsoring the development, documentation, and management of asset inventories

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

- regular reporting from organizational units to higher-level managers on process
activities and results

- creating dedicated higher-level management feedback loops on decisions about
the process and recommendations for improving the process

- providing input on identifying, assessing, and managing operational risks to assets,
including guidance for resolving asset inventory inconsistencies and other anomalies

. conducting regular internal and external audits and related reporting to audit
committees on process effectiveness

- creating formal programs to measure the effectiveness of process activities, and
reporting these measurements to higher-level managers
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2. Develop and publish organizational policy for the process.

Elaboration:

The asset definition and management policy should address

- responsibility, authority, and ownership for performing process activities,
including collecting and documenting asset inventory information

. procedures, standards, and guidelines for
- documenting asset descriptions and relevant information
- describing and identifying asset owners
- describing and identifying asset custodians

. the development of criteria to provide guidance on asset inventory updating,
reconciliation, and change control

- the association of assets to core organizational services, and the prioritization of
assets in the inventory

- methods for measuring adherence to policy, exceptions granted, and policy violations

ADM:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the asset definition and management
process.

Elaboration:

The plan for performing the asset definition and management process is created
to ensure that an accurate inventory of assets is developed and maintained and
can form a foundation for managing operational resilience. Developing and
maintaining an asset inventory may be challenging because most organizations
have a significant number of assets. Thus, the plan must address how the inven-
tory will be taken and maintained at various levels of the organization. For prac-
ticality, most organizations may take inventory at an organizational unit level
and have a method or tool to aggregate the inventory at an enterprise level.

Subpractices

1. Define and document the plan for performing the process.

Elaboration:

Special consideration in the plan may have to be given to the organization’s
approach for taking an initial inventory of assets (developing the asset inventory
baseline) and for maintaining the asset inventory. The plan should address who is
responsible for creating and maintaining the inventory and how ownership and cus-
todianship are determined (or assigned). The plan should also include provisions
for how the inventory is to be reconciled and how inventory duplication is resolved.
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2. Define and document the process description.
3. Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

ADM:GG2.GP3 ProvIDE RESOURCES

Provide adequate resources for performing the asset definition and management process,
developing the work products, and providing the services of the process.

Subpractices

1. Staff the process.

Elaboration:

The diversity of asset types (people, information, technology, facilities) requires
that staff members assigned to the asset definition and management process have
appropriate knowledge of the assets being inventoried and the services with
which they are associated.

These are examples of staff required to perform the asset definition and manage-
ment process:
. staff responsible for
- identifying high-value assets (e.g., people, information, technology, and facilities)
and the services with which they are associated
- developing and maintaining the asset inventory, including asset profiles and
the asset database
- identifying asset dependencies, potential conflicts, and mitigation plans to
reduce the effects of dependencies that could affect the operational resilience
of associated services
- managing changes to assets, changes to the asset inventory, and associated changes
to requirements, controls, strategies, and plans (This includes communicating
chandes to affected stakeholders, including asset custodians.)
- developing process plans and programs and ensuring they are aligned with
stakeholder requirements and needs
- managing external entities that have contractual obligations for asset definition
and management activities
« owners and custodians of high-value assets that support the accomplishment of
operational resilience management objectives
- internal and external auditors responsible for reporting to appropriate committees
on process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.
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Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Elaboration:

Considerations for funding the asset definition and management process should
extend beyond the initial development of the asset inventory to the maintenance
of the inventory. Initial costs may be higher if the organization does not have a
formal or usable asset baseline to serve as a foundation.

Refer to the Financial Resource Management process area for information about budg-
eting for; funding, and accounting for asset definition and management.

3. Provide necessary tools, techniques, and methods to perform the process.

Elaboration:

Developing and maintaining the asset inventory may require tools, techniques, and
methods that allow for asset documentation and profiling, reporting, and updating
on a regular basis. The need for these tools may be greater if the asset inventory is
developed across many organizational units and must be aggregated at the enter-
prise level. Tools should provide for proper and secure change control over the asset
database and should limit access to the asset baseline. The asset inventory database
should be searchable and expandable to include additional information such as doc-
umentation of associated services and the asset’ resilience requirements.

These are examples of tools, techniques, and methods to support the asset definition

and management process:

- methods for identifying high-value assets

- methods, techniques, and tools for creating asset profiles and baselines

- methods and tools for aggregating local asset inventories into an enterprise
inventory

- asset inventory database management system

- methods, techniques, and tools for asset inventory change management and control

ADM:GG2.GP4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the asset definition and management
process, developing the work products, and providing the services of the process.

Elaboration:

Specific practice ADM:SG1.SP2 describes the use of human resources databases to
identify roles of vital staff to aid in determining high-value people assets and calls
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for describing roles rather than actual persons who perform the role. Specific prac-
tice ADM:SG3.SP1 discusses the effects of changes in roles. These descriptions
of roles specific to the definition and management of high-value people assets
should not be confused with assigning the roles, responsibilities, and authori-
ties necessary to perform the asset definition and management process.

Refer to the Human Resource Management process area for more information about estab-
lishing resilience as a job responsibility, developing resilience performance goals and
objectives, and measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.

Elaboration:

Responsibility and authority for creating the asset inventory baseline may differ
from responsibility and authority for maintaining the asset inventory and per-
forming change control processes.

2. Assign responsibility and authority for performing the specific tasks of the
process.

Elaboration:

Responsibility and authority for performing asset definition and management tasks

can be formalized by

- defining roles and responsibilities in the process plan

« including process tasks and responsibility for these tasks in specific job descriptions

- developing policy requiring organizational unit managers, line of business managers,
project managers, and asset and service owners and custodians to participate in
and derive benefit from the process for assets and services under their ownership
or custodianship

- including process tasks in staff performance management goals and objectives
with requisite measurement of progress against these goals

- developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

« including process tasks in measuring performance of external entities against
contractual instruments

Refer to the External Dependencies Management process area for additional details
about managing relationships with external entities.

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.
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ADM:GG2.GP5 TRAIN PEoPLE

Train the people performing or supporting the asset definition and management process as
needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about creating
an inventory of skill sets, establishing a skill set baseline, identifying required skill sets, and
measuring and addressing skill deficiencies.

Subpractices

1. Identify process skill needs.

Elaboration:

These are examples of skills required in the asset definition and management

process:

- knowledge of the tools, techniques, and methods necessary to identify and
inventory high-value assets, including those necessary to perform the process
using the selected methods, techniques, and tools identified in ADM:GG2.GP3
subpractice 3

- knowledge unique to each type of asset that is required to identify and inventory
each type

- knowledge necessary to work effectively with asset owners and custodians

« knowledge necessary to elicit and prioritize stakeholder requirements and needs
and interpret them to develop effective requirements, plans, and programs for
the process

2. Identify process skill gaps based on available resources and their current skill levels.
3. Identify training opportunities to address skill gaps.

Elaboration:

These are examples of training topics:

« profiling, defining, and documenting high-value assets, including any unique
considerations by asset type

- manadging and controlling changes to asset inventories, asset profiles, and asset
databases

« supporting asset owners and custodians in understanding the process and their
roles and responsibilities with respect to its activities

- working with external entities that have responsibility for process activities

- using process methods, tools, and techniques, including those identified in
ADM:GG2:GP3 subpractice 3

4. Provide training and review the training needs as necessary.
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ADM:GG2.GP6 MANAGE WoRk ProbucT CONFIGURATIONS

Place designated work products of the asset definition and management process under
appropriate levels of control.

Elaboration:

ADM:SG3.SP2 specifically addresses the change control process over assets
and the asset inventory. However, other work products of the asset definition
and management process must also be managed and controlled.

The tools, techniques, and methods used to capture and maintain the asset
inventory should be employed to perform consistent and structured version
control over the inventory to ensure that information is current, accurate, and
“official.” The tools, techniques, and methods can also be used to securely
store the asset inventory, to provide access control over inquiry, modification,
and deletion, and to track version changes and updates.

These are examples of asset definition and management work products placed
under control:

- assetinventory

. asset database

. asset profiles

. asset owners and custodians

. association of assets to high-value services

- asset dependencies, dependency conflicts, mitigation actions, and resolutions
. asset inventory change control system or method

- asset inventory change criteria

« process plan

. policies and procedures

« contracts with external entities

ADM:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the asset definition and management
process as planned.

Elaboration:

Several ADM-specific practices address the involvement of owners and custo-
dians as key stakeholders in the asset definition and management process. For
example, ADM:SG1.SP3 calls for establishing ownership and custodianship
for all high-value assets and making sure owners and custodians understand
their responsibilities, as well as their relationship with one another.
ADM:SG3.SP1 requires that asset owners have knowledge of asset change cri-
teria, including possible changes in asset ownership and custodianship.

Wow! eBook <WoweBook.Com>



142 PART THREE CERT-RMM PROCESS AREAS

Subpractices

1. Identify process stakeholders and their appropriate involvement.

Elaboration:

These are examples of stakeholders of the asset definition and management process:

. asset owners and custodians

+ service owners

- organizational unit and line of business managers responsible for high-value
assets and the services they support

- staff responsible for establishing, implementing, and maintaining an internal
control system for assets

. external entities responsible for managing high-value assets

« human resources (for people assets)

- information technology staff (for technology assets)

. staff responsible for physical security (for facility assets)

- internal and external auditors

Stakeholders are involved in various tasks in the asset definition and management
process, such as

« planning for the process

« creating an asset inventory baseline

- creating asset profiles

« associating assets with services and analyzing asset-service dependencies

« managing changes to assets and to the asset inventory

- reviewing and appraising the effectiveness of process activities

« resolving issues in the process

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.

ADM:GG2.GP8 MoniTor AND CONTROL THE PROCESS

Monitor and control the asset definition and management process against the plan for
performing the process and take appropriate corrective action.

Refer to the Monitoring process area for more information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.

Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.
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Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective actions.

Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for perform-
ing the process.

Elaboration:

These are examples of metrics for the asset definition and management process:

. percentagde of organizational assets that have been inventoried, by asset type

« number or level of discrepancies between the current inventory and the docu-
mented inventory

« number of changes made to the asset inventory during a stated period

« number of assets that do not have an assigned owner or custodian (if applicable)

« number of assets with incomplete asset profiles or other incomplete information

- number of asset-service dependency conflicts with unimplemented or incom-
plete mitigation plans

« number of high-value asset risks referred to the risk management process; number
of risks where corrective action is still pending (by risk rank)

« level of adherence to process policies; number of policy violations; number of
policy exceptions requested and number approved

- number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process

3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

Periodic reviews of the asset definition and management process are needed to

ensure that

- newly acquired assets are included in the inventory

. assets that have been modified are reflected accurately in the inventory

- assets that have been retired are removed from the inventory

« asset-service mapping is accurate and current

« ownership and custodianship over assets are established and documented

« change control processes are operating appropriately to minimize discrepancies
between the organization’s asset base and the asset inventory

« access to the asset inventory is being limited to only authorized staff

Wow! eBook <WoweBook.Com>



144 PART THREE CERT-RMM PROCESS AREAS

. status reports are provided to appropriate stakeholders in a timely manner

- asset and service dependency issues are referred to the risk management process
when necessary

- actions requiring management involvement are elevated in a timely manner

- the performance of process activities is being monitored and regularly reported

- key measures are within acceptable ranges as demonstrated in governance dash-
boards or scorecards and financial reports

- administrative, technical, and physical controls are operating as intended

. controls are meeting the stated intent of the resilience requirements

- actions resulting from internal and external audits are being closed in a timely
manner

4. Identify and evaluate the effects of significant deviations from the plan for per-
forming the process.

Elaboration:

Discrepancies result when assets are acquired, modified, or retired but not
reflected accurately in the asset inventory. Assets form the foundation for opera-
tional resilience management because they are the target of strategies required to
protect and sustain services. To the extent that the asset definition and manage-
ment process results in inventory discrepancies, the organization’s overall ability
to manage operational resilience is impeded.

5. Identify problems in the plan for performing and executing the process.

6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan for
performing the process.

7. Track corrective action to closure.

ADM:GG2.GP9 OsjecTIVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the asset definition and management process against its
process description, standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:
- identifying assets and services

- associating assets and services

- identifying asset-service dependencies

- developing asset profiles

« documenting asset descriptions

- identifying asset change criteria

- making changes to the asset inventory
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« the alignment of stakeholder requirements with process plans

- assignment of responsibility, accountability, and authority for process activities

. determination of the adequacy of process reports and reviews in informing deci-
sion makers regarding the performance of operational resilience management
activities and the need to take corrective action, if any

- verification of process controls

- use of process work products for improving strategies to protect and sustain
assets and services

These are examples of work products to be reviewed:

. asset profiles

. assetinventory database

. asset-service relationship matrix

« asset inventory change control logs

« process plan and policies

- dependency issues that have been referred to the risk management process
. process methods, techniques, and tools

. contracts with external entities

« metrics for the process (Refer to ADM:GG2.GP8 subpractice 2.)

ADM:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the asset definition and management process
with higher-level managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.

ADM:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Asset definition and management is institutionalized as a defined process.

ADM:GG3.GP1 EstaBLISH A DEFINED PROCESS

Establish and maintain the description of a defined asset definition and management
process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process ared.
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Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the asset definition and management process and best meet the needs of the orga-
nizational unit or line of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

ADM:GG3.GP2 CoLLECT IMPROVEMENT INFORMATION

Collect asset definition and management work products, measures, measurement results,
and improvement information derived from planning and performing the process to sup-
port future use and improvement of the organization’s processes and process assets.

Elaboration:

These are examples of improvement work products and information:

- assetinventory

- conflicts arising from asset-service relationships

- metrics and measurements of the viability of the process (Refer to ADM:GG2.GP8
subpractice 2.)

- changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect process results

« lessons learned in post-event review of incidents and disruptions in continuity

. process lessons learned that can be applied to improve operational resilience man-
agement performance, such as poorly documented or profiled assets and difficulties
in assigning and executing asset ownership and custodianship responsibilities

. the level to which the asset inventory, asset profiles, and the asset database reflect
the current status of all assets

- reports on the effectiveness and weaknesses of controls, including issues related
to change control on the asset inventory

. asset-service dependency mitigation plans that are not executed and the risks
associated with them

- resilience requirements that are not being satisfied or are being exceeded

Establishing the measurement repository and process asset library is addressed in the
Organizational Process Definition process area. Updating the measurement repository
and process asset library as part of process improvement and deployment is addressed in
the Organizational Process Focus process area.
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Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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ACCESS MANAGEMENT
Operations .&
Purpose

The purpose of Access Management is to ensure that access granted to organiza-
tional assets is commensurate with their business and resilience requirements.

Introductory Notes

In order to support services, assets such as information, technology, and facilities
must be made available (accessible) for use. This requires that persons (employ-
ees and contractors), objects (such as systems), and entities (such as business
partners) have sufficient (but not excessive) levels of access to these assets.

Effective access management requires balancing organizational needs against
the appropriate level of controls based on an asset’s resilience requirements and
business objectives. Insufficient access may translate into higher levels of asset
protection but may impede the organization’s ability to use the assets to their pro-
ductive capacity. On the other hand, excessive levels of access (due to inadequate
levels of control) expose assets to potential unauthorized or inadvertent misuse,
which may diminish their productive capacity. Finding the right level of access
for persons, objects, and entities so that they can perform their job responsibili-
ties while satisfying the protection needs for the asset is a process that involves
business owners, organizational units, and the owners and custodians of assets.
In essence, these parties must come to agreement on what level of protection is
sufficient given the need to meet objectives. Access management encompasses
the processes that the organization uses to address this balancing act.

Access privileges and restrictions are the mechanisms for linking persons,
objects, and entities (and their organizational roles) to the assets they need to
perform their responsibilities. Access privileges and restrictions are operational-
ized (i.e., made operational or implemented) through logical and physical access
controls, which may be administrative, technical, or physical in nature and can be
discretionary (i.e., at the will of the asset owner) or mandatory (constrained by
policies, regulations, and laws).

149
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Access controls differ significantly from access privileges and restrictions. In the
purest sense, an access control is the administrative, technical, or physical mech-
anism that provides a gate at which identities must present proper credentials to
pass. Some examples of access controls are access and security policies, access
control lists in application systems and databases, and key card and key pad read-
ers for facilities. Access controls are established relative to the resilience require-
ments for an asset and service they protect—they are the mechanism that
enforces the resilience requirements of confidentiality, integrity, and availability.
When an identity presents an access request to an access control, and the identity
has the necessary credentials required by the control (i.e., is authenticated and
authorized to have the level of access requested), access is provided.

Access controls are a key element of the protection provided to an asset and
form a substantial portion of the organization’s protection strategy for assets and
services. Because the operational environment is constantly changing, it is difficult
for an organization to keep access controls current and reflective of actual busi-
ness and resilience requirements. The Access Management process area establishes
processes to ensure that access to organizational assets remains consistent with
the business and resilience requirements of those assets even as the organization’s
operating environment changes. At a summary level, this includes activities to

* involve owners of assets in the process of establishing and maintaining access
privileges

* manage changes to access privileges as the identities, user roles, business require-
ments, and resilience requirements change

* monitor and analyze relationships between identities, roles, and current access
privileges to ensure alignment with business and resilience requirements

* adjust access privileges when they are not aligned with business and resilience
requirements

* ensure that the access privileges granted to a user by the system of access controls
reflect the privileges assigned by the asset owner

Clearly, access management is strongly tied to identity management. In iden-
tity management, persons, objects, and entities are established as identities that
may require some level of access to organizational assets. However, access privi-
leges and restrictions are tied to identities by the roles that are attributed to the
identities. Thus, as identities change, or as their roles change, there is a cascading
effect on access privileges that must be managed. For example:

* New identities may be established that must be provided access privileges.

* The access privileges of existing identities may have to be changed as the job
responsibilities associated with the identity change.
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* The access privileges of existing identities may have to be eliminated or deprovi-
sioned as job responsibilities expire (either through new assignments or voluntary
or involuntary termination).

The selection of the appropriate access controls to enforce those rights for a
given asset is outside of the scope of this process area. These activities are per-
formed in the operations process area associated with each type of asset (e.g.,
Knowledge and Information Management for information assets). (Overall man-
agement of the organization’s internal control system is addressed in the Controls
Management process area.)

Related Process Areas

The creation, maintenance, and deprovisioning of identities and their associated attributes are
addressed in the Identity Management process ared.

The selection and implementation of appropriate access controls for assets are addressed in
the Knowledge and Information Management process area (for information), the Technology
Management process area (for technology assets), and the Environmental Control process
area (for facilities).

The analysis and mitigation of risks related to inappropriate or excessive levels of access
privileges are addressed in the Risk Management process area.

Summary of Specific Goals and Practices
AM:SG1 Manage and Control Access
AM:SGL.SP1 Enable Access
AM:SG1.SP2 Manage Changes to Access Privileges
AM:SG1.SP3 Periodically Review and Maintain Access Privileges
AM:SG1.SP4 Correct Inconsistencies

Specific Practices by Goal

AM:SG1 MANAGE AND CONTROL ACCESS

Access granted to organizational assets is managed and controlled.

Access privileges describe and define a level of access to an organizational asset—
information, technology, or facilities—commensurate with an identity’s job respon-
sibilities and the business and resilience requirements of the asset. In other words,
access privileges define what assets identities can access and what they can do
when they access these assets. Access privileges must be closely managed in order
to prevent vulnerabilities that could lead to unauthorized and inadvertent misuse
of organizational assets.
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To manage and control access privileges, the organization must establish
processes for approving and assigning these privileges, managing changes to
them, and monitoring and analyzing the current access environment to ensure
that it is in alignment with business and resilience requirements and does not
result in additional risk to organizational assets.

AM:SG1.SP1 ENABLE ACCESS

Appropriate access to organizational assets is informed by resilience requirements and
owner approval.

Access privileges and restrictions describe the level and extent of access provided
to identities. Access privileges should be commensurate with the various roles
represented by an identity but concurrently must be congruent with the resilience
requirements of the assets to which the privileges are granted.

Access privileges are assigned and approved by asset owners based on the role
of the person, object, or entity that is requesting access. Asset owners are the per-
sons or organizational units, internal or external to the organization, that have
primary responsibility for the viability, productivity, and resilience of a high-value
organizational asset. It is the owner’s responsibility to ensure that requirements
for protecting and sustaining assets are defined for assets under the owner’s con-
trol. In part, these requirements are satisfied by defining and assigning access
privileges that are commensurate with the requirements. Therefore, the asset
owner is responsible for granting and revoking access privileges to an identity
based on the identity’s role and the asset’s resilience requirements. To be success-
ful, asset owners must be aware of identities that need access to their assets and
must evaluate the need with respect to business and resilience requirements
before granting approval.

The organization must have processes in place to support the access request
and approval process. This process begins with the registration of an identity (as
detailed in the Identity Management process area) and then proceeds with assign-
ing access privileges. In some cases, these activities may occur simultaneously.
When assigning access privileges, the organization should have processes in
place to allow

* the owners or sponsors of identities to request access (type and extent) from
owners of organizational assets

* asset owners to determine the appropriate type and extent of access based on the
identity’s role

* asset owners to approve and grant access privileges

Access privileges are usually focused on three common types of assets:
information, technology, and facilities.
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* Information assets may be physical (such as paper files) or electronic (databases).
The types of access privileges assigned for information assets typically include
inquire, modify or change, and delete.

» Technology assets span the physical and electronic realm and cover a significantly
diverse set of organizational assets.

Access to technology assets can be physical but also logical (by allowing a person,
object, or entity to log on to a server or network). Logical and physical access
may allow a person to modify or change a hardware or software configuration or
permit removal or destruction of a technology asset.

These are examples of technology assets:

. alltypes of software, such as application systems and operating systems, including
any remote software that is not contained in an organization-controlled facility but is
used or accessed by the organization’s users

- all types of hardware, such as personal computers, servers, network components,
telecommunications components, and peripheral devices such as routers and disk stor-
age devices, including any remote hardware that is not contained in an organization-
controlled facility but is used or accessed by the organization’s users

« networks and other shared communication devices, including fax machines

o Facilities are buildings and other physical plant. Access privileges for physical assets
generally provide or prevent entry to the facility and may limit the time period for
which entry is permitted. Access privileges for facilities may be combined with
access privileges for information and technology assets. This would be operational-
ized by allowing entry to the places where these assets are located or stored.

It should also be noted that not all access privileges are equal. In some cases,
privileges are special or universal, providing trusted levels of access that are not
generally provided unless the person, object, or entity is in a trusted or privileged
position. Examples of such privileges include the ability to change the access
control list on a file folder in a file sharing system and the possession of system
administration privileges. As with general access rights, identities that request
special privileges must have the approval of the owner of the assets that could be
affected by the special rights.

The granting of access privileges should not be confused with the implementa-
tion of access controls. For example, an identity may be provided an appropriate
and approved level of access to an organizational asset (such as permission to alter
medical records), but the controls implemented over the asset may be insufficient
to accommodate the privilege (such as access controls for “read” access only).

Typical work products

1. Access requests
2. Access approval
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3. Access control policy
4. Access rights and responsibilities
5. Access acknowledgment

Subpractices

1. Establish access management policies and procedures.
The organization should establish policies and procedures for requesting, approv-
ing, and providing access to persons, objects, and entities. The access management
policy should establish the responsibilities of requestors, asset owners, and asset
custodians (who typically are called upon to implement access requests). The pol-
icy should cover all affected assets—information, technology, and facilities—and
address clear guidelines for access requests that originate externally to the organi-
zation (i.e., from contractors or business partners). The policy should also cover
the type and extent of access that will be provided to objects such as systems and
processes.

The types of documentation required to fulfill the access management policy
should be described and exhibited in the policy.

The access management policy should be communicated to all who need to know
and their responsibilities should be clearly detailed in the policy. The policy should
also describe disciplinary measures for violations of the policy.

2. Complete and submit access requests.
Access requests should be sponsored by an appropriate person in the organization
(i.e., a supervisor or manager) and should be directly submitted to and approved
by the owner of the assets (or the agents of the owner) to which access is being
requested.

Access requests should include proper justification for the request and should be
approved by the sponsor of the request.

3. Approve access requests.

Access should be granted in accordance with the justification for the request and
the resilience requirements that have been established for the asset. Asset owners
are responsible for reviewing the request, justification, and resilience requirements
to decide whether to approve or deny access. The access provided should be com-
mensurate with and not exceed the requestor’s job responsibilities. If possible, the
approval for the access should be limited to a specific time period (one week, one
month, one year), to prevent the privilege from extending beyond the requestor’s
need. Limiting the term of the approval also provides the asset owner a chance to
review privileges when they come up for renewal and to make changes if necessary.

If the custodian of the asset is different from the owner, the owner should commu-
nicate in writing the approval for the request as well as any modifications of the
request that the owner deems appropriate given the review of the request. Access
requests should not be forwarded to custodians for implementation unless they
have been approved by asset owners.
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If an asset owner decides to extend access rights that exceed stated resilience
requirements or extend beyond the need established by the requestor’s job respon-
sibilities, the owner should document this decision and identify any potential risk
that may occur as a result. Risks should be addressed through the organization’s
formal risk management process.

4. Provide users (access holders) with a written statement of their access rights and
responsibilities.

Users should be required to acknowledge (in writing) that they understand their
access privileges and will not exploit these privileges or any privileges that they
have not been assigned.

5. Implement access requests.
Access requests should be provided to custodians or others in the organization
who are authorized to implement access privileges.

Custodians should be part of the approval process and should sign the access
request when the privilege has been implemented.

AM:SG1.SP2 MANAGE CHANGES TO ACCESS PRIVILEGES

Changes to access privileges are managed as assets, roles, and resilience requirements
change.

The continual evolution of the operational environment and the identity commu-
nity (persons, objects, and entities) requires constant changes to be made to
access privileges to organizational assets. There are many different scenarios that
may result in legitimate changes to access privileges, such as

* changes in job responsibilities and roles, such as when employees are promoted,
take other positions in the organization, or leave the organization

 changes to outsourcing arrangements or the roles of external contractors

 changes to internal and external systems and processes that access organizational
assets

 changes in the identity community (i.e., addition or deletion of identity, changes
to the identity’s roles) (Changes to the identity community are addressed in
ID:SG2.SP1 in the Identity Management process ared.)

* changes to the assets to which access privileges are provided and/or changes to
the resilience requirements of the assets (which could cascade through all access
privileges)

e periodic review and maintenance of access privileges (as described in
AM:SG2.SP3)

In order to get a handle on this ever-changing environment, the organization
must establish criteria to determine when a change in the operational environ-
ment would trigger a change in access privileges.
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Owners of organizational assets have a role in the change management of access
privileges. Owners are responsible for initiating and approving changes as required
before corresponding access controls are modified to accommodate the changes.
This may involve communication between asset owners and asset custodians who
are responsible for implementing and maintaining those access controls. Owners
are also responsible for following up to ensure that access privileges have been
granted only to the approved limit.

There may also be planned changes to access privileges that must be considered.
Planned changes may occur when normal operations are suspended due to a disas-
ter or crisis. When this occurs, users may need additional privileges to perform roles
that are not in their usual job responsibilities. These planned changes should be
considered and approved in advance so that they can be implemented quickly when
necessary. The organization should also have processes for returning user access to
normal operations when the need for special privileges has been terminated.

Note: This practice is typically tied to or affected directly by changes in identities or identity
profiles. Thus, the organization should consider performing this practice in conjunction with
ID:SG2.SP1 in the Identity Management process ared.

Typical work products

1. Documented change management processes for access control systems
2. Access privileges change criteria
3. Authorization for change in access privileges

Subpractices

1. Establish an enterprise-wide change management process for access privileges.

In many organizations, the human resources and legal departments can be effective
clearinghouses for changes to access privileges. Human resources departments are
often the first to be notified of a change in an employee’s job responsibilities or the
addition of new employees. These actions often translate into direct changes in
access privileges. Legal departments, on the other hand, often have access to con-
tract information that provides external entities and agencies with access privileges
and may be informed of changes in these relationships that would warrant access
privilege changes.

2. Establish organizational criteria that may signify changes in access privileges.
Change criteria can help the organization to determine the types of changes that
must be monitored in an attempt to identify inconsistencies between identities and
the privileges that have been assigned to them.

Examples of change criteria that can be useful for this purpose can be found in
ID:SG2.SP1 subpractice 1 in the Identity Management process ared.

3. Manage changes to access privileges.
Typically, the activities related to altering access privileges fall to custodians who
implement controls commensurate with resilience requirements. Asset owners
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must stay informed about changes in access privileges related to the assets under
their ownership and care and should notify custodians to make changes commen-
surately. Custodians should not make changes to access privileges for any reason
without authorization and approval from asset owners.

Changes that are detected through human resources and legal processes should
also be referred to asset owners for review and approval before any actions are
taken by custodians.

AM:SG1.SP3 PrRriopICcALLY REVIEW AND MAINTAIN ACCESS PRIVILEGES

Periodic review is performed to identify excessive or inappropriate levels of access
privileges.

Constant change in the operational environment creates the potential that at any
time the current level of access provided to persons, objects, and entities (as
reflected in access privileges) may not match the current level of need based on busi-
ness and resilience requirements. In other words, the privileges provided to identi-
ties are out of synch with what they should be allowed to do. This provides a fertile
ground where vulnerabilities to organizational assets can breed and be exploited.

Typically, this misalignment is a by-product of staff members switching jobs
or roles—they often retain the privileges they had in the former role and are pro-
vided new privileges to support their new role. When this happens, the former
privileges may continue to be used (perhaps for unauthorized purposes) and
could result in fraud, collusion, or other exposures. In addition, over time, access
privileges that are not terminated when the need for those privileges expires pro-
vide entry points from which internal and external actors can exploit organiza-
tional assets. These types of vulnerabilities are controllable by the organization if
it implements proper change control processes for access privileges.

Periodic review of access rights is the primary responsibility of the owners of
organizational assets. They must ensure that the requirements they have set for
their assets are being implemented through proper assignment of access privi-
leges and implementation of corresponding access controls. Owners are also
responsible for taking action whenever access rights do not correspond with
legitimate identity needs and existing resilience requirements. This requires that
they have frequent conversations with asset custodians to ensure that access
controls are accordingly modified if necessary.

During periodic review, there are two particular problems that owners of
assets should be attuned to:

e The first is misalignment between existing access privileges and the resilience
requirements established for the assets. In this case, access privileges that have
been provisioned to identities violate the resilience requirements that owners have
set for the assets.
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* The second is misalignment between existing access privileges and the roles and
job responsibilities of the identities that possess the privileges. In this case, there
is no violation of the resilience requirements, but privileges that are more exten-
sive than necessary have been provisioned to identities that do not require this
level of access.

The organization must determine the appropriate time intervals for reviewing
access privileges based on the potential vulnerabilities and risks that may result
from misalignment.

Typical work products

1. Guidelines and timetables for access privilege review
2. List of excessive or inappropriate access privileges
3. Documentation of actions proposed and taken

Subpractices

1. Establish regular review cycle and process.
The mismanagement of access privileges is a major source of potential risks and
vulnerabilities to the organization. Because assets and the identity community that
needs access to the assets are pervasive across the organization, and in some cases
extend beyond the organization, the ability to ensure that only authorized identi-
ties have appropriate privileges is an ongoing challenge. The organization must
establish responsibility for regular review of access privileges and a process for
correcting inconsistencies.

The review cycle should consider the potential risks of excessive privileges as
input to the time interval for performing regular review. Where access privileges
provide special rights (such as “superusers”), the review cycle may have to be more
frequent.

2. Perform periodic review of access privileges by asset.
Periodic review of access rights is the responsibility of the owners of organizational
assets. Reviews should be performed in accordance with the time intervals deter-
mined in AM:SG1.SP3 subpractice 1. Failure to perform these reviews on a regular
basis should subject asset owners to disciplinary measures.

In addition to identifying inconsistencies and misalignment, periodic review
should also be performed to reaffirm the current need for access privileges.

3. Identify inconsistencies or misalignment in access privileges.
Asset owners should document any inconsistencies or misalignment in access
privileges. Owners should identify privileges that are
* excessive
¢ out of alignment with the identity’s role or job responsibility
e assigned but never approved by the asset owner
¢ in violation of the asset’s resilience requirements
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Owners should also identify identities that may have been provisioned with access
privileges but are no longer considered as valid identities.

A disposition for each inconsistency or misalignment should be documented, as
well as the actions that have to be taken to correct these issues.

AM:SG1.SP4 CORRECT INCONSISTENCIES

Excessive or inappropriate levels of access privileges are corrected.

Excessive or inappropriate levels of access privileges must be corrected in a timely
manner to avoid exposing the organization to additional risk. The longer that
these privileges are allowed, the greater the potential that they will be exploited by
unauthorized or inadvertent actions.

As a result of periodic review, asset owners may authorize custodians to take
one or more of these actions:

* Change, disable, or deprovision access privileges to better reflect the identity’s role
and job responsibilities.

* Disable or deprovision certain privileges to preserve resilience requirements.

* Deprovision an identity that is no longer valid. (This action is addressed in
ID:SG2.SP3 in the Identity Management process ared.)

 Take no action, but identify and characterize resulting risks and develop an
appropriate mitigation strategy.

These corrections apply to the privileges extended to any identity that exists
outside of the organization’s direct control, such as business partners and suppliers.

Typical work products

1. Written authorization for changes

2. Justification for not taking corrective action
3. Access privileges to be deprovisioned

4. Risk statements

5. Correction status

Subpractices

1. Develop corrective actions to address excessive or inappropriate levels of access
privileges.
Corrective actions must be initiated by asset owners and should involve asset
custodians to determine the best course of action for the organization.

2. Correct access privileges as required.
Generally, review of access privileges will result in disabling or deprovisioning
privileges. (Disabling privileges typically occurs when the need for the privilege is
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temporarily unjustified but may be justifiable in the future.) In a few cases, the
asset owner may request a change to an access privilege instead, such as reducing
the current level or extent of privileges.

Typically, the activities related to changing, disabling, or deprovisioning access
privileges fall to custodians who implement controls commensurate with resilience
requirements. Asset owners should notify custodians to make changes as described
in their documentation of issues and corrective action. Custodians should not
make changes to access privileges for any reason without written authorization
and approval from asset owners.

Changes that are detected through human resources and legal processes should
also be referred to asset owners for review and approval before any actions are
taken by custodians. This should also be performed for access privileges that must
be deprovisioned due to the deprovisioning of an identity.

Identities that have been found to be no longer valid should be deprovisioned.
(Deprovisioning of identities is addressed in ID:SG2.SP3 in the Identity Management
process ared.)

3. Document disposition for excessive or inappropriate levels of access privileges
that will not result in changes or deprovisioning.
In some cases, asset owners may decide to take no action. In such a case, the asset
owner should document the justification for taking no action and identify resulting
risks. (See AM:SG1.SP4 subpractice 4.)

4. Identify risks related to excessive or inappropriate levels of access privileges.
Risks related to allowing excessive or unjustified levels of access privileges
must be analyzed and mitigated so that they do not affect the organization’s
operational resilience. Asset owners who permit access privileges that do not
align with resilience requirements or are excessive considering the identity’s job
responsibilities and role should document and address risks according to the
organization’s risk management process. At a minimum, asset owners should
be required to document a risk profile and statement regarding the access
privileges.

Risks are addressed and managed in the Risk Management process area.

5. Update status on corrective actions.
The organization should perform status checks for all actions related to excessive
or inappropriate levels of access privileges to ensure that a proper disposition is
provided for each.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general guidance that
applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Access Management process ared.

Wow! eBook <WoweBook.Com>



Access Management 161

AM:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Access Management process area by transforming identifiable input
work products to produce identifiable output work products.

AM:GG1.GP1 P:RrrFORM SPECIFIC PRACTICES

Perform the specific practices of the Access Management process area to develop work
products and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices AM:SG1.SP1 through AM:SG1.SP4 are performed to achieve
the goals of the access management process.

AM:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Access management is institutionalized as a managed process.

AM:GG2.GP1 EstaBLISH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the access
management process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the access management process.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the access management process may be exhibited by

- developing and publicizing higher-level managers’ objectives and requirements
for the process

« sponsoring process policies, procedures, standards, and guidelines, including
those for requesting and approving access privileges

. providing guidance for resolving access inconsistencies and repeated violations
of access policy

- making higher-level managers aware of applicable compliance obligations related
to the process, and regularly reporting on the organization’s satisfaction of these
obligations to higher-level managers
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- sponsoring and funding process activities

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

- regular reporting from organizational units to higher-level managers on process
activities and results

- creating dedicated higher-level management feedback loops on decisions about
the process and recommendations for improving the process

- providing input on identifying, assessing, and managing operational risks to
assets, including those related to inappropriate or excessive levels of access
privileges

- conducting regular internal and external audits and related reporting to audit
committees on process effectiveness

. creating formal programs to measure the effectiveness of process activities, and
reporting these measurements to higher-level managers

2. Develop and publish organizational policy for the process.

Elaboration:

The access management policy should address
- responsibility, authority, and ownership for performing process activities, includ-
ing requesting, approving, and providing access to persons, objects, and entities
- the responsibilities of requestors, asset owners, and asset custodians
. all affected assets—information, technology, and facilities
- access requests that originate from outside of the organization
. procedures, standards, and guidelines for
- approving and provisioning access privileges
- approving and provisioning special access privileges that provide trusted levels
of access
- providing change management over access privileges
- identifying and addressing inconsistencies between approved and granted
privileges
- enforcing disciplinary actions for violations of the access policy
- requirements for periodically reconciling access privileges and identifying
inappropriate access

- methods for measuring adherence to policy, exceptions granted, and policy
violations

Refer to AM:SG1.SP1 subpractice 1 for a description of policies and procedures for
access management.
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AM:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the access management process.

Elaboration:

For practical purposes, access management is likely to be a highly decentralized
activity that is specific to the type of asset (information, technology, or facilities)
being accessed. For this reason, the organization may have a plan that covers
the general management of access to organizational assets but also specific plans
that address the special considerations unique to each type of asset.

Of importance in AM:GG2.GP2 is that the organization understands what
plans have to be developed and that these plans are created accordingly. The
plan (or plans) should be directly influenced by the organization’s resilience
requirements and should focus on how the organization can manage access
privileges and access controls relative to its unique blend of assets and the
extent of access requests and identities.

Subpractices

1. Define and document the plan for performing the process.

Elaboration:

In the case where plans are developed specific to an asset type (information,
technology, or facilities) or access type (logical or physical), these plans should
be coordinated and should reflect the organization’s overall plan for access
management.

2. Define and document the process description.
3. Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

AM:GG2.GP3 PRroviDE RESOURCES

Provide adequate resources for performing the access management process, developing the
work products, and providing the services of the process.

Subpractices

1. Staff the process.

Elaboration:

Staffing the access management process will likely cross many organizational

lines. Access management involves organizational unit staff (such as asset owners)
as well as information technology staff (such as those who implement and manage
access controls for information and technology assets as directed by asset owners).
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Access management may also involve physical security staff such as security
guards and those who implement and manage physical access controls for facili-
ties. Information technology staff may also be involved in physical access manage-
ment where systems and technology are used to implement physical access
controls.

These are examples of staff required to perform the access management process:

- staff responsible for submitting access requests, such as supervisors, managers,
and identity owners

- asset owners responsible for reviewing and approving access requests, ensuring
that access privileges and controls are commensurate with job roles and responsi-
bilities and are not inappropriate or excessive

- asset custodians responsible for implementing access requests and controls as
direct by asset owners

. users who have been granted access privileges

. staff responsible for managing changdes to access privileges, including human
resources and legal departments

- asset owners responsible for conducting regular reviews of access privileges by
asset, identifying inconsistencies, and correcting or justifying these

- staff responsible for developing process plans and programs and ensuring they
are aligned with stakeholder requirements and needs

- staff responsible for managing external entities that have contractual obligations
for process activities

- owners and custodians of high-value assets that support the accomplishment of
operational resilience management objectives

- internal and external auditors responsible for reporting to appropriate commit-
tees on process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Refer to the Financial Resource Management process area for information about budg-
eting for, funding, and accounting for access management.

3. Provide necessary tools, techniques, and methods to perform the process.

Elaboration:

Tools, techniques, and methods will likely involve those that help the organization
implement and manage the creation and approval of access requests and the
change management of access privileges.
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For AM:GG2.GP3 subpractice 3, tools, techniques, and methods do not include
those necessary to implement and manage administrative (policy), technical, and
physical access controls.

These are examples of tools, techniques, and methods to support the access

management process:

. access request and approval management systems and methods

- tools and techniques that aid in associating roles, responsibilities, identities, and
access privileges, by asset owner and by asset type

- access privilege database systems

- tools and techniques that assist in reviewing access privileges by asset, by asset
type, by asset owner, and by user

« access privilege change management tools and methods

- tools and techniques that assist in managing the list of excessive or inappropriate
access privileges and tracking resolution actions to closure

Refer to the Knowledge and Information Management, Technology Management, and
Environmental Control process areas for practices related to implementing and manag-
ing controls for information, technology, and facilities assets, respectively.

AM:GG2.GP4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the access management process,
developing the work products, and providing the services of the process.

Refer to the Human Resource Management process area for motre information about establish-
ing resilience as a job responsibility, developing resilience performance goals and objectives,
and measuring and assessing performance against these goals and objectives.

Subpractices
1. Assign responsibility and authority for performing the process.

Elaboration:

Responsibility for performing and managing the access management process
may be distributed across the organization and may involve both organizational
units and information technology. Responsibility may be delineated between
access approval and authorization processes and the implementation and man-
agement of access controls. Organizational unit managers (and, specifically, asset
owners) are typically responsible for the approval and authorization processes,
while information technology and physical security staff are responsible for

the implementation and management of access controls. Change management
for access privileges is typically a shared responsibility among organizational
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units, information technology, and physical security because they must
coordinate activities to ensure that privileges are approved for only authorized
staff.

AM:GG2.GP4 subpractice 1 does not specifically cover responsibility for
the development and implementation of access controls for information,
technology, or facilities. AM:GG2.GP4 subpractice 1 is limited to responsibility
for the approval of access privileges and the management of changes to access
privileges.
Refer to the Knowledge and Information Management, Technology Management, and
Environmental Control process areas for information about developing and implement-
ing access controls for information, technology, and facilities assets, respectively.

2. Assign responsibility and authority for performing the specific tasks of the
process.

Elaboration:

Responsibility and authority for performing access management tasks can be

formalized by

- defining roles and responsibilities in the process plan

- including process tasks and responsibility for those tasks in specific job
descriptions

- developing policy requiring organizational unit managers, line of business
managers, project managers, and asset and service owners and custodians to
participate in and derive benefit from the process for assets and services under
their ownership or custodianship

- developing policy requiring asset custodians (including information technology
staff) to perform process activities relative to organizational unit and asset owner
instructions

- acknowledgment of access policy by users and other identities that request access
(to affirm their responsibilities in the process)

« including process tasks in staff performance management goals and objectives
with requisite measurement of progress against those goals

. developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

- including process tasks in measuring performance of external entities against
contractual instruments

Refer to the External Dependencies Management process area for additional details
about managing relationships with external entities.

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.
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AM:GG2.GP5 TRrAIN PEOPLE

Train the people performing or supporting the access management process as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about invento-
rying skill sets, establishing a skill set baseline, identifying required skill sets, and measuring
and addressing skill deficiencies.

Subpractices

1. Identify process skill needs.

Elaboration:

Skill needs relative to AM:GG2.GP5 subpractice 1 do not include the implementation
and management of access controls, which may require extensive skill levels.
These skill needs are addressed in the process areas relative to each of the asset
types as specified in AM:GG2.GP4 subpractice 1.

These are examples of skills required in the access management process:

- knowledge of the tools, techniques, and methods necessary to manage access
privileges, including those necessary to perform the process using the selected
methods, techniques, and tools identified in AM:GG2.GP3 subpractice 3

« knowledge unique to each type of asset that is required to establish and maintain
privileges for each type

- knowledge necessary to work effectively with asset owners and custodians

« knowledge necessary to elicit and prioritize stakeholder requirements and needs and
interpret them to develop effective requirements, plans, and programs for the process

2. Identify process skill gaps based on available resources and their current skill levels.
3. Identify training opportunities to address skill gaps.

Elaboration:

These are examples of training topics:

- understanding service desk procedures for handling access requests

- documenting, processing, routing, reviewing, and approving access requests

« ensuring access privileges are properly associated with roles, rights, responsibili-
ties, and identities

- managing and controlling chandes to access privileges and supporting databases

« deprovisioning access privileges

« supporting asset owners and custodians in understanding the process and their
roles and responsibilities with respect to its activities

4. Provide training and review the training needs as necessary.
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AM:GG2.GP6 MANAGE WoRKk PRobuCT CONFIGURATIONS

Place designated work products of the access management process under appropriate
levels of control.

Elaboration:

AM:SG1.SP2 addresses the change control process over access privileges.
However, other work products of the access management process (such as
access requests and access policy acknowledgments) must also be managed
and controlled.

Tools, techniques, and methods should be employed to support the initia-
tion, approval, and acceptance of access requests and corresponding access
privileges. Access privileges are operationalized using access control mecha-
nisms. For example, an access privilege allowing modification of information
may be represented by an entry in a file’s access control list. Thus, managing
work products such as access privileges may necessarily involve management
of the access controls themselves, even though access controls are not within
the scope of AM:GG2.GP6.

These are examples of access management work products placed under control:

- access control policy and acknowledgments from users that they understand and
will abide by the policy

« access requests and approvals

« access rights and responsibilities

- change management processes for access control systems

- access privilege change criteria and authorizations for change

- access privilege database

- list of excessive or inappropriate access privileges

. list of access privileges to be deprovisioned

. process plan

. policies and procedures

- contracts with external entities

AM:GG2.GP7 |DENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the access management process as
planned.

Elaboration:

Several AM-specific practices address the involvement of asset owners and cus-
todians as key stakeholders in the access management process. For example,
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AM:SG1.SP1 describes the role of asset owners in assigning, approving, and
revoking access privileges and the role of asset custodians in implementing
access requests. AM:SG1.SP2 and AM:SG1.SP3 provide guidance on the role of
asset owners in initiating, reviewing, and approving changes to access privi-
leges and the role of asset custodians in maintaining access controls.

Subpractices
1. Identify process stakeholders and their appropriate involvement.

Elaboration:

Stakeholders of the plan include organizational staff who request, grant, or
support the provision of access privileges to organizational assets.

These are examples of stakeholders of the access management process:

- asset owners and custodians

- service owners

- organizational unit and line of business managers responsible for assets

- owners and sponsors of identities requiring access

. staff responsible for developing, implementing, and managing an internal control
system for assets

. external entities responsible for making access requests and managing access to
assets

« human resources and legal departments as advisors on changes to access privileges

- internal and external auditors

Stakeholders are involved in various tasks in the access management process, such as
- planning for the process

« reviewing, initiating, approving, and revoking access requests and privileges

- translating access requests/privileges to access controls

« reconciling access privileges with roles, responsibilities, and identities

- identifying and correcting inappropriate levels of access privileges

- reviewing and appraising the effectiveness of process activities

- resolving issues in the process

2. Identify these stakeholders to planners and those responsible for process performance.
3. Involve relevant stakeholders in the process as planned.

AM:GG2.GP8 Monitor AND CONTROL THE PROCESS

Monitor and control the access management process against the plan for performing the
process and take appropriate corrective action.
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Refer to the Monitoring process area for more information about the collection,
organization, and distribution of data that may be useful for monitoring and controlling
processes.

Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.

Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective
actions.

Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for performing
the process.

Elaboration:

These are examples of metrics for the access management process:

- percentage of access requests that adhere to the process policy

- percentage of access requests approved (based on policy)

- percentage of access requests denied (based on policy)

- percentage of policy acknowledgment forms that have been fully executed

- number of duplicate access requests

- percentage of unapproved access requests that result in allowing access
privileges

- percentage of access requests that are inappropriate given the requestor’s role or
job responsibilities

- percentage of access privileges incorrectly approved based on user’s role or job
responsibilities

- rate of requests to change current access privileges

- percentage of unapproved changes to access privileges

- the mean and median time frames between a change in access privileges requir-
ing deprovisioning and the actual deprovisioning

- number of risks related to inappropriate or excessive levels of access privileges
that have been referred to the risk management process; number of such risks
where corrective action is still pending (by risk rank)

« level of adherence to process policies; number of policy violations; number of
policy exceptions requested and number approved

- number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process
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3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

Periodic reviews of the access management process are needed to ensure that

- policies are in place for managing access privileges

« ownership and custodianship over assets and access privileges for assets are
established and documented access requests are submitted and approved
according to policy

- change control processes are operating appropriately to ensure changes to access
privileges are made and documented in a timely manner

- access privileges are periodically reconciled with roles, responsibilities, and identities

- access privilege inconsistencies are identified and corrected in a timely manner

« access privileges are deprovisioned when they are no longer valid or necessary

. status reports are provided to appropriate stakeholders in a timely manner

« unresolved issues surrounding inappropriate or excessive access privileges are
referred to the risk management process when necessary

- actions requiring management involvement are elevated in a timely manner

. the performance of process activities is being monitored and regularly reported

- key measures are within acceptable ranges as demonstrated in governance dash-
boards or scorecards and financial reports

« administrative, technical, and physical controls are operating as intended

- internal controls are meeting the stated intent of the resilience requirements

« actions resulting from internal and external audits are being closed in a timely
manner

4. Identify and evaluate the effects of significant deviations from the plan for
performing the process.

Elaboration:

Deviations from the access management plan may occur when access requestors
and asset owners fail to follow organizational policies regarding access request
and approval. Significant deviations typically occur when changes in the opera-
tional environment and user community are not reflected in the current level of
access privileges permitted. These deviations may permit unauthorized or inad-
vertent access to assets that can affect operational resilience.

5. Identify problems in the plan for performing and executing the process.

6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan for
performing the process.

7. Track corrective action to closure.
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AM:GG2.GP9 OsjecTIVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the access management process against its process
description, standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:

- access request and approval process

- making changes to existing access privileges

« the alignment of stakeholder requirements with process plans

- assignment of responsibility, accountability, and authority for process activities

- determining the adequacy of process reports and reviews in informing decision
makers regarding the performance of operational resilience management activi-
ties and the need to take corrective action, if any

- verification of process controls, including identifying and correcting excessive or
inappropriate levels of access

- use of process work products for improving strategies to protect and sustain
assets and services

These are examples of work products to be reviewed:

« access control policy and policy exceptions and waivers

- access privilege requests

- access privilege database

- access privilege change criteria

. action plans (for addressing inconsistencies)

- process plan and policies

- access privilege issues that have been referred to the risk management process
. process methods, techniques, and tools

« metrics for the process (Refer to AM:GG2.GP8 subpractice 2.)
- contracts with external entities

AM:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the access management process with
higher-level managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.
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AM:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Access management is institutionalized as a defined process.

AM:GG3.GP1 EstaBLISH A DEFINED PROCESS

Establish and maintain the description of a defined access management process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process areq.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the access management process and best meet the needs of the organizational
unit or line of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

AM:GG3.GP2 CoLLecT IMPROVEMENT INFORMATION

Collect access management work products, measures, measurement results, and improve-
ment information derived from planning and performing the process to support future use
and improvement of the organization’s processes and process assets.

Elaboration:

These are examples of improvement work products and information:
« access requests

- approval of access requests

- issues related to change control on access privileges

. inconsistencies in levels of access privileges

. exceptions and waivers permitted to process policies
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- metrics and measurements of the viability of the process (Refer to AM:GG2.GP8
subpractice 2.)

- changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect process results

. lessons learned in post-event review of incidents and disruptions in continuity

. process lessons learned that can be applied to improve operational resilience
management performance, such as excessive or inappropriate access privileges
and difficulties in assigning and executing asset ownership and custodianship
responsibilities

- the level to which the status of the asset privileges by asset type, asset owner, or
other meaningful categorization schemes is current

- reports on the effectiveness and weaknesses of controls

. asset privilege corrective action plans that are not executed and the risks associ-
ated with them

- resilience requirements that are not being satisfied or are being exceeded

Establishing the measurement repository and process asset library is addressed in the
Organizational Process Definition process area. Updating the measurement repository and
process asset library as part of process improvement and deployment is addressed in the
Organizational Process Focus process ared.

Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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Enterprise

Purpose

The purpose of Communications is to develop, deploy, and manage internal and
external communications to support resilience activities and processes.

Introductory Notes

Communication is a basic organizational activity and competency. From a
resilience perspective, communication is an essential function, tying together
disparate parts of the organization that collectively have a vested interest in pro-
tecting high-value assets and services and sustaining assets and services during
and after a disruptive event.

Internally, communications processes are embedded in operational resilience
management processes such as incident management, governance, and compli-
ance, and support the development and execution of plans for sustaining the
required level of resilience; externally, communications processes provide much-
needed information to relevant stakeholders on the capability of the organization
to protect and sustain assets and services, handle disruptions, and preserve cus-
tomer confidence in unsettled and stressful times. Most important, communica-
tions are a critical success factor in ensuring the successful execution of service
continuity plans and decision making, particularly during a crisis or disaster.

The Communications process area seeks to capture the communications
activities that support and enable effective management of operational resilience.
This requires foundational processes for basic and ongoing communications
needs as well as more flexible ones for supporting the communications demands
of managing events and executing service continuity plans. In the Communica-
tions process area, the organization establishes communications requirements
that reflect the needs of stakeholders that are important to managing operational
resilience. Communications guidelines and standards are developed to ensure the
consistency and accuracy of messages and communications methods across all
resilience processes. The communications infrastructure is established and man-
aged to ensure effective and continuous communications flow when needed.
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The organization also regularly assesses its communications abilities, particularly
after an event, incident, or crisis, to revise communications requirements and to
make improvements in the type and media of communications and the commu-
nications infrastructure.

The Communications process area focuses on communications processes that
directly support the management of operational resilience. These processes are
likely to be part of a larger (and in some cases, enterprise-wide) communications
process in the organization. Thus, the Communications process area is not con-
sidered a substitute for this larger process.

Related Process Areas

The definition of the resilience program and the development of program objectives are
established in the Enterprise Focus process area.

The data and information that the organization needs to provide governance and control over
the operational resilience management system are established in the Monitoring process area
and used in the Enterprise Focus process area.

The guidelines and standards for communicating about events, incidents, and crises are
addressed in the Incident Management and Control process area.

The guidelines and standards for communicating with external entities to coordinate manage-
ment of events are addressed in the External Dependencies Management process area.

Specific communications activities relevant to service continuity plans are developed and
implemented in the Service Continuity process area.

Awareness communications relative to operational resilience management are addressed in
the Organizational Training and Awareness process area.

Summary of Specific Goals and Practices

COMM:SG1 Prepare for Resilience Communications

COMM:SG1.SP1 Identify Relevant Stakeholders

COMM:SG1.5P2 Identify Communications Requirements

COMM:SG1.5P3 Establish Communications Guidelines and Standards
COMM:SG2 Prepare for Communications Management

COMM:SG2.5P1 Establish a Resilience Communications Plan

COMM:SG2.5P2 Establish a Resilience Communications Program

COMM:SG2.5P3 Identify and Assign Plan Staff
COMM:SG3 Deliver Resilience Communications

COMM:SG3.5P1 Identify Communications Methods and Channels

COMM:SG3.5P2 Establish and Maintain Communications Infrastructure
COMM:SG4 Improve Communications

COMM:SG4.SP1 Assess Communications Effectiveness

COMM:SG4.5P2 Improve Communications
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Specific Practices by Goal

COMM:SG1 PREPARE FOR RESILIENCE COMMUNICATIONS

The requirements, guidelines, and standards for resilience communications are established.

An organization may have many diverse communications needs related to man-
aging operational resilience. For example, effective oral and written communica-
tions support the organization’s ability to provide

» awareness about resilience plans, processes, and activities

* information about events, incidents, and disruptions that the organization is
addressing

* support to the successful execution of service continuity plans

* emergency and on-demand information to first responders and public service
providers

e proactive information to external stakeholders (vendors, suppliers, and business
partners) on the status of the organization’s resilience program and effectiveness in
meeting goals

 regular communications to regulators, lawmakers, and other constituencies that
have a vested interest in the organization’s resilience

Resilience communications are typically part of a larger enterprise or organi-
zational communications strategy. To ensure that these communications activities
are consistent with the organization’s larger communications processes, and to
address the range of communications needs required to support resilience
processes, the organization establishes communications standards and guidelines
that provide structure and context for resilience communications.

The essential elements for communications—the audience (stakeholders), the
requirements (based on security and business continuity needs), and the stan-
dards by which communications are delivered—are established in this goal.

COMM:SG1.SP1 [DENTIFY RELEVANT STAKEHOLDERS

Internal and external stakeholders to which the organization must communicate relative
to resilience activities are identified.

Organizations have many types of stakeholders that require communications
related to managing operational resilience. These stakeholders may be very diverse
depending on the type of communications needs they have, the frequency of the
communications (whether discrete or continuous, circumstantial, or ongoing), and
the level of communications necessary (notifications, press releases, crisis
communications, etc.). Understanding the level and extent of stakeholders helps
the organization to effectively develop and satisfy communications requirements.
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Communications stakeholders are both internal and external to the organization.
Internal stakeholders are identified to ensure ongoing communication about the
organization’s resilience activities, promote resilience awareness, and ensure that
staff can effectively communicate and collaborate during disruptive events. Like-
wise, external stakeholders may need information about the organization’s level of
resilience, or they may have to be able to effectively communicate with the organiza-
tion during times of crisis. These external organizations may even have a stated role
in the communications plans or the service continuity of the organization. In addi-
tion, some regulatory and legal entities may require ongoing communications as evi-
dence that an organization has taken appropriate actions to prepare for specific
threats such as natural disasters and terrorism. Thus, the list of external stakeholders
is developed to ensure proactive communications and message delivery regarding
the organization’s preparedness and capabilities for managing resilience.

Because there are many stakeholders that require information, the organiza-
tion must identify the relevant stakeholders and distribute information about
communications plans to them as necessary.

Typical work products

1. List of stakeholders that need to receive communications
2. Classes or roles of stakeholders

3. List of appropriate internal and external stakeholders

4. Stakeholder involvement plan

Subpractices

1. Identify relevant stakeholders that may have a vested interest or vital role in
communications about resilience.
When determining which stakeholders to include in the list, consider
e rationale for stakeholder involvement
¢ roles and responsibilities of the relevant stakeholders
¢ relationships between stakeholders
* relative importance of the stakeholder to the success of the program
e resources (e.g., training, materials, time, and funding) needed to ensure
stakeholder interaction

These are examples of stakeholders that may need to receive communications:

- members of the incident handling and management team (if the organization has
established such a team) or internal staff who have incident handling and manage-
ment job responsibilities

« shareholders

- asset owners and service owners

- information technology staff

« middle and higher-level managers
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- business continuity staff (if they will be required to enact continuity or restoration
plans as a result of an incident)

« human resources departments, particularly if safety is an issue

- communications and public relations staff

. staff involved in governance and oversight functions

. support functions such as legal and audit

« legal and law enforcement staff as required

- external media outlets, including newspaper, television, radio, and internet

- customers, business partners, and upstream suppliers

« local, state, and federal emergency management

« local utilities such as power, gas, telecommunications, and water, if affected

- regulatory and governing agencies

Stakeholders and their communications needs may be defined as a part of other
operational resilience management processes. For example, the communications
needs of staff involved in the incident management process may be defined by that
process. These communications requirements should be considered independently
of the processes and practices in the Communications process area because they
have a specialized purpose and involve specific stakeholders.

2. Establish a plan that describes the involvement of all communications stakeholders.
The plan identifies all internal and external stakeholders, including their roles and
classes, as well as the types, frequencies, and levels of communication they are to
receive in specified circumstances.

Refer to the Incident Management and Control process area for the identification and
communications requirements of stakeholders relative to the incident management
process.

Refer to the Service Continuity process area for the identification and communications
requirements of stakeholders relative to the development and execution of service
continuity plans.

Refer to the Monitoring process area for the identification of stakeholders that may
have communications needs relative to monitoring and control processes. These stake-
holders, as identified in MON:SG1.SP2, may overlap or be a subset of those that need
specific and general resilience communications.

COMM:SG1.SP2 [pEnTIFY COMMUNICATIONS REQUIREMENTS

The types and extent of communications needed by the organization to support
stakeholders are identified.

The foundation for communications requirements is the needs of stakeholders.
The variety of communications types and duration is directly related to the diver-
sity of the stakeholder community. For example, an internal communication
might be about general awareness or about a specific event or incident. External
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communications might be public relations messages, critical communications
during a crisis, or the execution of a service continuity plan.

In addition to stakeholders, communications requirements may also be derived
directly from the needs of other operational resilience management processes. For
example, the ways in which the organization must distribute information col-
lected in the monitoring process may create requirements that must be met by the
communications process. Moreover, many operational resilience management
processes have communications processes embedded in their practices; this
occurs in the process areas Incident Management and Control, Service Continuity,
and Enterprise Focus (particularly in the governance cycle). These processes may
directly provide requirements that must be considered in the larger, enterprise-
focused communications process.

The organization must establish communications requirements as the founda-
tion for the development and execution of a communications plan to support
operational resilience management processes. Requirements help the organiza-
tion to determine the scope of the communications process, plan, and program
and to ensure the development of appropriate and cost-effective delivery
mechanisms and infrastructure to support communications needs. Requirements
determine whether communications methods are

e oral or written, or both

* provided on a one-time basis, at regular intervals, on an ongoing basis, or on demand
* provided on media that are disposable or able to be archived

e provided on more than one media type (paper, electronic, etc.)

These are examples of communications requirements:

« providing awareness messages and training to staff

- expressing resilience status to vendors, business partners, and other external
agencies

« providing information to news media on the organization’s resilience efforts or
efforts to contain an incident or event (before, during, or after the event)

« communication among staff collaborating on managing incidents and events

- crisis communications between the organization and first responders and other
emergency and public service staff

« communication between the organization and its environmental and public
infrastructure partners

- spontaneous communications between staff performing their roles in executing a
service continuity plan

Communications requirements also provide the foundation for the develop-
ment and implementation of an infrastructure (people, processes, and technol-
ogy) to support all types of resilience communication.
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Service continuity plans and the organization’s incident management process
(and other similar processes) may have very specific communications require-

ments.

Thus, these requirements may be developed outside of the organization’s

communications process to ensure accuracy and adequate coverage.

Typical work products

1. Communications requirements by stakeholder and process

Subpractices

1. Analyze the resilience program to identify the types and extent of communica-
tions that are necessary to satisfy resilience program objectives.

2. Document the communications needs of stakeholders.
Because managing operational resilience is a broad, enterprise-wide activity, com-
munications activities may need to cover diverse topics and may require focused
messages to particular stakeholders. Communications needs must be purposefully

aimed at distributing the appropriate message to each stakeholder group.

3. Establish communications requirements for operational resilience management
processes.
Communications requirements must be established by stakeholder and docu-
mented. Essential information about each requirement must be collected so that
the requirements can be analyzed and prioritized.

4. Analyze and prioritize communications requirements.
Through analysis of communications requirements, the organization should seek
to determine

the scope of the requirement

the potential infrastructure required to support the requirement

the resources (human, capital, or expense) needed to support the requirement
alternatives for meeting the requirement

requirements that cannot be met, and the potential risk to the organization that
results

duplicative requirements or requirements that can be met through consolidated
processes

5. Revise the communications needs of the organization as changes to the resilience
program and strategy are made.

COMM:SG1.SP3 EstasLisH COMMUNICATIONS GUIDELINES AND STANDARDS

The enterprise guidelines and standards for satisfying communications needs are
established and maintained.

The effectiveness of communications is dependent on message clarity, the use of
appropriate message media, the accuracy and consistency of the message, and the
ability to confirm receipt of the communication. The inability to ensure high-
quality and effective communications may result in a dilution of the message or
in misunderstanding, misinterpretation, or confusion.
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To ensure message consistency, accuracy, and completeness, as well as fitness
for the intended purpose and stakeholder audience, the organization should
establish communications guidelines and standards. These guidelines and stan-
dards should reflect the organization’s operational resilience management objec-
tives and be implemented at a level that sufficiently ensures their use in all
communications processes. All staff involved in the communications process
should be bound by adherence to the guidelines and standards, and the guide-
lines and standards should be extensible to vendors and business partners who
may handle specific and unique communications activities for the organization.

Guidelines and standards are typically organization-specific and may reflect
the organization’s culture, industry and peer group, and environmental and geo-
graphical location.

Even though the requirements for communications may be specifically devel-
oped in other processes, such as the development of service continuity plans or
in the incident management process, these requirements should be implemented
under the auspices of the communications standards and guidelines that are
established in COMM:SG1.SP3.

Typical work products

1. Resilience communications guidelines and standards

Subpractices

1. Develop resilience communications guidelines and standards.

Communications guidelines and standards may address

- alignment with and reflection of organizational strategy, policies, and governance
processes

« appropriateness of various types of media and message content for different types of
communications requirements

- approval levels and processes for approving message content and delivery

- determination of who is authorized to create messages and deliver them in the
organization

- requirements for crisis communications between the organization and first respon-
ders and other emergency and public service staff

« communications between the organization and its environmental and public
infrastructure partners

- specific guidelines for communicating with regulators, law enforcement, or other
governmental or legal entities

« specific guidelines for vendors and business partners when communicating on
behalf of the organization

- specific guidelines for vendors and business partners who perform communications
processes on behalf of the organization
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« ataxonomy for industry-specific terms and a glossary

. templates for standardized types of communications and media interaction

- documentation requirements for use of trademarks and other identity guidelines

. quality assurance processes and practices to perform fact-checking and to ensure
consistency and accuracy

« technical guidelines and standards for communications during crisis situations and
for interaction with public service providers and first responders

COMM:SG2 PREPARE FOR COMMUNICATIONS MANAGEMENT

The process for developing, deploying, and managing resilience communications is
established.

Resilience communications, especially communications about serious incidents
or crises, cannot be effectively managed by reaction. The organization must plan
its approach to communications, align this plan with strategic objectives, and
provide sponsorship and oversight to the plan.

Managing communications requires the organization to establish a commu-
nications plan that addresses the unique and specific needs that arise from the
processes involved in managing operational resilience. The communications
plan is carried out through a communications program that is staffed with
resources that are properly trained and authorized to develop, implement, and
manage communications processes and specifically meet the needs of resilience
communications.

In many organizations, the practices in COMM:SG2 may be a subset of the
organization’s overall communications capability. Therefore, these practices may
be satisfied by existing processes that are expanded to specifically include and
address the requirements established in COMM:SG1.SP2. However, it may be
necessary for an organization to establish plans and programs for resilience com-
munications where existing communications competencies are not adequate.
This must be considered in the development of a communications plan (in
COMM:SG2.SP1) and a corresponding communications program (COMM:
SG2.SP2).

COMM:SG2.SP1 EstaBLisH A RESILIENCE COMMUNICATIONS PLAN

Planning for the resilience communications process is performed.

The resilience communications plan details how the organization will meet the
requirements of stakeholders and other operational resilience management
processes (as established in COMM:SG1.SP2). The plan should specifically detail
how the requirements will be met and should provide for the establishment of a
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resilience communications program as a conduit for implementing the plan. The
plan may be a subset of the organization’s enterprise communications plan.

Specifically, the plan must address the development, delivery, and maintenance
of communications and related materials to provide the organizational message to
each class of stakeholder. The plan should address near-term development and
delivery and should be adjusted with some regularity in response to new or chang-
ing needs and from the assessment of the effectiveness of communications activities.

The plan may establish the communications requirements, guidelines, and
standards to be upheld by other operational resilience management processes. For
example, the plan may address how provisions for communications during crisis
management or disruptive events have to be handled in service continuity plans.

Communications needs are temporal and may change as a result of changes in
technology, policy, strategy, and risks being managed. A routine process to main-
tain and update messages, content, intent, methods, and channels is a necessary
part of communications planning.

Typical work products

1. Resilience communications plan
2. Documented requests for commitment to the plan
3. Documented commitments to the plan

Subpractices

1. Develop and implement a resilience communications plan.
The resilience communications plan may be a subset of the organization’s enter-
prise communications plan with specific references to meeting the requirements of
resilience communications.

The resilience communications plan should address the following, at a minimum:

¢ the strategy and objectives for resilience communications

¢ the structure of the resilience communications program to carry out the plan
(See COMM:SG2.SP2.)

¢ the identification of stakeholders with which communications are required

¢ the types of media and channels by which communications will be handled

¢ the various message types and level of communications appropriate to various
stakeholders (For example, incident communications may be vastly different for
incident responders than for those who simply need to know.)

¢ the frequency and timing of communications

e special controls over communications (i.e., encryption or secured communica-
tions) that are appropriate for some stakeholders

¢ the roles and responsibilities necessary to carry out the plan (See
COMM:SG2.SP3.)

e applicable training needs and requirements (particularly for specialized types of
communications)
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* resources that will be required to meet the plan provisions
* internal and external resources that are involved in supporting the communica-

tions process
* relevant costs and budgets associated with communications activities

Specific types of planning may be necessary for communications processes that

are embedded in other operational resilience management processes such as inci-
dent management and service continuity planning. In these cases, the resilience
communications plan should, at a minimum, reference the planning activities in
these other processes and should ensure that this planning follows the structure
and guidelines of the Communications process area.

2. Establish commitments to the communications plan.
The resilience communications plan may be a subset of the organization’s enter-
prise communications plan with specific references to meeting the requirements of
resilience communications.

3. Revise the plan and commitments as necessary.

COMM:SG2.SP2 EstABLISH A RESILIENCE COMMUNICATIONS PROGRAM

A program for executing the resilience communications management plan is established
and maintained.

A resilience communications program details the specific activities that the
organization will perform to satisfy the communications plan and, in turn, to
meet resilience communication requirements. The program addresses fundamen-
tal tasks such as

* identifying relevant stakeholders of the communications process

* collecting communications requirements

* analyzing and prioritizing requirements

* establishing and enforcing communications guidelines and standards

* establishing methods, procedures, and processes to develop, implement, and man-
age communications processes and to develop and distribute timely and effective
communications

* establishing and maintaining an appropriate infrastructure to support the attain-
ment of communications requirements

* managing external service providers who may have a role in supporting or carry-
ing out communications requirements

The program details the roles and responsibilities that the plan relies upon for
execution and establishes the communications flow and infrastructure that sup-
port the communications plan. Because resilience communications span the
organization and needs can be diverse, the program must detail how the organi-
zation can meet these challenges in the most efficient and effective manner.
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Typical work products

1. Program scope and objectives
2. Project plans for program activities

Subpractices

1. Establish a resilience communications program.

The program for resilience communications should address how the organization

will carry out the communications plan, meet the needs of stakeholders, and

ensure effective communications. It should include provisions for how the organi-

zation will

¢ identify and prioritize stakeholders

¢ collect communications requirements from stakeholders

e analyze and prioritize requirements

¢ set the scope of the communications program

e establish and enforce standards and guidelines

« enforce consistency across all communications activities related to resilience,
whether or not they occur in other operational resilience management processes

¢ identify appropriate communications methods and channels

e plan for and implement an infrastructure to support communications

¢ manage external service providers who support communications activities on
behalf of the organization

COMM:SG2.SP3 IDENTIFY AND ASSIGN PLAN STAFF

Staff are assigned authority and accountability for carrying out the communications plan
and program.

The diverse and expansive nature of communications requirements for support-
ing operational resilience management processes requires knowledgeable,
skilled, and experienced staff to be successful.

* Communications plan and program resources may fall into one or more of the
following categories:

¢ internal communications and awareness
* public relations and external communications and outreach

* notification and escalation communications (related to managing incidents,
communicating about risks or vulnerabilities, etc.)

¢ coordination-focused communications

Internal communications and public relations activities are informational
types of communication. They present informative messages about the organiza-
tion’s activities related to resilience and can even encompass such communica-
tions as testimony on congressional panels, conference presentations, and
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communication with regulators for compliance purposes. Notification and esca-
lation communications represent communications processes that are embedded
into other operational resilience management processes that require a free flow of
information to achieve process goals. Coordination communications tend to be
oral, spontaneous, and event- or response-driven and focus on coordinating the
activities of a service continuity plan or the response component of an incident.

Resources must be available in the organization to staff or support all of these
types of communications as needed. Internal communications and public rela-
tions activities tend to be carried out by communications professionals—staff
who have specific training and skills in communications and who work primarily
in communications roles in the organization. Notification, escalation, and coordi-
nation communications may be carried out by anyone in the organization who is
in a primary or supporting resilience role. Thus, staff on an incident response
team may be involved in a communications role because of the nature of their
work. These types of communications are typically supported by a communica-
tions infrastructure and knowledgeable staff who support the infrastructure or
are trained in effective communications during times of stress and disruption.

Regardless of the communications type, the organization must provide train-
ing (sometimes specialized) to staff who support and enable communications
processes. This may begin with a skills inventory and gap analysis so that
effective training programs can be identified and used. For staff involved in
communications roles during the execution of service continuity plans, commu-
nications training may be extensive and may involve frequent exercises and tests
to ensure effectiveness.

Communications resources may be internal or external to the organization.
Thus, where the organization does not have direct control over communications
resources, it must attempt to ensure that proper training is provided to carry out
plan and program requirements.

Specific skills training for resilience staff is addressed in the Organizational Training and
Awareness process ared.

Skill inventories and gap analysis are addressed in the Human Resource Management
process ared.

Cross-training and training for succession planning are addressed in the Human Resource
Management process area.

Managing relationships with external entities is addressed in the External Dependencies
Management process area.

Typical work products

1. Job descriptions for roles and responsibilities in the plan
2. List of available and skilled resources
3. List of skill and resource gaps
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4. Mitigation plans to address skill and resource gaps
5. Updated communications plan with resources assigned

Subpractices

1. Develop detailed job descriptions for each role and responsibility detailed in the
communications plan.
Because some communications processes are embedded in other operational resilience
management processes, these job descriptions may not be communications-specific
and could be part of a larger resource commitment or assignment.
2. Establish a list of candidate and skilled resources to fill each role and responsibility
in the communications plan.
Remember that these roles and responsibilities may already exist as part of the
organization’s enterprise communications capabilities.
Skills and resource gaps for each role and responsibility should be identified and
resolved.
3. Assign resources to communications process roles and responsibilities.
4. Ensure that organizational training is provided to communications staff with
respect to the specific resilience communications roles they perform.
This is especially important for communications roles in other operational
resilience management processes, such as incident management and in the execu-
tion of service continuity plans.

COMM:SG3 DELIVER RESILIENCE COMMUNICATIONS

The activities necessary to deliver communications for resilience activities on an
operational and event-driven basis are established.

Resilience communications must be delivered on an as-needed basis, according
to the organization’s requirements. Because resilience communications can be
diverse, the organization may need to develop and implement a broad array of
processes, practices, technology, and infrastructure to support those require-
ments. The organization should consider and identify various communications
methods and channels (as appropriate to support requirements) and develop and
implement an infrastructure (physical and technical) to support those methods
and channels. Through these actions, the organization seeks to deliver timely,
relevant, consistent, high-quality, and purposeful communications proactively or
during an event, incident, or crisis.

COMM:SG3.SP1 IpenTIFY COMMUNICATIONS METHODS AND CHANNELS

Communications methods and channels relative to stakeholder and organizational needs
are identified and established.
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Effective communication requires a sender and a receiver. Depending on the goals,
objectives, and target audiences outlined in the communications plan and program,
the methods and channels used to deliver communications may vary. The methods
and channels that the organization chooses must be able to support and enable
communications requirements as stated in the communications plan and program.

Communications methods and channels may be formal or informal, oral or
written, peer-to-peer, peer-to-subordinate, or peer-to-superior. Messages can also
be delivered non-verbally through actions and gestures. Communications meth-
ods and channels can include

* policy statements

* procedures manuals and company handbooks

* specific press releases and wires

e company hotlines, such as those that allow for reporting of ethics violations

e email messages and text messaging

* intranet and internet sites and webcasts

* newsletters, posters, and flyers, as well as bulletin boards and other gathering spots
* newspapers, magazines, and other print media

¢ television, radio, podcasts, videocasts, and other public media

* presentations, tutorials, and symposia
* emergency broadcast systems and methods

* closed communications channels such as two-way radio, CB radio, and satellite
phone

* secured communications channels (to provide for classified conversations) such
as STUs (secure telephone units)

Methods and tools for communicating with staff, customers, end users, service
provider staff, and other stakeholders during the course of service delivery are also
part of the enterprise-wide communications strategy and execution. These methods
and tools have to be regularly reviewed, tailored, and possibly supplemented to
meet ongoing communications requirements.

Typical work products

1. Documented communications methods and channels (by stakeholder class or
requirement)

2. Tools, techniques, and methods for communication

Subpractices

1. Inventory communications methods and channels that currently exist in the
organization.
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2. Identify the appropriate communications methods and channels (media and
message) for each type of stakeholder.
Ensure that the methods and channels will enable the organization to meet the
requirements of the communications plan and program and the stakeholders’
requirements.

Ensure that the organization is capable of performing the methods and channels
identified and that there is sufficient infrastructure to support these methods and
channels.
3. Identify communications methods and channels that do not currently exist in the
organization.
4. ldentify tools, techniques, and methods required to use the identified methods
and channels.

COMM:SG3.SP2 EstaBLISH AND MAINTAIN COMMUNICATIONS INFRASTRUCTURE

An infrastructure appropriate to meet the organization’s resilience communications needs
is established and managed.

Communications methods and channels are typically supported and enabled by a
communications infrastructure. This infrastructure may be as simple as a manual
process for developing and distributing a newsletter or as complex as the devel-
opment and implementation of a wireless network to support voice and data
communications during a crisis. From a generic standpoint, the organization’s
communications infrastructure must support

e communications requirements from stakeholders
* the specific requirements and scope of the communications plan and program
e the communications methods and channels that the organization chooses to use

Because it is likely that communications methods and channels extend beyond
the organization’s direct span of control, the communications infrastructure may be
developed, implemented, managed, and owned by an external business partner.
The organization must seek to ensure that this infrastructure meets its require-
ments and is reliable for delivering the specific types of communications for which
it has been contracted.

Important considerations for an appropriate communications infrastructure
include

¢ the nature and extent of the message
* the immediacy of the message (whether on-demand, spontaneous, etc.)

» whether the message to be delivered over the infrastructure is sensitive, confiden-
tial, or classified
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* how messages will be stored and protected, if necessary
* the scope of end users of the message (i.e., how extensive is the audience)
* whether the communication is to be one-way or interactive

Specialized infrastructure may be required to meet the communications
demands of processes such as incident management and to carry out specific
activities in service continuity plans. In these cases, the organization may
develop and implement infrastructure that directly and uniquely supports these
activities outside of that which is required for general communications.

Typical work products

1. Infrastructure requirements
2. Infrastructure architecture, map, or diagram for communications flows
3. Communications tools, techniques, and methods

Subpractices

1. Identify and inventory existing communications infrastructure and capabilities
that may be able to meet plan and program objectives and communications
requirements.

Many communications requirements may be substantially met by existing capabili-
ties and infrastructure as part of the organization’s larger communications process.
Inventorying existing capabilities and infrastructure may help the organization to
accurately determine additional infrastructure needs and reduce the overall cost of
providing communications services.

2. Identify infrastructure needs to support communications requirements, methods,
and channels.

In order to successfully develop infrastructure to support communications require-
ments, the organization may need to decompose these requirements into func-
tional requirements. Functional requirements represent the people, processes, and
technologies that are needed to meet the communications requirements. Without
knowing these requirements, the organization may find it difficult to accurately
identify infrastructure needs.

If the organization cannot meet infrastructure needs (or contract with business
partners to meet them), the organization may not be able to meet communications
requirements. The organization should identify any requirements that cannot be
met and determine if this poses any additional risk to the organization.

3. Implement and manage communications infrastructure.

COMM:SG4 ImMpPrOVE COMMUNICATIONS

Resilience communications are reviewed to identify and implement improvements in the
communications process.
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The importance of communications processes to supporting the management of
operational resilience requires that the organization continually assess its effec-
tiveness in meeting communications requirements and make improvements
where necessary. This is especially true given the dynamic nature of the opera-
tional and risk environment, emerging threats, and changes in technology and
the geographical environment for facilities.

Some communications processes are fairly static—that is, they are founda-
tional activities that are not typically affected by change. For example, the organ-
ization may have structured processes for addressing the print and television
media that are valid no matter what the current operating conditions are. Other
communications processes must continually evolve. For example, crisis commu-
nications processes evolve as the organization is put to the test and as lessons are
learned and shared. To some extent, every incident or crisis situation may pose
new and emerging challenges that the organization has not previously encoun-
tered and that will cause a review of communications requirements, plans and
programs, methods and channels, and infrastructure.

Learning from communications processes is focused on improving the
organization’s ability to proactively meet its communications requirements rather
than to resort to ad hoc methods and processes that may in fact harm the
organization, particularly during an event, incident, or crisis. While all situations
cannot be planned for, the organization can establish foundational competencies and
improve these capabilities with what is learned from communications efforts—
particularly those performed during times of stress. Eventually, this should result in a
shift to planning and away from reacting.

Improving resilience communications requires the organization to formally
assess the effectiveness of its communications processes and to develop and
implement improvements in these processes on an ongoing basis.

COMM:SG4.SP1 Assess COMMUNICATIONS EFFECTIVENESS

The effectiveness of resilience communications plans and programs is assessed and
corrective actions are identified.

Communications activities must be reviewed regularly to ensure that they
continue to meet the needs of stakeholders and support operational resilience
management processes.

Day-to-day communications, such as staff communications and press releases,
are generally vetted before they are released to help prevent miscommunication
and misinterpretation. Event, incident, and crisis communications, on the other
hand, may not exhibit problems until execution. The organization may not be
able to foresee all of the potential circumstances that could diminish effectiveness
and ultimately impact the success of incident management and service continuity
processes.
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Assessing communications effectiveness should aim to answer basic questions
such as these:

e Did the communication meet the purpose?

* Was the message clear, concise, unambiguous, and timely?

e Were all stakeholders that have a need to know included in the distribution of the
information?

* Did the communications infrastructure support the process as intended?

e Were communications methods and channels effective for the purpose?

* Were spontaneous communications inhibited by technical glitches, lack of
training of staff, or other obstacles?

Event, incident, and crisis communications may require additional levels of
observation and examination to identify issues, concerns, obstacles, and errors.
In some cases, these types of communications can be tested when service conti-
nuity plans are exercised or when incident drills are performed. These activities
provide information that could improve communications competencies before
they result in impacting the organization’s effectiveness. However, the organiza-
tion should specifically plan for collecting effectiveness information during
event, incident, and crisis communications so that real-time issues can be
brought to light post-activity.

These are examples of methods that can be used to evaluate the effectiveness of

communications activities:

- questionnaires or surveys designed to measure people’s awareness of specific topics

« behavioral measures to objectively evaluate shifts in the population’s behavior after
a communications awareness activity (For example, the strength of passwords could
be evaluated before and after a password-awareness activity.)

- external entity observations, evaluations, and benchmarking activities

- interviews with those who reported events or incidents and those who are involved
in investigation

- interviews of specific knowledge experts who have a detailed understanding of the
area affected

. formal post-incident and post-plan execution reviews of communications
effectiveness (See IMC:SG5.5P1, IMC:SG5.5P3, and SC:5G6.SP2.)

« consultation with law enforcement personnel

- consultation with legal and audit personnel

« consultation with product vendors and software or hardware suppliers (if their
products are involved)

« consultation with emergency management personnel and other public service
providers
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Typical work products

1.
2.
3.

Communications analysis report
Recommendations for plan or program improvements

Recommendations for improvements to event, incident, and crisis management
communications processes

Subpractices

1.

Establish and implement a formal communications review activity.
For event, incident, and crisis communications, this review should be performed
during service continuity plan exercises and drills of the incident management
process. In addition, communications issues that arise during an event, incident, or
crisis should be uncovered in post-incident or post-event reviews.

The evaluation of service continuity plan exercises is performed in SC:SG5.SP3 and the
post-execution review of service continuity plans is performed in SC:SG6.SP2 in the
Service Continuity process area.

. Prepare an analysis report on the effectiveness of communications activities.

For post-incident review, this process may include the communications issues
identified in a post-incident analysis report (as described in IMC:SG5.SP1). For a
post-plan execution review, this process may include areas of improvement for
service continuity plans (as described in SC:SG6.SP2).

. Compare outcomes of communications processes with plan objectives and

expectations.

Document suggested improvements to the communications plan and program
based on the evaluation of the effectiveness of awareness activities.

COMM:SG4.SP2 |ImprovE COMMUNICATIONS

Lessons learned in managing resilience communications are used to improve communica-
tions plans and programs.

The importance of communications to the operational resilience management
system requires that the organization make a sizeable investment in human
and capital resources. Thus, communications processes must be effective and
efficient, preserve the organization’s investment, and prevent the organization
from being impacted as a result of poorly designed and implemented
communications.

Lessons learned from regular review of communications processes, and in

particular during event, incident, and crisis communications, can strengthen
resilience communications and help to improve the organization’s overall com-
munications competency. These lessons learned can serve as a benchmark for
continuous improvement of communications processes.
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Typical work products

1. Service continuity plans

Resilience policy

Updated communications plan and program
Training needs and requirements

Rl

Communications process improvements list

Subpractices

1. Review results of communications assessment activities and effectiveness analysis
reports.

2. Review communications processes, plans, and programs and update for any
perceived deficiencies or omissions.
This process may require the organization to revisit the effectiveness of meeting
communications requirements and to perform analysis of requirements to deter-
mine why they are not being met.

In addition, the organization may need to revisit and revise resilience policies and
strategies, training needs and requirements, and the communications processes that are
embedded in other operational resilience management processes. Specifically, service
continuity plans may have to be updated to improve communications effectiveness.

3. Revise the communications methods, channels, and supporting work products as
necessary.

Elaborated Generic Practices by Goal
Refer to the Generic Goals and Practices document in Appendix A for general guidance that

applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Communications process ared.

COMM:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Communications process area by transforming identifiable input work
products to produce identifiable output work products.

COMM:GG1.GP1 PrRFORM SPECIFIC PRACTICES

Perform the specific practices of the Communications process area to develop work
products and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices COMM:SG1.SP1 through COMM:SG#4.SP2 are performed to
achieve the goals of the communications process.
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COMM:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Communications is institutionalized as a managed process.

COMM:GG2.GP1 EstABLISH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the communica-
tions process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the communications process.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the communications process may be exhibited by

. developing and publicizing higher-level managers’ objectives and requirements
for the process

. sponsoring process policies, procedures, standards, and guidelines, including the
standards and guidelines described in COMM:SG1.SP3

- making higher-level managers aware of applicable compliance obligations related
to the process, and regularly reporting on the organization’s satisfaction of these
obligations to higher-level managers

« sponsoring and funding process activities

« aligning process requirements, plans, and programs with identified resilience
needs and objectives and stakeholder needs and requirements

. sponsoring, supporting, and overseeing the communications plan and program as
well as the process plan

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

- regular reporting from organizational units to higher-level managers on process
activities and results

- creating dedicated higher-level management feedback loops on decisions about
communications and recommendations for improving the process

- providing input on identifying, assessing, and managing operational risks to
communications, including risks to plans, programs, methods, and channels

« conducting regular internal and external audits and related reporting to audit
committees on process effectiveness

- establishing formal programs to measure the effectiveness of process activities,
and reporting these measurements to higher-level managers
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2. Develop and publish organizational policy for the process.

Elaboration:

The communications policy should address
- responsibility, authority, and ownership for performing process activities, including
identifying stakeholders and requirements and establishing standards and guidelines
. standards and guidelines as described in COMM:SG1.SP3, including
- identifying and documenting communications requirements
- identifying communications media types and message content for different
types of requirements
- identifying communications methods and channels
- communicating with specific types of stakeholders based on their roles
+ managing the communications plan and program as well as the process plan
. approving communications methods and channels by purpose and stakeholder
« communications infrastructure requirements
- methods for measuring adherence to policy, exceptions granted, and policy violations

COMM:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the communications process.

Elaboration:

COMM:SG2.SP1 requires the development of a plan for how the organization
will carry out a program to support resilience communications. In
COMM:GG2.GP2, the planning elements required in COMM:SG2.SP1 are
formalized and structured, and performed in a managed way. The plan for the
communications process should reflect the organization’s stated preferences
for general resilience communications, communications during events and
incidents, communications to external stakeholders, public relations, and
communications needs as required by other resilience processes. The plan
should also address how the process will be actualized (through individual
roles, dedicated teams, virtual teams, etc.).

Subpractices

1. Define and document the plan for performing the process.

Elaboration:

Foundational elements such as communications requirements, stakeholders, and
communications standards and guidelines (which are essential to support com-
munications processes) are addressed in COMM:SG1 and should be reflected in
the plan as called for here.
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2. Define and document the process description.

Elaboration:

Foundational elements such as communications requirements, stakeholders, and
communications standards and guidelines (which are essential to support com-
munications processes) are addressed in COMM:SG1. The process for develop-
ing, deploying, and managing resilience communications is described in
COMM:SG2. Practices described in COMM:SG1 and COMM:SG2 should be
reflected in the process description as called for here.

3. Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

COMM:GG2.GP3 ProvIDE RESOURCES

Provide adequate resources for performing the communications process, developing the
work products, and providing the services of the process.

Elaboration:

COMM:SG2.SP3 requires the assignment of resources to the communications
plan and program. In COMM:GG2.GP3, resources are formally identified and
assigned to plan elements.

Subpractices

1. Staff the process.

Elaboration:

This generic practice related to communications refers to staffing the
communications process program, not the provision of communications
resources in processes such as incident management and service continuity.

These are examples of staff required to perform the communications process:
- staff responsible for
- identifying relevant stakeholders, their roles, and the plan for their involvement
- identifying, analyzing, prioritizing, and maintaining communications require-
ments that satisfy resilience program objectives
- developing communications guidelines and standards
- developing and maintaining the communications plan and program, as well as
the process plan
- identifying and assigning qualified staff to carry out the communications plan
and program and addressing any skill and resource gaps
- identifying communications methods and channels, as well as the methods,
techniques, and tools that support these
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- defining communications infrastructure requirements and architecture, along
with supporting methods, techniques, and tools to fulfill these requirements
- identifying and implementing improvements to the communications plan,
program, and process plan, and making recommendations to improve event,
incident, and crisis management communications processes
- internal and external auditors responsible for reporting to appropriate commit-
tees on process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Refer to the Financial Resource Management process area for information about
budgeting for, funding, and accounting for communications.

3. Provide necessary tools, techniques, and methods to perform the process.

Elaboration:

Resilience communications require the provision of significant levels of tools,
techniques, and methods to support the broad range of communications require-
ments. In COMM:SG3.5P1 and COMM:SG3.SP2, the supporting structure for
communications is established. In COMM:GG2.GP3 subpractice 3, the provision
of this structure is formally tied to the communications plan and program, and
the ability of the tools, techniques, and methods to support stated communica-
tions requirements is validated.

These are examples of tools, techniques, and methods to support the communications
process:

- communications requirements management tools
- methods and techniques to support various types and levels of communications

- methods, techniques, and tools to support various types of stakeholders,
communications channels, and media

- communications infrastructure, diagramming, and mapping tools
« survey tools for assessing communications effectiveness
- methods for training stakeholders on resilience communications

COMM:GG2.GP4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the communications process, developing
the work products, and providing the services of the process.
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Elaboration:

COMM:SG2.SP3 requires the assignment of staff responsibility, accountability, and
authority for communications plan and program tasks. In COMM:GG2.GP4,
commitments are formally identified to support resource allocations to plan
elements.

Refer to the Human Resource Management process area for more information about establishing
resilience as a job responsibility, developing resilience performance goals and objectives, and
measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.

Elaboration:

Keep in mind that specialized communications needs may arise unexpectedly
when an incident or crisis occurs, requiring virtual teams or responsibilities to be
assigned quickly.

2. Assign responsibility and authority for performing the specific tasks of the process.

Responsibility and authority for performing communications tasks can be

formalized by

- defining roles and responsibilities in the communications plan and program and
in the process plan

- including process tasks and responsibility for these tasks in specific job descriptions

- developing policy requiring organizational unit managers, line of business
managers, project managers, and asset and service owners and custodians to
participate in and derive benefit from the process for assets and services under
their ownership or custodianship

« including process tasks in staff performance management goals and objectives,
with requisite measurement of progress against these goals

- developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

. including process tasks in measuring performance of external entities against
contractual instruments

Refer to the External Dependencies Management process area for additional details
about managing relationships with external entities.

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

COMM:GG2.GP5 TrAIN PEOPLE

Train the people performing or supporting the communications process as needed.
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Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about invento-
rying skill sets, establishing a skill set baseline, identifying required skill sets, and measuring
and addressing skill deficiencies.

Subpractices
1. Identify process skill needs.

Elaboration:

These are examples of skills required in the communications process:

« knowledge of the tools, techniques, and methods necessary to provide all levels
and types of communication in support of stakeholders, channels, and media,
including those necessary to perform the process using the selected methods,
techniques, and tools identified in COMM:GG2.GP3 subpractice 3

« knowledge unique to each type of stakeholder, channel, and media that is
required to meet communications requirements

« knowledge necessary to establish and maintain the communications infrastructure

+ knowledge necessary to work effectively with stakeholders, including asset
owners and custodians

+ knowledge necessary to elicit and prioritize stakeholder requirements and needs
and interpret them to develop effective communications requirements, plans, and
programs as well as the process plan

2. Identify process skill gaps based on available resources and their current skill levels.
3. Identify training opportunities to address skill gaps.

Elaboration:

Certification training is an effective way to improve communications skills and
attain competency. Training and certification in crisis communications or special-
ized public relations are available for staff who focus specifically on communica-
tions regarding incidents and other resilience issues.

These are examples of training topics:

- communications requirements identification

- communications media and channels

. communications types and levels

. development and implementation of communications infrastructure
. use of communications infrastructure

- working with stakeholders in a crisis situation

- identifying communications lessons learned

4. Provide training and review the training needs as necessary.
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COMM:GG2.GP6 MANAGE Work PRobucT CONFIGURATIONS

Place designated work products of the communications process under appropriate levels of
control.

Elaboration:

COMM:SG4.SP2 specifically addresses the change control process over com-
munications plans, programs, and processes. However, other work products
of the communications process (such as the communications process plan
and communications process policies) must also be managed and controlled.
Tools, techniques, and methods should be employed to perform consistent
and structured version control over the communications infrastructure to ensure
that all methods, channels, and media are the most current and “official.” The
tools, techniques, and methods can also be used to provide access control over
inquiry, modification, and deletion and to track version changes and updates.

These are examples of communications work products placed under control:

- stakeholder lists, including classes and roles

« communications requirements

- communications plan and program

- communications standards and guidelines

. job descriptions that include communications roles and responsibilities

- communications infrastructure work products (requirements, tools, techniques,
and methods)

- training needs and requirements

. process plan

« process improvements

. policies and procedures

- contracts with external entities

COMM:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the communications process as planned.

Elaboration:

Stakeholders both provide and receive communications. Several COMM-specific
practices address aspects of the involvement of stakeholders in the communica-
tions process. For example, COMM:SG1.SP1 calls for the identification of internal
and external stakeholders that require information relative to resilience activities.
COMM:SG1.SP2 captures the communications needs of stakeholders to serve as a
source of communications process requirements. COMM:SG1.SP3 establishes
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guidelines and standards informed by stakeholder needs and requirements.
COMM:SG2.SP2 and COMM:SG2.SP3 describe the development of communica-
tions plans and programs that meet stakeholder requirements. COMM:SG3.SP1
requires that communications methods and channels meet stakeholder needs.

COMM:GG2.GP7 generically covers the role of stakeholders across all
aspects of the communications process: developing plans and programs,
executing plans and programs, and receiving communications.

Subpractices

1. Identify process stakeholders and their appropriate involvement.

Elaboration:

In COMM:GG2.GP7 subpractice 1, stakeholders are limited to those that have
direct responsibility for the development and execution of the communications
plan and process. Stakeholders that require direct communications in order to
enable or support a service continuity plan or to communicate an incident or a
response fall outside of this activity.

COMM:SG1.SP1 subpractice 1 lists examples of stakeholders of the communica-
tions process.

Stakeholders are involved in various tasks in the communications process, such as

planning for the process

« making decisions about communications

« making commitments to communications plans, programs, and activities and to
the process plan

« communicating communications plans, programs, and activities

« coordinating communications activities

- reviewing and appraising the effectiveness of process activities

« establishing requirements for the process

« resolving issues in the process

- receiving and responding to various types of communications

2. Communicate the list of stakeholders to planners and those responsible for
process performance.
3. Involve relevant stakeholders in the process as planned.

COMM:GG2.GP8 MoniTor AND CONTROL THE PROCESS

Monitor and control the communications process against the plan for performing the
process and take appropriate corrective action.

Refer to the Monitoring process area for mote information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.
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Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.

Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective actions.
Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for perform-
ing the process.

Elaboration:

These are examples of metrics for the communications process:

- number of communications delivered by event type, stakeholder type, method
and channel type (or other meaningful categorization) per unit of time

. percentage of communications media and channels operating within expected tol-
erances (e.g., press release must be issued within one hour of a significant event)

- percentage increase or decrease in length of time to commence communications
by event type

- number and percentage of stakeholders that do not receive communications
within expected tolerances, by stakeholder type and by event type

- number of communications methods and channels required to deliver same or
similar messages

- percentage of uptime or availability of preferred communications methods, chan-
nels, and infrastructure

- number of recommendations for improvement referred to the event, incident,
and crisis management communications processes

« number of process risks referred to the risk management process; number of risks
where corrective action is still pending (by risk rank)

. level of adherence to process policies; number of policy violations; number of
policy exceptions requested and number approved

- number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process

3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

COMM:SG4.SP1 and COMM:SG4.SP2 call for assessing the effectiveness of resilience
communications, identifying improvement actions, and revising plans, programs,
methods, and channels to reflect such improvements. In COMM:GG2.GP8 subprac-
tice 3, the review activities are formalized and performed consistently to ensure
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identification of issues and concerns that need attention and could affect the process
in the future. Because communications may be planned or on-demand, formal
reviews may be periodic or post-incident or -event.

Periodic reviews of the communications process are needed to ensure that

« the communications plan, program, and process plan are meeting the resilience
needs of the ordanization

- media and channels are meeting communications requirements

. stakeholders are receiving timely, accurate, and complete messages when required

- communications requirements are valid (continue to be valid)

- communications infrastructure is adequately supporting requirements

« communications are being revised and improved on a timely basis when problems or
issues arise

. event-driven or spontaneous communications adequately meet needs

training is adequate for meeting communications requirements

status reports are provided to appropriate stakeholders in a timely manner

. process issues are referred to the risk management process when necessary

- communications issues are referred to the event, incident, and crisis management
communications processes when necessary

- actions requiring management involvement are elevated in a timely manner

- the performance of process activities is being monitored and regularly reported

« key measures are within acceptable ranges as demonstrated in governance dash-

boards or scorecards and financial reports

administrative, technical, and physical controls are operating as intended

. controls are meeting the stated intent of the resilience requirements

actions resulting from internal and external audits are being closed in a timely manner

Identify and evaluate the effects of significant deviations from the plan for per-
forming the process.

Elaboration:

Because communications can be spontaneous, deviations from the plan for per-
forming the process are to be expected. In addition, deviations from the commu-
nications plan may occur when organizational units fail to follow the
enterprise-sponsored plan. These deviations may affect the operational resilience
of the organizational unit’s services but may also have a cascading effect on enter-
prise operational resilience objectives.
. Identify problems in the plan for performing and executing the process.
6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan
for performing the process.

7. Track corrective action to closure.
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COMM:GG2.GP9 OsJecTIVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the communications process against its process
description, standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:

- identification of communications requirements

- development of communications guidelines, standards, and plans as well as the
process plan

- alignment of stakeholder requirements with process plans and programs

- assignment of responsibility, accountability, and authority for process activities

. development of communications infrastructure requirements and diagrams

- delivery of communications messages (if possible, particularly during an event)

. determining the adequacy of communications reports and reviews in informing
decision makers regarding the performance of operational resilience
management activities and the need to take corrective action, if any

- verification of communications controls

- use of communications work products for improving strategies for protecting and
sustaining assets and services

These are examples of work products to be reviewed:

« communications requirements

« communications plans

- communications infrastructure requirements and diagrams

. established communications media and channels

« examples of written, delivered communications

« communications logs and analysis reports

« process plans, programs, and policies

- issues that have been referred to the risk management process
« process methods, techniques, and tools

- metrics for the process (Refer to COMM:GG2.GP8 subpractice 2.)
« contracts with external entities

COMM:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the communications process with higher-level
managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.
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COMM:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Communications is institutionalized as a defined process.

COMM:GG3.GP1 EstABLISH A DEFINED PROCESS

Establish and maintain the description of a defined communications process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process areq.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the communications process and best meet the needs of the organizational unit
or line of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

COMM:GG3.GP2 CoLLECT IMPROVEMENT INFORMATION

Collect communications work products, measures, measurement results, and improvement
information derived from planning and performing the process to support future use and
improvement of the organization’s processes and process assets.

Elaboration:

COMM:SG4.SP1 and COMM:SG4.SP2 call for assessing the effectiveness of
resilience communications, identifying improvement actions, and revising plans,
programs, methods, and channels to reflect such improvements. In
COMM:GG3.GP2, all improvement information is collected and documented in
support of establishing and maintaining a defined process for communications.
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These are examples of improvement work products and information:

. direct feedback from process stakeholders

- analysis reports

. issues related to effectiveness of chosen methods and channels

- infrastructure downtime reports

- metrics and measurements of the viability of the process (Refer to COMM:GG2.GP8
subpractice 2.)

« changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect results

« lessons learned in post-event review of incidents and disruptions in continuity

« lessons learned that can be applied to improve operational resilience manage-
ment performance, such as poorly exercised methods and channels and insuffi-
cient and untimely stakeholder notification and involvement

- the degree to which methods, channels, and infrastructure are current

- reports on the effectiveness and weaknesses of controls

- resilience requirements that are not being satisfied or are being exceeded

Establishing the measurement repository and process asset library is addressed in
the Organizational Process Definition process area. Updating the measurement
repository and process asset library as part of process improvement and deployment
is addressed in the Organizational Process Focus process area.

Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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COMPLIANCE
Enterprise

Purpose

The purpose of Compliance is to ensure awareness of and compliance with an
established set of relevant internal and external guidelines, standards, practices,
policies, regulations, and legislation, and other obligations (such as contracts and
service level agreements) related to managing operational resilience.

Introductory Notes

Regulations, standards, and guidelines are developed and issued by a variety of
governmental, regulatory, and industry bodies. Their purpose is to enforce (and
reinforce) acceptable levels of behavior to ensure that organizations and the ser-
vices they provide to citizens and customers remain viable and sustainable. In
particular, the evolving importance of security and resilience has resulted in a
new wave of regulatory bodies and regulations that seek not only to ensure orga-
nizational survivability but the survivability of entire industries and to limit
undesirable events that have the potential to affect the socioeconomic structure
of the global economy.

“Compliance” characterizes the activities that the organization performs to
identify the internal and external guidelines, standards, practices, policies, regu-
lations, and legislation to which it is subject and to comply with these obligations
in an orderly, systematic, efficient, timely, and accurate manner. Compliance
management addresses the policies and practices in the organization that support
the satisfaction of compliance obligations as an enterprise-wide activity that
involves more than just legal and administrative activities.

Organizations typically focus their efforts on compliance with externally
directed obligations, but compliance processes also often address compliance
with internally generated standards and policies such as the organization’s infor-
mation security policy and internal control system. In addition, compliance is not
only important for reinforcing appropriate behaviors; it is also a primary tool in
governing the security and resilience activities in the organization and ensuring
they are effectively meeting their goals and objectives.

209
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The Compliance process area addresses the organization’s ability to establish a
compliance plan and program, to identify relevant regulations, standards, and
guidelines (to which it must comply), and to develop and implement the proper
procedures and activities to ensure compliance in a timely and accurate manner.
Compliance management requires the organization to understand its obligations
and to collect relevant data in a manner that supports and enables the satisfaction
of obligations in a way that meets the organization’s requirements but does not
divert focus from its core service delivery.

Related Process Areas

A primary component of the compliance process—governance and oversight—is addressed
in the Enterprise Focus process area.

Addressing the risks of non-compliance and the risks related to weaknesses identified in the
compliance process is performed in the Risk Management process area.

The monitor process, which may provide information about the effectiveness of internal
controls for compliance purposes, is addressed in the Monitoring process area.

Summary of Specific Goals and Practices
COMP:SG1 Prepare for Compliance Management
COMP:SG1.SP1 Establish a Compliance Plan
COMP:SG1.5P2 Establish a Compliance Program
COMP:SG1.SP3 Establish Compliance Guidelines and Standards
COMP:SG2 Establish Compliance Obligations
COMP:SG2.5P1 Identify Compliance Obligations
COMP:SG2.5P2 Analyze Obligations
COMP:SG2.5P3 Establish Ownership for Meeting Obligations
COMP:SG3 Demonstrate Satisfaction of Compliance Obligations
COMP:SG3.SP1 Collect and Validate Compliance Data
COMP:SG3.5P2 Demonstrate the Extent of Compliance Obligation Satisfaction
COMP:SG3.SP3 Remediate Areas of Non-Compliance
COMP:SG4 Monitor Compliance Activities
COMP:SG4.5P1 Evaluate Compliance Activities

Specific Practices by Goal

COMP:SG1 PREPARE FOR COMPLIANCE MANAGEMENT

The organizational environment and processes for identifying, satisfying, and monitoring
compliance obligations are established.

Many organizations and industries (both public and private) are highly regulated
by government, their industry, or other agencies. In addition, as part of their gov-
ernance structure, most organizations have their own internal regulations in the
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form of policies and procedures, as well as commitments to quality programs.
Compliance with all of these obligations (many of which overlap) requires signif-
icant organizational resources and commitment. It can be a complex and time-
consuming activity that results in duplication of effort and diverts resources away
from meeting the organization’s strategic objectives.

To be effective and efficient, compliance must be integrated with an organiza-
tion’s operational processes. Thus, regardless of the origins of compliance obliga-
tions, the organization is collecting, documenting, analyzing, coordinating, and
reporting the data it needs for compliance as a natural outcome of operating its
services. From a governance perspective, higher-level managers must be able to
be confident that compliance obligations have been satisfied and, where they
have not, that the organization has good reason to be non-compliant based on a
thorough examination of risk.

To achieve this, the organization must establish a foundation for managing
compliance as an organization-wide process that emanates from its operational
commitments. This helps the organization avoid “fire-drill” compliance activities
that pull resources from operational activities to collect data and fulfill obliga-
tions, and keeps the organization from realizing fines and penalties that could
result from lack of compliance.

To establish a foundation for managing compliance, the organization must
create a compliance plan and program and establish compliance standards and
guidelines for consistency and repeatability.

COMP:SG1.SP1 EstasLisH A COMPLIANCE PLAN

A strategic plan for managing compliance to obligations is established.

The strategic plan for addressing compliance helps the organization to make
organization-focused decisions about the most effective and efficient approach
for meeting compliance obligations and for managing the activities required to
meet these obligations. The plan is developed to minimize duplication of effort,
facilitate compliance with diverse bodies of regulation, and provide maximum
assurance that obligations will be met in a timely manner.

The plan establishes the basis for the development and implementation of
the organization’s compliance program, which directs the compliance activities
from an enterprise view and seeks to meet the broad compliance objectives
of the plan.

Typical work products

1. Plan for compliance management
2. Documented requests for commitment to the plan

3. Resource commitments to the plan
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Subpractices

1. Develop a strategic plan for managing compliance.
A plan for compliance management should address at a minimum
¢ the organization’s stated approach to compliance management
* objectives for the organization’s compliance program
¢ the roles and responsibilities for carrying out the compliance plan
e resources that will be required to meet the objectives of the plan
e applicable training needs and requirements
* relevant costs and budgets associated with carrying out the plan

2. Establish sponsorship and resource commitments for the compliance plan.

3. Revise the plan and commitments on a cycle commensurate with the organiza-
tion’s strategic planning process.

COMP:SG1.SP2 EstaBLisH A COMPLIANCE PROGRAM

A program is established to carry out the activities and practices of the compliance plan.

The organization’s compliance program is established to carry out the compliance
plan. The program establishes the tasks, functions, and activities that are per-
formed to ensure that compliance is managed as envisioned in the plan.

In the compliance program, the organization states the structure and processes
it will use to meet the compliance objectives (as stated in the compliance plan)
and outlines the roles and responsibilities of staff throughout the organization for
their contributions to compliance activities. In many cases, the compliance pro-
gram includes the definition and installation of a “compliance office” that assumes
the responsibility for compliance activities, but this may vary widely across organ-
izations and industries.

Another important element of the compliance program is the formal connec-
tion to the organization’s governance and oversight functions. In the area of
resilience management, the compliance program seeks to relay information about
lack of compliance to the governance function so that appropriate organizational
actions can be commenced. Some organizations seek to formalize this role by the
establishment of a higher-level compliance officer position.

The compliance program may call for centralized management or may be
decentralized into organizational units and lines of business. The decision on
how to structure the compliance program is made by the organization depending
on its organizational structure, the extensiveness of its compliance obligations,
and other factors (such as technical infrastructure).

Typical work products

1. Compliance program charter
2. Compliance program management plan
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3. Compliance program objectives
4. Compliance organizational structure

Subpractices

1. Establish a compliance program.
The compliance program is responsible for ensuring that the objectives of the
compliance plan are achieved. Program management includes staffing the program,
assigning accountability and responsibility to plan activities, tasks, and projects,
and measuring performance. Much of what is included in the Compliance process
area is expected to be carried out through the direction of the organization’s
compliance program.

The compliance program should address

* a compliance program charter that addresses the objectives of the compli-
ance plan

¢ the establishment of a compliance office or similar construct

e the structure of the compliance program

* the roles and responsibilities for carrying out the compliance program, including
the establishment of the compliance officer role if warranted

* procedures for identifying compliance obligations

* procedures for data collection, analysis, and reporting

» compliance standards and guidelines

* reporting mechanisms to receive complaints

* procedures for response to improper activities

* monitoring, auditing, and other evaluation techniques to identify problem
areas

* investigation procedures

* enforcement process to take appropriate corrective action for violations of
compliance obligations

 remediation procedures

* the selection and use of tools for data collection and analysis

o the selection and use of tools for reducing redundancy in duplicative obligations

2. Assign resources to the compliance program.
Resources are required to perform the activities of the compliance program.
Staffing for the compliance program, depending on its size and complexity, may be
virtual (i.e., spread throughout the organization) or dedicated (program-specific
staff). Depending on complexity, compliance program activities may have to be
pushed out into the organization, and the organization may have to implement
automated means (i.e., software-based tools and programs) to collect data, analyze
overlap of obligations, and coordinate activities across many organizational units
and lines of business.

3. Provide funding for the compliance program.
Funding the organization’ operational resilience management system and related
activities, tasks, and projects is addressed in the Financial Resource Management
process ared.

Wow! eBook <WoweBook.Com>



214

PART THREE CERT-RMM PROCESS AREAS

4. Provide sponsorship and oversight to the compliance program.
As an increasingly critical organizational entity, the compliance program must be
viewed as the responsibility of all staff and managed so that compliance objectives
are met consistently. Sponsorship provides the support for the importance of the
program, and oversight ensures that compliance issues are identified and addressed
on a timely basis. This may be the role of the compliance officer if that position is
established.

COMP:SG1.SP3 EstaBLisH COMPLIANCE GUIDELINES AND STANDARDS

The guidelines and standards for satisfying compliance obligations are established and
communicated.

Guidelines and standards for compliance activities ensure consistent levels of
data collection, formatting, analysis, reporting, quality, and performance
management. They also provide a foundation from which a common under-
standing of compliance can be communicated as a means for improving
efficiency and effectiveness in meeting compliance obligations satisfactorily.
Guidelines and standards also facilitate an enterprise view of compliance
and an ability to manage compliance activities in alignment with strategic
objectives.

In addition, guidelines and standards for compliance provide a basis for
performing compliance activities that must be coordinated with suppliers and
vendors.

Typical work products

1. Compliance guidelines and standards

Subpractices

1. Develop and communicate compliance guidelines and standards.
Guidelines and standards for compliance management are typically organization-
specific. However, guidelines and standards may address areas such as

formats and methods for collecting and coordinating data

formats for preparing and submitting compliance reports

remediation standards—documentation, approvals, reporting, follow-up, etc.
tool evaluation, acquisition, installation, and use

data retention, storage, and access control

requirements for identification and documentation of risks related to
non-compliance

requirements and formats for inclusion of compliance requirements in external
entity contracts
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COMP:SG2 EstaBLISH COMPLIANCE OBLIGATIONS

The organization’s compliance obligations are identified, documented, and
communicated.

The foundation of efficient and effective compliance management is an under-
standing of the organization’s compliance obligations. Otherwise, the organiza-
tion cannot effectively design a compliance plan and program that specifically
address its unique needs and support the organization’s timely satisfaction of
these obligations. An inventory of compliance obligations ensures that all staff
who are responsible for compliance activities are aware of the range of organiza-
tional obligations. This also avoids the potential for surprise obligations that the
organization has not planned for or has not considered in its compliance plans
and program.

COMP:SG2.SP1 |peNTIFY COMPLIANCE OBLIGATIONS

Compliance obligations are identified and documented.

Compliance obligations for the organization come from several sources:

* federal, state, and local governments

* foreign governments and trade associations

¢ industry associations and groups

* external codes of practice

* internal policies, procedures, and guidelines

* quality and process improvement certifications

* contracts and agreements with external entities such as suppliers and vendors

Compliance obligations from these (and other organization-defined) sources
form the basis for the extent and scope of the activities the organization must
perform to satisfy these obligations. Identification of compliance obligations not
only gives the organization a starting point for improving the compliance
process, but it also provides a basis for analyzing the overlap of compliance
obligations, which ultimately helps the organization to streamline and simplify
compliance activities.

An inventory of compliance obligations also provides a baseline from which
new obligations can be identified and integrated into the organization’s compli-
ance processes. This helps the organization to avoid surprises that may render
the compliance process ineffective and force the organization to resort to ad hoc
practices as it must become familiar with and satisfy new obligations.
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These are examples of compliance obligations:

« the organization’s internal policies and procedures, including the information security
policy, policy on sexual harassment, ethics policy, and other human resources and
workforce directives

- internal agreements, including non-disclosure agreements, confidentiality agreements,
and non-compete agreements

- industry-specific obligations, such as

- general obligations affecting many ordanizations, such as the Sarbanes-Oxley Act (SOX)
and the Health Insurance Portability and Accountability Act (HIPAA)

. compliance obligations related to retaining certifications, such as ISO 9000, CMMI,
and ITIL

« contracts and agreements with external entities such as suppliers

Gramm-Leach-Bliley Act (GLBA)

European Union Data Protection Directive (EUDPD)
FERC regulations

Payment Card Industry Data Security Standard (PCI DSS)
Family Educational Rights and Privacy Act (FERPA)

Basel Accords

Patriot Act

Typical work products

1. Sources of compliance obligations

2. Inventory of compliance obligations

Subpractices

1. Interview service owners, auditors, and legal staff to identify compliance
obligations.

2. Identify compliance obligations that the organization may have to satisfy because
of its external entity affiliations.

By virtue of its association with external entities, the organization may inherit obli-

gations as part of its contractual relationship. These obligations must be identified
so that the organization places them in its scope for compliance management and
so that it does not incur fines and penalties as a result of non-compliance.

3. Identify internal policies and procedures that should be included in the inventory
of compliance obligations.

Internal compliance obligations can represent the policies, procedures, standards,
and guidelines that the organization establishes to promote acceptable behaviors,
ethics, and practices. These obligations can be as important to the organization
as those that are levied by outside agencies and thus should be included in the
compliance management process.
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4. Identify sources of potential new compliance obligations.

Sources of information for potential compliance obligations include

« compliance journals and mailing lists

. trade associations

. professional associations such as ISACA, ISSA, DRII, ITIL user groups, IIA, and RMA
« industry trade shows

« internal departments such as audit, legal, and risk management

5. Develop an inventory of compliance obligations.

This inventory serves as the basis for the organization’s compliance management

program. The obligations should be identified and documented. Information about

each obligation such as the following should be captured:

* source of the obligation (internal department, vendor contract, internal policies
and procedures)

* requirements of the obligation (the specifics regarding what needs to be
complied with)

* obligation categorization (data privacy and security, risk, etc.)

* organizational unit or line of business that owns the obligation

* time parameters for satisfying the obligation (e.g., due dates and requirements
for recertification of results)

¢ standards and guidelines for compliance (e.g., how the organization must
report data)

e known information about fines and penalties that may be levied for non-
reporting or for lack of compliance

COMP:SG2.SP2 ANALYZE OBLIGATIONS

Compliance obligations are analyzed and organized to facilitate satisfaction.

Detailed analysis is needed to help the organization to avoid duplication in its
efforts to satisfy diverse obligations that have similar requirements. For example,
a governmental agency and an industry body may both require categorization
and protection of a certain type of data (such as health care records), and because
of the similarity of the requirements, the organization could satisfy both obliga-
tions through fewer, less redundant activities.

The organization can perform analysis on compliance obligations in many
ways. As a simple activity, the organization can use affinity analysis, in which
similar obligations are mapped into categories based on the nature, type, and
extent of their requirements. Regardless of the technique used, the objective is to
group the requirements of compliance obligations in a way that makes efficient
use of the organization’s compliance processes, especially data collection and
analysis, which can be time-consuming and tedious.
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Typical work products

1. Analysis results
2. Mapping or categorization of similar compliance obligations
3. List of conflicting obligations

Subpractices

1. Establish a technique for performing analysis on compliance obligations.
The technique should allow the organization to establish categories of obligations
and requirements (such as privacy and data security) and use these categories to
map obligations from their sources. The organization should be able to integrate
the categories with its compliance data collection and analysis processes.

2. Analyze compliance obligations and document results.
These results form the foundation for the organization’s compliance activities.
They also allow the organization to prioritize obligations for satisfaction.

3. Identify conflicting obligations.
In some cases, analysis will reveal compliance obligations and requirements that
conflict. By identifying these requirements early, the organization can perform
additional review and analysis to determine the most effective strategy for
satisfaction.

COMP:SG2.SP3 EstaBLISH OWNERSHIP FOR MEETING OBLIGATIONS

The responsibility for satisfying compliance obligations is established.

Establishing ownership for satisfying compliance obligations is a way to ensure
that these obligations are known, accepted, and planned for. When ownership is
established, compliance activities may be integrated into the day-to-day opera-
tional activities of owners because they are aware of their responsibilities and
can address them in the course of normal business. In addition, owners can
ensure that the compliance obligations for which they are responsible are also
reflected in the resilience requirements for the high-value assets and services
under their control. Reflecting compliance obligations in resilience require-
ments ensures that they are considered in controls that the organization imple-
ments and manages for protecting and sustaining assets and services. In this
way, the organization “embeds” compliance controls into services and may even
provide for streamlined testing and reporting on these controls as part of satisfying
compliance obligations.

Typically, ownership may be defined in the organization’s compliance plan
and program (as established in COMP:SG1.SP1 and COMP:SG1.SP2) and it may
be included in the documentation of compliance obligations (as established in
COMP:SG2.SP1). However, additional resources throughout the organization
may have to be identified and assigned to compliance activities and tasks.
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Typical work products

1. Designated compliance roles
2. Updated inventory of compliance obligations
3. List of unassigned compliance obligations

Subpractices

1. Establish the owner for each compliance obligation.
Ownership may be assigned either to a specific compliance obligation or to a cate-
gory of obligations (as defined through analysis). The owner of the obligation must
confirm acceptance of the obligation and the responsibility for satisfaction. Includ-
ing these tasks in job responsibilities and performance management activities may
further enforce this responsibility.

2. Establish training requirements for compliance roles, if necessary.

3. Identify compliance obligations that have not been assigned or accepted.
Compliance obligations that have not been assigned pose a risk to the organization
that the obligations will not be satisfied, possibly resulting in fines, legal penalties,
or even damage to reputation.

COMP:SG3 DEMONSTRATE SATISFACTION OF COMPLIANCE OBLIGATIONS

The organization demonstrates that its compliance obligations are being satisfied.

Demonstrating that compliance obligations are satisfied is a process that begins
with data collection and includes activities for data validation, formatting, and
reporting (disclosure). The organization collects the data necessary to “prove”
that it is meeting compliance obligations, formats this data according to the
requirements of the obligation, and reports it to satisfy the obligation. However,
for the organization, this is not the end of the compliance process. In some cases,
the organization may not be able to comply and may have to commence remedia-
tion processes that will ensure it complies within an acceptable time frame.

COMP:SG3.SP1 CoLLEcT AND VALIDATE COMPLIANCE DATA

Data required to satisfy compliance obligations is collected and validated.

Data collection and validation are often the most time-consuming tasks in meet-
ing compliance obligations. The effectiveness of data collection significantly
affects the organization’s ability to demonstrate that it meets obligations in a
timely and high-quality manner. Challenges in data collection can include incon-
sistency, poor quality, lack of ability to verify, lack of integrity, and lack of repeata-
bility of data collection processes.

In many cases, data collection is not as simple as data accumulation. For
example, control testing may have to be done in order to verify compliance,
after which data on compliance is accumulated, formatted, and reported.
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When designing data collection processes, the organization must thoroughly
understand its compliance obligations so that the antecedent processes (such as
control testing) can be incorporated and addressed.

Data collection also extends to storage and retrieval processes. The data col-
lected for compliance purposes can be organizationally sensitive, and the result-
ing compliance reports (including cases of non-compliance) may be harmful to
the organization. As part of data collection and validation, the organization must
consider storage and retrieval processes that are commensurate with the level of
sensitivity of the data being collected and reported.

Because compliance is a cyclical activity, the organization should implement an
appropriate infrastructure to support repeatability of compliance activities.
As related to data, this infrastructure should allow for ease of data accumulation,
inquiry, analysis, and reporting, as well as provide for the implementation and
management of access controls to ensure appropriate handling of compliance data.

Typical work products

1. List of key controls and process control points
Data collection strategy (by obligation)

Data quality criteria

Compliance knowledgebase

R

Policies for appropriate handling of compliance data

Subpractices

1. Develop strategies for data collection and validation.
These strategies should be commensurate with the compliance obligations and the
structure of the organization and must take into consideration that data collection
may be pushed out to lower levels of the organization. In addition, the strategy
should address issues related to data collection, storage, and retrieval infrastructure
to facilitate these processes.

2. Establish compliance knowledgebase or information repository.
A common accessible repository for compliance data provides a mechanism to
ensure that all staff involved in compliance processes have access to data that is
accurate, complete, and timely. It also allows the organization to enforce access
control policies for appropriate handling of compliance data.

The repository may include documentation of the compliance obligations and their
owners and due dates, the results of compliance and substantive testing of controls,
compliance targets and metrics, compliance reports, non-compliance reports,
remediation plans, and tracking data to provide status on satisfying compliance
obligations.
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The data in the information repository may be arranged by category of compliance
obligation or by other categories such as key control points.

3. Implement processes for data validation and integrity checking.

Data that is accumulated and collected in the information repository is not neces-
sarily ready for analysis or disposition. The organization must develop processes
for data validation and integrity checking to ensure that compliance data is accu-
rate, complete, and timely. The processes should establish data quality criteria and
track the quality of compliance documentation.

Fundamental qualities of data include

accuracy
integrity

standards

consistency

completeness

timeliness

accessibility or availability
usability

auditability

COMP:SG3.SP2 DEMONSTRATE THE EXTENT OF COMPLIANCE OBLIGATION SATISFACTION

The extent to which compliance obligations are satisfied is demonstrated through
compliance activities.

Demonstrating that compliance obligations are satisfied, or that remediation
actions are required, goes beyond simply preparing and submitting compliance
reports. The organization must address non-compliance issues (such as identify-

ing associated risk and relevant costs) by establishing activities that interface
with the organization’s governance process and determine areas that may need
remediation to meet compliance obligations.

The organization must also gather data related to the efficiency and effective-

ness of the compliance process in order to identify areas that must be improved.

Typical work products
1.

ik W

Minimum requirements for compliance
List of compliance stakeholders
Compliance reports

Required remediation actions
Compliance knowledgebase

Wow! eBook <WoweBook.Com>



222 PART THREE CERT-RMM PROCESS AREAS

Subpractices

1. Establish minimum requirements for compliance.
The organization should specify the minimum requirements for an adequate level
of compliance using the guidelines and standards identified in COMP:SG1.SP3
subpractice 1.

2. Determine the stakeholders of the compliance reports and data.
The stakeholders that will be the recipients of compliance information should be
identified, as well as those that will have to be notified of non-compliance.

One of the primary stakeholders for compliance data is the organization’s gover-
nance and oversight processes.

3. Prepare and submit compliance reports as necessary.
If the organization has to disclose that it is not in compliance, it should have
processes to address the potential resulting fallout. This may require public
relations campaigns, notification of risk and financial managers, and other
actions. The organization may also need to notify its customers or vendors,
business partners, and suppliers.

Situations of non-compliance or the need for remediation as a result of non-
compliance should also be referred to the organization’s governance process.

Public relations and other communications processes are addressed in the Communica-
tions process ared.

Governance and oversight processes are addressed in the Enterprise Focus process area.

4. Track progress against compliance obligations and identify obligations that may
not be met on time.
Obligations that will not be met should be reported to appropriate stakeholders on
a timely basis. These instances may pose additional risk to the organization.

5. Identify risks and potential costs of non-compliance.
In some cases the organization may consider not complying with certain obliga-
tions. In these cases, the organization should determine and thoroughly analyze
the risks associated with non-compliance in advance of a decision not to comply
and report these risks to appropriate stakeholders.

These are examples of risks of non-compliance:
. significant fines

- potential imprisonment

- damage to the ordanization’s reputation

« loss of trust from customers or suppliers

- legal action or lawsuits

The identification of risks should also include risks related to weaknesses that
resulted in the inability to satisfy compliance obligations.

There may also be costs to the organization associated with non-compliance. These
costs should be itemized and presented to appropriate stakeholders in advance of a
decision not to comply.
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These are examples of costs of non-compliance:

« productivity loss

- reputation damage and resulting loss in sales or revenue

. forensic investigation fees

« costs of notifying victims in the event of a privacy or security breach

« remediation costs

. fines and penalties

« legal costs associated with non-compliance, and lawsuits resulting from non-compliance

These risks and costs may also have to be reported through the organization’s
governance process to obtain input from oversight committees.

If the organization decides that non-compliance is the best course of action, the
decision should be documented, along with a detailed description of the risks asso-
ciated with non-compliance and the organization’s plan to address those risks. The
decision should also be appropriately approved by management and reviewed in
the organization’s governance process.

All risks should be referred to the organization’s formal risk management process
as outlined in the Risk Management process area.

6. Identify areas that may need remediation for compliance purposes.
One of the objectives of the compliance process is to identify areas where the
organization is not performing as expected, whether measured against external
regulations and laws or internally generated policies and procedures. As a result
of going through the compliance process, the organization may learn of areas that
need attention, particularly if they are keeping the organization from complying.
These areas may require the creation of detailed remediation plans and strategies
so that compliance can be achieved.

Activities related to the development and tracking of remediation plans are addressed
in COMP:SG3.5P3.

7. Gather performance data on the achievement of compliance obligations.
Actual data regarding compliance (date of submission of compliance reports, effort
expended on compliance activities, etc.) should be recorded in the compliance
knowledgebase for use in improving compliance processes.

COMP:SG3.SP3 ReMEDIATE AREAS OF NON-COMPLIANCE

Remediation of areas of non-compliance is performed to ensure satisfaction of compliance
obligations.

Areas of non-compliance are deficiencies in practices, processes, and procedures
that not only affect the organization’s ability to satisfy compliance obligations but
may indicate serious weaknesses in the organization’s internal control system and
governance structure. As part of the organization’s formal risk management
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process, these areas must be identified, analyzed, and addressed (typically
through remediation plans) to ensure satisfaction of compliance obligations and
to improve the organization’s operational resilience by addressing weaknesses
that can result in disruptions.

Typical work products

1. List of risks related to areas of remediation
2. Required remediation actions
3. Remediation plans and strategies

Subpractices

1. Identify areas of suggested remediation.
Areas of remediation are foremost those areas in which the organization is unable
to satisfy a compliance obligation. For example, if the organization is required to
protect health care records and finds that the proper access controls are not in
place to meet this requirement, an area of remediation is created. An area of reme-
diation is typically also an area of weakness that may pose risk to the organization
and may result in unwanted consequences (lawsuits, legal fines and penalties, loss
of reputation). In the example, the risk would be related to lack of satisfaction of
the confidentiality requirement.

Areas of remediation may be reported directly by staff or others associated with the
organization. This reporting may occur through ethics hotlines or other anony-
mous methods or on employees’ yearly code of ethics reports.

2. Analyze areas of suggested remediation and develop detailed remediation
plans.
Analysis includes determining the activities that must be performed to bring the
organization into compliance, as well as to identify associated operational risks and
develop dispositions for them.

Remediation plans should address

e the actions the organization must take to satisfy obligations

e changes to the internal control system

e assignment of responsibility and authority to perform the work

¢ relevant time considerations (i.e., deadlines)

* relevant costs associated with the actions

¢ documentation of any decisions related to non-compliance and risk

3. Assign resources to perform remediation.

Assign accountability and responsibility to carry out remediation plans.

4. Track remediation activities to completion.

5. Assess remediation activities to determine if satisfaction of compliance obliga-

tions has been performed.
The organization should verify that remediation activities result in satisfaction of
compliance obligations. If they don't, the organization should develop additional
actions to remedy any gaps.

Wow! eBook <WoweBook.Com>



Compliance 225

6. Update satisfaction of compliance obligations (as a result of remediation), if
appropriate.
In addition to communication with stakeholders and submission of compliance
reports, this may include notification of oversight committees and the governance
process that appropriate actions have been taken.

COMP:SG4 MoNITOR COMPLIANCE ACTIVITIES

The organization’s satisfaction of compliance obligations is monitored and adjusted as
necessary.

Continuous improvement in the compliance process reduces the type and extent
of resources that the organization must devote to compliance-related activities.
Because there is often a trade-off between compliance activities and those that
contribute directly to accomplishing the organization’s mission, the ability to
make the compliance process more efficient results in less disruption to services
and reduces the extent to which the organization is drawn off course to meet its
compliance obligations.

COMP:SGH.SP1 EvaLuaTE COMPLIANCE ACTIVITIES

Satisfaction of the organization’s compliance obligations is independently monitored and
improved.

Objective and independent evaluation of the organization’s compliance process is
a means for obtaining critical information about the efficiency and effectiveness
of the organization’s compliance activities. In addition, and perhaps more impor-
tant, it is a means for the organization to evaluate the effectiveness of the internal
control system in meeting compliance obligations. Internal controls are often
expensive to implement and operate in production. Reducing the number and
extent of internal controls while maintaining the ability to meet compliance obli-
gations is a way that improvement in the compliance process can translate to
direct cost savings and efficiency for the organization.

The organization can employ a number of assessment methods with increas-
ing levels of efficacy. Objective and independent evaluations are most desirable,
but the organization may also want to implement a self-assessment capability to
allow improvement at the lowest levels of the organization. Audits, as commis-
sioned through the governance and oversight processes, are typically the most
objective and independent measure of the organization’s compliance processes
and satisfaction of compliance obligations; however, evidence from these activi-
ties can be damaging to the organization, particularly if the audits are performed
by external auditors or agencies.

In some cases, the organization may invest in monitoring processes that collect
and accumulate data at the control level. This can be an efficient way of not
only providing data for satisfying compliance obligations but also facilitating the

Wow! eBook <WoweBook.Com>



226 PART THREE CERT-RMM PROCESS AREAS

evaluation process by providing a more continuous examination of the efficacy of
the controls.

The ongoing compliance process can be costly and time-consuming to an
organization. The extent to which the organization learns to make these processes
more efficient and repeatable significantly affects their overall impact on the orga-
nization’s resources.

There are many areas that can be improved in the compliance process, such as

* data collection, accumulation, and analysis
* consolidation and coordination of obligations (collect data once, comply many times)
* standards and guidelines for compliance

 improvements in the organization’s internal control system (which would improve
ability to comply in the future)

Typical work products

1. Evaluation methods
2. Evaluation reports

Subpractices

1. Establish and maintain clearly stated criteria for evaluations.
Criteria for evaluations should address
¢ what will be evaluated
¢ when or how often a process will be evaluated
¢ how the evaluation will be conducted
¢ who must be involved in the evaluation

2. Evaluate compliance processes for adherence to compliance standards and guide-
lines and for meeting compliance obligations using the stated criteria.

3. Identify deficiencies and areas for improvement, particularly where the satisfac-
tion of compliance obligations has been impaired.
The deficiencies identified can be related to the efficacy of the compliance process or
the efficacy of internal controls in meeting the objectives of the compliance obligations.

4. Identify and apply lessons learned that could improve the organization’s compli-
ance process.
This practice may result in the reduction and/or elimination of overlapping and
redundant controls, identification of areas where compliance activities can be auto-
mated, and overall improvements in the organization’s approach to compliance.
Cost data may be collected in the evaluation process that the organization can use
to determine if it is complying with obligations at the lowest possible cost.

Elaborated Generic Practices by Goal
Refer to the Generic Goals and Practices document in Appendix A for general guidance that

applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Compliance process area.
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COMP:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Compliance process area by transforming identifiable input work
products to produce identifiable output work products.

COMP:GG1.GP1 PtrroRM SPECIFIC PRACTICES

Perform the specific practices of the Compliance process area to develop work products
and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices COMP:SG1.SP1 through COMP:SG4.SP1 are performed to
achieve the goals of the compliance process.

COMP:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Compliance is institutionalized as a managed process.

COMP:GG2.GP1 EstasLISH PROCESS GOVERNANCE

Establish and maintain ¢overnance over the planning and performance of the compliance
process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the compliance process.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the compliance process may be exhibited by

. developing and publicizing higher-level managers’ objectives and charter
for the process

- establishing a higher-level compliance officer position to provide direct oversight
of the process and to interface with higher-level managers

- sponsoring process policies, procedures, standards, and guidelines, including
submitting compliance reports and remediating areas of non-compliance

« sponsoring and providing oversight over the organization’s compliance plan and
program

- regular reporting from organizational units to higher-level managers on process
activities and results
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- making higher-level managers aware of applicable compliance obligations, and
regularly reporting on the organization’s satisfaction of these obligations to
higher-level managers

- sponsoring and funding process activities

- aligning compliance obligations and the controls that satisfy these with
identified resilience needs and objectives and stakeholder needs and
requirements

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

- creating dedicated higher-level management feedback loops on decisions about
compliance and recommendations for improving the process

. providing inputs on identifying, assessing, and managing risks due to non-
compliance

- conducting regular internal and external audits and related reporting to audit
committees on compliance issues, failures to meet compliance obligations, and
process effectiveness

- creating formal programs to measure the effectiveness and efficiency of process
activities, and reporting these measurements to higher-level managers

2. Develop and publish organizational policy for the process.

Elaboration:

The compliance management policy should address
- responsibility, authority, and ownership for performing process activities, includ-
ing the identification of all compliance obligations and the remediation action for
areas that are non-compliant
. procedures, standards, and guidelines for
- collecting and formatting data
- data sufficiency and validation
— approvals and approval processes
- preparing and submitting compliance reports
- tool evaluation and acquisition
- remediation for non-compliance
- data retention and access control
. the identification and analysis of compliance obligations
- appropriate handling of compliance data
- monitoring the status of compliance obligations
- methods for measuring adherence to policy, exceptions granted, and policy
violations
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COMP:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the compliance process.

Elaboration:

Specific practice COMP:SG1.SP1 requires a plan for managing compliance
obligations for operational resilience. Establishing a compliance charter and
program based on the plan is called for in specific practice COMP:SG1.SP2.

Subpractices

1. Define and document the plan for performing the process.

2. Define and document the process description.

3. Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

COMP:GG2.GP3 ProvIDE RESOURCES

Provide adequate resources for performing the compliance process, developing the work
products, and providing the services of the process.

Elaboration:

Specific practices COMP:SG1.SP1 and COMP:SG1.SP2 require the assignment
of resources to the compliance plan and program.

Subpractices

1. Staff the process.

Elaboration:

Because compliance is an activity that is typically shared across the organization
and is often an extension of job responsibilities, the assignment of human
resources to carrying out the compliance plan and program may be virtual and
temporal. However, the organization may have resources dedicated to specific
types of compliance activities (such as compliance with Sarbanes-Oxley require-
ments) or who are assigned to manage the overall compliance program and plan
(such as a compliance officer); in these cases, compliance activities may compose
the majority of their job responsibilities.

These are examples of staff required to perform the compliance process:
. staff responsible for
- developing the compliance plan and program and the process plan and ensur-
ing they are aligned with stakeholder requirements and needs
— carrying out and meeting the objectives of the compliance plan and
process plan
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- defining compliance standards, guidelines, and procedures, including the iden-
tification of compliance obligations and data collection, analysis, and reporting
approaches for these obligations

- implementing compliance standards, guidelines, and procedures, including
implementing automated means to collect, analyze, validate, and report
compliance data

- coordinating process activities across organizational units and lines of business

- remediating obligations that are in non-compliance, including obligation
owners

- managing external entities that have contractual obligations for process
activities

- owners responsible for satisfying compliance obligations

- acompliance officer responsible for all compliance activities, if one is called for in
the plan

- owners and custodians of high-value services and assets that support the accom-
plishment of operational resilience and compliance objectives

- internal and external auditors responsible for reporting to appropriate commit-
tees on the satisfaction of compliance obligations and process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquir-
ing staff to fulfill roles and responsibilities.

2. Fund the process.
Considerations for funding the compliance process should extend beyond the ini-
tial development of the compliance knowledgebase or information repository to
the maintenance of the knowledgebase. Initial costs may be higher if the organiza-
tion does not have a formal or usable baseline of identified compliance obligations
to serve as a foundation.

Refer to the Financial Resource Management process area for information about
budgeting for, funding, and accounting for compliance.

3. Provide necessary tools, techniques, and methods to perform the process.

Elaboration:

These are examples of tools, techniques, and methods to support the compliance

management process:

- evaluation methods for tools acquired to support process activities

- compliance database management system, knowledgebase, or information
repository

. techniques and tools for developing and maintaining traceability between the
sources of compliance obligations and compliance plans, programs, and obligation
owners (This includes establishing categories of obligations and requirements.)
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- methods, techniques, and tools for coordinating process activities across
organizational units and lines of business

- tools for enforcing compliance reporting formats and for compliance reporting

- methods, techniques, and tools for compliance evaluation and self-assessment

- methods, techniques, and tools for collecting, analyzing, validating, and managing
compliance data

- tools for reducing redundancy in duplicative obligations

« monitoring, auditing, and other evaluation techniques to identify problem areas

- methods and tools for managing changes to compliance data

- methods and tools for compliance data retention, storage, and access control

- methods such as ethics hotlines and other anonymous methods for staff who are
concerned about areas of potential non-compliance

COMP:GG2.GP# AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the compliance process, developing the
work products, and providing the services of the process.

Elaboration:

Specific practices COMP:SG1.SP1 and COMP:SG1.SP2 require the assignment
of roles and responsibilities for carrying out the compliance plan and program.
Ownership of compliance obligations is specifically assigned in COMP:SG2.SP3
so that the responsibility and authority for meeting all relevant compliance
obligations are established.

Refer to the Human Resource Management process area for more information about estab-
lishing resilience as a job responsibility, developing resilience performance goals and objec-
tives, and measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.

Elaboration:

From an enterprise perspective, the organization may establish a compliance
group or a compliance process group led by a compliance officer to take respon-
sibility for coordinating the overall compliance process. This group may also
formally interface with higher-level managers for the purposes of reporting on
organizational progress against compliance obligations and process goals as part
of the governance process.

However, on a tactical level, meeting compliance obligations typically involves
organizational unit staff and those who have been established as the owners of
compliance obligations.
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2. Assign responsibility and authority for performing the specific tasks of the process.

Elaboration:

Responsibility and authority for performing compliance tasks can be formalized by

- defining roles and responsibilities in the process plan

- including process tasks and responsibility for these tasks in specific job
descriptions

- identifying compliance obligation ownership in job descriptions

« assigning staff to compliance program management activities

. developing policy requiring organizational unit managers, line of business
managers, project managers, and asset and service owners and custodians to
participate in and derive benefit from the process for assets and services under
their ownership or custodianship

- including process tasks in staff performance management goals and objectives
with requisite measurement of progress against these goals

- developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

« including process tasks in measuring performance of external entities against
contractual instruments

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

COMP:GG2.GP5 TRAIN PEOPLE

Train the people performing or supporting the compliance process as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about invento-
rying skill sets, establishing a skill set baseline, identifying required skill sets, and measuring
and addressing skill deficiencies.

Subpractices

1. Identify process skill needs.

Elaboration:

These are examples of skills required in the compliance process:

- knowledge of the tools, techniques, and methods necessary to identify, analyze,
and report on the fulfillment of compliance obligations, including those necessary
to perform the process using the selected methods, techniques, and tools identi-
fied in COMP:GG2.GP3 subpractice 3
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« knowledge unique to each source of compliance obligations

- knowledge necessary to successfully remediate areas of non-compliance

- knowledge necessary to work effectively with asset and service owners and
custodians

« oral and written communications skills to prepare compliance reports and defend
these reports if required with regulatory bodies

« knowledge necessary to elicit and prioritize stakeholder requirements and needs
and interpret them to develop effective compliance obligations, plans, and
programs

2. Identify process skill gaps based on available resources and their current skill
levels.

Elaboration:

Because staff involved in the compliance process may perform these activities
on an ad hoc basis as part of their job responsibilities, it cannot be assumed that
they possess the necessary skills for collecting data, organizing and analyzing

it, and preparing reports.

3. Identify training opportunities to address skill gaps.

Elaboration:

Certification and training are effective ways to improve compliance skills and
attain competency. Education in specialized standards or regulations that necessi-
tate compliance activities is useful, as is generalized training in procedures
designed to audit compliance activities. Certification is often available for stan-
dards bodies and codes of practice, which requires participants to demonstrate
understanding of the related body of knowledge.

These are examples of training topics:

. data collection, analysis, and validation

- data mapping and affinity analysis techniques

. compliance reporting

+ key compliance controls

« compliance evaluation methods

. specific training on compliance sources, obligations, guidelines, and standards

- managing and controlling changes to the compliance obligation inventory,
knowledgebase, and information repository

. supporting asset and service owners and custodians in understanding the process
and their roles and responsibilities with respect to its activities

- working with external entities that have responsibility for process activities

« using methods, tools, and techniques, including those identified in
COMP:GG2:GP3 subpractice 3

4. Provide training and review the training needs as necessary.
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COMP:GG2.GP6 MANAGE WoRrk ProbucT CONFIGURATIONS

Place designated work products of the compliance process under appropriate levels
of control.

Elaboration:

Work products of the compliance process (such as the compliance process
plan and compliance process policies) must be managed and controlled. The
organization may also include work products such as compliance reports that
may require strict version control to ensure that only the “approved” version
is remitted to compliance bodies and regulators.

Tools, techniques, and methods used to capture and maintain the compli-
ance obligations inventory, knowledgebase, and information repository
should be employed to perform consistent and structured version control
over these work products to ensure that the information is current, accurate,
and “official.” The tools, techniques, and methods can also be used to
securely store these work products, to provide access control over inquiry,
modification, and deletion, and to track version changes and updates.

These are examples of compliance work products placed under control:
« plans, program plans, program charters, process plan, procedures, and policies
« guidelines and standards

- obligations, including sources of obligations

- obligation inventory, mapping, and categorization

« obligation roles and owners

« data, including collection strategy and quality criteria

« knowledgebase or information repository

. evaluation criteria, methods, and reports

. list of stakeholders

- remediation risks

- required remediation actions, plans, and strategies

« contracts with external entities

COMP:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the compliance process as planned.

Elaboration:

Many COMP-specific practices address the involvement of stakeholders in the
compliance process. For example, specific practice COMP:SG2.SP3 addresses
the identification of stakeholders as owners responsible for compliance
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obligations. Specific practice COMP:SG3.SP2 identifies stakeholders that will
receive compliance reports and data, including areas of non-compliance and
the risks associated with them.

Subpractices

1. Identify process stakeholders and their appropriate involvement.

Elaboration:

Stakeholders of the plan for the compliance process include those that own
compliance obligations (are responsible for identifying and meeting compliance
obligations), oversee the compliance process, and are involved in any aspect of
compliance (data collection, reporting, etc.).

The constituents that establish compliance obligations (i.e., governing bodies or
industry organizations that issue regulations, laws, etc.) may also be considered
stakeholders of the organization’s plan for the compliance process because they

are recipients of compliance information and ultimately decide whether compli-
ance obligations have been met.

These are examples of stakeholders of the compliance process:

- regulators, governing bodies, and agencies that establish sources of compliance
obligations

- assetowners and custodians

- service owners

- organizational unit and line of business managers responsible for high-value
assets and the services they support

- staff responsible for developing, implementing, and managing an internal control
system for assets and services

« higher-level managers responsible for the organization’s governance and over-
sight processes including oversight committees

- staff responsible for participating in decisions to not comply with certain
obligations

- external entities responsible for managing high-value assets

. staff involved in self-assessment

- internal and external auditors

Stakeholders are involved in various tasks in the compliance process, such as

- planning for the process

- making decisions about the process

- making commitments to compliance plans and activities and to the process plan
« communicating compliance plans and activities

- coordinating process activities
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- satisfying compliance obligations

- reviewing and appraising the effectiveness of process activities

- establishing requirements for the process

. resolving issues in the process, including participating in decisions regarding non-
compliance and evaluating the costs and risks associated with such decisions

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.

COMP:GG2.GP8 MoniTor AND CONTROL THE PROCESS

Monitor and control the compliance process against the plan for performing the process
and take appropriate corrective action.

Refer to the Monitoring process area for more information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.

Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.

Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective
actions.

Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for
performing the process.

These are examples of metrics for the compliance process:

- percentade of compliance obligations met by deadline or in advance of deadline

« percentage of compliance obligations not met by deadline

- time expended to gather, organize, analyze, and report data for each compliance
obligation

. percentage of compliance obligations that are not being met

« number of compliance exceptions arising from the process

« number of compliance exceptions escalated to higher-level managers for review

- percentagde of redundant data elements being stored for different compliance
obligations

- percentage of compliance reports that meet or do not meet standards and
guidelines

« number of manual versus automated data collection activities

. timeliness of completing the scheduled process activities
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- number and type of controls in place (required) for compliance

- reduction in number and type of controls necessary for compliance obligations

- number of compliance remediation risks referred to the risk management process;
number of risks where corrective action is still pending (by risk rank)

- level of adherence to process policies; number of policy violations; number of
policy exceptions requested and number approved

- number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process

3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

Periodic reviews of the compliance process are needed to ensure that

- relevant obligations have been identified and communicated

. data has been collected, analyzed, and validated

- data residing in obligation inventories, knowledgebases, and information
repositories is subject to change management and has been properly validated

- obligations have been satisfied

. areas of non-compliance have been identified and remediated or referred to
decision makers for disposition

- risks related to non-compliance have been identified, properly referred, and
addressed

4. Identify and evaluate the effects of significant deviations from the plan for
performing the process.

Elaboration:

Deviations from the compliance plan may occur because compliance obligations
vary widely, and thus the satisfaction of these obligations may require process
deviations. The organization must determine if the deviations are appropriate
given the compliance obligations and whether the deviation will result in an
impact on operational resilience. Deviations that occur due to differences
between the enterprise view of compliance and the activities performed at the
organizational unit level may be less significant to the overall process but should
be reviewed to ensure that the intent of the enterprise process is preserved.

5. Identify problems in the plan for performing and executing the process.

6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan
for performing the process.

7. Track corrective action to closure.

Wow! eBook <WoweBook.Com>



238 PART THREE CERT-RMM PROCESS AREAS

COMP:GG2.GP9 OsjecTIVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the compliance process against its process description,
standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:

« identifying and documenting compliance obligations

« collecting, analyzing, and validating compliance data

- satisfying compliance obligations

- identifying areas of non-compliance

- identifying risks related to non-compliance

« the alignment of stakeholder requirements with process plans and programs

- assignment of responsibility, accountability, and authority for process
activities

« determination of the adequacy of compliance reports and reviews in informing
decision makers regarding the performance of operational resilience manage-
ment activities and the need to take corrective action, if any

- verification of compliance controls

« use of compliance process work products for improving strategies for protecting
and sustaining assets and services

These are examples of work products to be reviewed:

. process plans, programs, charters, and policies

« obligations and their status

- remediation and non-compliance issues that have been referred to the risk
management process

« compliance reports

- compliance methods, techniques, and tools

- metrics for the process (Refer to COMP:GG2.GP8 subpractice 2.)

- contracts with external entities

COMP:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the compliance process with higher-level
managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.
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COMP:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Compliance is institutionalized as a defined process.

COMP:GG3.GP1 EstABLISH A DEFINED PROCESS

Establish and maintain the description of a defined compliance process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process area.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the compliance process and best meet the needs of the organizational unit or line
of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

COMP:GG3.GP2 CoLLEcT IMPROVEMENT INFORMATION

Collect compliance work products, measures, measurement results, and improvement
information derived from planning and performing the process to support future use and
improvement of the organization’s processes and process assets.

Elaboration:

These are examples of improvement work products and information:

- compliance knowledgebase or information repository

- satisfied compliance obligations and compliance reports

. lessons learned from data collection, analysis, and validation

- lessons learned from satisfying compliance obligations

- metrics and measurements of the viability of the process (Refer to COMP:GG2.GP8
subpractice 2.)
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- changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect process results

« lessons learned in post-event review of incidents and disruptions in continuity

- compliance lessons learned that can be applied to improve operational resilience
management performance, such as remediation actions and risks and decisions to
not comply with specific obligations

- the current status of compliance obligations, including the inventory

- reports on the effectiveness and weaknesses of controls

- resilience requirements that are not being satisfied or are being exceeded

Establishing the measurement repository and process asset library is addressed in the
Organizational Process Definition process area. Updating the measurement repository
and process asset library as part of process improvement and deployment is addressed
in the Organizational Process Focus process area.

Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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CONTROLS MANAGEMENT

Engineering

Purpose

The purpose of Controls Management is to establish, monitor, analyze, and
manage an internal control system that ensures the effectiveness and efficiency of
operations through assuring mission success of high-value services and the assets
that support them.

Introductory Notes

Internal control is a governance process used by the organization to ensure
effective and efficient achievement of organizational objectives and to provide rea-
sonable assurance of success. The internal control process is pervasive throughout
the organizational structure from higher-level managers to staff and is reflected in
all levels of operations—in many cases, down to the transaction level.

The organization’s high-level managers have the responsibility to set the tone
for internal control so that the objectives of the organization are reflected in all
operational activities. In this way, the organization ensures success by building in
success criteria at all operational levels.

The internal control process is typically reflected in the organization’s internal
control system. By definition, the internal control system is the aggregation of the
activities an organization undertakes to ensure success. While this is primarily
operational in implementation, there are other broad objectives of the internal
control system, including promoting ethical behavior, preventing and detecting
fraud, ensuring compliance with laws and regulations, and providing more pre-
dictability in the overall performance of the organization. At the operational
level, the internal control system is the aggregation of the policies, procedures,
methods, technologies, and tools that provide assurance that management direc-
tives are carried out. For example, an organization may find it vital to its
profitability that all intellectual property be kept confidential and only provided
to staff with a justifiable need to know. Thus, a policy may be drafted that
provides guidance on the effective handling and distribution of this information.

241
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The policy is a means for implementing management’s directives and minimizing
impact on organizational success and achievement.

Internal control in a broad sense is focused on ensuring that the financial con-
dition of an organization is accurately reflected in its financial and accounting
records. However, at an operational level, internal control relates to implementing
policies, procedures, methods, technologies, and tools that support service
mission assurance. Typically this involves the development of high-level control
objectives that align with service mission assurance requirements and strategies to
protect and sustain services that satisfy these requirements. Control objectives are
then translated into appropriate policies, procedures, methods, technologies, and
tools—referred to as operational controls—that are needed to meet each objective.
From an operational resilience management perspective, these operational con-
trols are critical to protecting assets, sustaining assets, and preventing disruption
to assets as they are deployed in the execution of a service. That said, effective
controls management for operational resilience means identifying the most cost-
effective strategies for protecting and sustaining assets and services. The organiza-
tion should seek the optimum mix in contrast to, for example, deploying an
extensive number of overlapping and redundant controls in reaction to new com-
pliance requirements.

In the Controls Management process area, the organization establishes con-
trol objectives that reflect the organization’s objectives and mission and defines
the target for the development of enterprise- and operational-level controls.
Enterprise controls are developed to address organization-wide directives that
universally affect all operational layers. Operational controls are developed,
implemented, monitored, analyzed, and managed at the services level to ensure
services meet their mission and, specifically, that assets related to services are
protected from disruption. These controls may be administrative, technical, or
physical in nature and typically are implemented in layers to reinforce strategies
to protect and sustain assets and to meet control objectives. Enterprise and oper-
ational controls are analyzed and validated to ensure that they meet control
objectives as implemented; gaps in effectiveness are identified on a periodic basis
and addressed so that control objectives are attained on a consistent basis. It
should be noted that the internal control environment in an organization is vast;
however, in Controls Management the focus is on controls that relate directly to
the deployment of people and the use of information, technology, and facilities in
executing services. Depending on the organization, this may include administra-
tive controls, such as separation of duties, or more specific controls, such as the
implementation of a physical access control system at a facility. In other words,
the subset of operational controls used by the organization to ensure operational
resilience is specific to the high-value services that the organization relies on to
carry out its mission. Thus, this subset is likely only a small part of the organiza-
tion’s overall internal control system.
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The Controls Management and Service Continuity process areas establish
the range of controls necessary to ensure that services achieve their missions even
when disrupted. Controls Management focuses on controls that support protection
and sustainment strategies—those that help to prevent services and assets from
exposure to vulnerabilities and threats and those that help services and assets
respond and recover when disrupted. However, all threat conditions cannot be
known or anticipated. Service Continuity also focuses on sustaining services and
assets under degraded conditions and in returning them to a normal operating state
when possible. Service Continuity is also important because controls that have
been implemented may not always meet control objectives or may not be operating
effectively. In these cases, until control remediation actions can occur, the service
continuity process sustains services and their supporting assets in the near term.

Related Process Areas

Strategic goals, objectives, critical success factors, and governance for the operational
resilience management system, as well as the identification of high-value services, are
addressed in the Enterprise Focus process ared.

Identification, analysis, and mitigation strategies for operational risks are addressed in the
Risk Management process area.

Ensuring compliance with identified obligations related to managing operational resilience,
including those satisfied by the internal control system, is addressed in the Compliance
process ared.

The relationship between assets and services is established in the Asset Definition and Man-
agement process dared.

The identification and implementation of controls for information assets are performed in the
Knowledge and Information Management process area.

The identification and implementation of controls for facilities are performed in the Environ-
mental Control process area.

The identification and implementation of controls for technology assets are performed in the
Technology Management process area.

Controls related to establishing and managing the contributions and availability of people are
identified and implemented in the People Management process area.

The development of service continuity plans as a control for protecting and sustaining serv-
ices and assets is addressed in the Service Continuity process area.

Monitoring the internal control system for the operational resilience management system is
addressed in the Monitoring process area.

Supporting information needs for managing the internal control system in support of
operational resilience is addressed in the Measurement and Analysis process area.
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Summary of Specific Goals and Practices

CTRL:SG1 Establish Control Objectives

CTRL:SG1.SP1  Define Control Objectives
CTRL:SG2 Establish Controls

CTRL:SG2.SP1  Define Controls
CTRL:SG3 Analyze Controls

CTRL:SG3.SP1  Analyze Controls
CTRL:SG4 Assess Control Effectiveness

CTRL:SG4.SP1  Assess Controls

Specific Practices by Goal

CTRL:SG1 EstaBLISH CONTROL OBJECTIVES

Organizational objectives to be achieved through the selection and implementation of
controls are established.

A control objective is a performance target for a control or an internal control
system. The organization uses control objectives as a means for selecting, analyz-
ing, and managing an appropriate level of controls to achieve the organization’s
strategic objectives. Control objectives broadly reflect management’s directives at
an enterprise, line of business, or organizational unit level.

Control objectives can be developed for various organizational processes and
systems. For example, a set of financial control objectives can be established to
ensure that accounting and financial transactions are accurate, timely, valid, and
documented. Conversely, control objectives can be established for information
technology processes to ensure that systems and software meet their objectives
with reasonable assurance, in an efficient and effective manner, and with a high
degree of fraud prevention.

Control objectives can also be established with varying degrees of specificity.
For example, a control objective may be established at the enterprise level that
requires separation of duties between staff who enter invoices into a payment sys-
tem and staff who approve payment of invoices. Conversely, a control objective
may be established for an application system to ensure that a vendor is not paid
twice for the same invoice.

CTRL:SG1.SP1 Derine CONTROL OBJECTIVES

Control objectives are established as the basis for the selection, implementation, and
management of the organization’s internal control system.

Control objectives are broad-based targets for the effective and efficient perform-
ance of controls. Establishing control objectives is an activity that guides the
organization’s ability to link controls to management directives.
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For operational resilience management, control objectives are defined relative
to the organization’s strategic objectives, risk appetite and environment, and the
resilience requirements of high-value assets and services. The control objectives
are driven by strategies for protecting and sustaining service-related assets to
ensure that their exposure to vulnerabilities and threats is managed. Based on the
control objectives and the larger protection and sustainment strategies, specific
controls are selected, analyzed, and managed to ensure that control objectives are
satisfied.

Typical work products

1. Management directives and guidelines for selecting control objectives
2. Control objectives

3. Criteria for prioritizing control objectives

4. List of prioritized control objectives

Subpractices

1. Identify management directives and organizational guidelines upon which to
base the definition of control objectives. (Refer to EF:SG1.SP1 for more
information.)

Sources of management directives and guidelines may include the following:

* strategic objectives and statements of risk appetite, tolerance, and thresholds

* internal policies, procedures, standards, and guidelines that the organization
establishes to promote acceptable behaviors, ethics, and practices

* line of business and organizational unit business objectives and operating plans
supported by interviews with organizational unit and line of business managers

* resilience requirements for services and supporting assets supported by inter-
views with service owners, business process owners, and asset owners and
custodians

* relationships, contracts, service level agreements, and obligations with external
entities (Refer to the External Dependencies Management process area for additional
information about managing relationships with external entities.)

* legal and regulatory compliance obligations supported by interviews with audi-
tors and legal staff

* ethics and integrity codes of practice and statements

2. Define and document control objectives that result from management directives
and guidelines.
Affinity analysis of directives and guidelines may be useful in identifying categories
of control objectives.

These are examples of control objectives:

* Prevent unauthorized use of purchase orders.

* Ensure adequate supplies of materials.

* Establish an enterprise architecture for information technology.

* Develop and communicate policies regarding standards of ethical behavior.
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¢ Identify and assess risks that may cause material misstatements of financial
records.
¢ Educate and train staff.
¢ Manage external entity relationships.
e Establish a compliance program.
3. Prioritize control objectives.
The intent of prioritization is to determine the control objectives that most need
attention because of their potential to affect operational resilience.

Assigning a relative priority to each control objective or category aids in determin-
ing the level of resources to apply when defining, analyzing, assessing, and
addressing gaps in controls (refer to CTRL:SG2, CTRL:SG3, and CTRL:SG4).

Management directives and guidelines can be used to establish criteria for priori-
tizing control objectives.

CTRL:SG2 EstaBLISH CONTROLS

Controls that support control objectives and strategies for protecting and sustaining
high-value services and assets are established.

A control is a policy, procedure, method, technology, or tool that satisfies a stated
control objective. For operational resilience management, the focus is limited to
the subset of controls that reduce exposure to threats and vulnerabilities that can
affect the productive capacity of people, information, technology, and facilities as
they are deployed in services, as well as those that help services and assets
respond and recover when disrupted.

Controls can be broad or specific. Enterprise-level controls typically apply
universally to all operational processes. An example of such a control is to per-
form required background checks on all prospective employees before they are
hired. Operational-level controls are more specific. The implementation of an
access control system on a data center is an operational-level control.

All controls can be categorized as one of three types:

* Administrative controls (often called “management” controls) ensure alignment to
management’s intentions and include such actions as governance, setting policy,
monitoring, auditing, enforcing separation of duties, and developing and imple-
menting service continuity plans. Enterprise-level controls are typically adminis-
trative in nature because other than stating management’s intention, they have
little ability to prevent unwanted activities or disruptions. Administrative controls
can be used to implement resilience requirements for confidentiality, integrity, and
availability, although generally they have to be coupled with technical and physi-
cal controls to be effective.

* Technical controls are operational controls that are implemented through techno-
logical means. They include electronic access controls, firewalls, encryption, and
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intrusion detection systems. Operational controls are often technical because they
exist in automated processes, manifested in software, systems, hardware,
networks, and telecommunications infrastructure. Technical controls are

effective for implementing all types of resilience requirements.

* Physical controls are operational controls that provide physical barriers to access.
Physical controls can apply to people (in a safety sense), technology, and other
tangible assets such as facilities. These controls typically include picture IDs, card
readers and locks on file room doors, and other physical security methods. Physi-
cal controls are most effective for implementing integrity and availability require-
ments but can also be used to ensure confidentiality.

Controls can also be categorized by where and when they are implemented in
the execution of a service to ensure the effective and efficient operation of that
service (as well as protecting and sustaining its supporting assets). Controls can
be preventive, detective, compensating, or correcting. Preventive controls
attempt to deter or prevent undesirable events from occurring. Preventive con-
trols are typically technical or physical in nature, but some administrative con-
trols can also be used in a preventive way. Detective controls, on the other hand,
attempt to detect undesirable acts. They provide evidence that a loss has occurred
but do not prevent a loss from occurring. Compensating controls may provide a
level of redundancy that helps to further reduce the risk that undesirable events
could affect a service. Correcting controls support detective controls by helping
to “fix” a problem that has been detected.

A layering of all types of controls is essential to an effective internal control
system. From an operational resilience standpoint, preventive controls are essen-
tial because they are proactive and contribute to protection of assets. However,
detective controls play a critical role in providing evidence that the preventive
controls are (or are not) functioning adequately.

The most effective mix of controls depends on the management directives and
guidelines that have to be satisfied and the overall cost to the organization. Con-
trols are often expensive to implement and to manage long term, particularly pre-
ventive controls, so the organization must strike an optimal balance between the
satisfaction of directives and the cost of controls.

These are examples of preventive controls:

- separation of duties

« two-person rules to limit risk of fraud or error by one person
« proper authorization and approval of transactions

« physical safeguards and electronic access control for assets
- supervision and monitoring of ongoing operational activity
« adequate documentation

. use of passwords

Wow! eBook <WoweBook.Com>



248

PART THREE CERT-RMM PROCESS AREAS

These are examples of detective controls:

« audits

+ reviews

« variance analyses

« physical inventory

- retention of documentation, logs, and records to substantiate transactions
. periodic and regular operational reviews

CTRL:SG2.SP1 D:trine CONTROLS

Controls that protect services and assets from disruption are identified and established.

Administrative, technical, and physical controls are established to meet opera-
tional resilience management control objectives. Controls can be at the enterprise
level or at the service and asset level.

Enterprise-level controls derive from enterprise-level control objectives. At a
strategic level, they establish the boundaries, parameters, checks, and balances
that the organization imposes on all organizational units and lines of business to
ensure objectives are achieved. This includes any external control requirements
that the organization inherits from its market sector affiliations and competitive
environment. An example of this type of requirement is laws and regulations—
they broadly affect the sector in which an organization operates and must be met
by all organizational units. Ensuring the confidentiality of health-related infor-
mation is an example of an enterprise-level control objective; the use of encryp-
tion for sensitive patient information is an example of an enterprise-level control.

Enterprise-level controls may also be derived from the results of risk identifi-
cation activities such as security assessments and business impact analysis.

Table CTRL.1 provides one example of the relationships among an enterprise
control objective, a risk, and controls to meet the objective and mitigate the risk.

TABLE CTRL.1

Enterprise Control Objective

Risk

Enterprise Controls

The person who requisitions

the purchase of goods or services
should not be the person who
approves the purchase.

Fraud, mistake,
or error by one
person

End-to-end responsibility for any
series of financially related transactions
to be distributed among two or more
staff members or departments

Periodic rotation of job duties between
staff members or departments
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With respect to service-level controls, high-value services are identified,
prioritized, and communicated in the Enterprise Focus process area (refer to
EF:SG1.SP3). Assuring service mission success is the focus for defining service-
level controls that meet their corresponding control objectives.

Table CTRL.2 provides one example of the relationships among a service-level
control objective, a risk, and controls to meet the objective and mitigate the risk.

TABLE CTRL.2

Service-Level Control Objective Risk Service Controls

Access to the network and any Users may have System owner grants network access to
network-connected system inappropriate or staff based on approved access

(e.g., file and print services, unauthorized access request forms.

application servers, database to the network and Periodically, IT managers verify the
servers) is controlled to prevent  network-connected current network/system access list with

access by unauthorized entities.  systems and services.  system owners to ensure network/system
access is appropriate and accurate.
Administrative access, enabling the
administrator to grant network/system
access, is restricted to IT managers.

In large part, service-level controls derive from the aggregation of all support-
ing asset-level controls. Using the example above, access controls on the network
asset, network-connected system assets, application server assets, and database
server assets are the access controls for the service they support. In addition, con-
trols such as the service continuity plans developed in the Service Continuity
process area serve as essential controls for sustaining services.

With respect to asset-level controls, the relationship between assets and ser-
vices is established in the Asset Definition and Management process area
(ADM:SG2). Controls for protecting and sustaining high-value assets that sup-
port high-value services are also required for service mission assurance.

Asset-level controls are identified and implemented in the following process
areas:

* information assets: Knowledge and Information Management process area
(See KIM:SG2.SP2.)

* facilities: Environmental Control process area (See EC:SG2.SP2.)
* technology assets: Technology Management process area (See TM:SG2.SP2.)
* people: People Management process area (See all SGs and SPs.)
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Service-level and asset-level controls that are identified in other CERT-RMM
process areas are established in this specific practice as the basis for satistying
control objectives.

Typical work products

1. Enterprise-level controls (including responsible entity)
2. Service- and asset-level controls (including responsible entity)
3. Traceability matrix of control objectives and controls

Subpractices

1. Establish enterprise-level controls to satisfy control objectives.
These can be a combination of controls that already exist, controls that have to be
updated, and new controls that have to be implemented.

2. Conlfirm or assign responsibility for implementing enterprise-level controls.
Confirmation is required for existing and updated controls. Assignment is required
for new controls. This responsibility is typically assumed by organizational unit
and line of business managers or their designees and is accomplished through
operating plans and directives and guidelines at this level.

Enterprise-level controls may also be implemented through service- and asset-level
controls as described in subpractices 3, 4, and 5.

3. Establish service- and asset-level controls to satisfy control objectives.
These can be a combination of controls that already exist, controls that have to be
updated, and new controls that have to be implemented.

4. Confirm or assign responsibility for implementing service- and asset-level controls.
Confirmation is required for existing and updated controls. Assignment is required
for new controls. This responsibility is typically assumed by service and asset own-
ers and asset custodians and is accomplished in the service and asset process areas
referenced above.

5. Develop a bidirectional traceability matrix that maps control objectives and

enterprise-, service-, and asset-level controls.
Service- and asset-level controls that are identified in other CERT-RMM process
areas are mapped to control objectives in this specific practice. Each control objec-
tive has one or more controls that are intended to satisfy it.

Refer to CTRL:SG3 and CTRL:SG4 for the treatment of control objectives that are not
adequately addressed by existing, updated, and new controls.

CTRL:SG3 ANALYZE CONTROLS

Controls are analyzed to ensure they satisfy control objectives.

Existing controls must be analyzed to determine that they meet resilience
requirements and can achieve stated control objectives. In addition, proposed
new controls must be analyzed to ensure that they harmonize with and enhance
the internal control system in a cost-effective manner.
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Analysis of controls includes the activities that the organization performs to

* ensure a proper mix and layering of controls to meet a stated control objective or
a series of objectives

* identify control gaps

¢ identify updates to existing controls and identify proposed new controls and other
methods to address control gaps

* identify risks that could arise as a result of remaining gaps even when controls are
operating effectively (Refer to CTRL:SG4 and the Risk Management process area.)

* identify costly control redundancy and conflicting controls and eliminate them
where possible

CTRL:SG3 establishes a baseline analysis of the extent to which existing con-
trols and proposed new controls cover and achieve control objectives for the
resilience of services and supporting assets. CTRL:SG#4 uses this established base-
line as the foundation for periodically assessing the extent to which controls con-
tinue to achieve control objectives and the extent to which control objectives
continue to meet resilience requirements.

Refer to the Risk Management process area for further details about identifying, analyzing,
and mitigating risks to services and assets arising from inadequate controls.

CTRL:SG3.SP1 AnALvzE CONTROLS

Controls are analyzed to determine their ability to achieve control objectives.

Analysis of controls is focused on ensuring that controls (both existing and
proposed) meet one or more control objectives and, by extension, resilience
requirements. Analysis also ensures that all service-level control objectives are
adequately satisfied by one or more service-level controls and asset-level con-
trols for assets that support the service. Analysis may range from a subjective
review of the control’s ability to meet the control objective to the development
and execution of tests that demonstrate the control’s capability. The organiza-
tion must determine the level of analysis necessary in each case; however, the
importance of the control in supporting operational resilience should deter-
mine the extent of analysis required and which analysis techniques are
deployed.
Controls analysis should also help the organization to identify

* any gaps where the control does not fully meet one or more control objectives

* any gaps where an enterprise-level control objective that addresses the resilience
of services and supporting assets is not adequately satisfied by one or more
controls
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 any gaps where a service control objective is not adequately satisfied by one or
more service- or asset-level controls

In these cases, the organization must either redesign and update existing con-
trols or identify proposed new controls (including “helper” controls such as com-
pensating controls). Analysis is repeated to ensure the control objective is
satisfied by updated and proposed controls.

The analysis process should facilitate the identification of risks that arise when
a control cannot fully satisfy control objectives. Such risks are referred to the risk
management process, where they can either be mitigated in other ways, or the
organization may have to choose to accept and manage the risk over time. Accept-
ing the risk of a gap in controls may be the disposition when the control objec-
tive’s priority does not warrant further investment in updated or new controls.

Finally, controls analysis should be used to determine how any proposed new
control fits with the current internal control system and whether the proposed
control is redundant or conflicts with any existing control. Often, control layer-
ing is confused with control redundancy. Control layering is a purposeful design
and implementation of controls that collectively meet one or more control objec-
tives. However, control redundancy results when more than one type of control is
used to meet the same control objective but is unnecessary. Because controls can
be costly, the identification and treatment of redundant and conflicting controls
must be performed during the analysis process.

Typical work products

1. Analysis results
2. Control objectives that are satisfied by controls

3. Updated traceability matrix of control objectives and the controls that satisfy
them

Control gaps

Updates to existing controls

Proposed new controls

Risks related to unsatisfied control objectives

e

Risks related to redundant and conflicting controls

Subpractices

1. Analyze existing controls against control objectives.
Affinity analysis of control objectives may be useful in identifying categories of
controls needed to satisfy these. Conversely, affinity analysis of controls may be
useful in determining the extent to which they cover control objectives.

Conducting surveys and interviews with the owners of enterprise-level controls,
owners of service-level controls, and owners and custodians of asset-level controls
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may aid the analysis process. The assessment practices described in CTRL:SG4.SP1
may also aid in the analysis process.

2. Identify gaps where an existing control does not fully meet one or more control
objectives.

3. Identify gaps where enterprise control objectives for the resilience of services
and assets and service control objectives are not adequately satistied by existing
controls.

For example, the organization may have

¢ resource (human and financial) limitations or constraints

¢ lack of adequate infrastructure or supporting processes and technology

* insufficient funding for risk mitigation

* an inability to determine benefits that outweigh the investment in controls to
satisfy a compliance obligation

4. Identify updates to existing controls and proposed new controls to address gaps.
This includes identifying gaps where the control objective’s priority (refer to
CTRL:SG1.SP1 subpractice 3) does not warrant further investment in updated or
new controls. (Such gaps are addressed in subpractice 6.)

5. Identify redundant and conflicting controls and make changes to address them.
This includes identifying conflicts between enterprise-level controls, service-level
controls, and asset-level controls (refer to CTRL:SG2.SP1).

Additional updates to existing controls and proposed new (perhaps combined)
controls are identified to resolve these issues.
6. Identify risks that may result from unsatisfied control objectives as well as
redundant and conflicting controls.
Risks resulting from unsatisfied control objectives and redundant and conflicting
controls should be documented and referred to the risk management process for
analysis and resolution.

CTRL:SG# Assess CONTROL EFFECTIVENESS

The ability of the internal control system to satisfy resilience requirements is assessed.

Enterprise- and service-level control objectives and associated controls are
objectively assessed to ensure that they support the required resilience of ser-
vices and their associated assets. A review of the alignment between the organi-
zation’s resilience requirements and the internal control system is performed to
determine if control objectives are missing or inadequately covered. Risks
associated with unsatisfied control objectives are also considered (refer to
CTRL:SG3.SP1).

Assessing the internal control system is an ongoing activity that allows the
organization to measure the effectiveness of controls across resilience activities.
For example, through monitoring and ongoing measurement and analysis, the
organization can determine whether controls are satisfying control objectives,
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strategies for protecting and sustaining services and assets, and resilience
requirements. These activities can also ascertain if controls for resilience activi-
ties are effective and producing the intended results. Monitoring and measure-
ment are two ways that the organization collects necessary data (and invokes a
vital feedback loop) to know how well controls are performing in support of the
operational resilience management system.

Weaknesses in the internal control system may be identified by a variety of
means, including control self-assessments, business impact analyses, internal
audits, external audits, and assessments against an established standard (in addi-
tion, refer to the Compliance process area).

Some key questions to ask (in concert with practices in the Risk Management
and Compliance process areas) include these:

* Has the organization identified control gaps resulting in risks that are not cost-
effective to control?

* Is the justification to accept a gap in the internal control system commensurate
with the risk appetite, risk tolerance, and value of the services and assets that
remain unprotected?

e Are there areas of non-compliance that can be addressed in a cost-effective
manner by updating existing controls or adding new controls?

CTRL:SG3 establishes a baseline analysis of the extent to which existing con-
trols and proposed new controls cover and achieve control objectives for the
resilience of services and supporting assets. CTRL:SG4 uses this established base-
line as the foundation for periodically assessing the extent to which controls con-
tinue to achieve control objectives and the extent to which control objectives
continue to meet resilience requirements. Thus, CTRL:SG#4 captures the continu-
ous monitoring, review, and improvement activities that are essential to ensure
that controls remain effective.

Refer to the Compliance process area for further details about ensuring that compliance obli-
gations are fulfilled, including those that rely on the internal control system.

Refer to the Risk Management process area for further details about identifying, analyzing,
and mitigating risks to services and assets arising from inadequate controls.

Refer to the Monitoring process area for further details about collecting, recording, and
distributing information about the internal control system for the operational resilience man-
agement system.

Refer to the Measurement and Analysis process area for further details about supporting
management information needs for managing the internal control system in support of
operational resilience.
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CTRL:SG#.SP1 Assess CONTROLS

Controls are assessed for effectiveness in meeting control objectives and satisfying
resilience requirements.

Performing periodic assessment of the internal control system is necessary to ensure
that controls continue to meet control objectives, that control objectives continue to
implement strategies for protecting and sustaining services (and their supporting
assets), and that resilience requirements are satisfied. Conversely, assessment of the
internal control system identifies areas where controls are ineffective and inefficient
along with determining whether controls have to be modified to reflect changing
business and risk conditions. Control assessment provides opportunities to save
costs by eliminating redundant controls and resolving control conflicts.

One of the objectives of the assessment process is to identify areas where the
internal control system is not performing as expected, when measured against
relevant internal and external guidelines, standards, practices, policies, regula-
tions, legislation, and other obligations such as contracts and service level agree-
ments related to managing operational resilience (refer also to the Compliance
process area). As a result of conducting the assessment process, the organization
may learn of areas that need attention, particularly if they are keeping the organi-
zation from meeting business objectives or compliance obligations. These areas
may require the creation of detailed remediation plans and strategies to ensure
that control objectives are sufficiently achieved by controls.

Typical work products

Assessment scope

Assessment results

Problem areas

Updates to existing controls
Proposed new controls
Remediation plans

Updates to service continuity plans

® NS R W

Risks related to unresolved problems

Subpractices

1. Select the scope for the assessment.
Typically, this will be one or more high-value services and the high-value assets
that support them. The scope of an assessment should also periodically include
enterprise-level control objectives and controls for operational resilience (refer to
CTRL:SG2.SP1).
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2. Perform the assessment.
Various assessment techniques can be used ranging from informal self-assessments
to more structured formal assessments against established standards. Affinity
analysis, interviews, and surveys (refer to CTRL:SG3.SP1) may provide useful
insight. In addition, results from business impact analyses (refer to the Service
Continuity process area), risk assessments (refer to the Risk Management process
area), and internal audits and external audits (refer to the Compliance process area)
can contribute.

3. Identify problem areas.
Problem areas arise where controls are ineffective or inefficient or provide
insufficient coverage of control objectives, and where controls are redundant and
conflicting.

While controls may be effective and efficient in support of a specific control objec-
tive, this may not be the case when controls span control objectives.

4. Identify updates to existing controls and proposed new controls to address
problem areas.
Organizations can realize efficiencies of scale by requiring specific controls for
a given type of asset. For example, standardizing desktop and laptop system
configurations or deploying access control systems across a range of
technology assets that support multiple high-value services can reduce the cost
of controls.

Straightforward changes can be addressed by service and asset owners and the
line of business and organizational unit managers to whom they report. For more
complex changes that require broader organizational planning and coordination,
a remediation plan may be required.

Remediation plans should address

¢ the actions the organization must take to ensure that controls satisfy control
objectives effectively and efficiently

¢ changes to the internal control system

e assignment of responsibility and authority to perform the work

¢ schedule and costs to perform the work

¢ documentation of risk mitigation strategies and residual risks

The actions called for in remediation plans must be tracked to closure. Plans are
updated as required.

Any changes to existing controls and the addition of any new controls may result
in the need for a reassessment.

5. Identify updates to service continuity plans that may result from changes to the
internal control system.
Refer to the Service Continuity process area.
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6. Identify risks that may result from unresolved problems.
Risks resulting from unresolved problems in the internal control system should be
documented and referred to the risk management process for analysis and
resolution.

Unresolved problems that result in new mitigation strategies and residual risks that
have to be managed should be periodically included in the scope for reassessment
of the originally selected services and assets.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general guidance that
applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Controls Management process area.

CTRL:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Controls Management process area by transforming identifiable input
work products to produce identifiable output work products.

CTRL:GG1.GP1 PtrFoRM SPECIFIC PRACTICES

Perform the specific practices of the Controls Management process area to develop work
products and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices CTRL:SG1.SP1 through CTRL:SG4.SP1 are performed to
achieve the goals of the controls management process.

CTRL:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Controls management is institutionalized as a managed process.

CTRL:GG2.GP1 EstaBLISH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the controls
management process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the controls management process.
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Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the controls management process may be exhibited by

. developing and publicizing higher-level managers’ objectives and charter for
establishing and managing the internal control system

- establishing a higher-level position, such as a chief compliance officer, to
provide direct oversight of the process and to interface with higher-level
managers

- sponsoring and providing oversight of process policies, procedures, standards,
and guidelines, including management directives and guidelines that serve as the
basis for selecting control objectives

- sponsoring and providing oversight over the organization’s internal control sys-
tem, remediation plans, and process plan

« regular reporting from organizational units to higher-level managers on process
activities and results

- making higher-level managers aware of applicable compliance obligations related
to the internal control system, and regularly reporting on the organization’s satis-
faction of these obligations to higher-level managers

« sponsoring and funding process activities

- aligning control objectives with identified resilience needs and objectives and
stakeholder needs and requirements

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

. creating dedicated higher-level management feedback loops on decisions
about the internal control system and recommendations for improving the
process

- providing inputs on identifying, assessing, and managing risks due to missing,
ineffective, inefficient, redundant, and conflicting controls

« conducting regular internal and external audits and related reporting to audit
committees on process effectiveness

- creating formal programs to measure the effectiveness and efficiency of process
activities, and reporting these measurements to higher-level managers
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2. Develop and publish organizational policy for the process.

Elaboration:

259

The controls management policy should address
- responsibility, authority, and ownership for performing process activities
. procedures, standards, and guidelines for

defining and selecting control objectives

prioritizing control objectives

evaluating and acquiring tools for monitoring the performance of controls
analyzing and assessing controls

identifying gaps in controls and approaches for addressing them
identifying redundant and conflicting controls

identifying risks associated with problems in the internal control system

. periodically assessing the internal control system
- methods for measuring adherence to policy, exceptions granted, and
policy violations

CTRL:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the controls management process.

Elaboration:

The plan for the controls management process should be directly influenced
by the management directives and guidelines and resilience requirements that
serve as the basis for defining control objectives.

The plan for the controls management process should not be confused with
remediation plans for changes to the internal control system that require broad
organizational planning and coordination as described in CTRL:SG4.SP1. The
plan for the controls management process details how the organization will per-

form controls management, including the development of remediation plans.

Subpractices

1. Define and document the plan for performing the process.

Define and document the process description.

2.
3. Review the plan with relevant stakeholders and get their agreement.
4.

Revise the plan as necessary.

CTRL:GG2.GP3 ProviDE RESOURCES

Provide adequate resources for performing the controls management process, developing
the work products, and providing the services of the process.
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Subpractices
1. Staff the process.

These are examples of staff required to perform the controls management process; such
people may include organizational unit managers, line of business managers, project
managers, and asset and service owners and custodians:

. staff responsible for

- developing the process plan and ensuring it is aligned with stakeholder
requirements and needs

- defining process standards, guidelines, and procedures

- implementing process standards, guidelines, and procedures, including
implementing automated means to collect, analyze, validate, and report on
the status and effectiveness of controls

- coordinating process activities across ordganizational units and lines of business

- analyzing and assessing controls

- addressing issues and problem areas in controls resulting from analysis and
assessment, including developing and executing remediation plans

- managing external entities that have contractual obligations for process
activities

owners of enterprise-level controls that affect the resilience of services and assets

service owners and asset owners and custodians responsible for implementing

controls

a compliance officer who assumes responsibility for all process activities as they

affect the organization’s ability to meet compliance obligations

owners and custodians of high-value services and assets that support the accomplish-

ment of operational resilience and process objectives

internal and external auditors responsible for reporting to appropriate committees on

the satisfaction of control objectives and process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Refer to the Financial Resource Management process area for information about
budgeting for, funding, and accounting for controls management.

3. Provide necessary tools, techniques, and methods to perform the process.
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Elaboration:

These are examples of tools, techniques, and methods to support the controls

management process:

- affinity analysis methods for categorizing control objectives and analyzing controls

- methods for prioritizing control objectives

- techniques and tools for developing and maintaining traceability between control
objectives and controls

- methods for conducting surveys and interviews

- methods and techniques for identifying and addressing gaps in controls as well as
conflicting and redundant controls

- methods, techniques, and tools for control analysis and assessment

- methods, techniques, and tools for coordinating process activities across
organizational units and lines of business

- methods, techniques, and tools for collecting, analyzing, validating, and managing
information about the internal control system

« monitoring, auditing, and other assessment techniques to identify problem areas

- methods and tools for managing changes to controls

CTRL:GG2.GPH4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the controls management process,
developing the work products, and providing the services of the process.

Elaboration:

As identified in specific practice CTRL:SG2.SP1, responsibility for enterprise-
level controls is typically assumed by organizational unit and line of business
managers or their designees; responsibility for service- and asset-level con-
trols is typically assumed by service and asset owners and custodians.

Refer to the Human Resource Management process area for more information about estab-
lishing resilience as a job responsibility, developing resilience performance goals and objec-
tives, and measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.

Elaboration:

From an enterprise perspective, the organization may assign responsibility to a
compliance group or a compliance process group led by a compliance officer to
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take responsibility for coordinating the overall controls management process as it
relates to the fulfillment of compliance obligations. This group may also formally
interface with higher-level managers for the purposes of reporting on the internal
control system and the satisfaction of process goals as part of the governance
process (refer to CIRL:GG2.GP1).

2. Assign responsibility and authority for performing the specific tasks of the
process.

Elaboration:

Responsibility and authority for performing controls management tasks can be

formalized by

- defining roles and responsibilities in the process plan

- including process tasks and responsibility for these tasks in specific job
descriptions

- identifying ownership of specific control objectives and controls in job
descriptions

- assigning staff to monitor and measure the internal control system

- developing policy requiring organizational unit managers, line of business
managers, project managers, and asset and service owners and custodians to
participate in and derive benefit from the process for assets and services under
their ownership or custodianship

- including process tasks in staff performance management goals and objectives
with requisite measurement of progress against these goals

- developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

- including process tasks in measuring performance of external entities against
contractual instruments

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

CTRL:GG2.GP5 TRrAIN PEOPLE

Train the people performing or supporting the controls management process as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about invento-
rying skill sets, establishing a skill set baseline, identifying required skill sets, and measuring
and addressing skill deficiencies.
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Subpractices

1. Identify process skill needs.

Elaboration:

These are examples of skills required in the controls management process:

- knowledge of the tools, techniques, and methods necessary to analyze, assess,
and manade the internal control system, including those necessary to perform
the process using the selected methods, techniques, and tools identified in
CTRL:GG2.GP3 subpractice 3

- knowledge unique to each control objective

- knowledge necessary to successfully remediate control gaps, problem areas,
redundancies, and conflicts

- knowledge necessary to work effectively with asset and service owners and
custodians

- oral and written communication skills to prepare reports on the effectiveness of
the internal control system and defend these reports if required

- knowledge necessary to elicit and prioritize stakeholder requirements
and needs and interpret them to develop effective control objectives
and controls

2. Identify process skill gaps based on available resources and their current skill
levels.

3. Identify training opportunities to address skill gaps.

Elaboration:

These are examples of training topics:

- affinity analysis techniques

. control analysis and assessment methods

- survey and interview techniques

. specific training on management directives and guidelines

- managing and controlling changes to controls

. supporting asset and service owners and custodians in understanding the process
and their roles and responsibilities with respect to its activities

- working with external entities that have responsibility for process activities

« using process methods, tools, and techniques, including those identified in
CTRL:GG2:GP3 subpractice 3

4. Provide training and review the training needs as necessary.
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CTRL:GG2.GP6 MANAGE WoRk PRobucT CONFIGURATIONS

Place designated work products of the controls management process under appropriate
levels of control.

Elaboration:

These are examples of controls management work products placed under control:
- management directives and guidelines

- control objectives and their priorities

- enterprise-, service-, and asset-level controls

- traceability matrix of control objectives and controls, including responsible staff
- analysis and assessment results, including control gaps

- updates to existing controls

« proposed new controls

« redundant and conflicting controls

- risks related to unsatisfied control objectives

- risks related to redundant and conflicting controls

- remediation plans

. updates to service continuity plans

« process plan

. policies and procedures

« contracts with external entities

CTRL:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the controls management process as
planned.

Subpractices

1. Identify process stakeholders and their appropriate involvement.

Elaboration:

Stakeholders of the controls management process include those that are responsible
for control objectives and controls, oversee the controls management process,
and are involved in any aspect of ensuring the effectiveness of the internal control
system and managing risks resulting from unresolved problems.

Stakeholders of the compliance process are also stakeholders of the controls
management process for controls that directly support compliance process activities
and the fulfillment of compliance obligations.
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These are examples of stakeholders of the controls management process:

- stakeholders of the compliance process for compliance obligations that are satis-
fied by controls

- organizational unit and line of business managers responsible for high-value
assets and the services they support

+ service owners

. asset owners and custodians

- staff responsible for developing, implementing, and managing an internal control
system for assets and services

« higher-level managers responsible for the organization’s governance and over-
sight processes for the internal control system

- staff responsible for participating in decisions to not resolve control problem
areas, including gaps in controls and ineffective, inefficient, missing, redundant,
and conflicting controls

- external entities responsible for managing high-value services and assets and the
controls associated with them

. staff involved in self-assessment

- internal and external auditors

Stakeholders are involved in various tasks in the controls management process,
such as

- planning for the process

- making decisions about the process

« making commitments to the process plan and activities

« communicating the process plan and activities

. coordinating process activities

- satisfying compliance obligations that rely on controls

- reviewing and appraising the effectiveness of process activities
- establishing requirements for the process

- resolving issues and risks identified in the process

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.

CTRL:GG2.GP8 Monitor AND CONTROL THE PROCESS

Monitor and control the controls management process against the plan for performing the
process and take appropriate corrective action.

Refer to the Monitoring process area for more information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.
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Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.

Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective actions.
Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for
performing the process.

These are examples of metrics for the controls management process:

- number of controls and number of controls by category

- percentage of control objectives that are fully satisfied by existing controls

- percentage of controls that span multiple control objectives

. percentage of controls that require updates; percentage of control objectives that are
affected by updated controls

- percentage of proposed new controls; percentage of control objectives that are
affected by proposed new controls

- percentage of redundant controls; percentage of control objectives that are affected
by redundant controls

- percentage of conflicting controls; percentage of control objectives that are affected
by conflicting controls

. time and resources expended to conduct an analysis of controls (establish the
baseline)

- time and resources expended to conduct an assessment of controls (periodic)

- number of problem areas resulting from the assessment of controls

« number of problem areas escalated to higher-level managers for review

. percentage of control objectives requiring remediation plans

- percentage of controls that have been fully automated

« timeliness of resolving control gaps (implementation of control updates and pro-
posed new controls; resolution of redundant and conflicting controls)

« reduction in number of controls

- number of process risks referred to the risk management process; number of risks
where corrective action is still pending (by risk rank)

- level of adherence to process policies; number of policy violations; number of policy
exceptions requested and number approved

« number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process
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3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

Reviews of the controls management process may result from periodic
assessment or post-event audits that seek to identify problems that must

be corrected. Elevating the results of these assessments and audits to
managers provides an opportunity to correct controls management process
deficiencies and to make managers aware of variations in the process that not
only have localized impact but may also affect the organization’s resilience

as a whole.

Periodic reviews of the controls management process are needed to ensure that

- control objectives are satisfied and continue to be satisfied across time and in the
face of changing business and risk conditions

. control problem areas have been identified and remediated

- risks related to control problem areas have been identified, properly referred, and
addressed

« actions requiring management involvement are elevated in a timely manner

- the performance of process activities is being monitored and regularly
reported

- key measures are within acceptable ranges as demonstrated in governance dash-
boards or scorecards and financial reports

« actions requiring management involvement are elevated in a timely manner

- actions resulting from internal and external audits are being closed in a timely
manner

4. Identify and evaluate the effects of significant deviations from the plan for
performing the process.

5. Identify problems in the plan for performing and executing the process.

6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan
for performing the process.

7. Track corrective action to closure.

CTRL:GG2.GP9 OsecTiVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the controls management process against its process
description, standards, and procedures, and address non-compliance.
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Elaboration:

These are examples of activities to be reviewed:

- establishing management directives and guidelines that serve as the basis for
defining control objectives

- identifying and documenting control objectives

- satisfying control objectives

- identifying problem areas in controls (gaps, updates, need for new controls,
remediation of redundant and conflicting controls)

- identifying risks and remediation plans arising from problem areas in controls

- the alignment of stakeholder requirements with the process plan

- assignment of responsibility, accountability, and authority for process activities

. determination of the adequacy of process reports and reviews in informing deci-
sion makers regarding the performance of operational resilience management
activities and the need to take corrective action, if any

- use of process work products for improving strategies for protecting and sustain-
ing assets and services

These are examples of work products to be reviewed:

- management directives and guidelines

- control objectives and their priorities

« assessment results

- risks resulting from problem areas in controls that have been referred to the risk
management process

- remediation plans

- process plan and policies

. process methods, techniques, and tools

- metrics for the process (Refer to CTRL:GG2.GP8 subpractice 2.)

- contracts with external entities

CTRL:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the controls management process with higher-
level managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.

CTRL:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Controls management is institutionalized as a defined process.
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CTRL:GG3.GP1 EstaBLISH A DEFINED PROCESS

Establish and maintain the description of a defined controls management process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process ared.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the controls management process and best meet the needs of the organizational
unit or line of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

CTRL:GG3.GP2 CoLLECT IMPROVEMENT INFORMATION

Collect controls management work products, measures, measurement results, and improve-
ment information derived from planning and performing the process to support future use
and improvement of the organization’s processes and process assets.

Elaboration:

These are examples of improvement work products and information:

- metrics and measurements of the viability of the process (Refer to CTRL:GG2.GP8
subpractice 2.)

« changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect process results

. lessons learned from control analyses and assessments

« lessons learned from satisfying control objectives

. lessons learned in post-event review of continuity exercises, incidents, and dis-
ruptions in continuity

« lessons learned that can be applied to improve operational resilience manage-
ment performance and controls, such as remediation plans and risks resulting
from control problem areas

. resilience requirements that are not being satisfied or are being exceeded
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Establishing the measurement repository and process asset library is addressed in the
Organizational Process Definition process area. Updating the measurement repository and
process asset library as part of process improvement and deployment is addressed in the
Organizational Process Focus process area.

Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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ENVIRONMENTAL CONTROL
Operations

s

Purpose

The purpose of Environmental Control is to establish and manage an appropriate
level of physical, environmental, and geographical controls to support the
resilient operations of services in organizational facilities.

Introductory Notes

Facilities are a subset of the physical plant assets of the organization that are
relied upon to execute a service. They are hubs of activity where many of the
organization’s services intersect, such as office buildings and warehouses. Facili-
ties can be owned by the organization but just as often are leased from an external
provider, and they may even encompass workers’ homes and other locations
where high-value services are physically executed.

People, information, and technology assets “live” within a physical facility—
they provide the physical space for the actions of people (people work in offices),
the use and storage of information (such as in file rooms and on servers), and the
operation of technology components (such as in data centers and server farms).
Because of its nature as an activity hub, when a facility is disrupted, there is often
a widespread cascading effect on the operability of these other assets, impacting
mission assurance of associated services and possibly translating to a failure to
achieve organizational goals and objectives.

As a complicating factor, organizations frequently execute their services in
facilities that they do not own or control. These arrangements sometimes also
mean that the organization’s assets are co-located with the assets of other organi-
zations. This presents challenges not only for facilities management but for
ensuring the operational resilience of services that depend on these facilities to
meet their missions.

The Environmental Control process area addresses the importance of facilities
in the operational resilience of services as well as the unique issues that facility
assets inherit because of their geographical location and the environment in
which they operate. In this process area, facility assets are prioritized according
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to their value in supporting high-value organizational services. Physical, technical,
and administrative controls that sustain the operational viability of facility assets
are selected, implemented, and managed, and the effectiveness of these controls
is monitored. In addition, facility risks are identified and mitigated in an attempt
to prevent disruption where possible. Because a facility is intricately tied to the
geographical location in which it operates, the unique dependencies of the facility
on its adjacent environment are identified and actively managed.

Related Process Areas

The establishment and management of resilience requirements for facility assets are performed
in the Resilience Requirements Development and Resilience Requirements Management
process areas.

The identification, definition, and management of facility assets are addressed in the Asset
Definition and Management process area.

The risk management cycle for facility assets is addressed in the Risk Management process area.

The management of the internal control system that ensures the protection of facility assets is
addressed in the Controls Management process ared.

The selection, implementation, and management of access controls for facility assets are
performed in the Access Management process ared.

The development of service continuity plans for facilities is performed in the Service Continuity
process ared.

The establishment and management of relationships with external entities to ensure the
resilience of services that are executed in facilities they own and operate are addressed in the
External Dependencies Management process ared.

Summary of Specific Goals and Practices
EC:SG1 Establish and Prioritize Facility Assets
EC:SGL1.SP1 Prioritize Facility Assets
EC:SG1.SP2 Establish Resilience-Focused Facility Assets
EC:SG2 Protect Facility Assets
EC:SG2.SP1 Assign Resilience Requirements to Facility Assets
EC:SG2.SP2 Establish and Implement Controls
EC:SG3 Manage Facility Asset Risk
EC:SG3.SP1 Identify and Assess Facility Asset Risk
EC:SG3.SP2 Mitigate Facility Risks
EC:SG4 Control Operational Environment
EC:SG4.SP1 Perform Facility Sustainability Planning
EC:SG#.SP2 Maintain Environmental Conditions
EC:SG4.SP3 Manage Dependencies on Public Services
EC:SG4.SP4 Manage Dependencies on Public Infrastructure
EC:SG4.SP5 Plan for Facility Retirement
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Specific Practices by Goal

EC:SG1 EsTABLISH AND PRIORITIZE FACILITY ASSETS

Facility assets are prioritized to ensure resilience of high-value services that they support.

In this goal, the organization establishes the subset of facility assets (from its
facility asset inventory) on which it must focus operational resilience activities
because of their importance to the sustained operation of essential services.

In many cases, all facility assets may be considered of high value to the
organization. However, from a risk and resilience perspective, these assets must
be prioritized. Prioritization establishes the facility assets that are of most value
to the organization (based on their support for high-value services) and for
which protective controls and sustainability measures are required. Failure to pri-
oritize facility assets may lead to inadequate operational resilience of high-value
assets and excessive levels of operational resilience for non-high-value assets.

EC:SG1.SP1 PrioRiTIZE FACILITY ASSETS

Facility assets are prioritized relative to their importance in supporting the delivery of
high-value services.

The prioritization of facility assets must be performed in order to ensure that the
organization properly directs its operational resilience resources to the assets that
most directly contribute to the services supporting the organization’s mission.
These assets require the organization’s direct attention because their interruption
or disruption has the potential to cause significant organizational consequences.

Facility asset prioritization is performed relative to related services—that is,
facility assets associated with high-value services are those that must be most
highly prioritized for operational resilience activities. However, the organiza-
tion can use other criteria to establish high-priority facility assets, such as the
following:

* the use of the facility asset in the general management and control of the organiza-
tion (corporate headquarters, primary data centers, etc.)

« facility assets that are important to supporting more than one service

¢ the value of the asset in directly supporting the organization’s achievement of crit-
ical success factors and strategic objectives

* the organization’s tolerance for “pain”—the degree to which it can suffer a loss or
destruction of the facility asset and continue to meet its mission

Typically, the organization selects a subset of facility assets from its asset
inventory; however, it is feasible that the organization may compile a list of

Wow! eBook <WoweBook.Com>



274

PART THREE CERT-RMM PROCESS AREAS

high-value facility assets based on risk or other factors. However, failure to
select assets from the organization’s asset inventory poses additional risk that
some high-value facility assets may never have been inventoried. (The identification,
definition, management, and control of organizational assets are addressed in the
Asset Definition and Management process area.)

Typical work products

1.

List of high-value facility assets

Subpractices

1.

Compile a list of high-value facility assets from the organization’s asset inventory.
Facilities assets that are essential to the successful operation of organizational
services should be included on the list of facility assets. (An inventory of high-
value facilities is established in practice ADM:SG1.SP1 in the Asset Definition and
Management process area.) This list may suffice for this subpractice or may be
expanded if necessary.

These are examples of high-value facilities:

office buildings (such as the headquarters building or a branch office)
manufacturing facilities (such as manufacturing plants)

data centers and other processing centers (such as call centers, payment processing
locations)

physical plants (such as telecommunications hubs)

other physical structures where significant people, information, or technology assets
exist (such as off-site data storage centers and SCADA operation centers)

3.

. Prioritize facility assets.

The prioritization of facility assets is necessary so that the organization can ensure
it focuses protection and sustainability activities on facilities that have the most
potential for impacting the organization if they are disrupted or destroyed.

Unlike other organizational assets, facilities tend to be “hubs” of services; that is,
many services tend to be performed in or supported by a single facility. An example
of this would be a data center where many application systems (and their associ-
ated hardware, software, and network components) support a number of organiza-
tional services. Because the loss of a facility can have widespread cascading effects
on a number of services, the organization should consider this strongly when
prioritizing facility assets. One means for supporting this criterion is to review the
mapping between services and facility assets. (The association of services to facility
assets is performed in practice ADM:SG2.SP1 in the Asset Definition and Management
process area.) This information may also be gathered as the result of a business
impact analysis activity at the organizational unit level.

Periodically validate and update the list of high-value facility assets based on
operational and organizational environment changes.
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EC:SG1.SP2 EstaBLISH RESILIENCE-FOCUSED FACILITY ASSETS

Facility assets that specifically support the organization’s service continuity plans are
identified and established.

Some facility assets are specifically designated to support the organization’s ability
to execute service continuity plans. They provide physical locations where peo-
ple can work temporarily, information can be stored and retrieved when needed,
and technology components such as systems, hardware, and software can be
operated. In many cases, resilience-focused assets may be owned by the organiza-
tion (i.e., the organization may have a secondary data center) or may be con-
tracted for and provided by an external provider (such as the use of a shared data
center to recover systems and networks).

A resilience-focused asset may also serve as a primary facility that has been
designated as a recovery site during an incident. For example, an organization
may have two geographically dispersed data centers where day-to-day processing
occurs; however, when an incident affects one of the data centers, the other is
capable of being used to support operations of the other for a specified time
period. When this occurs, primary facilities also are designated as resilience facilities,
increasing the need for protection and sustainability.

Typical work products

1. List of resilience-focused facility assets

Subpractices

1. Compile a list of resilience-focused facility assets from the organization’s asset
inventory.
These facility assets should include those that would be required for the successful
execution of service continuity plans and service restoration plans.
2. Periodically reconcile the list of resilience-focused facilities to the organization’s
service continuity plans and resilience-focused strategies.

EC:SG2 PROTECT FACILITY ASSETS

Administrative, technical, and physical controls for facility assets are identified, implemented,
monitored, and managed.

Facility assets are one of the most tangible and visible assets of the organization.
They provide a physical presence to the organization and are the intersection
point for people, processes, and technologies that fuel organizational services.
Thus, the availability of facilities is important to the viability of organizational
services—an organization has only to close an office building for one day to realize
that many job functions go unperformed during such a disruption, no matter the
cause.
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Facility assets present unique challenges for managing operational resilience.
Facility assets are often leased from external business partners, and therefore the
organization may not have direct control or influence over their protection or
sustainability. Facility assets also often take non-traditional forms. For example,
in a distributed workforce employees may work at home, whereby their home
location becomes an extension of the organization’s physical plant.

Facility assets are also uniquely connected to their immediate environment in
that their operational resilience is often dependent on the resilience of public
services (police, fire, ambulance, and first responders) and infrastructure (elec-
tricity, gas, water, telecommunications). Because organizations have very little if
any control over the immediate environment, managing operational resilience for
facilities may require extensive considerations of redundancy, co-location, geo-
graphical dispersion, etc.

Protecting facility assets from vulnerabilities, threats, and risks requires that
the organization develop appropriate resilience requirements for these assets and
follow through with the development, implementation, and management of an
appropriate level of administrative, technical, and physical controls to manage
the conditions that could cause disruption of these assets. The organization
selects and designs controls based on the facility asset’s resilience requirements
and the conditions that require availability of the facilities. The effectiveness of
these controls is monitored on a regular basis to ensure that they meet the facility
asset’s resilience requirements.

The establishment and management of relationships with external entities to ensure
the resilience of services that are executed in facilities they own and operate are
addressed in the External Dependencies Management process ared.

EC:SG2.SP1 AssiGN RESILIENCE REQUIREMENTS TO FACILITY ASSETS

Resilience requirements that have been defined are assigned to facility assets.

Resilience requirements form the basis for the actions that the organization takes
to protect and sustain facility assets. These requirements are established com-
mensurate with the value of an asset to services that it supports. The resilience
requirements for facility assets must be assigned to the assets so that the appro-
priate type and level of protective controls can be designed, implemented, and
monitored to meet the requirements.

Resilience requirements for facility assets are developed in the Resilience
Requirements Development process area. However, facility asset resilience
requirements may not be formally defined or they may be assumed to be the
responsibility of the facility asset owner (if the organization is not the owner).
The assignment of these requirements is necessary as a foundational step for controls
management.
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Typical work products

1. Facility asset resilience requirements

Subpractices

1. Assign resilience requirements to facility assets.
Resilience requirements for a facility asset are likely to be concentrated on the
availability of the facility. The requirements must take into consideration the
shared use of the facility both within the organization (as more than one service is
likely to be performed in the facility) as well as outside of the organization (as a
leased facility may be shared with other organizations that have differing resilience
requirements).

2. Document the requirements (if they are currently not documented) and include
them in the asset definition.

EC:SG2.SP2 EstABLISH AND IMPLEMENT CONTROLS

Administrative, technical, and physical controls that are required to meet the established
resilience requirements are identified and implemented.

The organization must implement an internal control system that protects the
continued operation of facility assets commensurate with their role in supporting
organizational services. Controls are the methods, policies, and procedures that
the organization uses to provide an acceptable level of protection over high-value
assets such as facilities. They typically fall into three categories: administrative
(or managerial), technical, and physical, the latter of which is most typically
associated with facilities.

* Administrative controls (often called “management” controls) ensure alignment
to management’s intentions and include such work products as governance,
policy, training and awareness, pre-employment screening, and the development
and implementation of service continuity plans. Administrative controls for facilities
include policies on who can enter facilities, when, and under what conditions or
criteria.

* Technical controls are the technical manifestation of protection methods for facility
assets. Most prominently, they include access controls such as card-controlled
entry gates and appropriate lighting or fencing, but they can also include such
hardware artifacts as encryption.

* Physical controls manage the physical access to facility assets. These controls
typically include artifacts such as picture IDs, locks on file room doors, and other
physical barrier methods. By far, physical controls are the most pervasive type of
protective controls applied to facilities and are often associated with security
activities.
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Operational resilience for facilities involves a thorough consideration of several
types of controls. These include not only access controls but controls that
address the viability and operability of a facility in its geographical location and
immediate environment. Because facilities lack sufficient portability (in contrast
with information assets and some technology assets), controls that prevent a
facility from being impacted by vulnerabilities and threats in its immediate envi-
ronment must be considered and implemented.

Typical work products

1. Facility asset administrative controls
2. Facility asset technical controls

3. Facility asset physical controls
4

. List of required controls over the design, leasing, co-location, or construction of
facility assets

Subpractices

1. Establish and implement administrative controls for facility assets.

Administrative controls for protecting facility assets include

« policies and standards for providing access to facilities

- standards for facility site selection, construction, and management (addressing issues
of co-location, geographical dispersion, proximity, etc.)

- availability of adequate utility and communications providers

« relevant health and safety regulations and standards

« hiring procedures, particularly where they apply to physical security staff such as
security guards

« evacuation procedures

- fire suppression and handling procedures

. procedures for handling events such as hardware failure, bomb threats, and loss of
electrical power, water, or other utilities

- resilience training and awareness

+ logging, monitoring, and auditing controls to detect and report unauthorized access
and use of facilities (See the Monitoring process area.)

- development, testing, and implementation of service continuity plans, including facility
asset substitution or restoration (See the Service Continuity process area.)

2. Establish and implement technical controls for facility assets.

Technical controls include such controls as

. access controls, such as
- electronic key pads, card readers, and other electronic authenticators
- “mantraps”
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- biometric authenticators
- access logging and monitoring systems

- application systems for managing and controlling physical access

- environmental monitoring and control systems (particularly for data centers)

. inventory tracking and monitoring (via RFID or other technology)

- systems for monitoring viability of public services such as electricity, gas, water, and
telecommunications

. direct connection alarm systems that report to public authorities

3. Establish and implement physical controls for facility assets.

Physical controls for protecting facility assets include such controls as

- physical barrier controls around a facility, including barriers and gates

« physical security buffers

. external doors suitably protected with control mechanisms such as bars, alarms, and
locks

. staffed reception areas or other means to control physical access

« clean desk and clean screen policies

- physical access controls on file rooms and work areas

- intruder detection systems to cover all doors, windows, unoccupied areas, etc.,
including motion detectors and visual monitoring and recording

. facility controls that notify staff when non-employees are on the premises

4. Establish and specify controls over the design, construction, or leasing of facility
assets.
A specific subset of controls should be considered during the design, construction,
or leasing of facility assets. These controls are typically technical or physical in
nature and are focused on sustaining the operability and viability of facilities, thus
contributing to a facility’s operational resilience.

When designing, constructing, or acquiring a facility, the following controls should

be considered:

- secured facility site—buildings should be unobtrusive and give minimum indication
of their purpose, with no obvious signage

. geographical location—proximity to climatic, geological, and hydrological events

- environmental conditions—dust, vibration, noise, electrical supply interference,
communications interference, electromagnetic radiation

- availability of support utilities—water, sewage, electricity, heating/ventilation, air
conditioning

« business factors—educated and skilled workforce, tax incentives, insurance costs

« walls—fire rating, load, floor-to-ceiling barrier, reinforcement for use in secured areas

. partitions—considerations similar to those for walls, plus the requirement of
extension above dropped ceilings and below raised floors
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. doors—fire rating, directional opening, resistance to being forced open, intrusion
detection alarms, type of locks

. windows—characteristics of window material, intrusion detection mechanism,
placement of windows

. ceiling—fire rating, load, waterproof (especially in shared tenant facilities), drop ceiling

. floor—fire rating, load, raised floor, electrical grounding, non-conductive material

« heating, ventilation, air conditioning (HVAC) —power source, protected intake vents
to prevent tampering, emergency power off, air pressure, specialized chilling and
cooling for technical equipment

« power supplies—backup or redundant power supply, clean power supply, circuit
breakers, access to power distribution panels, emergency power off

« liquid and gas lines—accessible shutoff valve, positive flow, leakage sensor, placement
of liquid and gas lines

. fire detection and suppression—fire or smoke detector and alarm, gas discharge
system, placement of detectors and sprinkler heads

- emergency lighting—essential power supply and battery for emergency lighting

- moisture—water or liquid detection and alarm

. cables and cableways—routing, protection from fire, moisture, and unauthorized
access

5. Monitor the effectiveness of administrative, technical, and physical controls, and
identify deficiencies that must be resolved.

EC:SG3 MANAGE FAciLITY ASSET RiIsk

Operational and environmental risks to facility assets are identified and managed.

The management of risk for facility assets is the specific application of risk man-
agement tools, techniques, and methods to the facility assets whether or not they
are owned by the organization. Facility assets are more prone to certain types of
operational risk, particularly external conditions such as failures of public infra-
structure and natural disasters. In addition, because facility assets are often not in
the direct control of the organization (because they are leased or shared), the
organization may be exposed to additional risks that would generally be
detectable and controllable if the organization owned and maintained them. As
hubs of activities and services, facility assets are subject to risks that can result in
widespread and cascading consequences to the organization.

EC:SG3.SP1 IDENTIFY AND ASSESS FACILITY ASSET RISk

Risks to facility assets are periodically identified and assessed.

Operational risks that can affect facility assets must be identified and mitigated in
order to actively manage the resilience of these assets and, more important, the
resilience of services to which these assets are associated. Special attention
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should be given to operational risks such as natural disasters and environmental
conditions to which facilities are typically prone.

The identification of facility asset risks forms a baseline from which a contin-
uous risk management process can be established and managed.

The subpractices included in this practice are generically addressed in goals RISK:SG3 and
RISK:SG#4 in the Risk Management process ared.

Typical work products

1. Facility asset risk statements, with impact valuation
2. List of facility asset risks, with categorization and prioritization

Subpractices

1. Determine the scope of risk assessment for facility assets.
Determining which facility assets to include in regular risk management activities
depends on many factors, including the value of the asset to the organization, its
resilience requirements, and the ownership and control of the facility.
2. Identify risks to facility assets.
Identification of risk for facilities requires an examination of the types of threats,
vulnerabilities, events, or incidents to which the facility may be subjected. The
types of events or incidents that could occur at a given facility may be based on the
history of previous events at that site or a similar site, events that may be common
to the type of service, or natural disasters particular to certain geography. Opera-
tional risks should be identified in this context so that mitigation actions are more
focused and directed. Types of facility asset threats, vulnerabilities, events, and
incidents to consider may include
* non-criminal events such as human-made and natural disasters
e crime-related events such as theft, trespassing, and sabotage
* the demographic/social/political climate in which the facility is located
 geographical proximity to other high-value organizational facilities
* people, including those who might have detailed knowledge about the facility asset
Analyze risks to facility assets.
Categorize and prioritize risks to facility assets.

Assign a risk disposition to each facility asset risk.

AN

Monitor the risk and the risk strategy on a regular basis to ensure that the risk
does not pose additional threat to the organization.

7. Develop a strategy for the risks that the organization decides to mitigate.

EC:SG3.SP2 MITIGATE FACILITY RISKS

Risk mitigation strategies for facility assets are developed and implemented.

The mitigation of facility asset risk involves the development of strategies that seek
to minimize the risk to an acceptable level. This includes reducing the likelihood
of risks to facility assets, minimizing exposure to these risks, developing service
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continuity plans to keep the asset viable during times of disruption or to provide a
suitable substitute facility, and developing recovery and restoration plans to address
the consequences of realized risk. In the case of facility assets, restoration may be a
more extensive consideration—for example, restoration may mean that a new facility
must be constructed or acquired, therefore recovery operations in a temporary or
leased facility may be needed for a longer period of time. This temporary arrange-
ment can also bring additional risk to the organization that must be addressed until
restoration has been accomplished.

Risk mitigation for facility assets requires the development and implementation
of risk mitigation plans (which may include the development of new or revision of
existing facility asset controls) and the monitoring of these plans for effectiveness.
The subpractices included in this practice are generically addressed in goal RISK:SG5 in the
Risk Management process area.

Typical work products

1. Facility asset risk mitigation plans
2. List of those responsible for addressing and tracking risks
3. Status on facility asset risk mitigation plans

Subpractices

1. Develop and implement risk mitigation strategies for all risks that have a
“mitigation” or “control” disposition.

2. Validate the risk mitigation plans by comparing them to existing protection and
sustainability strategies.

3. Identify the person or group responsible for each risk mitigation plan and ensure
that they have the authority to act and the proper level of skills and training to
implement and monitor the plan.

4. Address residual risk.

Service continuity plans that involve the use of temporary or leased facilities while
restoration can be completed for a facility may result in residual risk. This risk
should be characterized and addressed in the risk management cycle if necessary.

5. Implement the risk mitigation plans and provide a method to monitor the effec-
tiveness of these plans.

6. Monitor risk status.

7. Collect performance measures on the risk management process.

EC:SG4 CONTROL OPERATIONAL ENVIRONMENT

The operational environment of the facility is controlled to ensure its availability.

The availability of a facility—the most important challenge for the operational
resilience of facilities—is dependent on several factors. First, the facility must
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provide access to people (both inside and outside of the organization) who need
to use it to perform their job responsibilities and prevent access from those who
do not have a legitimate need. Second, the facility must be operationally
viable—it must be structurally sound, fit for purpose, and connected to vital
services such as electricity, water, and telecommunications. Finally, availability
of a facility is tied to its geographical location. Any event that affects the sur-
rounding environment of the facility can impede access (and egress to some
extent).

Certain operational risks, such as the following, can significantly affect the
availability of a facility in supporting high-value services:

* Electronic or physical access systems can be compromised, allowing unauthorized
access that may affect the availability of the facility (particularly if it is destroyed
in some way) or preventing access by authorized individuals.

* Geographical events specific to the facility can occur, including hurricanes,
tornadoes, winter storms, and other natural events.

* Sociopolitical events can prevent people and business partners from accessing the
facility because of dangerous conditions or because of perceived danger (such as
when a bomb threat is issued).

* The systems and the structures of the facility can fail, thereby rendering the facil-
ity unusable for a period of time.

¢ The public infrastructure that the facility depends upon can fail, thereby causing
the facility to be unusable for a period of time.

* Business partners (who own or manage facilities that the organization leases or
shares with other organizations) may fail to ensure the availability of their facili-
ties, thereby posing cascading risks to the organization.

Unfortunately, facilities cannot be easily duplicated or replicated, so ensuring
their availability (or more important, preserving their ability to support high-
value services) is problematic. In addition, because facilities are high-cost assets,
strategies for ensuring their availability are often more difficult and costly than
those that are focused on information assets, technology, and in some cases,
people.

To effectively control the operational environment for facilities, the organiza-
tion must perform several activities. Foremost, the organization must plan for
facility sustainability to ensure the continued operation of the facility (or the
ability to replicate and sustain the continued operation of the facility). In addi-
tion, the organization must address the environmental conditions of the facility
(to ensure that it remains viable) and consider the challenges presented by the
facility’s geographical environment, including its access to public and private
services and infrastructure.
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EC:SG4.SP1 PtRFORM FACILITY SUSTAINABILITY PLANNING

The availability of high-value facilities is ensured through sustainability planning.

Because facilities operate as hubs for services, planning for the continued opera-
tion of a facility—or in many cases, the replication of functionality at a redundant
or backup facility—is a critical activity in ensuring operational resilience.

An organization has several options when performing sustainability planning
for facilities. The most costly option is to construct or acquire a redundant facility
that would back up an existing facility in a seamless way if disrupted. This is not
always a valid option because of cost and co-location, proximity, and geographi-
cal dispersion issues. Less costly options may involve the alternate use of other
organization-owned facilities (if possible) or the use of shared space (either
leased space or shared services). Options that include the use of externally
owned facilities bring additional risks that must be considered. Finally, instead of
full facility redundancy, the organization may consider only those elements that
must be made redundant (such as providing an organization-controlled source of
power or telecommunications) that would render a facility usable for an acceptable
specific period of time.

Facility sustainability planning is typically performed as part of developing
service continuity plans for services or may be instantiated in continuity plans
specifically focused on high-value facilities regardless of their use. The actions
that the organization needs to take to ensure that services can be executed when
facilities are disrupted are included in service continuity plans. In addition to
providing facility redundancy and backup, additional issues such as “return to
work” considerations may be addressed and included in facility continuity plans.
The development and management of service continuity plans are addressed in the Service
Continuity process area. This practice may not be able to be completed unless considerations
of the practices in the Service Continuity process area have been made.

Considerations for “return to work” issues are addressed in the People Management process ared.

Typical work products

1. Results of business impact analysis
2. Service continuity plans (specifically addressing facility sustainability)

Subpractices

1. Perform business impact analysis.
Business impact analysis can help the organization to identify high-value facilities
for which service continuity plans must be developed and implemented. This
analysis may concentrate on reviewing the business impact of loss of services due
to the loss of a facility or specifically focus on the facility itself and its associated
services and the impact of their loss on the organization.
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2. Develop service continuity plans that address facility availability.
Depending on the organization’s focus, service continuity plans can be specifically
developed for high-value facilities (which would affect associated services) or may be
developed from a services viewpoint (which addresses facilities as an associated asset).

EC:SG4.SP2 MAINTAIN ENVIRONMENTAL CONDITIONS

Environmental conditions of facility assets are maintained.

The environmental condition of a facility is important for keeping it viable and
operational. Failure to monitor and correct conditions may affect the availability
of the facility to support the services that are convergent there. These are exam-
ples of systems that can affect environmental conditions:

e HVAC systems must be fully operational to ensure the comfort of workers as well
as to keep technical equipment from overheating and failing.

* Fire suppression systems must be active to prevent fire damage and to ensure staff
safety.

* Dust and air control systems must provide purified air required for production
processes, particularly if “clean room” conditions are necessary.

* Power conditioning systems must condition power to ensure consistent delivery
and the avoidance of “spikes.”

e Security systems must be able to monitor the facility and provide authenticated
access to authorized staff.

* Water systems must provide potable water for drinking purposes and other water
for supporting production processes (such as for chillers for equipment and for air
conditioning).

Maintaining environmental conditions includes the performance of regular
maintenance activities. The criteria used to establish guidelines for maintenance
are relative to the value of the related services supported by the assets that are
located in the facility. The organization may use other criteria to establish guide-
lines for maintenance, such as

* corrective maintenance (i.e., correcting and repairing problems that degrade the
operational capability of the facility services)

e preventive maintenance (i.e., preventing potential facility problems from occur-
ring through preplanned activities)

* adaptive maintenance (i.e., adapting the facility to a different operating
environment)

o perfective maintenance (i.e., developing or acquiring an additional or improved
operational capability of the facility)
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Typical work products

List of facility control equipment

Equipment service intervals and specifications

List of maintenance staff authorized to carry out repairs and service
Documented maintenance records

Maintenance change requests

A O i e

Updated service continuity plans

Subpractices

1. Identify control systems that require regular maintenance in support of
sustainability.

2. Document equipment suppliers’ recommended service intervals and
specifications.

3. Document a list of maintenance staff authorized to carry out repairs and service.
Maintenance staff should be subject to the organization’s standards for authorizing
and providing access. (The management of access controls is addressed in the Access
Management process ared.)

4. Document all suspected or actual faults and all preventive, corrective, and other
types of maintenance.
Maintenance records should be retained for all facility control equipment and
stored appropriately with access only to authorized individuals. Risks related to
control systems and their maintenance may need additional analysis and
resolution.

These activities may result in additions or revisions to existing service continuity
plans or may require separate plans to be developed. Actions that are required for
service continuity planning should be identified and executed as part of this
activity.
5. Implement maintenance and test maintenance changes in a non-operational
environment when appropriate.

6. Establish appropriate controls over sensitive or confidential information when
maintenance is performed.
Maintenance activities can result in often-undetected vulnerabilities to information
assets. All controls over information assets should be reaffirmed before mainte-
nance is performed, and information access and modification logs should be
checked after maintenance is performed.

Appropriate controls over information assets are addressed in the Knowledge and
Information Management process ared.

7. Communicate maintenance changes to appropriate entities.

8. Implement maintenance according to change request procedures.

9. Document and communicate results of maintenance.
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EC:SG4.SP3 MANAGE DEPENDENCIES ON PUBLIC SERVICES

Dependencies on public services for facility assets are identified and managed.

Because they are geographically static, facilities rely on public services that are in
operation in the immediate environment in which the facilities exist. These pub-
lic services may be vital to a facility’s continued operation during a disruption
and, by default, to the services that are performed in the facility. Thus, a thorough
consideration of these services must be given for service continuity planning and
incorporated into requisite service continuity plans.

Public services generally include services that are specific to the geographical
region of the facility and are financed by public funds. (In some cases, depending
on the organization and its size, these services may have been privatized and
therefore may be financed by and under the direct control of the organization.)
Public services include

* fire response and rescue services
¢ local and, in some cases, federal law enforcement (police, National Guard, FBI, etc.)
* emergency management services, including paramedics and first responders

e other services, such as animal control

Identifying and managing dependencies on public services may be performed
as part of the organization’s service continuity planning process or in the devel-
opment of specific service continuity plans. (The development and management of
service continuity plans are addressed in the Service Continuity process area.)

Typical work products

1. Results of business impact analysis (documenting public service dependencies
for facilities)

2. List of public service providers on which facilities are dependent

3. Key contacts list

4. Updated service continuity plans

Subpractices

1. Identify and document public services on which facilities rely.
Typically, this activity results from business impact analysis. However, it can be
included as part of service continuity planning or facility asset definition, depend-
ing on the organization. A resulting list of public services for each facility should
be documented and made available for inclusion in service continuity plans as
appropriate.

2. Develop a key contacts list for organizational services that can be included as part

of service continuity plans.
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EC:SG4.SP4 MANAGE DEPENDENCIES ON PUBLIC INFRASTRUCTURE

Dependencies on public infrastructure for facility assets are identified and managed.

Facility assets are a primary point where an organization intersects physically with
its geographical environment. Facilities are vitally dependent on public infrastruc-
ture and services to operate and to remain viable. These services include

* telecommunications and telephone services

* electricity, natural gas, and other energy sources

» water and sewer services

* trash collection and disposal, and other support services

These dependencies must be carefully evaluated for several reasons. First, the
organization must be prepared to address the loss of these services, which can
affect organizational services that are supported by a facility. Second, the organi-
zation may need to consider the resilience of public services when developing
service continuity plans for a facility—the inability to retain telecommunications,
power, or water services may adversely impact the organization’s ability to execute
the facility’s service continuity plan. Consideration of these public services may
also cause the organization to make decisions about capital improvements (such
as implementing backup power systems) that would be necessary to ensure a
minimal level of operational resilience for the facility.

Typical work products

1. Results of business impact analysis (documenting public infrastructure dependencies
for facilities)

2. List of public infrastructure providers on which facilities are dependent
3. Key contacts list
4. Updated service continuity plans

Subpractices

1. Identify and document internal infrastructure dependencies that the organization
relies upon to provide services.
Remember that these dependencies may be internal as well as external, particularly
when the organization has control over certain aspects of facility infrastructure
such as power or telecommunications that it provides for its own operations.

Typically, this activity results from business impact analysis. However, it can be
included as part of service continuity planning or facility asset definition, depend-
ing on the organization. A resulting list of public infrastructure providers for each
facility should be documented and made available for inclusion in service continuity
plans as appropriate.
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2. Identify and document external resources that the organization relies upon to
provide services.
3. Develop a key contacts list for public infrastructure services that can be included
as part of the service continuity plans.
4. Update service continuity plans as appropriate.
This practice may result in updates to existing service continuity plans or in the
development of actions and activities that seek to provide an acceptable minimum
level of redundancy in certain public infrastructure services.

EC:SG4.SP5 PLAN FOR FACILITY RETIREMENT

The retirement of a facility is planned for to minimize operational impact.

The retirement of a facility can have widespread and unintended effects on the
resilience of organizational services. If it is not appropriately planned and executed,
temporary or permanent disruptions in operations can result. This is particularly
true for facilities because they serve as a convergence point for many organiza-
tional services. Thus, the organization must carefully plan and execute the retire-
ment of a facility (and the cut-over to a new facility, if planned) so that disruption
can be minimized and any potential impacts can be identified in advance and
appropriately mitigated. In some cases, this may require the organization to
develop special-purpose service continuity plans (or enhance existing plans) to
address the unique issues that may result from retirement.

Typical work products

1. Facility retirement standards and guidelines
2. Service continuity plans (specific to retirement)

3. List of business partners and vendors that facilitate service delivery and will be
affected by facility retirement

4. Key contacts list

Subpractices

1. Develop a plan for facility retirement.
This practice applies not only to facilities that the organization owns but also to
the retirement of a service contract for an outside facility that the organization leases
or shares with another organization.

As part of the plan, the organization should identify and document the services
that will be affected by the facility retirement and include the stakeholders of these
services in the planning process.
2. Develop and implement service continuity plans to support the retirement of the
facility asset.
These plans are developed to ensure that potential problems that arise in the retire-
ment of the facility do not affect the operational resilience of services that rely on
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the facility. These plans may be temporary or sufficiently generic that they can be
used whenever facilities are retired.

3. Archive facility work products.
This may include any facility training manuals, service continuity plans, maintenance
records, and other documents that may have to be referenced by the organization
in the future.

4. Retire the facility by executing the retirement plan.
This includes monitoring the retirement for any potential problems and executing
service continuity plans where necessary.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general guidance that
applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Environmental Control process area.

EC:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Environmental Control process area by transforming identifiable input
work products to produce identifiable output work products.

EC:GG1.GP1 PtrFORM SPECIFIC PRACTICES

Perform the specific practices of the Environmental Control process area to develop work
products and provide services to achieve the specific goals of the process area.

Elaboration:

Specific practices EC:SG1.SP1 through EC:SG4.SP5 are performed to achieve
the goals of the environmental control process.

EC:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Environmental control is institutionalized as a managed process.

EC:GG2.GP1 EstABLISH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the environmental
control process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the environmental control process.
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Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the environmental control process may be exhibited by

. establishing a higher-level management position responsible for the resilience of
the organization’s facility assets

« developing and publicizing higher-level managers’ objectives and requirements
for the process

- providing oversight over the development, acquisition, implementation, and
management of high-value facility assets

« sponsoring process policies, procedures, standards, and guidelines, including
the documentation of facility assets and establishing asset ownership and
custodianship

- providing oversight over the establishment, implementation, and maintenance of
the organization’s internal control system for facility assets

- making higher-level managers aware of applicable compliance obligations related
to environmental control, and regularly reporting on the organization’s satisfaction
of these obligations to higher-level managers

- sponsoring and funding process activities

- providing guidance for prioritizing facility assets relative to the organization’s
high-priority strategic objectives

. providing guidance on identifying, assessing, and managing operational risks
related to facilities, including guidance for ensuring facility asset availability
during disruptive events

« regular reporting from facility asset owners to higher-level managers on facility
controls and process activities and results

- creating dedicated higher-level management feedback loops on decisions about
the process and recommendations for improving the process

« conducting regular internal and external audits and related reporting to audit
committees on facilities controls and the effectiveness of the process

. creating formal programs to measure the effectiveness of process activities, and
reporting these measurements to higher-level managers

2. Develop and publish organizational policy for the process.

Elaboration:

The environmental control policy should address

- responsibility, authority, and ownership for performing process activities, including
establishing and implementing administrative, technical, and physical controls to
meet resilience requirements
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. access to facilities, such as who can enter, when, and under what conditions or
criteria
« clean desk and clean screen policies
. procedures, standards, and guidelines for
— facility site selection, construction, and management (addressing issues of
co-location, geographical dispersion, proximity, etc.)
- facility retirement
- documenting facility asset descriptions and relevant information
- describing facility owners and custodians
- managing dependencies on public services and public infrastructure, including
establishing agreements or credentialing with public-private service providers
- developing and documenting resilience requirements for facility assets
- establishing, implementing, and maintaining an internal control system for
facilities (Refer to EC:SG2.SP2.)
- maintaining environmental conditions for facilities
- managing facility operational risk
- establishing facility service continuity plans and procedures
- retiring facilities at the end of their useful life
- health and safety
— evacuation
- fire suppression and handling
- disruptive event handling such as hardware failure, bomb threats, and loss of
electrical power, water, or other utilities
- the association of facility assets to core organizational services, and the
prioritization of assets for service continuity
- methods for measuring adherence to policy, exceptions granted, and policy
violations

EC:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the environmental control process.

Elaboration:

The plan for performing the environmental control process is created to
ensure that facility assets remain available and viable to support organizational
services. The plan must address the resilience requirements of the facility
assets, dependencies of services on these facility assets, and consideration of
multiple asset owners and custodians at various levels of the organization. In
addition, because facilities have a strong geographical connection, the plan
must extend to external stakeholders that can enable or adversely affect facil-
ity resilience.
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Subpractices

1. Define and document the plan for performing the process.

Elaboration:

Special consideration in the plan may have to be given to the establishment,
implementation, and maintenance of an internal control system for facility assets,
as well as facility sustainability planning. These activities address the protection and
sustainability of the facility asset commensurate with its resilience requirements.

2. Define and document the process description.

w

Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

EC:GG2.GP3 PRrovIDE RESOURCES

Provide adequate resources for performing the environmental control process, developing
the work products, and providing the services of the process.

Elaboration:

The diversity of activities required to protect and sustain all types of facility
assets requires an extensive level of organizational resources and skills and a
significant number of external resources (for example, as described in
EC:SG4.SP3 for public services and in EC:SG4:SP4 for public infrastructure).
In addition, these activities require a major commitment of financial resources
(both expense and capital) from the organization.

Subpractices

1. Staff the process.

Elaboration:

These are examples of staff required to perform the environmental control process:
. staff responsible for

- identifying high-value facility assets and the services with which they are
associated

- establishing and maintaining physical security (such as security guards)

- manading changes to facility asset requirements, controls, strategies, and plans
(This includes communicating changes to affected stakeholders, including asset
owners and custodians.)

- developing process plans and supporting the development of facility service
continuity plans and ensuring they are aligned with stakeholder requirements
and needs
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- managing external entities that have contractual obligations for managing
facility assets

- information, application, and technical security staff

« business continuity and disaster recovery staff

. IT operations and service delivery staff

- facilities management staff

. technicians who implement and maintain physical security access and surveillance
systems

- staff involved in facilities risk management, including insurance and risk
indemnification staff

- staff involved in maintaining the physical plant (such as HVAC contractors)

- staff involved in providing public services and public infrastructure to facilities

. contractors responsible for the construction of facilities

- owners and custodians of facility assets (to identify and enforce resilience
requirements and support the accomplishment of operational resilience
management objectives)

- internal and external auditors responsible for reporting to appropriate
committees on process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Elaboration:

At a minimum, funding must be available to support the establishment, imple-
mentation, and maintenance of an internal control system for facilities, as well as
the development, implementation, testing, and execution of service continuity
plans for facilities. In some cases, capital funding may be required for projects
that enhance or support the protection and sustainability of facilities, which may
result in developing additional facilities or establishing contracts with external
entities to provide or support facilities when needed.

Refer to the Financial Resource Management process area for information about budgeting
for; funding, and accounting for environmental control. Refer to the External Dependencies
Management process area for information about establishing and managing relationships
with external entities.

3. Provide necessary tools, techniques, and methods to perform the process.
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Elaboration:

Because of the extensive level of controls that have to be implemented and managed,
necessary tools, techniques, and methods will be diverse. An example of a necessary
tool for managing the environmental control process for facilities is a physical access
system (such as a card reader, biometric device, or proximity reader).

In addition, developing and maintaining the facility inventory may require
tools, techniques, and methods that allow for asset documentation and profiling,
reporting, and updating on a regular basis. The need for these tools may be
greater if the asset inventory is developed across many organizational units and
must be aggregated at the enterprise level. The facility asset inventory database
should be searchable and expandable to include additional information such as
documentation of associated services and the asset’s resilience requirements.

These are examples of tools, techniques, and methods for managing facility assets:

- methods for identifying and prioritizing high-value assets

- techniques and tools for documenting and profiling assets

« methods and techniques for assigning resilience requirements to facility assets
and determining the extent to which facility assets satisfy these requirements

- methods, techniques, and tools for controlling physical access to facility assets,
such as controlled entry dates, lighting, fencing, motion detectors, picture IDs,
locks, and card readers

- logging, monitoring, and auditing tools to detect and report unauthorized access
and use of facilities (Refer to the Monitoring process area.)

« environmental monitoring and control systems

- facility inventory tracking and monitoring systems (via RFID or other technology)

. systems for monitoring the viability of public services, such as electricity, gas,
water, and telecommunications

« direct connection alarm systems that report to public authorities

- methods, techniques, and tools for identifying, assessing, and mitigating risks to
facility assets (Refer also to the Risk Management process area.)

- tools for managing the maintenance of environmental conditions, such as equip-
ment service intervals, staff authorized to carry out repairs and service, suspected
and actual faults, and maintenance change requests

- tools for managing public service and infrastructure provider and key contacts lists

- methods and tools for aggregating local asset inventories into an enterprise
inventory

. asset inventory database management system

- methods, techniques, and tools for asset change management and control

Wow! eBook <WoweBook.Com>



296 PART THREE CERT-RMM PROCESS AREAS

EC:GG2.GP4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the environmental control process,
developing the work products, and providing the services of the process.

Elaboration:

Of paramount importance in assigning responsibility for the environmental
control process is the establishment of facility owners and custodians, which
is described in ADM:SG1.SP3. Owners are responsible for establishing facility
resilience requirements, ensuring these requirements are met by custodians,
and identifying and remediating gaps where requirements are not being met.
Owners may also be responsible for establishing, implementing, and main-
taining an internal control system commensurate with meeting facility
resilience requirements if this activity is not performed by a custodian.

Refer to the Human Resource Management process area for more information about estab-
lishing resilience as a job responsibility, developing resilience performance goals and
objectives, and measuring and assessing performance against these goals and objectives.

Refer to the Asset Definition and Management process area for more information about
establishing ownership and custodianship of facility assets.
Subpractices

1. Assign responsibility and authority for performing the process.

Elaboration:

Responsibility and authority may extend to not only staff inside the organization,
but to those with whom the organization has a contractual (custodial) agreement
for managing facilities (including implementation and management of controls
and facility sustainability).

2. Assign responsibility and authority for performing the specific tasks of the process.

Elaboration:

Responsibility and authority for performing environmental control tasks can be

formalized by

- defining roles and responsibilities in the process plan

« including process tasks and responsibility for these tasks in specific job
descriptions

- developing policy requiring organizational unit managers, line of business man-
agers, project managers, and asset and service owners and custodians to participate
in and derive benefit from the process for facility assets under their ownership or
custodianship

Wow! eBook <WoweBook.Com>



Environmental Control 297

- developing and implementing contractual instruments (including service level
agreements) with external entities to establish responsibility and authority for
performing process tasks on outsourced functions

- including process activities in staff performance management goals and
objectives with requisite measurement of progress against these goals

« including process tasks in measuring performance of external entities against
contractual instruments

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

EC:GG2.GP5 TRAIN PEOPLE

Train the people performing or supporting the environmental control process as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about creating
an inventory of skill sets, establishing a skill set baseline, identifying required skill sets, and
measuring and addressing skill deficiencies.

Subpractices

1. Identify process skill needs.

Elaboration:

These are examples of skills required in the environmental control process:

« knowledge necessary to establish, implement, and maintain an internal control
system for facilities as described in EC:SG2.5P2

- ability to implement and manage physical constructs and systems for facilities
such as HVAC systems, fire suppression, and utilities

- knowledge necessary to identify, assess, and mitigate facility operational risk to
ensure risk is minimized to an acceptable level (Refer to the Risk Management
process area.)

« knowledge of the tools, techniques, and methods necessary to manage facility
assets, including those necessary to perform the process using the selected
methods, techniques, and tools identified in EC:GG2.GP3 subpractice 3

- knowledge necessary to work effectively with asset owners and custodians and
public service and public infrastructure providers, including strong communica-
tion skills

- knowledgde necessary to elicit and prioritize stakeholder requirements and needs
and interpret them to develop effective process requirements and plans
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2. Identify process skill gaps based on available resources and their current skill
levels.

3. Identify training opportunities to address skill gaps.

Elaboration:

Training may be particularly useful and necessary for asset owners who may not
have the requisite skills for ensuring the protection and sustainability of facilities.
Training may also be necessary for practitioners (such as security practitioners
and maintenance contractors) who do not have specific experience in managing
controls for facilities or in ensuring their sustainability.

These are examples of training topics:

- ensuring the protection and sustainability of facilities, particularly for asset
owners and custodians

- for security practitioners and maintenance contractors, specific training in
managing controls for facilities to ensure their sustainability, particularly when
dealing with a disruptive event

. dealing effectively with public service and public infrastructure providers

« supporting asset owners and custodians in understanding the process and their
roles and responsibilities with respect to its activities

- working with external entities that have responsibility for process activities

- using process methods, tools, and techniques, including those identified in
EC:GG2:GP3 subpractice 3

4. Provide training and review the training needs as necessary.

EC:GG2.GP6 ManAGE WoRk ProbucT CONFIGURATIONS

Place designated work products of the environmental control process under appropriate
levels of control.

Elaboration:

All work products related to facility administrative, technical, and physical
controls (such as configurations, logs, policies, standards, records, etc.)
should be placed under control.

In addition to the specific work products included throughout the environ-
mental control process, additional work products such as facility control docu-
mentation, control logs and exception reports (including physical security
system logs), fire inspection reports, surveillance tapes or recordings, facility
visitor logs, and facility asset retirement records may be placed under control.
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These are examples of environmental control work products placed under control:

« facility asset inventory

- facility asset resilience requirements

- facility asset controls (administrative, technical, physical, and those with respect to
design, leasing, co-location, and construction) and supporting documentation

. facility asset owners and custodians

- facility asset risk statements (categorized, prioritized, with impact valuation) and
mitigation plans

- service continuity plans that address facility sustainability

- facility equipment service levels, specifications, and authorized maintenance staff

- maintenance records, including change requests

. key contacts lists for public service and public infrastructure providers

. facility dependencies on public services and public infrastructure

. facility retirement standards, practices, and records

« process plan

. policies and procedures

« contracts with external entities

EC:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the environmental control process as
planned.

Elaboration:

The primary stakeholders for the environmental control process are facility
asset owners and custodians. In addition, EC:SG4.SP5 calls for involving
stakeholders in planning for facility retirement.

Subpractices

1. Identify process stakeholders and their appropriate involvement.

Elaboration:

Because of the significant connection between facilities and their geographic
environment, a substantial number of stakeholders are likely to be external to the
organization.

These are examples of stakeholders of the environmental control process:

. owners and custodians of facility assets, including external entities responsible
for managing facility assets

- staff responsible for managing operational risks to facilities

. staff responsible for the physical security of facility assets
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- staff responsible for establishing, implementing, and maintaining an internal
control system for facilities

- staff required to develop, test, implement, and execute service continuity plans
for facilities

- staff involved in the retirement of facilities, including all affected service
providers

- external entities such as public service providers, public infrastructure providers,
and contractors that provide essential facility services such as those related to
maintaining environmental conditions

- staff in other ordganizational support functions, such as accounting and general
services administration (particularly as related to facility inventory valuation and
retirement)

Stakeholders are involved in various tasks in the environmental control process,
such as

- planning for the process, including facility retirement

. creating a facility asset baseline

. creating facility profiles

. associating facility assets with services and analyzing asset-service dependencies
. assigning resilience requirements to facilities

« establishing, implementing, and managing facility controls

- developing service continuity plans

- managing facility risks

. controlling facility operational environments

- maintaining facilities and facility equipment

- manading facility external dependencies

- reviewing and appraising the effectiveness of process activities

« resolving issues in the process

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.

EC:GG2.GP8 MOoNITOR AND CONTROL THE PROCESS

Monitor and control the environmental control process against the plan for performing the
process and take appropriate corrective action.

Refer to the Monitoring process area for motre information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.

Refer to the Measurement and Analysis process area for more information about establishing
process metrics and medasurement.
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Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective
actions.

Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for
performing the process.

These are examples of metrics for the environmental control process:

. percentagde of organizational facility assets that have been inventoried

- level of discrepancies between actual inventory and stated inventory

- number of changes made to the facility asset inventory during a stated
period

« number of facility assets that do not have stated owners or custodians

- number of facility assets with incomplete asset profiles or other incomplete
information (particularly the lack of stated resilience requirements)

- availability statistics for public infrastructure providers (such as percentage
downtime for power suppliers)

- level of adherence to external entity service level agreements and agreed
maintenance levels

« number of manual versus automated data collection activities

« timeliness of completing scheduled facility maintenance activities

. actual level of maintenance versus scheduled or expected

« number of scheduled maintenance activities missed

- number of physical access controls that have been circumvented; number of
attempted or successful intrusions to facilities

. downtime statistics for physical access systems such as card readers

. downtime statistics for physical access monitoring such as surveillance
cameras

. downtime statistics for support systems such as HVAC and fire suppression

- number of risks to facility assets referred to the risk management process; number
of risks where corrective action is still pending (by risk rank)

. level of adherence to process policies including clean desk and screen policies;
number of policy exceptions requested and number approved

« number of policy violations including violations of access control policies for
facilities and visitor policies

- number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process

3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.
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Elaboration:

Periodic reviews of the environmental control process are needed to ensure that

- the facility asset inventory is accurate and complete

- newly acquired facility assets are included in the inventory

« changes to facility assets (additions, maintenance actions, retirements) are
accurately reflected in the inventory

- the facility asset-service mapping is accurate and current

- ownership and custodianship over facility assets are established and documented

- access to the facility asset inventory is being limited to only authorized staff

- access to facility assets is limited to authorized staff

. status reports are provided to appropriate stakeholders in a timely manner

- facility asset-service dependency issues are referred to the risk management
process when necessary

- actions requiring management involvement are elevated in a timely manner

- the performance of process activities is being monitored and regularly reported

- key measures are within acceptable ranges as demonstrated in governance
dashboards or scorecards and financial reports

- administrative, technical, and physical controls are operating as intended

. controls are meeting the stated intent of the resilience requirements

« actions resulting from internal and external audits are being closed in a timely manner

4. Identify and evaluate the effects of significant deviations from the plan for
performing the process.

Elaboration:

Discrepancies result when facility assets are acquired, modified, or retired but not
reflected accurately in the facility asset inventory. Assets form the foundation for
operational resilience management because they are the target of strategies to
protect and sustain them. To the extent that the environmental control process
results in inventory discrepancies, the organization’s overall ability to manage
operational resilience is impeded.

5. Identify problems in the plan for performing and executing the process.

6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan
for performing the process.

Elaboration:

For facility assets, corrective action may require the revision of existing adminis-
trative, technical, and physical controls, development and implementation of new
controls, or a change in the type of controls (preventive, detective, corrective,
compensating, etc.).

7. Track corrective action to closure.
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Objectively evaluate adherence of the environmental control process against its process
description, standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:

identifying and prioritizing facility assets

identifying facility resilience requirements

establishing and implementing facility controls

identifying and managing facility risks

developing service continuity plans for facilities

maintaining facility environmental conditions

identifying and managing facility dependencies

retiring facilities

the alignment of stakeholder requirements with process plans

assignment of responsibility, accountability, and authority for process activities
determination of the adequacy of process reports and reviews in informing
decision makers regarding the performance of operational resilience
management activities and the need to take corrective action, if any
verification of internal controls

use of process work products for improving strategies for protecting and
sustaining assets and services

These are examples of work products to be reviewed:

facility asset inventory

facility internal controls documentation

facility risk statements

facility risk mitigation plans

service continuity plans

facility maintenance records and change logs

business impact analysis results

key provider and contact lists

facility retirement standards

process plan and policies

dependency issues that have been referred to the risk management process
process methods, techniques, and tools

metrics for the process (Refer to EC:GG2.GP8 subpractice 2.)
contracts with external entities
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EC:GG2.GP10 Review STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the environmental control process with higher-
level managers and resolve issues.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the operational resilience management system.

EC:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Environmental control is institutionalized as a defined process.

EC:GG3.GP1 EsTABLISH A DEFINED PROCESS

Establish and maintain the description of a defined environmental control process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process ared.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the environmental control process and best meet the needs of the organizational
unit or line of business.

2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process governance extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

EC:GG3.GP2 CoLLECT IMPROVEMENT INFORMATION

Collect environmental control work products, measures, measurement results, and
improvement information derived from planning and performing the process to
support future use and improvement of the organization’s processes and process
assets.
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Elaboration:

These are examples of improvement work products and information:

- facility asset inventory

- inventory inconsistencies and issues

« reports on the effectiveness and weaknesses of controls

- improvements based on risk identification and mitigation

. effectiveness of service continuity plans in execution

- lessons learned in post-event review of incidents and disruptions in facility
continuity

- maintenance issues and concerns for facility infrastructure and physical plant

. conflicts and risks arising from dependencies on external entities

« lessons learned in retiring facilities from active use

« metrics and measurements of the viability of the process (Refer to EC:GG2.GP8
subpractice 2.)

« changes and trends in operating conditions, risk conditions, and the risk environ-
ment that affect process results

. lessons learned about the process that can be applied to improve operational
resilience management performance, such as poorly documented or profiled
assets and difficulties in assigning and executing asset ownership and custodian-
ship responsibilities

- the level to which the facility asset inventory, asset profiles, and the asset data-
base reflect the current status of all assets

. asset-service dependency mitigation plans that are not executed and the risks
associated with them

. resilience requirements that are not being satisfied or are being exceeded

Establishing the measurement repository and process asset library is addressed in the
Organizational Process Definition process area. Updating the measurement repository and
process asset library as part of process improvement and deployment is addressed in the
Organizational Process Focus process ared.

Subpractices

1.

Store process and work product measures in the organization’s measurement
repository.
Submit documentation for inclusion in the organization’s process asset library.

Document lessons learned from the process for inclusion in the organization’s
process asset library.

Propose improvements to the organizational process assets.
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ENTERPRISE FOCUS
Enterprise

Purpose

The purpose of Enterprise Focus is to establish sponsorship, strategic planning,
and governance over the operational resilience management system.

Introductory Notes

Managing operational resilience requires a vast array of skills and competencies.
These skills and competencies traverse the organization and must converge to
achieve and sustain a desired level of operational resilience.

Because resilience is an enterprise concern, the focus and direction for the
operational resilience management system must come from the top: leadership to
set direction and ethical standards, sponsorship to provide support and
resources, and governance to ensure that the process is achieving its goals as
expected. In addition, managing operational resilience must be aligned with and
supportive of the achievement of the organization’s strategic objectives. Focusing
on these objectives provides the rationale for investing in resilience activities—
because they enable the organization to achieve its mission.

The Enterprise Focus process area seeks to ensure that the enterprise owns
the operational resilience management system and provides the necessary level of
leadership and governance over the process. The strategic objectives of the
organization are explicitly defined as the alignment factor for resilience plans,
programs, and activities. Higher-level managers provide sponsorship to ensure
resilience activities are properly and adequately funded and to promote and
nurture a resilience-aware culture throughout the organization. Finally, the
organization’s governance activities are expanded to focus directly on
resilience—program objectives are set, standards for acceptable and ethical
behavior are established, and the process is monitored to ensure it is achieving its
goals. Higher-level managers also provide input and recommendations when the
operational resilience management system is not performing within established
standards.

307
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Enterprise Focus establishes the “critical few” for the organization—the
high-value services that must be resilient to ensure mission achievement. This
sets the focus for all operational risk-based activities in the organization.
Through an enterprise focus, the direction and target for operational resilience
management are established, operational risk management activities are coordi-
nated, and actions are taken that enable the organization to perform adequately
in achieving its targets.

Related Process Areas

Organizational risk drivers, risk appetite, and risk tolerance are established in the Risk
Management process areq.

The establishment of plans and programs to ensure service continuity is addressed in the
Service Continuity process area.

The relationship between services and assets is addressed in Asset Definition and Management.
The management of compliance activities is addressed in the Compliance process area.

The development and achievement of resilience goals and objectives for staff are addressed in
the Human Resource Management process area.

Providing awareness training for staff, both internal and external to the organization, is
addressed in the Organizational Training and Awareness process area.

The Monitoring process area outlines processes for identifying, gathering, and communicating
relevant data for decision-making processes.

The establishment of resilience funding needs and the allocation of funds are addressed in the
Financial Resource Management process area.

Summary of Specific Goals and Practices

EF:SG1 Establish Strategic Objectives

EF:SG1.SP1 Establish Strategic Objectives

EF:SGL.SP2 Establish Critical Success Factors

EF:SG1.SP3 Establish Organizational Services
EF:SG2 Plan for Operational Resilience

EF:SG2.SP1  Establish an Operational Resilience Management Plan

EF:SG2.5P2 Establish an Operational Resilience Management Program
EF:SG3 Establish Sponsorship

EF:SG3.SP1  Commit Funding for Operational Resilience Management

EF:SG3.5P2 Promote a Resilience-Aware Culture

EF:SG3.SP3  Sponsor Resilience Standards and Policies
EF:SG4 Provide Resilience Oversight

EF:SG4#.SP1  Establish Resilience as a Governance Focus Area

EF:SG4.SP2  Perform Resilience Oversight

EF:SG4.SP3 Establish Corrective Actions
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Specific Practices by Goal

EF:SG1 EsTABLISH STRATEGIC OBJECTIVES

The strategic objectives of the organization are established as the foundation for the
operational resilience management system.

The strategic objectives of the organization are derived from the organization’s
strategic planning process, which typically addresses a future time span of two to
five years. The strategic objectives of the organization form the basis for opera-
tional resilience targets and activities and must be clearly documented and com-
municated at the organizational unit and line of business levels.

The organization’s strategic objectives may be expressed in various forms.
They may be articulated as organizational goals and objectives that form the basis
for the performance of managers and staff. They may also be expressed in terms
of critical success factors (CSFs), which complement goals and objectives by
detailing the areas in which organizational performance is critical to meeting
these goals and objectives.

Strategic objectives are important for the operational resilience management
system because they provide a target that must be attained by services. Resilience
activities must meet strategic objectives by protecting and sustaining assets and
services to the extent necessary to attain these objectives. Failure to keep assets
and services resilient may significantly impair the organization’s ability to meet
strategic objectives.

As a target for operational resilience management, the organization must
clearly articulate its strategic objectives, describe its critical success factors, and
identify the services that it performs that are of high value in meeting these
objectives and satisfying these factors. Through these activities, the goals for
operational resilience management are made clear, tangible, and achievable.

EF:SG1.SP1 EstABLISH STRATEGIC OBJECTIVES

Strategic objectives are identified and established as the basis for resilience activities.

Strategic objectives are the performance targets that the organization sets to
accomplish its mission, vision, values, and purpose. They are decomposed into
an organizational roadmap for performance so that all staff members are moving
in the same direction.

Effective operational resilience ensures that the organization can reach its
strategic objectives. The management of operational resilience must be specifi-
cally focused on enabling the achievement of strategic objectives and addressing
a range of potential disruptions that can interrupt their achievement.

Strategic objectives range from general to specific. General objectives include
mission, vision, and values, while specific objectives are goal-oriented and
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outline the targets the organization is attempting to reach (such as opening 100
stores in China or improving revenue by 14% in the next year). Strategic objec-
tives emanate from the organizations strategic planning process. (Resilience
planning as part of the organization’s overall strategic planning process is addressed
in EF:SG2.SP1.)

From a resilience management perspective, the identification, comprehen-
sion, and communication of the organization’s strategic objectives provide essen-
tial and necessary guidance and direction for the operational resilience
management system.

Typical work products

1. Organizational strategic objectives
2. Organizational mission, vision, values, and purpose statement

Subpractices

1. Identify the organization’s mission, vision, values, and purpose.
This information should be readily available in company literature such as staff
handbooks and annual reports. Because some organizations are very large, this
information may exist at each organizational unit or line of business level, rather
than at an enterprise level.

2. Identify the organization’s strategic objectives.
These objectives should be readily available in the organization’s strategic plan
(which may be composed at an enterprise or organizational unit or line of business
level). These objectives are also typically the basis for the performance goals for
staff and business partners and may be found as part of performance management
activities.

EF:SG1.SP2 EstaBLIsH CRITICAL SUCCESS FACTORS

The critical success factors of the organization are identified and established.

Critical success factors are the limited number of areas in which the organization
must consistently and effectively perform to succeed in meeting its strategic
objectives. Critical success factors reflect managements implicit focus. They are
areas that should receive constant and careful attention from managers. When
critical success factors are identified, defined, and communicated, they represent
a powerful set of criteria against which an organization can validate or align its
activities, including those being performed to manage operational resilience.
Critical success factors have sources and dimensions. Sources represent the
places where critical success factors originate. Because organizations are multi-
dimensional, critical success factors can originate at every layer of management.
In addition, because organizations typically have open borders, critical success
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factors can also be derived through industry affiliation or operating climate. In
general, critical success factors have five sources:

* the industry in which the organization operates (e.g., financial services)

* the competitive environment or peer relationship of the organization (e.g., top
20 banks in the United States)

* the organization’s operating environment (e.g., geographical location, current
sociopolitical climate)

 temporal issues (e.g., weather, increase in terrorist activity)

* management’s view of the organization (e.g., current priorities, budget climate)

In addition to sources, critical success factors have dimensions. Critical suc-
cess factors can be internal or external (representing the extent to which the
organization has span of control) or monitoring or adapting (keeping the status
quo versus growing and evolving the organization). Dimensions are important
because they represent the depth and breadth of critical success factors.

In essence, critical success factors establish a set of performance indicators
that the operational resilience management system must contribute to achieving
and form an important alignment factor between the policy-making level and the
operational level of the organization.

Typical work products

1. Critical success factors of the organization
2. Critical success factors performance indicators

Subpractices

1. Collect data to support the development of critical success factors.
Data may be collected through document review (the organization’s charter, strate-
gic plan and objectives, etc.) and interviews of key organizational managers.

2. Consolidate and analyze critical success factor data.
Data can be developed into activity statements and developed into summary
themes through affinity grouping.

3. Derive the critical success factors for the organization.
Critical success factors can be developed for many layers of the organization.
Typically, the organization has a set of enterprise-level critical success factors that
influence organizational unit or line of business critical success factors, which in
turn are reflected in manager- and staft-level critical success factors. Depending on
the level at which an organization manages operational resilience, critical success
factors may have to be developed at one or more of these levels.

The critical success factors should represent a range of sources and dimensions.
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4. Perform affinity analysis between strategic objectives and critical success factors.
Affinity analysis documents the direct relationship between the achievement of a
critical success factor and the accomplishment of a strategic objective.

5. Identify the key performance indicators to measure accomplishment of each

critical success factor.

6. Monitor the accomplishment of critical success factors and take corrective action

as necessary.

EF:SG1.SP3 EstABLISH ORGANIZATIONAL SERVICES

The high-value services that support the accomplishment of strategic objectives are
established.

The high-value services of the organization are the focus of the organization’s
operational resilience management activities. These services directly support the
achievement of strategic objectives and therefore must be protected and sus-
tained to the extent necessary to minimize disruption. Failure to keep these serv-
ices viable and productive may result in significant inability to meet strategic
objectives and, in some cases, the organization’s mission.

In order to appropriately scope the organization’s operational resilience man-
agement system and corresponding operational resilience management activities,
the high-value services of the organization must be identified, prioritized, and
communicated as a common target for success.

High-value services are fueled by organizational assets such as people, infor-
mation, technology, and facilities. (The link between high-value services and their
supporting assets is established in the Asset Definition and Management process area.)

Typical work products

1. Service profiles

2. Service repository

3. Service affinity analysis

4. Prioritized list of high-value services

Subpractices

1. Inventory organizational services and develop service repository.

The organization should have at its disposal an inventory of standard services that
represents the activities that the organization performs to achieve its mission. The
inventory of services should include service profiles that describe the services in
sufficient detail to capture the activities, tasks, and expected outcomes of the serv-
ices and the assets that are of high value to the services. The service profile should
also detail the business processes that cumulatively compose the service. A service
repository should be created that is accessible by all who need to understand the
organization’s standard services.
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Sources of information about services include

. strategic planning work products

« business plans

. industry, market, and competitive analyses

- customer requests

. contracts and other customer-focused documents

« business process inventories and business process reengineering documentation
. standard work process documentation and repositories

. Document service attributes in a service profile.
Service attributes help to describe services using a common language and
taxonomy.

Service attributes to consider in developing service profiles include

* inputs to the service

 outputs from the service

* assets associated with or used by the service (This activity is formally performed
in ADM:SG2.SP1 in the Asset Definition and Management process area.)

o the owners and stakeholders of the service

* related services and business processes

* expected service levels

Service-level information may include

« provider and user responsibilities

- availability of the service

- service hours and exceptions

- anticipated service volume

- response times for service requests, incidents, and problems
« performance or quality targets

« key metrics to monitor

- reporting and escalation procedures

. consequences of failure

- variations available (such as “gold” service)

* service-focused resilience requirements (This activity is formally performed in
RRD:SG2.SP2 in the Resilience Requirements Development process area.)

Perform affinity analysis between organizational services and objective measures
such as strategic objectives and critical success factors.
Affinity analysis compares the organization’s standard services to the objective
measures used by the organization to determine and validate the value of the
services. Affinity analysis using the organization’s strategic objectives and critical
success factors is a means to help the organization prioritize services and to
identify high-value services that must be made resilient.
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4. Define high-value services from the organization’s standard services repository.
Organizationally high-value services are those that must meet their resilience
requirements consistently in order to ensure that the organization can accomplish
its strategic objectives and mission. These services are the focus of the resilience
activities performed in the organization.

5. Revise the organization’s service profiles and service repository and service levels

as necessary.
The organization must revise service profiles and the service repository as neces-
sary to ensure that they reflect the most current information about services, partic-
ularly high-value services. Otherwise, the organization’s resilience activities may be
misdirected.

EF:SG2 PLAN FOR OPERATIONAL RESILIENCE

Planning for the operational resilience management system is performed.

Managing operational resilience enables the achievement of strategic objectives
and critical success factors and therefore must be specifically acknowledged
and addressed at the highest levels of the organization, particularly in strategic
planning performed at the enterprise level. Failing to consider operational
resilience as a constraint in the development of the organization’s strategic plan
can result in an underappreciation of the activities, tasks, and practices that
must be performed to ensure that potential barriers to achieving business
objectives are identified and addressed. Proper consideration of operational
resilience and its role in supporting strategic objectives (as described in
EF:SG1.SP1) is achieved by establishing a plan and a program for the opera-
tional resilience management system.

EF:SG2.SP1 EstaBLISH AN OPERATIONAL RESILIENCE MANAGEMENT PLAN

A plan for managing operational resilience is established as the basis for the operational
resilience management program.

The organization must develop and implement a plan for managing operational
resilience that is based on meeting strategic objectives and critical success factors
and that considers the organization’s risk tolerances and appetite. The opera-
tional resilience management plan is a part of the organization’s strategic business
plan that specifically addresses the actions, activities, and tasks that must be
performed to reach resilience goals. The resilience plan becomes the foundation
for the performance of the operational resilience management system in the
organization.

Strategic business planning typically includes standard elements that describe
the intentions of the organization and the means for achieving the intentions. In
general, strategic plans include
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* a description of the organization’s vision, purpose, and values
* the organization’s mission statement
* an articulation of the organization’s critical success factors (See EF:SG1.SP2.)

¢ short- and long-term strategic objectives with corresponding actions, activities,
and tasks to reach them

¢ a schedule for achieving the strategic objectives over the period of the plan
(typically two to three years)

The strategic business plan sets forth the direction for the organization in the
near and long term. The strategic objectives stated in the plan form the basis for
the goals and objectives of everyone in the organization—from C-level executives
to middle managers to staff. The actions of all staff must be commensurate with
the strategic objectives in order for the organization to succeed in reaching busi-
ness goals.

In much the same way, the organization must plan for success in managing
operational resilience. Not only are the goals for operational resilience important,
they are also critical for the organization to meet its strategic objectives. Thus,
the organization must develop a resilience plan alongside its strategic business
plan to detail the actions that must be taken to minimize disruptions that could
draw the organization off course in achieving its strategic objectives.

Typical work products

1. Operational resilience management plan

2. Operational resilience management plan commitments

Subpractices

1. Develop the operational resilience management plan.

The resilience plan should be developed in conjunction with the development of

the organization’s strategic business plan. The elements of the resilience plan should

focus on the development of operational resilience objectives that are to be achieved

by performing resilience activities throughout the organization and that correspond

to the achievement of strategic objectives. The resilience plan should address

* the organization’s philosophy on resilience management

e the structure of the resilience program for managing the resilience plan
(Establishing the resilience program is addressed in EF:SG2.SP2.)

* the strategic resilience objectives

* coverage of the essential activities as described in the operational resilience
management program

* linkages to the organization’s plan for service continuity (Planning for service
continuity is addressed in the Service Continuity process ared.)

* roles and responsibilities for carrying out the strategic resilience objectives

* resources that will be required to meet the resilience objectives
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e applicable training needs and requirements
¢ relevant costs or budgets associated with meeting the resilience objectives

2. Establish commitments to the plan.

3. Revise the plan and commitments on a cycle commensurate with the organiza-
tion’s strategic business planning process.

EF:SG2.SP2 EstaBLISH AN OPERATIONAL RESILIENCE MANAGEMENT PROGRAM

A program is established to carry out the activities and practices of the operational
resilience management plan.

The organization sets resilience program goals based on the resilience plan objec-
tives and related program activities, tasks, and practices. The resilience program
oversees and “owns” the operational resilience management system and the
achievement of resilience objectives. This practice includes establishing a formal
resilience program, staffing the program, assigning accountability and responsi-
bility, providing oversight, and measuring performance.

Typical work products

1. Operational resilience program charter

2. Operational resilience program management plan

Subpractices

1. Establish the operational resilience management program.
The operational resilience management program is typically responsible for ensur-
ing that the strategic resilience objectives as documented in the operational
resilience plan are achieved. Program management includes staffing the program,
assigning accountability and responsibility to plan activities, tasks, and projects,
and measuring performance. The operational resilience management program
should draft a charter that describes its functions, scope, and objectives.

2. Fund the operational resilience management program.
Funding the organization’ operational resilience management program and related
activities, tasks, and projects is addressed in the Financial Resource Management
process ared.

3. Assign resources to the operational resilience management program.
Remember that some staff members will have explicit resilience-focused roles and
responsibilities, while others will contribute to resilience processes through the
execution of their job responsibilities. Typically, the operational resilience manage-
ment program will be operated by staff whose job responsibilities are resilience-
focused. The organization should confirm that staff involved in carrying out the
operational resilience management program have the requisite skills and training.
(Training for resilience-focused roles is addressed in the Human Resource Management
process ared.)
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4. Provide oversight to the operational resilience management program.
The organization must oversee the activities of the operational resilience manage-
ment program to ensure that strategic resilience objectives are being met consis-
tently. Corrective actions must be identified and implemented when course
correction is necessary. (Governance over the operational resilience management
program and process is addressed in EF:SG4.)

5. Gather performance data on the achievement of strategic resilience objectives.

EF:SG3 ESTABLISH SPONSORSHIP

Visible sponsorship of higher-level managers for the operational resilience management
system is established.

Sponsorship by higher-level managers is a key factor in the success of the
operational resilience management system. Sponsorship means that higher-
level managers take an active interest in the success of the operational
resilience management system through actions such as including resilience in
strategic planning, adequately funding resilience activities, communicating
the importance of resilience, and providing oversight. Sponsorship also means
that higher-level managers are willing to invest in resilience activities and be
measured on their success.

Visible sponsorship of the operational resilience management program can
take many forms, such as

e approval and support for achieving strategic resilience objectives

e commitment to allocate the necessary resources (financial and human) for
meeting the objectives

* visible, continued support for the resilience program (through inclusion on meet-
ing agendas and the establishment of a resilience committee on the organization’s
board or leadership council)

* active encouragement of staff participation through support of goal setting and
performance management for resilience

o establishing guiding principles, direction, and expectations for the organization
through supporting resilience policies, guidelines, and standards

¢ delegation of responsibility and authority for accomplishing program objectives
* agreement to provide oversight and decisions on corrective activity

Through sponsorship, higher-level managers set the tone for the organization—
in essence, they represent to the organization that resilience is important and is
everyone’s job rather than an exercise driven by external compliance or industry
and regulatory obligations.
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EF:SG3.SP1 ComMIT FUNDING FOR OPERATIONAL RESILIENCE MANAGEMENT

A commitment by higher-level managers to fund resilience activities is established.

Budgeting is a process of allocating funds to organizational activities that support
and promote strategic objectives. When resilience is considered a strategic compe-
tency, funding for resilience activities must be included as part of the organiza-
tion’s capital and expense funding needs rather than as an afterthought that is
indirectly funded through IT activities or as needed when disruptive events occur.
Sponsorship of the operational resilience management system is made action-
able by higher-level managers’ commitments to funding the resilience program
and the accompanying activities and tasks. This requires that they commit to

e supporting the business case for operational resilience management

* including resilience needs in the funding of strategic objectives

e ensuring that resilience needs are adequately funded

* releasing funds as necessary to support the attainment of strategic resilience
objectives

Sponsoring a financial commitment to resilience is different from allocating
and budgeting the funds for resilience activities. (The establishment of resilience
funding needs and the allocation of funds are addressed in the Financial Resource
Management process area.)

Typical work products

1. Business case for resilience

Subpractices

1. Develop the business case for the operational resilience management program
and process.
Sponsorship of the investment in the operational resilience management system
must be based on a sound business case. The investment in resilience must bring
about tangible, measurable, and demonstrable value to the organization. The busi-
ness case for resilience should

justify the investment through itemization of tangible benefits and results
articulate the strategic outcomes that would result from investments in resilience
activities

articulate the potential risks and costs associated with not investing in resilience
activities

establish that the funding necessary for resilience is appropriate and adequate
provide sufficient information to allow comparative evaluations of alternative
actions

establish the accountability and commitments for the achievement of the bene-
fits and strategic outcomes
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2. Establish operational resilience management program and process funding as a
regular part of the organization’s strategic plan budgeting (capital and expense)
exercise.

3. Approve allocation of funding to operational resilience management program and
process activities.

EF:SG3.SP2 PROMOTE A RESILIENCE-AWARE CULTURE

A resilience-aware culture is promoted through goal setting and achievement.

The success of enterprise-wide programs or initiatives often depends on the orga-
nization’s ability to get all stakeholders (internal and external) moving in the
same direction toward a common goal and for the common good. Evolving from
a narrow security- or business-continuity-focused view to an operational
resilience view requires significant changes in organizational structure, approach,
and activities. Visible sponsorship by higher-level managers is a key factor in cat-
alyzing this type of organizational change.

Higher-level managers promote a resilience-aware culture by their actions.
These actions can be very broad but are typically focused on giving staff members
a reason to “invest” their time and part of their job responsibilities in operational
resilience management. These are some of the activities that higher-level man-
agers can perform to promote a resilience-aware culture:

e Communicate and promote the importance of resilience at all opportunities.

* Communicate the need for change based on the impact on achieving strategic
objectives, and quell resistance efforts.

* Build a sponsorship alliance of higher-level and middle managers to promote and
sustain the message.

* Sponsor the development, implementation, and enforcement of resilience policies,
standards, and guidelines. (See EF:SG3.SP3.)

* Sponsor the organizational training and awareness program. (This is addressed in
the Organizational Training and Awareness process ared.)

* Sponsor resilience awards and recognition programs for staff who make significant
contributions to sustaining the organization’s operational resilience.

* Set performance goals and objectives that focus on resilience and be willing to be
measured on them.

* Keep resilience on the organizational performance scorecard of all staff.

* Provide opportunities for staff members to speak freely about resilience issues,
concerns, and impediments.

* Sponsor inclusion of resilience concepts in job descriptions and in the hiring of
new staff or the promotion of existing staff.

* Sponsor inclusion of resilience concepts in contracts with suppliers and business
partners.
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The development and achievement of resilience goals and objectives for staff are addressed in
the Human Resource Management process area.

Providing awareness training for staff, both internal and external to the organization, is
addressed in the Organizational Training and Awareness process area.

Typical work products

1. Resilience performance goals and objectives
2. Rewards and recognition programs

Subpractices

1. Establish a plan for visible promotion of a resilience-aware culture with
appropriate success metrics.
The plan should address the specific activities that higher-level managers perform
to support and promote a resilience-aware culture.

2. Establish performance management of higher-level managers for resilience.
Higher-level managers should have explicit resilience goals that are reflected in the
goals of middle managers and staff. Performance management activities should
measure higher-level managers on their ability to promote and communicate the
importance of resilience programs and activities.

3. Establish rewards and recognition programs to support resilience acculturation.

4. Measure to the extent possible the level of acculturation of resilience awareness
that is the direct result of sponsorship.

EF:SG3.SP3 SPONSOR RESILIENCE STANDARDS AND POLICIES

The development, implementation, enforcement, and management of resilience standards
and policies are sponsored.

Policies establish an acceptable range of behaviors that managers intend to
enforce and reinforce as a means to ensure accomplishment of common goals.
Policies are unenforceable and lack effectiveness unless they are sponsored by
higher-level managers and higher-level managers express their intention to hold
stakeholders to compliance with the policies.

Polices are an expression of higher-level managers’ level of commitment to the
operational resilience management system. Lack of policy sponsorship typically
renders policies less effective as an administrative control because stakeholders
may assume that the policies are not being enforced or that they are simply meant
to be used as a guideline rather than a requirement.

The existence of policies, standards, and guidelines to support the operational
resilience management system is considered to be a pervasive indicator of process
maturity across all operational resilience management process areas. Policies are
an important component of institutionalizing a managed process. (Appropriate
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goals and practices related to policy development and implementation to support the
operational resilience management system are generically described in GG2:GP1.)

Typical work products

1. Policy statements from higher-level managers

Subpractices

1. Establish policy statements reflecting higher-level managers’ commitment to
managing resilience.

EF:SG4 PROVIDE RESILIENCE OVERSIGHT

Governance over the operational resilience management system is established and
performed.

Governance is a process of providing strategic direction for the organization while
ensuring that it meets its obligations, appropriately manages risk, and efficiently
uses financial and human resources. From a resilience perspective, the concept of
governance is extended to provide oversight over the operational resilience man-
agement system and to ensure that the process supports and sustains strategic
objectives. Governance also typically includes the concepts of sponsorship (set-
ting the managerial tone), compliance (ensuring that the organization is meeting
its compliance obligations), and alignment (ensuring that processes such as those
for operational resilience management align with strategic objectives).

The activities involved in governance are often confused with management
activities. Governance is focused on providing oversight to the operational
resilience management system, not performing or managing process tasks to com-
pletion. For example, the process of overseeing the identification, definition, and
inventorying of high-value assets is a governance task, while performing these
tasks is part of operational resilience process management. Effective resilience
process governance means that senior leadership (which typically includes boards
of directors and higher-level managers) provides sponsorship and oversight to the
process and provides direction and guidance on course correction when deemed
necessary.

The inclusion of operational resilience as a focus area of the organization’s
broader governance activities is necessary to ensure that the operational
resilience management system is viable, meets its goals and objectives, aligns
with the organization’s strategic objectives, and is performed to comply with all
applicable laws and regulations. Failure to provide governance over the opera-
tional resilience management system may result in a lack of awareness of opera-
tional resilience issues and problems that may result in consequences to the
organization.
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Effective governance over the operational resilience management system
requires the establishment of resilience as a governance focus area, processes for
providing oversight and review, and a means for identifying, documenting, com-
municating, implementing, and monitoring corrective actions.

EF:SG#.SP1 EstABLISH RESILIENCE AS A GOVERNANCE Focus AREA

Governance activities are extended to the operational resilience management system and
accomplishment of the process goals.

Governance is a demonstration of the attention and sponsorship of management
to the operational resilience management system. Higher-level managers under-
stand their responsibility for governing the operational resilience management
system as exhibited by their sponsorship of related processes, procedures, poli-
cies, standards, and guidelines.

Most organizations have defined governance processes. Typically, they extend
to areas such as strategic planning, financial management, human resources, and
audit. Increasingly, governance processes include areas such as business continu-
ity and security—which extend to operational resilience and risk management.
Governance also extends to improving and sustaining a resilience-aware culture.

Effective governance is necessary to reinforce desirable behaviors and to cat-
alyze organizational change, particularly when there are significant barriers to
organizational effectiveness. Because resilience is generally a new focus area in
many organizations, a change in an organization’s existing governance structure
may be warranted to ensure adequate coverage of resilience and to encourage sig-
nificant behavioral changes throughout the organization. In some cases, the
resilience needs of the organization will compete with compliance obligations
and the accomplishment of strategic objectives. Extending governance to the
operational resilience management system provides an opportunity for higher-
level managers to resolve this conflict to the overall benefit of the organization.

Typical work products

1. Operational resilience management system governance framework
2. Committee charters for resilience governance

3. Code of conduct (addressing resilience issues)

Subpractices

1. Establish a governance framework for the operational resilience management
system.
The governance framework for operational resilience management specifies the
structure for extending the governance activity to the operational resilience man-
agement system. The framework may address a wide range of resilience topics
and needs, such as
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¢ the development of resilience committees

¢ the specific inclusion of resilience topics on existing governance committees

* the extension of resilience governance activities beyond the board of directors
and higher-level managers to organizational unit and line of business managers
and other levels of the organizational structure

* the recasting of committee charters to include resilience responsibilities

¢ the establishment of a structure for monitoring and managing performance,
including clear measures for success (This is addressed in EF:SG4.SP2.)

¢ the identification and inclusion of appropriate stakeholders in the resilience
governance process

* the procedures, policies, standards, guidelines, and regulations around which
governance for the operational resilience management system will be based

* an operational-resilience—focused code of ethics

2. Assign roles and responsibilities for governance over the operational resilience
management system.

Governance must have ownership and accountability to be effective. Typically, an
organization will have a board of directors or similar construct that will own the
governance process and from which the governance activity will emanate. Board
members or their equivalent will have specific roles in committees that extend to
resilience. Extending governance to resilience activities may require the organiza-
tion to extend roles and responsibilities to other higher-level or middle managers
deep into the organization.

3. Identify the procedures, policies, standards, guidelines, and regulations that will
form the basis for resilience governance activities.

EF:SG4.SP2 PrrroRM RESILIENCE OVERSIGHT

Oversight is performed over the operational resilience management system for adherence
to established procedures, policies, standards, guidelines, and regulations.

The governance function has responsibility to ensure that the organization’s inter-
nal control system (whether financial, security, etc.) is implemented and function-
ing properly. A formal operational resilience management oversight committee or
governance function is established with consistent and regular processes and
procedures to “govern” the operational resilience management system.

The oversight function validates the operational resilience management sys-
tem for adherence to established procedures, policies, standards, guidelines, and
regulations. Exceptions to these foundational elements are addressed through a
standard and consistent process, and corrective action feedback is provided to
ensure alignment.

Even without a specific focus on resilience, governance is concerned with the
continued effective operation of the organization toward its strategic objectives.
To do this, governance requires the establishment of a benchmark from which it
can measure performance. This includes the development or expansion of
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common tools such as an organizational dashboard or scorecard that includes not
only typical information such as key metrics (key performance indicators, key
risk indicators, and key control indicators), but also resilience-specific informa-
tion (such as the ability to meet resilience requirements for high-value assets and
services) to establish that the organization is on course.

Finally, auditing and monitoring are critical processes that extend to the timely
oversight of the operational resilience management system. Auditing and moni-
toring the operational resilience management system on a regular basis enable the
organization to identify and correct processes that are not meeting key metrics.

Governance activities include the responsibility for ensuring proper compliance with
relevant resilience regulations and laws. (The processes for compliance with these regula-
tions and laws are addressed in the Compliance process area.)

Governance relies upon timely and accurate data for decision making. (The Monitoring
process area outlines processes for identifying, gathering, and communicating relevant data
for decision-making processes.)

Typical work products

1. Governance dashboard or scorecard
Performance criteria (key indicators and metrics)
List of governance stakeholders

Data monitoring and collection methods

DA

Audit plans and reports

Subpractices

1. Identify key governance stakeholders.
Key governance stakeholders include those staff, internal and external, who are
responsible for providing oversight over the operational resilience management
system and developing and implementing corrective actions for poor performance.

2. Establish a governance dashboard or scorecard for measuring and managing
operational resilience management system performance.

A resilience dashboard or scorecard is a means to provide general information
about the state of resilience in the organization and the effectiveness of the orga-
nization’s operational resilience management activities. The dashboard or score-
card is populated from data that is monitored for and collected throughout the
organization for the purposes of governance. Key indicators are established and
monitored to determine performance. These key indicators incorporate the orga-
nization’s tolerances and thresholds as well as standards and policies that provide
a foundation for measurement and determination of process variation that is
detrimental to the organization.
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Key indicators and metrics include

« key performance indicators (KP1) that highlight performance against strategic
objectives

« key risk indicators (KRI) that provide risk thresholds that, when crossed, indicate
levels of risk that may exceed the organization’s risk tolerance or appetite

- key control indicators (KCI) that provide information about the effectiveness of the
internal control system, including administrative controls, process controls, and
controls on information technology and related assets

3. Monitor and collect data for measuring key indicators and metrics and report on
these indicators to key stakeholders.
4. Review audit reports on a regular basis for indicators of problems.
5. Establish a process for handling exceptions to the organization’s acceptable
behaviors.
Not all decisions will be clear-cut, and there will be conflicting priorities. The
governance framework must provide for processes to resolve these conflicts
and to result in decisions that are in the best overall interest of the organization.
Exceptions to existing procedures, policies, standards, guidelines, and regulations
may become an acceptable operating construct.
6. Establish reporting procedures to communicate results of measurement against
indicators to governance stakeholders.

7. Provide reports on performance to governance stakeholders.

EF:SG4.SP3 EstasLisH CORRECTIVE ACTIONS

Corrective actions are identified to address performance issues.

The establishment of key metrics provides the organization with a means to
identify performance issues and gaps that can result in an inability to achieve
strategic objectives. Governance over the operational resilience management
system relies upon the ability to identify these performance gaps in a timely and
complete manner so that corrective actions can be taken before the organiza-
tion’s operational capacity is affected.

The governance function is responsible for interpreting the data collected for
measurement of key metrics. Gaps in performance are analyzed and, if necessary,
are escalated so that corrective actions can be developed and implemented.

Typical work products

1. Corrective action plans
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Subpractices

1. Identify and analyze (measurements of) key indicators that do not meet
established metrics.
2. Develop corrective actions to close perceived gaps.
3. Identify persons or groups responsible for implementing and managing corrective
actions.
Ensure that persons or groups accountable for implementing and managing
corrective actions have the requisite skills and training.
4. Report on the success of the corrective actions to key stakeholders.
If the corrective actions are not initially successful, additional corrective actions
may have to be developed and implemented in order to provide continuing
oversight.
5. Perform root-cause analysis to determine underlying causes of process variation
for continuous improvement.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general guidance that
applies to all process areas. This section provides elaborations relative to the application of
the Generic Goals and Practices to the Enterprise Focus process area.

EF:GG1 ACHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the Enterprise Focus process area by transforming identifiable input work
products to produce identifiable output work products.

EF:GG1.GP1 P:RrrORM SPECIFIC PRACTICES

Perform the specific practices of the Enterprise Focus process area to develop work
products and provide services to achieve the specific goals of the process area.

Elaboration:

Practices EF:SG1.SP1 through EF:SG4.SP3 are performed to achieve the goals of
the enterprise focus process.

EF:GG2 INSTITUTIONALIZE A MANAGED PROCESS

Enterprise focus is institutionalized as a managed process.
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EF:GG2.GP1 EstaBLISH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the enterprise
focus process.

Elaboration:

The Enterprise Focus process area is responsible for governing the operational
resilience management system, which includes providing governance over all
process area processes and practices described in the CERT Resilience Man-
agement Model. (The practices contained in EF:SG4, Provide Resilience Over-
sight, describe how this is accomplished.)

Process governance described here in EF:GG2.GP1 specifically addresses
governance of the enterprise focus process. Governance of governance can be
confusing and appear somewhat recursive on initial reading.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the enterprise focus process may be exhibited by

- developing and publicizing higher-level managers’ objectives for the process

- establishing a higher-level officer position and steering committee to provide
direct oversight of the process and to interface with higher-level managers

« chartering the formation of an operational resilience process group or similar
construct to serve as the change agent for ensuring successful execution of
operational resilience management system plans for all or selected process areas

- sponsoring process policies, procedures, standards, and guidelines

- sponsoring and providing oversight of the organization’s operational resilience
program, plans, and strategies

- sponsoring and funding process activities

« regular reporting from ordanizational units to higher-level managers on process
activities and results

. creating dedicated higher-level management feedback loops on decisions about
the process and recommendations for improving the process

« conducting regular internal and external audits and related reporting to audit
committees on process effectiveness

- creating formal programs to measure the effectiveness of process activities, and
reporting these measurements to higher-level managers
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2. Develop and publish organizational policy for the process.

Elaboration:

The enterprise focus policy should address

- sponsorship for the process, including statements reflecting higher-level
managers’ commitment to managing resilience

- establishment of strategic objectives, plans, and critical success factors of the
organization as the foundation for the process

- the requirements for a strategic resilience plan and an operational resilience
management program

. responsibility, authority, and ownership (roles and responsibilities!) for
performing process activities

- proper compliance with relevant resilience-focused regulations and laws

. procedures, standards, and guidelines for
- conducting acceptable and ethical behavior, including a code of conduct and

code of ethics
- identifying the high-value services that must be resilient to ensure mission
achievement and the accomplishment of strategic objectives

- managing and monitoring performance, including clear measures for success

- management and periodic monitoring of the status of all operational resilience
management risks, which can be adjusted when needed, including capturing the
potential risks and costs associated with not investing in resilience activities

- methods for measuring adherence to policy and codes, exceptions granted, and
policy and code violations

EF:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the enterprise focus process.

Subpractices

1. Define and document the plan for performing the process.

2. Define and document the process description.

3. Review the plan with relevant stakeholders and get their agreement.
4. Revise the plan as necessary.

EF:GG2.GP3 ProvIDE RESOURCES

Provide adequate resources for performing the enterprise focus process, developing the
work products, and providing the services of the process.

1. Roles may include the chief risk officer, chief compliance officer, chief security and/or chief information security
officer, chief privacy officer, chief information officer, chief financial officer, general counsel, business unit execu-
tives and leaders, vice president of human resources/relations, vice president of public relations, etc.
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Subpractices

1. Staff the process.

These are examples of staff required to perform the enterprise focus process:

« board members and higher-level and other managers responsible for the governance of
operational resilience management and ensuring that the operational resilience manage-
ment system aligns with, supports, and sustains strategic objectives

« board members and higher-level and other managers responsible for ensuring that the
organization meets its resilience compliance obligations

+ board members and higher-level and other managers responsible for establishing
policies and codes of ethics and conduct, and ensuring that they are enforced

- security, business continuity, and IT operations officers, directors, and managers

- team members of the operational resilience process group

- owners and custodians of high-value services that support the accomplishment of
strategic objectives

- internal and external auditors responsible for reporting to appropriate committees on
process effectiveness

Refer to the Organizational Training and Awareness process area for information about
training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.
2. Fund the process.

Refer to the Financial Resource Management process area for information about budgeting
for; funding, and accounting for the enterprise focus process.

3. Provide necessary tools, techniques, and methods to perform the process.

Elaboration:

These are examples of tools, techniques, and methods to support the enterprise

focus process:

- methods for data collection and monitoring to ensure timely and accurate data for
decision making

- methods, techniques, and tools for making the business case for resilience and for
assisting in making security governance investment decisions

« methods and techniques for identifying key performance indicators, key risk
indicators, and key control indicators (key metrics)

« tools such as organizational dashboards or scorecards that present key metrics
(including resilience-specific information) to measure and manage operational
resilience process performance

- methods and techniques for deriving critical success factors and performing
affinity analysis between these and the organization’s strategic objectives
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- methods, techniques, and tools for developing an inventory of standard services,
service profiles, and a service repository

- methods and techniques for defining organizationally high-value services

- methods for promoting and nurturing a resilience-aware culture (Refer to the
Organizational Training and Awareness process area for more information about
training and awareness activities.)

. templates for committee charters

. techniques and tools for performing root-cause analysis to examine process
variations for improvement

EF:GG2.GP4 AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the enterprise focus process, developing
the work products, and providing the services of the process.

Elaboration:

The resilience strategic plan described in EF:SG2.SP1 addresses roles and respon-
sibilities for carrying out strategic resilience objectives. EF:SG2.SP2 assigns
accountability and responsibility for operational resilience management program
activities, tasks, projects, and performance. EF:SG4.SP1 describes the responsibil-
ity of higher-level managers for governing the operational resilience management
system and the reflection of this in committee charters. EF:SG4.SP2 specifies gov-
ernance responsibilities for ensuring proper compliance with relevant resilience
regulations and laws and the role of key stakeholders in providing oversight.

Refer to the Human Resource Management process area for more information about estab-
lishing resilience as a job responsibility, developing resilience performance goals and
objectives, and measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.
2. Assign responsibility and authority for performing the specific tasks of the process.

Elaboration:

Responsibility and authority for performing enterprise focus process tasks can be

formalized by

« chartering documents for board committees, executive steering committees, and
operational resilience process groups (or equivalent)

- defining the roles and responsibilities in the operational resilience management
strategic plan, program, and committee charters

- developing policy specifying roles and responsibilities of board members and
higher-level managers for process activities

- including process tasks and responsibility for these tasks in specific job descriptions

- including process tasks in staff performance management goals and objectives
with the requisite measurement of progress against these goals
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3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

EF:GG2.GP5 TRAIN PEOPLE

Train the people performing or supporting the enterprise focus process as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the staff performing or supporting the process.

Refer to the Human Resource Management process area for more information about creating
an inventory of skill sets, establishing a skill set baseline, identifying required skill sets, and
measuring and addressing skill set deficiencies.

Subpractices

1. Identify process skill needs.

Elaboration:

These are examples of skills required in the enterprise focus process:

- developing, disseminating, and enforcing policy

- establishing and managing an operational resilience process group or similar construct

« knowledge necessary to perform the process using selected methods, techniques,
and tools identified in EF:GG2.GP3 subpractice 3

- knowledge necessary to collect, coordinate, and elevate process-specific
operational risks to the risk management process

« knowledge necessary to implement, manage, and monitor corrective action plans

« strong communication skills for building and sustaining a resilience-aware culture

2. Identify process skill gaps based on available resources and their current skill levels.
3. Identify training opportunities to address skill gaps.

Elaboration:

These are examples of training topics:

- roles and responsibilities of boards members, steering committees, and similar
organizational officers and entities

- deriving critical success factors and performing affinity analysis

« interpreting and using decision dashboards and scorecards

- selecting and using key performance indicators, key risk indicators, and key
control indicators for measuring performance

« using process methods, tools, and techniques, including those identified in
EF:GG2.GP3 subpractice 3

- obtaining familiarity with relevant codes of practice such as COSO or regulations
such as Gramm-Leach-Bliley

4. Provide training and review the training needs as necessary.
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EF:GG2.GP6 MANAGE WoRKk PRobucT CONFIGURATIONS

Place designated work products of the enterprise focus process under appropriate
levels of control.

Elaboration:

These are examples of enterprise focus work products placed under control:

- organizational strategic objectives and critical success factors

- service profiles, service repository, and the prioritized list of high-value services

- strategic resilience plan and resilience program charter and management plan

« business case for resilience

- resilience performance goals and objectives

- policy statements from board members and higher-level managers

. operational resilience management system governance framework and committee
charters

- governance dashboards and scorecards

- key indicators and metrics (KPls, KRls, KCls)

- governance stakeholder list

« audit plans and reports

. corrective action plans

. process plan

. policies and procedures

- contracts with external entities

EF:GG2.GP7 IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the enterprise focus process as planned.

Elaboration:

Several EF-specific practices address the involvement of stakeholders in the
enterprise focus process. For example, EF:SG1.SP3 calls for identifying and
documenting stakeholders of services in the service profile. EF:SG3.SP2
describes the importance of involving all stakeholders in promoting a
resilience-aware culture. EF:SG4.SP1 and EF:SG4.SP2 require that stake-
holders be identified and included in the operational resilience governance
process. EF:SG4.SP3 requires that key stakeholders receive reports on the
success of corrective actions.

Subpractices

1. Identify process stakeholders and their appropriate involvement.
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Elaboration:

These are examples of stakeholders of the enterprise focus process:

« higher-level managers responsible for promoting a resilience-aware culture by
their actions

- those responsible for sponsoring and enforcing all resilience policies, procedures,
standards, and guidelines

- staff involved in providing oversight for the creation, review, and sustainment of
the operational resilience management plan, program, and processes

- staff involved in providing oversight for the development and implementation of
corrective actions for poor performance and the results of such actions

- those responsible for reviewing and ensuring action is taken based on key
indicator and metrics reports

. owners and custodians of high-value services that support the accomplishment of
strategic objectives

Stakeholders are involved in various tasks in the enterprise focus process, such as

« planning for the process, including the strategic operational resilience manage-
ment plan and resilience program management plan

- making decisions that impact the process

« making commitments to process plans and activities

« communicating process plans and activities, including building and sustaining a
resilience-aware culture

- managing operational risks to the process

- identifying organizational services, particularly high-value services

« managing and monitoring the performance of the operational resilience
management system

- overseeing the operational resilience management system, as well as developing
and implementing corrective action plans when dictated by poor performance

« resolving issues in the process

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.

EF:GG2.GP8 MoniTor AND CONTROL THE PROCESS

Monitor and control the enterprise focus process against the plan for performing the
process and take appropriate corrective action.

Refer to the Monitoring process area for more information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.
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Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.
Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for perform-
ing the process.

Elaboration:

These are examples of metrics for the enterprise focus process:

- percentage of critical success factors that are on track according to plan per their
key performance indicators

. percentage of organizational services for which a complete service profile has
been documented in the service repository

- percentage of services considered to be high-value

- percentage of service profiles and service levels that have been reviewed within
their review time frame

. percentage of strategic resilience plan commitments and objectives that are on
track according to plan

- percentage of operational resilience management program and process activities
for which adequate funds have been allocated

- percentage of staff demonstrating resilience awareness commensurate with job
description

. percentage of committee charters that include resilience responsibilities

- percentage of key metrics (KPIs, KRlIs, KCls) that are within acceptable ranges

- percentage of key metrics that are outside of acceptable ranges and for which a
corrective action plan exists

. percentage of high-value assets for which a comprehensive strategy and internal
control system have been implemented to mitigate risks as necessary and to main-
tain these risks within acceptable thresholds

- percentage of key external resilience requirements (laws, regulations, standards,
etc.) for which the organization has been deemed by objective audit to be in
compliance

- percentage of key operational resilience management roles for which responsibili-
ties, accountabilities, and authority are assigned and required skills identified,
including key governance stakeholders.

- percentage of board meetings and/or designated committee meetings for which
operational resilience management is on the agenda

- percentage of incidents that caused damage, compromise, or loss beyond
established thresholds to the organization’s assets and stakeholders

« dollar amount of estimated damage or loss resulting from all incidents
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. percentagde of external entity relationships for which resilience requirements have
been implemented in the agreements with these entities

. percentagde of organizational units with an established service continuity plan

- percentage of required internal and external audits completed and reviewed by
the board or other designated oversight body

. percentage of audit findings that have been resolved

- level of capability achieved in other operational resilience management process
areas

- level of adherence to operational resilience management policies

- level of adherence to process policies; number of policy violations; number of
policy exceptions requested and number approved

- number of policy violations for policies related to other operational resilience
management process areas

- number of enterprise-level and process risks referred to the risk management
process; number of risks where corrective action is still pending (by risk rank)

« number of process activities that are on track per plan

- rate of change of resource needs to support the process

- rate of change of costs to support the process

3. Review activities, status, and results of the process with the immediate level of
managers responsible for the process and identify issues.

Elaboration:

Periodic reviews of the enterprise focus process are needed to ensure that

- operational resilience management is considered a key strategic concern and
indicator

- strategic operational resilience management activities are on track and key
metrics are within acceptable ranges as demonstrated in governance dashboards
or scorecards

- operational resilience management policies are effective

. issues, concerns, and risks in the operational resilience management system are
being given a proper level of oversight

- administrative, technical, and physical controls are operating as intended

- controls are meeting the stated intent of the resilience requirements

« actions resulting from internal and external audits are being closed in a timely
manner

4. Identify and evaluate the effects of significant deviations from the plan for
performing the process.

5. Identify problems in the plan for performing and executing the process.
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6. Take corrective action when requirements and objectives are not being satisfied,
when issues are identified, or when progress differs significantly from the plan
for performing the process.

Elaboration:

EF:SG4.SP3 specifically describes practices for developing corrective action plans
when performance issues exist with key indicators and metrics (KPIs, KRIs, KCIs).
In these cases, root-cause analysis is performed to identify improvements to the
enterprise focus process.

7. Track corrective action to closure.

EF:GG2.GP9 OsjecTiVELY EVALUATE ADHERENCE

Objectively evaluate adherence of the enterprise focus process against its process descrip-
tion, standards, and procedures, and address non-compliance.

Elaboration:

These are examples of activities to be reviewed:

- identification of the organization’s strategic objectives and critical success factors
(because they serve as the source of operational resilience requirements)

- development of service profiles, service attributes, service levels, and service
resilience requirements

- selection process for high-value services

- development and revision cycles for operational resilience management plans to
ensure that changes are commensurate with the organization’s strategic business
planning process

- sponsorship of higher-level managers for the operational resilience management
program to establish that the program is enacted and that regular actions occur
that build and sustain a resilience-aware culture

. development and ongoing updating of the business case for resilience

- enactment of the governance framework for operational resilience management
and the assignment of clear roles and responsibilities for governance over the
operational resilience management system

- regular reporting of process performance to designated stakeholders

- tracking of corrective action plans and internal and external audit findings
to closure

These are examples of work products to be reviewed:

- organizational strategic objectives and critical success factors

- service profiles, service repository, and the prioritized list of high-value services
- strategic resilience plan and resilience program charter and management plan

« business case for resilience
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. resilience performance goals and objectives

« policy statements from higher-level managers

. operational resilience management system governance framework and committee
charters

« governance dashboards and scorecards

« key indicators and metrics (KPls, KRlIs, KCls)

. governance stakeholder list

« audit plans and reports

. corrective action plans

« contracts with external entities

EF:GG2.GP10 Rcview STATUS WITH HIGHER-LEVEL MANAGERS

Review the activities, status, and results of the enterprise focus process with higher-level
managers and resolve issues.

Elaboration:

Status reporting on the enterprise focus process is likely part of the formal
governance structure or may be performed through other organizational
reporting requirements (such as through the chief risk officer or the chief
resilience officer to an immediate superior). Audits of the process may be
escalated to higher-level managers and board members through the organiza-
tion’s audit committee of the board of directors or similar construct.

EF:GG3 INSTITUTIONALIZE A DEFINED PROCESS

Enterprise focus is institutionalized as a defined process.

EF:GG3.GP1 EstaBLISH A DEFINED PROCESS

Establish and maintain the description of a defined enterprise focus process.

Establishing and tailoring process assets, including standard processes, are addressed in the
Organizational Process Definition process area.

Establishing process needs and objectives and selecting, improving, and deploying process
assets, including standard processes, are addressed in the Organizational Process Focus
process ared.

Subpractices

1. Select from the organization’s set of standard processes those processes that cover
the enterprise focus process and best meet the needs of the organizational unit or
line of business.
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2. Establish the defined process by tailoring the selected processes according to the
organization’s tailoring guidelines.

3. Ensure that the organization’s process objectives are appropriately addressed in
the defined process, and ensure that process oversight extends to the tailored
processes.

4. Document the defined process and the records of the tailoring.
5. Revise the description of the defined process as necessary.

EF:GG3.GP2 CoLLECT IMPROVEMENT INFORMATION

Collect enterprise focus work products, measures, measurement results, and improvement
information derived from planning and performing the process to support future use and
improvement of the organization’s processes and process assets.

Elaboration:

These are examples of improvement work products and information:

. policy violations

. service profiles and repositories

- repository inconsistencies and issues

- reports on the effectiveness and weaknesses of controls

- improvements based on key indicators and metrics corrective action plans

- effectiveness of operational resilience management plans in execution

. lessons learned in post-event review of incidents and disruptions in continuity

- maintenance issues and concerns for assets and services

- conflicts and risks arising from dependencies on external entities

- resilience requirements that are not being satisfied or are being exceeded

« lessons learned in executing operational resilience management plans, in observ-
ing sponsorship actions of higher-level managers, and in building a resilience-
aware culture

- metrics and measurements of the viability of the process (Refer to EF:GG2.GP8
subpractice 2.)

- changes and trends in operating conditions, risk conditions, and the risk
environment that affect operational resilience

. relevant internal and external audit reports and resolutions

Establishing the measurement repository and process asset library is addressed in
the Organizational Process Definition process area. Updating the measurement
repository and process asset library as part of process improvement and deployment
is addressed in the Organizational Process Focus process area.
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Subpractices

1. Store process and work product measures in the organization’s measurement
repository.

2. Submit documentation for inclusion in the organization’s process asset library.

3. Document lessons learned from the process for inclusion in the organization’s
process asset library.

4. Propose improvements to the organizational process assets.
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EXTERNAL DEPENDENCIES MANAGEMENT
Operations .ﬁ.
Purpose

The purpose of External Dependencies Management is to establish and manage
an appropriate level of controls to ensure the resilience of services and assets that
are dependent on the actions of external entities.

Introductory Notes

Outsourcing services, development, production, and even asset management
have become normal and routine operational elements for many organizations
because they often provide the ability to engage specialist skills and equipment at
a cost savings over internal equivalents. Increasingly, organizations are also
exposing technology systems, information, and other high-value assets to cus-
tomers to enable the seamless and efficient flow of business processes. The Exter-
nal Dependencies Management process area addresses the identification of risks
associated with the actions of external entities, the formalization of the relation-
ship with such entities, and the ongoing management of those dependencies and
relationships, all in a manner to ensure that appropriate resilience measures are
in place to protect and sustain the organization’s services and assets that are
dependent upon such actions and entities.

For the purpose of this process area, the term organization is used to refer to
the entity—the enterprise or a part of the enterprise such as an organizational
unit or department—that is using the process area. An external dependency
exists when an entity that is external to the organization has access to, control of,
ownership in, possession of, responsibility for (including development, opera-
tions, maintenance, or support), or other defined obligations related to one or
more assets or services of the organization. Such entities may be contractors or
customers, but they may also be other units or groups within the enterprise. In
this process area, all such entities are referred to as “external entities.”

The success of the organization in accomplishing its overall mission depends
on its ability to sustain mission assurance of services in a consistent and efficient
manner. Some services are fully executed inside of organizational boundaries,
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giving the organization more direct control over mission assurance. However, in
many cases, the organization does not control all of the activities in a service that
contribute to meeting the service mission; instead, these activities may be
performed by external entities.

Dependence on external entities may increase risk levels for organizations in
managing the end-to-end resilience of their services. When the execution of a
service extends outside of the organization’s direct control, there is less ability to
directly affect or predict mission assurance, in part because mission assurance is
dependent on the resilience of the external entity. From an asset perspective—
people, information, technology, and facilities—this can be problematic. In its
role in support of a service, an external entity may

* use its own assets—If the external entity fails to protect and sustain these assets,
the service and its outcome may be compromised.

* access the assets of the organization (which likely includes the ability to control or
modify those assets)—The external entity’s actions could affect the resilience of
the assets and thereby compromise the service.

e possess and use the assets of the organization (which includes the responsibility
for custodial care of those assets)—If the external entity fails to meet the
resilience requirements of the assets (as specified by the organization), there is a
potential impact on the service mission.

¢ develop, deliver, commission, or install a new or revised asset for the organization.

* provide supporting services that aid in protecting and sustaining an organization’s
asset.

Consider also that an external entity may not have a direct role in executing a
specific service. In a support role (for example, storing information in an off-site
storage facility), an external entity may also fail to adequately protect and sustain
the asset such that it will not be available for use in a service when needed.

Regardless of the degree of external dependence, the organization retains
responsibility for service mission assurance. The organization is responsible for
setting the resilience requirements for services and related assets, communicating
them to and requiring them of external entities, and monitoring to ensure exter-
nal entities are meeting them. The evaluation and selection of external entities
based on their abilities to sustain resilience are important first steps in ensuring
service resilience.

External dependencies also arise when the organization outsources asset
design or development activities—including facility development or software or
system development. (Refer to the Resilient Technical Solutions Engineering process
area for more information about developing systems and software in a manner that
supports the organization’s resilience requirements and program.) Additional exter-
nal dependencies arise when the organization is reliant on services that are part
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of the environment in which it operates, such as energy, telecommunications, and
emergency response providers. All such external dependencies can significantly
affect an organization’s ability to achieve its service missions.

The External Dependencies Management process area comprises four goals:
to identify and prioritize external dependencies, to manage risks associated with
external dependencies, to formalize binding relationships with external entities,
and to monitor and manage external entity performance against all contractual
specifications, including those for operational resilience.

Related Process Areas
The establishment and management of resilience requirements for the organization’ assets,

including those provided or controlled by external entities, are performed in the Resilience
Requirements Development and the Resilience Requirements Management process areas.

The risk management cycle for external dependencies is addressed in the Risk Management
process ared.

The development, validation, testing, and improvement of plans to sustain service continuity
for both the organization and external entities are addressed in the Service Continuity
process ared.

The availability of people to support the continued operation of services, including both
employees of the organization and people provided by external entities, is addressed in the
People Management process area.

Controls to manage the performance of people in support of the resilient operation of services,
including both employees of the organization and people provided by
external entities, are addressed in the Human Resource Management process ared.

The identification, definition, management, and control of the organization’ assets, including
those provided or controlled by external entities, are addressed in the Asset Definition and
Management process ared.

The resilience of technology assets, including those in the control of the organization and
those developed, provided, managed, or controlled by external entities, is addressed in the
Technology Management process area.

The resilience of information assets, including those in the control of the organization and
those provided, controlled, or accessed by external entities, is addressed in the Knowledge and
Information Management process ared.

The resilience of facility assets and control of the physical environment, including facilities in
the full control of the organization and those provided or managed by external entities, are
addressed in the Environmental Control process area.

The development of software and system assets that meet the organization’s resilience
requirements is addressed in the Resilient Technical Solution Engineering process area.
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Summary of Specific Goals and Practices

EXD:SG1 Identify and Prioritize External Dependencies

EXD:SG1.SP1 Identify External Dependencies
EXD:SG1.SP2 Prioritize External Dependencies

EXD:SG2 Manage Risks Due to External Dependencies

EXD:SG2.5P1 Identify and Assess Risks Due to External Dependencies
EXD:SG2.5P2 Mitigate Risks Due to External Dependencies

EXD:SG3 Establish Formal Relationships

EXD:SG3.SP1 Establish Enterprise Specifications for External Dependencies
EXD:SG3.SP2 Establish Resilience Specifications for External Dependencies
EXD:SG3.SP3 Evaluate and Select External Entities

EXD:SG3.SP4 Formalize Relationships

EXD:SG4 Manage External Entity Performance

EXD:SG4.SP1 Monitor External Entity Performance
EXD:SG4.SP2 Correct External Entity Performance

Specific Practices by Goal

EXD:SG1 IDENTIFY AND PRIORITIZE EXTERNAL DEPENDENCIES

External dependencies are identified and prioritized to ensure the resilience of the high-
value services that they support.

In this goal, the organization identifies, characterizes, and prioritizes its external
dependencies. The prioritization of external dependencies establishes one or
more subsets on which the organization must focus its operational resilience
activities due to the external dependencies’ importance to the sustained opera-
tion of high-value services.

Prioritization of external dependencies is a risk management activity. The
organization establishes the dependencies that are of most value to the services
they support and that require controls to protect and sustain them. Failure to pri-
oritize external dependencies may lead to inadequate operational resilience of
high-value services and assets and excessive levels of operational resilience for
services and assets that are not high-value.

EXD:SG1.SP1 IpENTIFY EXTERNAL DEPENDENCIES

A list of external dependencies is established and maintained.

Organizations have many types of external dependencies. Any asset or service
that is subject to the actions of an external entity is the source of an external
dependency. It is important for the organization to identify and characterize all
such external dependencies so that they can be understood, formalized,
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monitored, and managed as part of the organization’s comprehensive risk
management process.

The most common type of external dependency occurs when the organization
outsources certain activities of a service (or the entire service) to an external
entity. Another example would be outsourcing the development of a technology
asset, such as a software application, or an information asset, such as a custom
database.

A less common type of external dependency occurs when the organization
provides its customers with access to or use of high-value organizational assets.
This is becoming more and more common in certain types of enterprises, partic-
ularly in cases where technology interfaces are provided to key customers for the
seamless integration of services between the two organizations. (For example,
the organization may process certain transactions on behalf of the customer
through a tightly coupled technological interface that provides the customer
with access to certain organizational assets.)

The organization may use any number of techniques to establish a catalog or
detailed list of external dependencies. The organization’s list of services should
be examined to discover services that may be subject to external dependencies,
in whole or in part. The organization’s inventory of assets should also be exam-
ined to discover assets that are in the control of external entities or are in other
ways subject to external dependencies. The organization may find value and effi-
ciency in establishing close service links or overlap to facilitate information shar-
ing between the external dependencies list, the services listing, and the asset
inventory. (Services are addressed in the Enterprise Focus process area; assets are
addressed in the Asset Definition and Management process area.)

The organization’s customer database and supplier database may also be valu-
able sources of insight when establishing the catalog of external dependencies.
The organization’s set of current supplier and vendor contracts and related serv-
ice level agreements (SLAs) are additional sources.

The purpose of the catalog of external dependencies is to support the identifi-
cation and prioritization of external dependencies and the management of risks
associated with selected dependencies.

The organization’s external dependencies will change over time as a result of
changes to relationships with essential suppliers and customers, changes in serv-
ices, the life cycle of assets, and many other reasons. Once the list of external
dependencies is established, it is important that it be maintained. A process for
updating the list on a regular basis should be established.

Typical work products

1. List of external dependencies and entities
2. Documented process for updating the list of external dependencies and entities
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Subpractices

1. Establish a process for creating and maintaining the list of external dependencies
and entities.

2. Establish a set of information that is collected and stored to define each external
dependency and the responsible external entity.

The data that is collected, stored, and routinely updated as part of defining an
external dependency and its corresponding external entity is used to help priori-
tize the external dependency and identify risks associated with the external
dependency. The data fields should therefore be set in consideration of the criteria,
thresholds, and process for prioritizing external dependencies (see EXD:SG1.SP2)
and in consideration of the risk identification process for external dependencies
(see EXD:SG2.SP1).

These are examples of information to collect, store, and update to define an external

dependency:

« adescription of the external dependency, including
- the organizational services that rely on the external dependency
- the organizational assets that rely on the external dependency
— the criticality and priority of the external dependency based on its importance to

high-value services and assets

- the organizational owner of the external dependency

- the name of the external entity that is responsible for the external dependency

- key points of contact at the external entity

- the ordanizational owner of the external entity relationship (i.e., the department
and/or person in the organization who is responsible for the relationship with the
external entity)

- compliance and other obligations that apply to the external dependency, the external
entity, or the relationship with the external entity

These are examples of information to collect, store, and update to define an external
entity responsible for an external dependency:
- the name of the external entity
- the names of the external dependencies for which the external entity is responsible
. the products, services, assets, or other inputs (external dependencies) that may be
supplied by the external entity, which may include
— deneral support services, such as producing the organization’s payroll or staffing
customer call centers
- services that directly affect resilience processes such as security operations or IT
service delivery and operations management
- resilience-specific services such as backup and recovery of data, provision of
backup facilities for operations and processing, and provision of support technology
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- environmental services such as power, telecommunications, fire and police
support, emerdgency medical services, and emergency management services

- technology and information assets, such as application software and databases

key points of contact at the external entity

the organizational owner of the external entity relationship (i.e., the department

and/or person in the organization who is responsible for the relationship with the

external entity)

the external entity’s legal entity type (corporation, government entity, etc.)

the nature of the relationship with the external entity (customer, supplier, public

service, or other)

type, status, and duration of contracts or other agreements in place with the external

entity

the monetary value or other parameter used to describe the value of the relationship

with the external entity

the ordanizational assets that are owned, developed, controlled, used, operated, or

otherwise influenced by the external entity

the financial status of the external entity

the status of any pending disputes or litigation with the external entity

. Review the organization’s asset inventory to ensure that any external entities that
possess, develop, control, operate, or otherwise influence high-value assets are
identified as external dependencies.

. Review the organization’ list of services to identify services that are subject to
external dependencies; add any such dependencies to the list of external
dependencies.

. Review supplier and customer databases to identify additional external
dependencies.

. Review current contracts and SLAs to identify additional external dependencies.

. Update the external dependency list on a regular basis.

The frequency and timing of such updates should be adjusted as a function of the
organization’s risk tolerance to the external dependencies. It may be prudent to
update different external dependencies at different frequencies based on the risks
and characterization details of external dependencies and the relevant external
entities. It may be appropriate to increase the update frequency during times of
increased risk to the organization or when an external entity is undergoing change
or is at risk. Contract award, renewal, or termination should trigger appropriate
updates to the external dependency list, as should changes in points of contact or
other material changes in the relationship.

Understanding the risks identified in EXD:SG2.SP1 may assist in setting and
revising the update frequency.
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EXD:SG1.SP2 PrioRiTizE EXTERNAL DEPENDENCIES

External dependencies are prioritized relative to their importance in supporting the
delivery of high-value services.

The prioritization of external dependencies must be performed to ensure that the
organization properly directs its operational resilience resources to the external
dependencies that most directly impact and contribute to services that support
the organization’s mission. These external dependencies require the organiza-
tion’s direct attention because their disruption has the potential to cause the most
significant organizational consequences.

External dependency prioritization is performed relative to services—that is,
external dependencies associated with high-value services are those that must be
given the highest priority for operational resilience activities.

However, the organization can use other criteria to establish high-priority
external dependencies, such as

e actions of the external entity in the support, maintenance, or custodial care of
high-value organizational assets

¢ the extent to which the organization would rely on the actions of the external
entity during off-normal operations, crises, or other times of operational stress

e actions of the external entity in supporting the organization’s resilience
process

¢ an external dependency resulting from external entity access to highly sensitive
or classified information or to the organization’s trade secrets or proprietary
information such as intellectual property (Categorization of information assets is
addressed in KIM:SG1.SP2, and intellectual property management is addressed in
KIM:SG4.5P2.)

* external dependencies that are of high value to more than one service

* actions of the external entity in developing, providing, or commissioning
new assets for the organization

¢ the organization’s tolerance for “pain”—the degree to which it can suffer
degraded performance of the external dependency and continue to meet its
mission

Several tiers or classes of prioritization may be appropriate depending on the
complexity of the organization’s operations and variations in the nature of the
external dependencies. It is important that consistent and meaningful criteria be
developed for prioritizing the external dependencies and that the criteria be uni-
formly applied to the full set of external dependencies. The prioritization and cri-
teria should be reviewed and updated on a regular basis to ensure that the
prioritization scheme and the list of prioritized external dependencies are appro-
priate for the organization’s risk environment and tolerance.
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Typical work products

1. Criteria for prioritizing external dependencies
2. Prioritized list of external dependencies
3. Results of external dependency affinity analyses

Subpractices

1. Establish prioritization criteria and scheme for external dependencies.
Prioritization criteria should express and distinguish the importance of external
dependencies in the continued operation of the organization. The prioritization
scheme should be developed in consideration of the various types of external
dependencies and external entities on which the organization relies. Thresholds
should be considered to distinguish one or more tiers of external dependencies so
that appropriate controls can be applied to the various sets of external dependen-
cies to protect and sustain the organization’s operations.

2. Apply the prioritization criteria to the list of external dependencies to produce a
prioritized list.
Depending on the prioritization scheme developed by the organization, the result
might be several lists, tiers, or sets of external dependencies.

Be sure that external dependencies that are required for the successful execution of
security activities, service continuity plans, and service restoration plans are priori-
tized appropriately.
3. Periodically validate and update the prioritization criteria and scheme based on
changes to the operational environment.

4. Periodically update the prioritized list of external dependencies based on
changes in the prioritization criteria and scheme, the operating environment, or
the list of external dependencies.

5. Perform affinity analyses to inform dependency prioritization and risk
identification.

Affinity analyses should be performed to identify situations such as

¢ the reliance of more than one high-value asset or service on a single external
dependency or entity

* external entities that are dependent on others to meet their agreements with the
organization and thus may create chains of external dependencies that are very
difficult to manage or control

EXD:SG2 MANAGE Risks DUE To EXTERNAL DEPENDENCIES

Risks due to external dependencies are identified and managed.

The management of risk due to external dependencies is the specific application of
risk management tools, techniques, and methods to these high-value relationships
of the organization. Most organizations have many external dependencies, all of
which can be the source of additional risks. Risks from external dependencies can
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result in consequences due to the impact on assets or services that may be in the
control of, supplied by, operated by, or otherwise affected by external entities.

Managing risks due to external dependencies involves understanding the
nature of each essential external dependency and the specifics of how the organi-
zation may be affected by the realization of such risks.

EXD:SG2.SP1 [DENTIFY AND ASSESS RiSks DUE To EXTERNAL DEPENDENCIES

Risks associated with external dependencies are periodically identified and assessed.

Risks due to external dependencies must be identified and assessed so that they
can be effectively managed to maintain the resilience of the organization’s high-
value services.

The identification of risks due to external dependencies forms a baseline from
which a continuous risk management process can be established and managed.

The subpractices included in this practice are generically addressed in RISK:SG3 and
RISK:SG#4 in the Risk Management process area.

Typical work products

1. External dependency risk statements, with impact valuation
2. List of external dependency risks, with categorization and prioritization

Subpractices

1. Determine the scope of risk assessment for external dependencies.
Determining which external dependencies to include in regular risk assessment
activities depends on many factors, including the impact on the organization of
any disruption in a high-value service that could result due to the realization of
such risks.

2. Identify risks due to external dependencies.
Identification of risks due to external dependencies requires an understanding of
the actions of the associated external entity in the operation, support, or resilience
of the organization’s services. External entities will be responsible for varying
dependencies in the support of the organization’s operations. The information
gathered in the identification and characterization of the external dependencies in
support of EXD:SG1.SP1 may be useful in identifying such risks.

Issues to consider when identifying risks associated with a specific external
dependency that relies on a specific external entity include

« the financial condition of the external entity

« risks to the availability of the external entity’s vital staff

- reliance by the external entity on subcontractors

- risks to assets owned, developed, and operated by the external entity that are used
in providing the necessary service to the organization
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- scalability of the external entity to meet demand surges or growth in operations as
may be required

- the ability of the external entity to protect and sustain its operations, particularly in
times of disruption and stress, including service continuity plans, protective and
detective controls, and other key risk management elements

- level of resilience experience or maturity of the external entity, including demon-
strated strengths or weaknesses

« risks due to the location of the external entity, which may include specific environ-
mental risks due to geography or operating risks associated with local public services

- unique regulatory and compliance risks associated with the external dependency or
the external entity, especially as may be compounded by differing local laws (This
may be particularly relevant if the external entity is based in another country.)

« reliance on communications infrastructure or other high-value technology assets that
enable smooth conduct of operations between the organization and the external entity

Risk statements should be developed for each identified risk. (RISK:SG3.SP1 and
RISK:SG3.SP2 provide additional information about identifying risks and developing
risk statements.)

3. Analyze risks due to external dependencies.
The analysis of risks should include an evaluation of the potential impact of the
risk on the organization.

Topics to consider when analyzing risks associated with a dependency on a specific
external entity include

- the value of assets or services that are accessed, modified, provided, developed, or
controlled by the external entity

operational throughput that relies on the performance of the external entity

(for example, the number of customers or the transaction volume that would be
impacted by the realization of the risk)

legal liabilities that might accrue to the organization as a result of the risk

risks that could arise if the organization has not developed contingency plans or
service continuity plans to minimize the impact of any disruptions to the external
entity’s operations on which the organization relies

alternative sources for whatever assets or services the external entity provides that
could be or already are established

historical key performance measures of the external entity

4. Categorize and prioritize risks due to external dependencies.
RISK:SG4.SP2 provides additional information about risk categorization and
prioritization.

5. Assign a risk disposition to each identified risk.

RISK:SG4.SP3 provides additional information about risk disposition.
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EXD:SG2.SP2 MiTIGATE Risks DUE To EXTERNAL DEPENDENCIES

Risk mitigation strategies for external dependencies are developed and implemented.

The mitigation of risk due to external dependencies involves the development of
strategies that seek to minimize the risk to an acceptable level. This includes
reducing the likelihood of risks, minimizing exposure to them, developing
service continuity plans, and developing recovery and restoration plans to
address the consequences of realized risk.

Risk mitigation for external dependencies requires the development of risk
mitigation plans (which may include the development of new controls or the
revision of existing controls that apply to external dependencies and external
entities) and the implementation and monitoring of these plans for effectiveness.
The subpractices included in this practice are generically addressed in RISK:SG5 in the Risk
Management process area.

Typical work products

1. External dependency risk mitigation plans
2. List of those responsible for addressing and tracking risks
3. Status reports on external dependency risk mitigation plans

Subpractices

1. Develop risk mitigation strategies and plans for all risks due to external depend-
encies that have a “mitigation” or “control” disposition.

2. Validate the risk mitigation plans by comparing them to existing strategies for
protecting and sustaining external dependencies.

3. Identify the person or group responsible for each risk mitigation plan and ensure
that the person or group has the authority to act and the proper level of skills
and training to implement and monitor the plan.

4. Monitor and manage residual risk.

5. Implement the risk mitigation plans and provide a method for monitoring their
effectiveness.

6. Monitor risk status on a regular basis to ensure that the risk, its mitigation strat-
egy, and its risk mitigation plan do not pose additional threat to the organization.

EXD:SG3 EstABLISH FORMAL RELATIONSHIPS

Relationships with external entities are formally established and maintained.

Requirements in the form of contractual specifications provide the basis for
formal agreements that are established to define and govern the relationships
between the organization and the actions of external entities. Enterprise-level
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requirements are established and included in any such agreement with an
external entity. Specifications (including those for satisfying resilience require-
ments) are established that are unique to a particular external dependency. Ide-
ally, external entities are selected from a qualified set of candidates based on
their demonstrable ability to achieve the specifications established by the
organization; any specifications that cannot be met are identified and managed
as risks by the organization. The entire relationship between the organization
and the external entity is established, defined, and bound by a formal agree-
ment that includes all contractual specifications. The agreement is updated
throughout the life cycle of the relationship with the external entity as needed.

EXD:SG3.SP1 EstaBLISH ENTERPRISE SPECIFICATIONS FOR EXTERNAL DEPENDENCIES

Enterprise specifications that apply in ¢eneral to external entities are established and
maintained.

The organization has a set of values and behaviors that it follows when carrying
out its operations. These values and behaviors may be derived to support the
organization’s strategy or designed to create or reinforce the organization’s public
image. They may also be a reflection of the organization’s market sector or the
function of regulations or other constraints with which the organization must
comply. Regardless of the source, the organization’s values and behaviors should
be reflected in high-level organizational policies that govern the behavior of staff
and external entities whenever they are representing or performing services for
the organization.

From a resilience perspective, such policies, standards, and guidelines are
essential controls that aid in protecting and sustaining the organization’s operation.
For example, the organization may have a policy that requires certain minimum
due diligence prior to allowing staff members to access certain information assets.

When external entities support the execution of the organizations services,
they become an extension of the organization and should be subject to the same
or similar policies, standards, and guidelines as the organization’s staff. These
enterprise-level policies, standards, and guidelines must be translated to a set of
enterprise-level specifications and reflected in agreements with each external entity
to ensure a seamless implementation of the organization’s resilience strategy.

The enterprise specifications for external dependencies should consider the
prioritization criteria and scheme for external dependencies (see EXD:SG1.SP2).
It may be appropriate for certain or all enterprise specifications to apply to all
external entities. Alternatively, it may be appropriate for different sets of enter-
prise specifications to apply to different tiers or sets of prioritized external
dependencies and the relevant external entities.
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The organization’s enterprise resilience requirements should be reflected in the
enterprise specifications for external dependencies. (Enterprise resilience require-
ments are addressed in the Resilience Requirements Development process area.)

These are examples of enterprise specifications for external entities:

. compliance with regulations or legal statutes that affect the organization

- agreement related to the treatment of the organization’s intellectual property

- adherence to certain staff and human resources policies

- policies regarding the security of certain information or technology assets, including
the use of resilience guidelines in the development of software and system assets
(Refer to the Resilient Technical Solution Engineering process area.)

- physical access policies for organization-owned or -managed facilities

- adherence to special agreement provisions such as non-disclosure statements

. requirements for contract flow-down provisions or pre-approval of subcontractors

« insurance and indemnification requirements related to the handling of certain assets

- indemnification and defense requirements associated with legal or contract violations

« security clearance requirements for facilities or staff

- policies on ethics, behavior, non-discrimination, and harassment

. procedural requirements related to staff turnover

« policies on performance monitoring and reporting

« minimum requirements for financial attributes of the organization and related reporting

Typical work products

1. List of enterprise specifications that apply to external dependencies and entities
2. Agreement templates that reflect enterprise specifications

Subpractices

1. Establish a list of enterprise-level specifications that apply to external dependen-
cies and entities.

2. Include specifications to adhere to relevant policies, standards, and guidelines
(particularly those that support or affect the resilience of the organization or its
operations) in the list of enterprise specifications for external dependencies and
entities.

3. Include relevant compliance and regulatory requirements in the list of enterprise
specifications for external dependencies and entities.

4. Include the enterprise specifications for external dependencies and entities in
contract and agreement templates as appropriate.

5. Review and update the enterprise specifications for external dependencies and
entities on a regular basis.

6. Ensure that changes are initiated to agreements with external entities when the
enterprise specifications change.
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EXD:SG3.SP2 EstaBLISH RESILIENCE SPECIFICATIONS FOR EXTERNAL DEPENDENCIES

Resilience specifications that apply to specific external dependencies and entities are
established and maintained.

External dependencies occur as a result of an external entity’s access to,
control of, ownership in, development of, possession of, responsibility for
(including operations, maintenance, or support), or other defined obligations
related to one or more high-value assets or services of the organization. The
organization’s high-value assets and services all have specific resilience
requirements that must be established as specifications for any associated
external dependency and responsible entity.

For each external dependency, the organization should establish a detailed set
of specifications that the external entity must meet in order to support and
extend the resilience of the organization’s operations. It is important that these
specifications be thorough, detailed, definitive, adequate for use as criteria when
selecting external entities, suitable as language in agreements with external enti-
ties, and appropriate for use as a basis for monitoring the performance of the
external entity.

The specifications for a specific external dependency and entity include, as
appropriate, required characteristics of the external entity (e.g., financial condition
and experience), required behaviors of the external entity (e.g., security and train-
ing practices), and performance parameters that must be exhibited by the external
entity (e.g., recovery time after an incident and response time to service calls).

When developing specifications for external dependencies, the organization
should

* consider the type of organizational assets or services impacted by the external
dependency and their importance to the organization’s mission and operations

¢ understand the extent to which the external entity takes custodial control of the
organization’s assets, and any resilience requirements of those assets that must be
satisfied

« consult internal and external stakeholders responsible for the associated assets
and services

* be aware of other assets or services that may rely upon the same external depend-
ency and entity (as would be indicated by the affinity analysis in EXD:SG1.SP2)

* review the resilience requirements established in the Resilience Requirements
Development process area for the assets or services in question

* review and select appropriate resilience guidelines established in the Resilient
Technical Solution Engineering process area for the development of all software
and system assets

« include the enterprise-level specifications (as identified in EXD:SG3.SP1)
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The resilience specifications for an external dependency must clearly cover the
resilience requirements of the assets or services that rely on the external entity.
They should also include key features and capabilities of the external entity.

Typical work products

1. Documented resilience specifications
2. Service level agreements

Subpractices

1. For each external dependency, establish a list of resilience specifications that
apply to the responsible external entity.
The process for determining and documenting the resilience specifications that
apply to an external dependency and entity will vary based on the action of the
entity in relation to the organization’s operations and the priority of the external
dependency (as determined in EXD:SG1.SP2).

At a minimum, the resilience specifications should include a clear and definitive
statement of the external entity’s services, support, products, assets, or staff on
which the organization relies.

2. Include specific characteristics of the external entity that are required.
Specifications for characteristics are often expressed as minimum acceptable
characteristics.

Required external entity characteristics might include
- industry experience

+ management experience

« technology and systems architecture

« process controls

financial condition

reputation, including references

degree of reliance on other external entities
legal, regulatory, and compliance history
ability to meet future needs

CERT-RMM capability ratings

3. Include resilience requirements for assets that will be developed, provided, or
maintained by external entities.
4. Include required behaviors, standards of performance, and service levels that are
required of the external entity.
Specifications that describe required behaviors and performance parameters are
often documented as SLAs that are included in requests for proposals (RFPs)
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(see EXD:SG3.5P3). It is valuable to develop the SLA before entering into a relation-
ship with an external entity so that the SLA can be used as part of the evaluation
process to select an external entity. Ultimately, the SLA should be incorporated
into the formal contractual agreement with an external entity (see EXD:SG3.5P4).

From a resilience perspective, the SLA should include the performance specifica-
tions for security, business continuity, and IT operations that are necessary to
support the resilience of the associated asset or service (the external depend-
ency). For example, if the external entity is performing payroll operations for
the organization, the SLA may require that the external entity keep all payroll
data confidential and destroy the data within a specific number of days of its use.
SLAs often specify deadlines or time parameters for availability, support, and/or
recovery activities (such as a requirement for X% availability over a Y-month
period).

Consider the following topics when establishing required behaviors and standards of

performance for external dependencies and entities:

- availability, including hours of operation and minimum uptime measures

. performance, including throughput, latency, response time, and other measures of
operational performance

« change management, including minimum time frames for notifications, testing
requirements, and patch management procedures

- quality of service, including response time, dispute and escalation procedures,
service desk support, and problem tracking

- security, including incident management procedures and performance, vulnerability
and penetration management, logical and physical access controls, identity
management, and security standards compliance

« business continuity, including requirements for business continuity plan develop-
ment, testing protocols and frequency, recovery time in the event of an incident, and
prioritization of services or assets for recovery in the event of an incident. (This may
also include recovery time objectives [RTOs] and recovery point objectives [RPOs]
for specific technology assets [see TM:SG5.5P1].)

. asset segregation and marking

« physical and/or logical separation of technology and/or information assets

- monitoring and reporting requirements, including measurements and reporting
criteria, required audits, rights to audit, audit protocols, reports on external
dependencies, asset status reports, and dashboards

- communications and coordination, particularly in the event of security or business
continuity incidents

5. Periodically review and update resilience specifications for external dependencies
and entities as conditions warrant.
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EXD:SG3.SP3 EVALUATE AND SELECT EXTERNAL ENTITIES

External entities are selected based on an evaluation of their ability to meet the specifica-
tions for external dependencies.

External entities should be selected according to an organized and thorough
process and according to explicit specifications and selection criteria. The selec-
tion process and criteria should be designed to ensure that the selected entity can
fully meet the organization’s specifications as established in EXD:SG3.SP1 and
EXD:SG3.SP2.

From a resilience perspective, the selection process for external entities is
often an extension of or supplement to the organization’s standard procurement
processes. Resilience specifications may simply serve as additional requirements
for consideration and evaluation as part of the standard procurement process. In
all cases, due diligence should be performed on candidate external entities to
evaluate their ability to meet the resilience specifications that have been estab-
lished for the actions they hope to perform for the organization.

In some cases, external entities cannot be selected from a pool of candidates;
they may be inherited in the course of an acquisition or merger, or they may be
the only provider of a high-value service on which the organization depends
(this is often the case for public services). In cases in which external entities can-
not be selected, the due diligence process for selection should still be performed
to identify any specifications that are not met by the external entity. It may be
appropriate to alter the specifications by changing the actions or nature of the
dependence on the external entity to resolve the unmet specifications. In cases
where the specifications cannot be changed, any unmet specifications should be
treated as risks under EXD:SG2.

Typical work products

1. Requests for proposals or other types of external entity solicitation documents
that include specifications in cases in which proposals and bids are being sought
by the organization

2. External entity selection criteria
3. Evaluation of each external entity proposal against the selection criteria
4. Selection decision and supporting rationale

Subpractices

1. Establish a selection process for external entities that includes consideration of
applicable specifications.
2. Establish external entity selection criteria.
The criteria should include measures and thresholds of the candidate external
entity’s ability to meet the resilience specifications established in EXD:SG3.SP1 and
EXD:SG3.SP2.
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These are examples of factors that should be considered for the development of criteria

for external entity selection:

. ordanizational mission, vision, values, goals, objectives, purpose, and critical success
factors

- therisk tolerance of both the organization and the external entity

. the type of external entity relationship and whether the relationship supports a
high-value service or is an essential part of the service

- the nature of the service—whether the external entity will take custodial control of
the organization’s high-value assets or use its own in providing the service

. the nature of the asset—the extent to which the asset (such as software or
information) supports a high-value service or is an essential element of
accomplishing the service

. the ability of the external entity to participate in monitoring, testing, and verification
activities

- if the external entity is likely to have multiple customers, the ability of the external
entity to provide service during periods of concurrent usage

Include the resilience specifications for external entities in RFPs, other
solicitations of interest, and other documents or processes that are designed to
identify and/or qualify candidate external entities.

4. Evaluate external entities based on their abilities to meet the resilience specifica-
tions and in accordance with the established selection criteria.

Perform due diligence on candidate external entities.
The due diligence process should be designed to verify that the candidate can meet
the organization’s specifications. If the external entity is engaged with a high-value
service or asset in support of the organization’s mission, it may be appropriate to
test the controls that are in use by the candidate to protect and sustain its services
and assets as part of the due diligence process.

The due diligence may be performed iteratively as part of a staged procurement
process with multiple down-select stages, or the due diligence may be performed
completely on each qualified candidate to help understand and reveal differences
among the candidates.

The due diligence process and results should be documented. The resulting
documents should be adequately protected in accordance with the organization’s
policies and in compliance with any non-disclosure or other agreements in place
with the candidate.

6. Select external entities and document the selection and decision rationale.

7. If any resilience specifications are unmet by the selected external entity, revise
the selection criteria to adjust the specifications or treat the unmet specifications
as identified risks in EXD:SG2.SP1.

Wow! eBook <WoweBook.Com>



360 PART THREE CERT-RMM PROCESS AREAS

EXD:SG3.SP4 FORMALIZE RELATIONSHIPS

Formal agreements with external entities are established and maintained.

Formal agreements should be established with external entities. The agreement
content may take different forms depending on the

¢ type of relationship between the organization and the external entity

« type of products or services (external dependencies) being provided by the
external entity (particularly if the services are for sustaining security and
resilience rather than general services)

¢ level of integration of the external entity with the service (i.e., the extent to which
the organization relies on the external entity to meet the service mission)

¢ degree to which the external entity takes custodial control of the organization’s
asset(s) in order to provide necessary products and services

Types of agreements may include contracts, memoranda of agreement, purchase
orders, and licensing agreements. In some cases, agreements such as mutual-aid
agreements may spell out what services a public authority provides for the
organization during normal operations and during crises. In cases in which the
external entity and the organization are part of the same legal entity or share a
common parent legal entity, the organization or the parent entity may have special
procedures for establishing and enforcing agreements. Agreements are often com-
posed from multiple sections or multiple documents, each of which describes some
aspect of the arrangement and agreement. In all cases, the agreement, regardless of
form, should

¢ be enforceable by the organization

¢ include detailed and complete specifications that must be met by the external
entity (See EXD:SG3.SP1 and EXD:SG3.SP2.)

¢ include any required performance standards or work products from the
organization

¢ be changed to reflect changes in specifications over the life of the relationship

Typical work products

1. Agreements with external entities

Subpractices

1. Select an agreement type that best fits the performance standards required by the
organization and that is enforceable if problems arise.
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2. Properly document the agreement terms, conditions, specifications, and other
provisions.
All agreement provisions should be documented in the agreement in language that
is unambiguous.

The agreement should not contain any general exceptions for achieving the
resilience specifications unless they are carefully considered and negotiated. It may,
however, contain scenarios of types of unforeseen events for which the external
entity is not expected to prepare. Any exceptions granted to resilience specifica-
tions or scenarios for which the external entity is not required to prepare should
be treated as risks under EXD:SG2.

All agreements should establish and enable procedures for monitoring the
performance of external entities and inspecting the services or products they
deliver to the organization.

These are examples of elements and dependencies that should be addressed in the
agreement (sourced in part from Outsourcing Technology Services IT Examination
Handbook [FFIEC 2004]):

 work to be performed, services to be provided, or products to be delivered—Clearly
describe the responsibilities of the external entity, including required activities,
services, deliverables, and time frames.

. all relevant enterprise-level specifications (See EXD:SG3.SP1.)

. external entity resilience specifications (see EXD:SG3.5P2), including
- performance standards—Clearly and measurably define minimum service

requirements and remedies for failing to achieve them. These are commonly
expressed as SLAs, which are incorporated and made part of the agreement.

— security, confidentiality, and privacy—The agreement should define obligations of
the external entity to protect the organization’s assets. The external entity should
be prohibited from using such assets except as necessary for the performance of
the agreement and should be required to protect against unauthorized use or
disclosure. Define disclosure obligations for security breaches and disclosures.
The agreement should include any regulatory, legal, or compliance obligations.

- business resumption and contingency plans—Address the external entity’s
responsibility for backup and record protection, including equipment, program,
and data files, and maintenance and testing of service continuity plans. Include a
requirement for any specific recovery time frames and require copies of plans.

- staff performance or prescreening—Address any requirements related to external
entity staff, including any performance or licensing requirements, prescreening
requirements, or other qualifications. If any external entity staff members are
considered to be vital to the successful performance of the external entity, provi-
sions should be included to address the availability of the vital staff, including
notification requirements in the event that they become unavailable.

. controls—Include provisions that address external entity internal controls,
compliance with regulations, record keeping, records access, notification and
approval rights for material changes in external entity legal structure or form,
financial health and reporting, and insurance.
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« change procedures—Include procedures for changing any of the agreement
provisions by mutual agreement.

. audit—Address audit requirements and provisions for independent audit and
review, including audit report requirements and any required periodic reviews.

- reporting—Include frequency and type of reports required.

. subcontracting provisions—The external entity’s rights and ability to subcontract its
obligations under the agreement to others should be included.

« cost—Fully describe all costs associated with the agreement (base, recurring, special,
etc.), including provisions and circumstances for changing cost agreements.

- dispute resolution—Consider including specific provisions for escalation and
dispute resolution procedures. Include responsibilities for continued operation and
delivery during dispute periods.

. termination—Consider events that would warrant or allow termination by either the
organization or the external entity and include time frames for notification and
expenses for termination.

- regulatory compliance—Ensure that the external entity will comply with applicable
regulations and provide access to regulatory agencies as necessary.

- escrow provisions—If the external entity is providing services based on proprietary
or single-source software or other single-source assets, consider including an escrow
agreement that would allow the organization to secure the software or single-source
assets during extraordinary events.

. external entity assets—If the external entity will be using assets that are supplied by
entities external to itself, the agreement should include provisions, as appropriate,
for the repair or replacement of the assets, insurance provisions for the assets,
conditions under which the assets may be withdrawn by the external entity, and
provisions to replace the assets as needed.

- legal topics such as ownership and license, indemnification, liability, assignment of
the agreement to others, and jurisdiction including considerations for foreign-based
providers.

3. Ensure that the organization and the external entity agree to all agreement
provisions and specifications before executing the agreement.

Negotiation may be required to reach agreement with the external entity on all of
the agreement provisions. Any specifications that are waived as a result of
negotiations should be treated as risks under EXD:SG2. Once negotiations are
complete and the organization and the external entity agree to all of the agreement
provisions, the agreement should be executed by representatives from both
organizations.

4. Update the agreement as required throughout the duration of the agreement
according to provisions established in the agreement.
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EXD:SG4 MANAGE EXTERNAL ENTITY PERFORMANCE

The performance of external entities is managed.

The organization must manage external entities by monitoring performance
against specifications and taking corrective actions as appropriate.

EXD:SG#.SP1 MonNITOR EXTERNAL ENTITY PERFORMANCE

The performance of external entities is monitored against the specifications.

The performance of external entities against the agreement terms and specifica-
tions—particularly those focused on the resilience of the organization’s assets
and services—must be periodically monitored. This includes all external
dependencies for which the entity is responsible. The organization uses the spec-
ifications and formal agreements established in EXD:SG3 as the basis and criteria
for monitoring the external entity. Any deviations from the established specifica-
tions must be analyzed to understand the potential impact on the organization.

To ensure that performance monitoring is performed on a timely and consis-
tent basis, the organization should establish procedures that determine the fre-
quency, protocol, and responsibility for monitoring a particular external entity.
(Responsibility is typically assigned to the organizational owner of the relation-
ship.) These procedures should be consistent with the terms of the agreement
with the external entity (see EXD:SG3.SP4). It may be appropriate to adjust the
monitoring frequency in response to changes in the risk environment, changes to
external dependencies, or changes in the external entity.

When the external entity is responsible for producing or delivering assets to
the organization, the monitoring process should include inspection of the assets
to ensure that they meet all stated specifications, including asset resilience
requirements.

Typical work products

1. Reports on external entities

2. Relationship management databases showing current performance monitoring
information

3. Inspection reports on external entity deliverables

Subpractices

1. Establish procedures and responsibility for monitoring external entity perform-
ance and inspecting any external entity deliverables.
Procedures should be consistent with the agreement between the organization and
the external entity and should be based on verifying that the external entity is
achieving the specifications as defined in the agreement. All agreement specifica-
tions should be considered for monitoring; it may be appropriate to prioritize
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monitoring and inspection activities based on a risk analysis of the specifications
(which includes all external dependencies). Monitoring and inspection procedures
should address the external entity’s required characteristics, required behaviors,
and required performance parameters.

These are examples of appropriate periodic monitoring activities:

- reviews of the financial condition, viability, and risks of the external entity

- audits of the external entity’s controls and control environment both for the entity
and for external dependencies for which the entity is responsible

- testing the external entity’s service continuity plans independently or in an
integrated manner

- information security risk assessments, vulnerability scans, penetration tests, log
reviews, and access control inspections

- review of compliance activities and records

- audits of performance specifications

- evaluations of changes in staff and review of staff prescreening activities

- inspection of deliverables against any or all specifications

- review of insurance coverage

- evaluation of any subcontractor usage

2. Meet periodically with external entity representatives to review the result of
monitoring activities, the specifications in the agreement, and any changes in
either the organization or the external entity that might impact performance
under the agreement.

3. Evaluate any deviations in the performance of the external entity from the estab-
lished specifications to determine the risk to the organization’s operation and to
inform the selection of corrective actions.

EXD:SGH4.SP2 CoRRECT EXTERNAL ENTITY PERFORMANCE

Corrective actions are implemented to support external entity performance as necessary.

Implementing corrective actions is a necessary part of managing external entity
performance. The objective of any corrective action is to minimize the disruption
to the organization’s operation or the risk of any such disruption based on
external dependencies. The range of corrective actions should be established in
the agreement with the external entity, and an evaluation of alternatives should
be completed prior to implementing corrective actions.

In cases in which the external entity is developing or otherwise providing an
asset or assets to the organization, the appropriate corrective action may be to
reject the delivery of the assets.

Corrective actions should be documented in accordance with specifications in
the agreement and used to inform and improve ongoing monitoring of the
external entity.
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Typical work products

1. Corrective action reports or documentation

2. Correspondence with an external entity documenting corrective actions

Subpractices

1. Evaluate alternative corrective actions to select the optimal corrective action.
The agreement should be reviewed to identify appropriate and allowable corrective
actions for consideration. The various alternatives should be evaluated based
on their likelihood to succeed in correcting the situation and mitigating any
associated risks.

It may be valuable and appropriate to include the external entity in the discussion
and consideration of alternatives, especially if both the organization and the
external entity desire to continue the relationship.

2. Communicate with the external entity to review selected corrective actions.
Communication provisions in the agreement should be followed to formalize the
communication.

3. Implement selected corrective actions.
4. Monitor as appropriate to ensure that issues are remedied in a timely manner.
5. Update the agreement with the external entity as required.

Elaborated Generic Practices by Goal

Refer to the Generic Goals and Practices document in Appendix A for general
guidance that applies to all process areas. This section provides elaborations relative
to the application of the Generic Goals and Practices to the External Dependencies
Management process area.

EXD:GG1 AcHIEVE SPECIFIC GOALS

The operational resilience management system supports and enables achievement of the
specific goals of the External Dependencies Management process area by transforming
identifiable input work products to produce identifiable output work products.

EXD:GG1.GP1 PtrroRM SPECIFIC PRACTICES

Perform the specific practices of the External Dependencies Management process area
to develop work products and provide services to achieve the specific goals of the
process area.

Elaboration:

Specific practices EXD:SG1.SP1 through EXD:SG4.SP2 are performed to
achieve the goals of the external dependencies management process.
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EXD:GG2 INSTITUTIONALIZE A MANAGED PROCESS

External dependencies management is institutionalized as a managed process.

EXD:GG2.GP1 EstaBLisH PROCESS GOVERNANCE

Establish and maintain governance over the planning and performance of the external
dependencies management process.

Refer to the Enterprise Focus process area for more information about providing sponsorship
and oversight to the external dependencies management process ared.

Subpractices

1. Establish governance over process activities.

Elaboration:

Governance over the external dependencies management process may be

exhibited by

. extending the role of the chief acquisition or procurement officer (or equivalent)
to include ensuring that all RFPs and agreements with external entities reflect
resilience specifications

. developing and publicizing higher-level managers’ objectives and requirements
for managing the process

- providing oversight of external entity access to, control of, ownership in,
possession of, responsibility for (including development, operations, maintenance,
or support), or other defined obligations related to one or more assets or services
of the ordanization

. sponsoring and providing oversight of policy, procedures, standards, and
guidelines for evaluating, selecting, and managing relationships with external
entities, including the management of the process

. providing oversight of the process for establishing formal agreements with
external entities, including contracts and SLAs

- making higher-level managers aware of applicable compliance obligations
related to external dependencies, and regularly reporting on the organization’s
satisfaction of these obligations to higher-level managers

. oversight over the establishment, implementation, and maintenance of an
appropriate level of controls to ensure the resilience of services and assets that
rely upon the actions of external entities

- sponsoring and funding process activities

- providing guidance for prioritizing external dependencies relative to the
organization’s high-priority strategic objectives

- providing guidance on identifying, assessing, and managing operational risks
related to external dependencies
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« providing guidance for resolving violations of enterprise and resilience
specifications by external entities

- verifying that the process supports strategic resilience objectives and is focused
on the assets and services that are of the highest relative value in meeting strategic
objectives

« regular reporting from organizational units to higher-level managers on process
activities and results

- creating dedicated higher-level management feedback loops on decisions about
external dependencies and recommendations for improving the process

. conducting regular internal and external audits and related reporting to
appropriate committees on the effectiveness of the process

. creating formal programs to measure the effectiveness of process activities, and
reporting these measurements to higher-level managers

2. Develop and publish organizational policy for the process.

Elaboration:

The external dependencies management policy should address

- responsibility, authority, and ownership for performing process activities

. procedures, standards, and guidelines for

- identifying and prioritizing external dependencies

- associating external dependencies with services and assets

- managing operational risks resulting from external dependencies

- evaluating and selecting external entities

- formalizing and enforcing agreements with external entities, including
changing any provisions by mutual agreement

- developing and documenting enterprise and resilience specifications for
external entities, including organizational policies to which external entities
are expected to adhere

- standards of performance and service levels (Refer to EXD:SG3.SP2 subpractice 4.)

- establishing service continuity plans and procedures for external entities

— monitoring the performance of external entities, including inspecting the
services or products they deliver (Such procedures specify frequency, protocol,
and responsibility for monitoring and inspection.)

- terminating relationships with external entities as specified in formal agreements

— issue escalation and dispute resolution

requesting, approving, providing, and terminating access for external entities

(Refer to the Access Management process area for more information about

granting access [rights and privileges] to organizational assets. Refer to the Identity

Management process area for more information about creating and maintaining

identities for persons, objects, and entities.)

- methods for measuring adherence to policy, exceptions granted, and policy

violations

Wow! eBook <WoweBook.Com>



368 PART THREE CERT-RMM PROCESS AREAS

EXD:GG2.GP2 PLAN THE PROCESS

Establish and maintain the plan for performing the external dependencies management
process.

Elaboration:

A plan for performing the external dependencies management process is
developed to ensure that the organization can satisfy its operational resilience
requirements when an external entity has access to, control of, ownership in,
possession of, responsibility for (including development, operations, mainte-
nance, or support), or other defined obligations related to one or more assets
or services of the organization. The plan must address the enterprise and
resilience specifications for the service being performed or the product being
provided (i.e., the external dependency) by the external entity. In addition,
because external entities can be located in many geographical locations, the
plan must address those external entities and stakeholders that can enable or
adversely affect operational resilience.

The plan for the external dependencies management process should not
be confused with service continuity (recovery, restoration) plans for assets
and services that are under the control of external entities. The plan for the
external dependencies management process details how the organization will
manage external dependencies and relationships with external entities,
including the development of service continuity plans where such entities are
involved. (The generic practices for service continuity planning are described in
SC:SG1 through SC:SG4 in the Service Continuity process area.)

Subpractices

1. Define and document the plan for performing the process.
Define and document the process description.
Review the plan with relevant stakeholders and get their agreement.

Al

Revise the plan as necessary.

EXD:GG2.GP3 ProviDE RESOURCES

Provide adequate resources for performing the external dependencies management
process, developing the work products, and providing the services of the process.

Elaboration:

A wide range of organizational resources and skills is required to oversee and man-
age external entity access to, control of, ownership in, possession of, responsibility
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for (including development, operations, maintenance, or support), or other
defined obligations related to one or more assets or services of the organization.
This includes the diversity of activities required to identify, prioritize, evaluate,
select, formalize agreements with, and manage a wide range of relationships with
external entities. In addition, these activities may require a major commitment of
financial resources (both expense and capital) from the organization.

Subpractices

1. Staff the process.

Elaboration:

These are examples of staff required to perform the external dependencies
management process:
- staff responsible for

- staff involved in identifying, assessing, and mitigating risks that may arise due to

external dependencies and when engdaging external entities

facilities management staff for physical assets that are under the control of

external entities

- asset and service owners and custodians (to identify and enforce resilience
specifications that must be satisfied by external dependencies and entities)

identifying and prioritizing existing external dependencies and keeping this
information up-to-date based on changing business conditions

service continuity as it involves external dependencies and entities
preparing RFPs, including applicable SLAs

evaluating proposals and selecting external entities

establishing formal agreements with external entities

monitoring the performance of external entities to ensure they are meeting
their agreements and specifications, and taking corrective action when
appropriate

inspecting deliverables

Refer to the Organizational Training and Awareness process area for information
about training staff for resilience roles and responsibilities.

Refer to the Human Resource Management process area for information about acquiring
staff to fulfill roles and responsibilities.

2. Fund the process.

Refer to the Financial Resource Management process area for information about budg-
eting for; funding, and accounting for external dependencies.

3. Provide necessary tools, techniques, and methods to perform the process.
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Elaboration:

These are examples of tools, techniques, and methods to support the external

dependencies management process:

- methods, techniques, and tools for identifying and prioritizing the list of external
dependencies and keeping it up-to-date

- methods, techniques, and tools for identifying and managing risks due to external
dependencies, including tracking open risks to closure and monitoring the effec-
tiveness of risk mitigation plans

- templates for RFPs, SLAs, and formal agreements

- proposal evaluation checklists

- methods, techniques, and tools for monitoring and reporting the performance of
external entities

- methods, techniques, and tools for inspecting deliverables

- relationship management databases

EXD:GG2.GP# AssiGN RESPONSIBILITY

Assign responsibility and authority for performing the external dependencies management
process, developing the work products, and providing the services of the process.

Elaboration:

Those responsible for services and assets are involved in identifying and pri-
oritizing external dependencies and establishing resilience specifications that
external entities must fulfill. Formal agreements identify external entity
actions, including ensuring continuity of operations during times of stress.
EXD:SG1.SP1 calls for identifying the organizational owner of each relation-
ship with an external entity; EXD:SG4.SP1 calls for monitoring the perform-
ance of external entities against their specifications. Similarly, EXD:SG2.SP2
requires the identification of those responsible for addressing, tracking, and
mitigating risks that arise from external dependencies and relationships with
external entities.

In EXD:GG2.GP4, responsibilities are assigned to activities of the external
dependencies management process.

Refer to the Human Resource Management process area for more information about
establishing resilience as a job responsibility, developing resilience performance goals and
objectives, and measuring and assessing performance against these goals and objectives.

Subpractices

1. Assign responsibility and authority for performing the process.
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Elaboration:

The organization must ensure that responsibility and authority extend to all
external entities and to any entities with which the external entity has con-
tracted to provide services or products in support of the external entity’s formal
agreement with the organization.

2. Assign responsibility and authority for performing the specific tasks of the
process.

Elaboration:

Responsibility and authority for performing external dependencies management

tasks can be formalized by

- defining roles and responsibilities in the process plan

- including process tasks and responsibility for these tasks in specific job
descriptions

- developing policy requiring organizational unit managers, line of business
managers, project managers, and asset and service owners and custodians to
participate in the process for services and assets under their ownership or
custodianship

- developing and implementing agreements, including contracts, SLAs, memoranda
of agreement, purchase orders, and licensing agreements

- including process tasks in staff performance management goals and objectives,
with requisite measurement of progress against these goals

3. Confirm that people assigned with responsibility and authority understand it and
are willing and able to accept it.

EXD:GG2.GP5 TRrAIN PEOPLE

Train the people performing or supporting the external dependencies management process
as needed.

Refer to the Organizational Training and Awareness process area for more information about
training the people performing or supporting the process.

Refer to the Human Resource Management process area for more information about invento-
rying skill sets, establishing a skill set baseline, identifying required skill sets, and measuring
and addressing skill deficiencies.

Subpractices

1. Identify process skill needs.
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Elaboration:

These are examples of skills required in the external dependencies management

process:

- identifying and prioritizing external dependencies

- affinity analyses

- elicitation of resilience specifications to be reflected in RFPs and agreements with
external entities

- evaluating and selecting external entities

- nedotiating agreements with external entities

- prioritizing external entities based on the priority of the external dependencies
for which the entity is responsible

- knowledge of tools, techniques, and methods that can be used to identify,
analyze, mitigate, and monitor operational risks resulting from external
dependencies and from relationships with external entities

- managing relationships with external entities

- monitoring the performance of external entities, including the inspection of
deliverables and knowing when corrective actions are called for

2. Identify process skill gaps based on available resources and their current skill
levels.

3. Identify training opportunities to address skill gaps.

Elaboration:

These are examples of training topics:

+ contract negotiation

. prioritizing external dependencies based on established criteria

- developing resilience specifications for external entities

« cross-training to ensure adequate knowledge and coverage for all external
dependencies

. terminating agreements with external entities

« supporting service owners and asset owners and custodians in understanding the
process and their related roles and responsibilities

« using process methods, tools, and techniques, including those identified in
EXD:GG2:GP3 subpractice 3

4. Provide training and review the training needs as necessary.
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EXD:GG2.GP6 MANAGE WoRrk ProbucT CONFIGURATIONS

Place designated work products of the external dependencies management process under
appropriate levels of control.

Elaboration:

These are examples of external dependencies work products placed under control:

. list of external dependencies, with priorities

- criteria for prioritizing external dependencies

. affinity analyses results to inform dependency prioritization and risk
identification

- information that defines external dependencies, stored as a maintainable
information repository or database

- risk statements with impact valuation

- list of external dependency risks with categorization and prioritization, risk
disposition, mitigation plans, and current status

. agreement templates, including enterprise specifications that apply to external
entities

. external dependencies and resilience specifications that apply to each external
entity

« RFPs, including applicable SLAs

- criteria for selecting external entities

- proposal evaluation results and decision rationale

- agreements with external entities, including contracts, memoranda of agreement,
purchase orders, and licensing agreements

- performance-monitoring reports

« relationship management databases

« inspection reports on deliverables

» corrective-action reports

. process plan

« policies and procedures

EXD:GG2.GP7 |IDENTIFY AND INVOLVE RELEVANT STAKEHOLDERS

Identify and involve the relevant stakeholders of the external dependencies management
process as planned.

Subpractices

1. Identify process stakeholders and their appropriate involvement.
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Elaboration:

Because external entities may reside in a wide range of physical locations and
provide and support numerous processes, services, and assets, a substantial
number of stakeholders are likely to be external to the organization.

These are examples of stakeholders of the external dependencies management

process:

- internal and external owners and custodians of organizational assets

- internal and external service owners

. organizational unit and line of business managers responsible for high-value
assets and the services they support

. staff responsible for managing operational risks arising from external dependencies
and relationships with external entities

- staff responsible for establishing, implementing, and maintaining an internal
control system for ordanizational assets where an external dependency and an
external entity are involved

- staff required to develop, test, implement, and execute service continuity plans
that involve external dependencies and external entities

« acquisition and procurement staff

- internal and external auditors

Stakeholders are involved in various tasks in the external dependencies

management process, such as

« planning for evaluating, selecting, and managing relationships with external
entities

- creating and maintaining a prioritized inventory of all external dependencies

- establishing and periodically reviewing prioritization criteria

- analyzing services and assets to determine their dependencies on external entities

- identifying resilience specifications for external entities

- ensuring that service continuity plans reflect all external dependencies as well as
the actions of external entities

« managing operational risks that arise from external dependencies and
relationships with external entities

« monitoring the performance of external entities

- renegotiating and terminating relationships with external entities

- reviewing and appraising the effectiveness of process activities

« resolving issues in the process

2. Communicate the list of stakeholders to planners and those responsible for
process performance.

3. Involve relevant stakeholders in the process as planned.
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EXD:GG2.GP8 MoniTor AND CONTROL THE PROCESS

Monitor and control the external dependencies management process against the plan for
performing the process and take appropriate corrective action.

Refer to the Monitoring process area for more information about the collection, organization,
and distribution of data that may be useful for monitoring and controlling processes.

Refer to the Measurement and Analysis process area for more information about establishing
process metrics and measurement.

Refer to the Enterprise Focus process area for more information about providing process
information to managers, identifying issues, and determining appropriate corrective actions.

Subpractices

1. Measure actual performance against the plan for performing the process.

2. Review accomplishments and results of the process against the plan for
performing the process.

Elaboration:

These are examples of metrics for the external dependencies management process:
« number and percentage of external entities in a variety of categories, such as

- by external dependency

- by business process, by service, by asset or product

- by type of service or product provided (Refer to EXD:SG1.5P1 subpractice 2.)

- by prioritized tier (based on prioritization criteria)

- by agreement type (formal contract with and without SLA, memorandum of
agreement, purchase order, licensing agreement, and other, including no type
of agreement)

— by number or type of agreement changes

- by status (RFP, source selection, awarded, contract initiated, performing as
expected, out of compliance, in dispute or litigation, terminated, renewed, etc.)

- by monetary value

- by geographic region

- by operational throughput that relies upon the external entity (for example,
number of customers, transaction volume)

- by number of entities external to itself upon which the external entity relies to
meet its agreements with the organization

- by CERT-RMM capability rating

. percentage of external dependencies without designated organizational owners

- percentagde of external entities without designated organizational owners

- percentagde of external entities whose financial status is at risk

. percentagde of external entities that have undergone some form of assessment, risk
assessment, and audit as required by policy
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- percentagde of external entities that
- play a key role in fulfilling service continuity plans during disruptive events
- have tested their service continuity plans, including their participation in the

organization’s service continuity plans per agreement

— failed to perform as expected during a disruptive event

- percentage of external entities whose deliverables have failed to pass inspection

- percentage of external entities with corrective actions that have not been reme-
died in the desi