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Advance Praise for Cyber Persistence Theory

“Michael Fischerkeller, Emily Goldman, and Richard Harknett have once again
made an incredibly valuable contribution to the development of American
cyber policy and strategy through the writing of Cyber Persistence Theory. The
authors push its readership to think beyond classical deterrence theory to new
concepts for engaging and defeating undeterred adversaries in cyberspace. In
short, this book argues the need for change and to take more risk to close an
increasingly larger risk in our defense and national security as well as our public
safety posture as American citizens. To do so, the authors argue will require not
only persistent engagement, but a ‘whole-of-nation plus’ effort. A must-read for
both national and cyber security professionals!”
—Robert J. Butler, former Deputy Assistant Secretary of
Defense for Cyber and Space Policy

“Time will tell whether cyberspace operations can have coercive effect, but it is

unambiguously true that to date, nations have used cyberspace mostly to gain

advantage in competing with other nations. Understanding how they do so is a

new challenge that scholars of international relations would do well to take on,
and this book is a superb point of departure for them.”

—Herb Lin, Hank J. Holland Fellow in Cyber Policy and

Security, Hoover Institution, Stanford University

“This book helps to fill a crucial gap in strategic thinking about the fundamentals

of cyberspace and sets out a clear course of action for the US government. It is a
must-read for students, analysts, and policymakers.”

—Max Smeets, Senior Researcher ETH Zurich, Center for

Security Studies, and author of No Shortcuts: Why States Struggle

Develop a Military Cyber-Force
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FOREWORD

As the Department of Defense (DoD) established United States Cyber
Command in 2010, the United States was only beginning to understand the
complexity and challenges of how the military would operate in cyberspace.
Over the next six years, much was accomplished in fielding forces, training, and
planning; however, there was still a need to develop an operational approach
suited to the domain. By 2016, Michael Fischerkeller, Emily Goldman, and
Richard Harknett were laying the foundation for the Command’s approach of
Persistent Engagement.

US Cyber Command drew on this thinking in its 2018 Vision, just as forces,
policy, and training had matured to enable effective operations. The results: a
growing operational tempo in defense of US elections and in support of US mil-
itary operations, as well as improved cybersecurity for the DoD. These results in
turn promoted collaboration between government agencies and private-sector
companies to address common threats in cyberspace.

In their book, the authors demonstrate the value of a deep grounding in
the scholarship of international relations theory and thorough analysis of the
attributes and emerging dynamics of the cyber domain. As we gain experience
and learn through action, this volume offers a framework for understanding that
can improve operational effectiveness moving forward. Our understanding of
cyberspace and how it is exploited has grown since Cyber Command’s founding,
as it undoubtedly will in the years ahead. The authors have made an important
contribution to this understanding, and Ilook forward to seeing the role it plays
in the continued development of strategy, national security, and cybersecurity
scholarship.

—General Paul M. Nakasone, US Army
The views expressed are the writer’s own, and do not necessarily represent
the views of the US Department of Defense or the US Army.
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The Misapplied Nexus of
Theory and Policy

Theory should cast a steady light on all phenomena so that we can
more easily recognize and eliminate the weeds that always spring from
ignorance: it should show how one thing is related to another, and
keep the important and unimportant separate. . . . The insights gained
and garnered by the mind in its wanderings among basic concepts are
benefits that theory can provide. Theory cannot equip the mind with
formulas for solving problems, nor can it mark the narrow path on
which the sole solution is supposed to lie by planting a hedge of princi-
ples on either side. But it can give the mind insight into the great mass
of phenomena and of their relationships."

Developing a new theory to shine light on complex emerging phenomena is no
easy task. Finding acceptance for a new theory that questions a dominant para-
digm is more challenging. Translating that new theory into a noteworthy change
in strategy and policy pushes the envelope of the improbable. This book strives
for all three, despite the herculean nature of the task, because these objectives
have been intertwined for the three authors of this book over the past sev-
eral years.

We offer a structural theory of cyber security that explains the core logic
driving cyberspace competition and conflict and that reveals the existence of a
distinct strategic environment to which all States are subject. It is a theory that
is applicable to all State, and potentially non-State, behavior. We posit that align-
ment to the structural features and strategic opportunities of the strategic envi-
ronment that emerged from the creation of global networked computing will, in
large measure, determine how well States and non-State actors leverage cyber-
space to advance their interests and values.

To place the bottom line up front, cyber persistence theory posits that cyber-
space must be understood primarily as an environment of exploitation rather
than coercion. Achieving strategic gains in the cyber strategic environment does

Cyber Persistence Theory. Michael P. Fischerkeller, Emily 0. Goldman, and Richard J. Harknett, Oxford University Press.
© Oxford University Press 2022. DOI: 10.1093/0s0/9780197638255.003.0001



2 CYBER PERSISTENCE THEORY

not require concession of the opponent. We recognize this is no minor asser-
tion.” Nevertheless, we demonstrate how States can reset the cyber playing field
to their advantage without shaping the decision calculus of the opposing side.
All actors in the cyber strategic environment have this opportunity and as a re-
sult, States must continuously anticipate the persistent resetting of the security
conditions in cyberspace by others as they seek to do so in turn.

The logic captured by cyber persistence theory presented in this book does
not amount to just a competing explanation of cyber security dynamics in the
early twenty-first century. Rather, it reaches the level of dissonance with dom-
inant thinking in national security studies that satisfies the often referenced,
but not often met, criterion Thomas Kuhn established for paradigms and their
changes. As Kuhn notes in his classic work, The Structure of Scientific Revolutions,
a paradigm provides a community with its basic assumptions, key concepts,
and methodology.® Once established, a paradigm becomes very difficult to dis-
lodge, even in the face of empirical evidence that the assumptions, concepts, and
methods do not align with observed behavior.

However, paradigms do not fall simply due to the friction between the ex-
pected and the observed. For a shift or “change in worldview” to occur, there
must first be a realization of the misalignment between theory and reality.* This
must be coupled with an alternative way of thinking, one resting on different and
more compelling assumptions, concepts, and methods. Paradigms are stubborn,
and there is no guarantee that new concepts will win the day; in fact, Kuhn’s
analysis suggests there will be much resistance.

For our purposes, this is relevant on both sides of the bridge—growing ac-
ademic acceptance of the principles of cyber persistence does not guarantee
effective policymaker adoption, nor does prescriptive adaptation shut down ac-
ademic disagreement.

The purpose of this book is to establish cyber persistence theory and position
it for greater development by both the academic community of security studies
scholars and the policy community managing national security strategy in the
digital age. In the following chapters, we examine the limitations of traditional
security paradigms and offer policy prescriptions derived from cyber persistence
theory. In order to bridge the gap between theory and policy, we offer in our
closing chapter an analysis of the United States as an example of actual policy
adjustment that requires ongoing shifts in fundamental conceptual thought that
constitute paradigm change.

Global digital connectivity is now a feature of modern human interactions,
and we hope a contribution of this book is a broad rethinking of international re-
lations theory and practice. Mis-framed theory or misapplied policy are equally
troublesome, and this book rests on the assertion that both are present in this
early intersection of global networked computing and international relations
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theory and policy. Theorists have defaulted to framing State-driven cyber dy-
namics in terms of traditional notions of coercion and war. Policymakers in
many countries have defaulted to a strategy of deterrence to solve the inter-State
challenges posed by global networked computing. Our theoretical explanation
challenges the primacy of both coercion theory and deterrence strategy for un-
derstanding and mitigating the strategic impact of cyberspace on international
security.

War, Coercion, and Deterrence

From the outset of global networked computing, policymakers and stra-
tegic thinkers were legitimately concerned about the consequences of cyber
capabilities for war and viewed cyberspace through the lens of war. In “A Brief
History of Cyber Conflict,” Michael Warner explains that cyberspace be-
came a military matter when “governments and institutions began storing and
moving wealth and secrets in the form of digital data in and among networked
computers having international connections” and when “those same enterprises
also began maneuvering to protect their secrets and wealth against opponents
who wanted to steal or impair them.”® The highest levels of the US government
acknowledged the national security risks from converging telecommunications
and automated information systems in 1984. A presidential directive foresaw
that US and foreign national security data could be not only exploited by foreign
adversaries but also corrupted or destroyed, with strategic implications, to in-
clude the security of both superpowers’ nuclear command and control systems.®
To wit, in the 1980s the Democratic People’s Republic of Korea (DPRK) was
laying the foundations of its strategic cyber program, by, among other things,
establishing the Pyongyang Informatics Center (PIC) and reportedly hiring
twenty-five Soviet instructors to train military students in “Cyber warfare.”’
Interestingly, these early 1980s examples reveal one State that saw the national
security consequences of network computing as a threat, while another saw it as
an opportunity.

Views of cyberspace also became intertwined with concepts of information
war, particularly after the 1991 Persian Gulf War. Information at the tactical
and strategic levels proved to be critical to the US-led international coalition’s
swift victory, and pundits quickly dubbed it “the first ‘information war’” Not
long after, prominent defense intellectuals John Arquilla and David Ronfeldt
published their seminal article, “Cyberwar Is Coming!”® In it, they describe how
information had become as important to victory on the battlefield as capital,
labor, and technology, altering the character of conflict and extending the battle-

field beyond geographic terrain to the electromagnetic spectrum.’
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In 2010, US Deputy Secretary of Defense William Lynn III declared cyber-
space a new domain of warfare, “as critical to military operations as land, sea, air,
and space. As such, the military must be able to defend and operate within it.”*°
Other countries would follow suit."

Seeking to understand if and how States could engage in cyber war, the ac-
ademic and policy communities have paid particular attention to the disrup-
tive and destructive nature of cyber operations.'> For more than two decades,
cybersecurity literature debated if, when, and how cyber war would occur.”® The
compelling work of Arquilla and Ronfeldt in the context of the First Gulf War
spurred scholarly debate on how military forces” information and communica-
tions systems could be disrupted or even destroyed in a future militarized crisis
or conflict.'"* In the late 1990s, the debate turned to the potential of cyber oper-
ations to cripple a society’s critical infrastructure." In the decade that followed,
perceptions of the impact of the Distributed Denial of Service (DDo$) attacks
against Estonia (2007) and Georgia (2008) reinforced this shift.'®

The academic and policy communities’ focus on cyber war did not reflect a
consensus about its practicality or potentiality. Some argued that concerns about
cyber war were well founded and that it may already be upon us. In 2009, Mike
McConnell, former Director of National Intelligence and the National Security
Agency (NSA), wrote, “[W]e have entered a new age of threat, defense, deter-
rence and attack equivalent in some ways, to the atomic age. Cyberattacks have
the potential to damage our way of life as devastatingly as a nuclear weapon.”'” In
2010, Richard Clarke and Robert Knake argued that “cyberwar is real” and “has
begun.”'® In 2013, Gary McGraw opened his article with the following:

Information systems control manyimportant aspects of modern society,
from power grids through transportation systems to essential finan-
cial services. These systems are riddled with technical vulnerabilities.
Consequently, our reliance on these systems is a major factor making
cyber war inevitable, even if we take into account (properly) narrow
definitions of cyber war."

Other scholars and analysts, for various reasons, remained skeptical of the
notion of cyber war and the argument that cyber operations or campaigns that
are not “war” could be strategically consequential. For example, the absence of
physical violence in reported cyberattacks encouraged Thomas Rid to argue that
cyber war has not and will not occur.?® According to Rid, no cyberattack meets
all three of Clausewitz’s criteria of war as “violent,” “instrumental,” and “polit-
ical”*! Instead, Rid concluded that “all past and present political cyberattacks
are merely sophisticated versions of three activities that are as old as war-
fare itself: subversion, espionage, and sabotage.”* Erik Gartzke shared Rid’s
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perspective in arguing that cyberattacks have not transformed States’ pursuit of
strategic advantage and dubbed cyberwar a “myth.”*

Gartzke also argued that cyber operations could only be relevant in “grand
strategic terms” or “pivotal in world affairs” if they independently “accomplish
tasks typically associated with terrestrial military violence.”** These include
deterring or compelling, maintaining or altering the distribution of power, and
resisting or imposing disputed outcomes. Gartzke referenced Clausewitz in
his arguments, concluding that “[t]he internet is generally an inferior substi-
tute to terrestrial force in performing the functions of coercion or conquest.
Cyber ‘war’ is not likely to serve as the final arbiter of competition in an an-
archical world and so should not be considered in isolation from more tradi-
tional forms of political violence.”*® Adam Liff, exploring the implications of
the proliferation of cyberwarfare capabilities for the character and frequency
of inter-State war, arrived at the same conclusion: “[c]yberwarfare appears
to be a tool for states to pursue political (strategic) and/or military (tac-
tical) objectives at relatively low cost only under very limited circumstances.
Although Stuxnet manifests cyberwarfare’s potential to become a useful brute
force measure, no examples of irrefutably effective coercive CNA [Computer
Network Attack] exist.”® Martin Libicki similarly doubted that “strategic cy-
berwar”—cyberattacks that determine the outcome of war or “state policy”™—
would occur in the future.”’

Despite differing perspectives regarding the salience and potential of State
cyber behaviors for war, these groups share a common paradigm. Scholars and
analysts who are focused on cyber and war construct their arguments through
the lens of coercion theory. The study of war, particularly in the nuclear era, has
been anchored firmly on coercion. Robert Art and Kelly Greenhill succinctly
describe how coercion focuses on change in the behavior of an opponent
(inducing change in how they calculate benefits and costs through compellence
or deterrence) and “always involves some cost or pain to the target or explicit
threat thereof, with the implied threat to increase the cost or pain if the target
does not concede.”*®

Many who argue that the notion of cyber war is valid and should be a cen-
tral concern of cyber strategy adopt the coercion paradigm when they call for
a strategy of deterrence to be the central feature of States’ cyber strategies. This
outcome is not surprising, since it seemed logical to apply the strategic approach
of coercing others not to attack through the threat of response—deterrence—
that had been successful in the physical domains to the information environ-
ment, in general, and cyberspace, in particular.

The “deterrence default” was reinforced by a national security enterprise
dominated for nearly two generations by deterrence thinking. The vast majority
of contemporary national security practitioners and senior academics were
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schooled during or immediately after the golden years of Cold War scholarship,
which produced a trove of classics focused on coercion theory.”

Over many decades, deterrence proved to be conceptually well aligned with
the Cold War strategic environment. Nuclear deterrence was associated with
the strategic stability and absence of major war between the United States and
the Soviet Union during the unprecedented historical period from the end of
World War II through the Cold War—what John Lewis Gaddis called the “Long
Peace.” It attracted an enduring group of scholars and practitioners away from
examining how to fight and win war and toward how to deter war. As a result, in
the first decades of the twenty-first century, the United States and other Western
democracies assumed cyberspace was a deterrence strategic environment and
that prospective response and operational restraint would produce positive
norms and stability.

Without question, the seventy-year history of deterrence serving as the cen-
tral security strategy for the United States and its allies influenced policymakers
immediate gravitation toward the same strategy for cyberspace. However, their
inclination was further exacerbated by the fact that scholars had failed to pro-
vide policymakers with an alternative paradigm (to coercion theory) for un-
derstanding State cyber behaviors and developing strategy aligned to the cyber
strategic environment. In the end, we are not surprised that a fixation on co-
ercion, militarized crisis, and war in cyberspace led to a “high-and-right” bias
in the cyber literature. For over two decades, practitioners and academics have
been debating if, when, and how cyberwar will occur, why coercion appears in-
effective and can be made more effective, and why cyber deterrence fails and
must be fixed.!

It’s Strategic Exploitation

The reality of State behavior and interaction in cyberspace over the past two
decades has been quite different from the model of war, catastrophic attack, and
coercion upon which the cyber strategy and policy of many countries is based.
Most adversary State-sponsored cyber activity occurs outside armed conflict
and has not been primarily coercive in application.*” Instead, we have seen the
persistent use of cyber operations and continuous nonviolent campaigns for a
variety of purposes—to circumvent sanctions; to increase economic compet-
itiveness through cyber-enabled illicit acquisition of intellectual property and
research and development (R&D) at scale; to erode an opponent’s military
capabilities through supply-chain manipulation; and to weaken domestic po-
litical cohesion, undermine confidence in government institutions, and erode
international alliances through disinformation and information manipulation.



The Misapplied Nexus 7

Moreover, increasingly assertive activity in cyberspace has not escalated into
armed conflict. This book offers an explanation as to why this is the dominant
reality. In simple terms, we argue that States are persistently active in sustained
campaigns within cyberspace deliberately calibrated to remain below a threshold
that would likely elicit an armed response, seeking instead to produce cumulative
gains over time. Each intrusion, hack, or technical action—although not strate-
gically consequential on its own—often cumulatively results in effects that, in
past generations, required armed conflict or a threat thereof. The theory of cyber
persistence argues this is due to a combination of structural features, strategic
incentives, and, importantly, the emergence of a non-coercion-based primary
mechanism for achieving strategically relevant outcomes. In the chapters ahead,
we develop the argument that exploitation of cyberspace vulnerabilities and
opportunities and not coercion is the primary route toward gain. This is a sig-
nificant theoretical proposition, one that opens the aperture of security studies
from its previous foci and suggests that States may pursue the same ends of war
through other ways and means than what we have known for millennia.

The academic and policy default to coercion has assumed that its absence in
cyberspace results in a sideshow. If cyber operations cannot be used to coerce
another for strategic gain, cyber operations inherently are strategically inconse-
quential.* An important distinction between coercion theory and cyber persist-
ence theory lies in the recognition that while all strategic bargaining is a form of
competition, not all strategic competition requires bargaining. What if the ab-
sence of coercion as a dominating behavior in cyberspace is due to the inherent
features of cyberspace itself and to States having figured out how to exploit those
features with an expectation (and achievement) of strategic advantage?>*

Purpose of This Book

This is a book about aligning theory with reality to create a basis for properly
applied policy. To achieve this outcome we take seriously Clausewitz’s call for
“wanderings among basic concepts.” From a theory construction standpoint, we
introduce the core notion of strategic environments, which we argue are defined
by structural features and security dynamics that are distinctive in character.
Much of previous academic literature and the policy reaction focused on cyber-
space took their cue from the nuclear and conventional strategic environments.
Theories and strategies that work in those realms do not necessarily fit into a third
strategic environment—cyberspace—whose features set it apart (just as the nu-
clear environment stood distinct from the conventional strategic environment).

Throughout this book, we try and strike a balance in introducing new termi-
nology only when analytically and prescriptively necessary to bring clarity to the
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phenomena we examine. Where appropriate, we use the lexicon of conventional
and nuclear studies when clean breaks are not required.

In the end, States must manage all three of these strategic environments si-
multaneously, so using common language when appropriate is our default.
However, the first several decades of dealing with cyberspace and security
followed the expectations of Thomas Kuhn, with new phenomena squeezed into
existing concepts, thinking, organizing, and acting. This has produced analytical
and prescriptive misalignment, and obscured blind spots that require change.

Cyber persistence theory provides a framework for the expansion of aca-
demic research and adoption of more effective policy and strategy to address
strategic competition in and through cyberspace. We hope that the theory drives
policy outcomes in order to achieve a more cyber secure and stable international
environment. The first step to such an outcome is getting the fundamentals right,
which is the task to which we now turn.



The Structure of
Strategic Environments

The transition from a paradigm in crisis to a new one from which a
new tradition of normal science can emerge is far from a cumulative
process, one achieved by an articulation or extension of the old para-
digm. Rather it is a reconstruction of the field from new fundamentals,
a reconstruction that changes some of the field’s most elementary the-
oretical generalizations as well as many of its paradigm methods and
applications.'

This chapter focuses on the structure of strategic environments to explain
the dynamics of security-seeking in contemporary inter-State relations. It
establishes that security in and through cyberspace rests on a distinct defi-
nition of security, one that differs from the dominant security paradigms of
the twentieth and early twenty-first centuries associated with nuclear and con-
ventional weapon environments—deterrence and warfighting. The theory of
cyber persistence requires a reconstruction of how we think about security in
the digital space. This is because the structures of the strategic environments
in which warfighting and deterrence are most logically salient and ration-
ally practiced differ from the structure of the cyber strategic environment
created by ubiquitous networked computing. This reconstruction leads to
novel prescriptions for strategy, doctrine, operating concepts, organization,
resourcing, and legal authorities. In other words, it alters how States should
practice security-seeking.

The main strength of structural theorizing is its parsimony. It is a form of
theory construction and practice that derives explanatory power from a focus
on fundamentals rather than comprehensive details.? In this spirit, the straight-
forward proposition to be developed in this chapter is that competition over
national security now takes place in three distinct strategic environments.
What makes these environments distinguishable is how one conceives of the
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definition of security itself. That definition aligns with the challenge to security
that exists at its most core (structural) level and which is shaped fundamentally
by the dominant technology that can be used to challenge security.

Some may view this argument as technology deterministic; we do not
conceive it that way. Although technology anchors each of the strategic
environments, what makes them distinct is not the technology itself, but how
the technology shapes conceptions of security. While the Truman administra-
tion understood that the atom bomb was a distinctive weapon, they employed it
twice in a manner that was not significantly different from all the other strategic
bombing raids employing conventional munitions that had preceded Hiroshima
and Nagasaki. Countries could have continued the practice of using atom bombs
as weapons of war, but the unique elements of the technology enabled a different
concept of security to emerge. Once that different concept was realized, a re-
construction of theory was introduced that translated into new practice, which
was then continually reinforced over time through the emergence of a commu-
nity of strategists and practitioners trained in the theory and prescriptions of
nuclear deterrence. At its core, this change in paradigm was related to a strategic
environment characterized by the mutual possession of nuclear weapons (and
the extension of protection by means of a security commitment made by States
possessing nuclear weapons to those that did not). The ends, ways, and means
associated with the conventional war paradigm continued to be salient for secu-
rity relations conducted by States outside of or parallel to the nuclear strategic
environment (non-nuclear vs. non-nuclear, nuclear vs. non-nuclear, or nuclear
vs. nuclear via proxy).?

The thesis presented here is that the technical, tactical, and operational
features of conventional, nuclear, and cyber strategic environments are dis-
tinct enough that these environments require their own paradigms—that is,
exemplars, theories, lexicon, rules of investigation, and practice—with distinct
prescriptions for how States should organize themselves effectively to advance
their security in and through these environments. By “strategic” we mean that
actions taken within and through these environments can directly impact the
sources of national power upon which the distribution of power regionally and
globally rests.

To support our claim that the cyber strategic environment requires its
own paradigm consisting of distinct theory and practice, the first part of this
chapter discusses the more familiar environments organized around con-
ventional and nuclear weapons. It then turns to an explanation of the cyber
strategic environment and its impact on core security dynamics, which, we
argue, requires reorienting the ways and means used in the pursuit of na-
tional interests and redefining what it means to be secure in and through
cyberspace.
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Thinking Structurally

Debates over different approaches to theorizing are rich and vigorous, but we
will not justify one approach over another in this chapter.* Rather, our purpose
is to show how organizing our thinking around structure can help illuminate fun-
damental aspects of security as pursued primarily by States. Thus, our starting
point adopts the organizing concept of the strategic environment and uses that
to explore how fundamental elements are organized in the pursuit of security.

We define a strategic environment as a concept that describes core features of
atechnology or composite of technologies capable of independently maintaining
or altering the international distribution of power that generate distinct systemic
conditions, and thus distinct security logics, influencing the full spectrum of in-
terstate strategic competition from competition short of armed conflict through
militarized crisis and war. The adjective “strategic” is meant to distinguish this
set of conditions as driven by an intentional focus on the contest over relative
power. Although international relations are generally shaped through an overall
structure characterized by an absence of centralized power (anarchy) and self-
reliance that applies across all strategic environments, that recognition only tells
us that a contest over power is possible. It does not tell us much about how States
organize themselves to pursue security in the specific conditions to which they
are subject at any given time in history. Those specific conditions, based on the
interplay of technical, tactical, and operational features, ultimately drive security
thinking, organization, and behavior. That is the consequence of the strategic
environment’s inherent structure.

Although the complexity of these conditions is significant, we adopt the most
parsimonious starting point to explain how States think about security, organize
forit, and act to achieve it in and through cyberspace. Our contention is that the
core features of networked computing and the digital interfaces that have devel-
oped around it combine to produce a set of conditions distinguishable from the
two other strategic environments that States must navigate to achieve security.
Before we discuss the cyber strategic environment, it is important to outline the
core logics associated with the two other coexisting strategic environments that
shape the pursuit of security.

The Structure of the Conventional and Nuclear

Strategic Environments

Throughout most of human history, challenging the core sources of power of
a unit—be it a tribe, city-state, empire, or nation-state—required direct access
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to those sources of power. As those sources existed primarily in the physical
control of land, adjacent sea, and eventually the air, territoriality has been a
dominant conceptualization of how one should organize to secure one’s most
important resources. Specifically, territoriality consists of the set of State policies
and organizations constructed to deny the extension of direct political control
over, and to ameliorate indirect political influence of one’s territory from, hostile
external forces.

Understood as such, territoriality supports and is reinforced by the modern
manifestation of sovereignty, in which political authority structures are ter-
ritorially bounded.® Thus, one’s control over territorially based or designated
sources of power ultimately has been the principal metric in determining rela-
tive security. The more one is in control, sustains that control, and, in certain
circumstances enhances that control over territory, the more secure the unit of
political organization could consider itself to be. Although measures of power in
absolute terms could tell us something about a State (we will use this modern
form of unit henceforth in this chapter as our default), understanding how that
power measured up against the power of others is key to measuring security.®
It does not necessarily matter if one has significant sources of power to control
territory and hold on to power if someone else has more capacity to take those
sources of power away from you.

The potential to lose or gain sources of power, fundamentally, follows from
the fact that sources of power (arable land, accessible water, energy sources,
populations, resources for the dominant tools of the day) are unevenly distrib-
uted throughout our planet. If everyone had everything that they needed, being
concerned about what others had would be unnecessary. It is the variance in
the distribution of power across the globe that sets the stage for international
politics and enables a contest over controlling sources of power. This uneven
distribution of power has driven States to seek specific capabilities whose main
purpose is to contest control over sources of power.” Primarily, States have
sought capacity to defend control over sources of power, but in seeking that ca-
pacity, they have created a condition that undermines the confidence and ability
of others to control their sources of power. A dilemma regarding the pursuit of
security emerges because one needs the capacity to protect sources of power,
but because power is distributed unevenly, that very capacity to protect one’s
own power has the potential to undermine someone else’s relative capacity to
feel or be secure.® The dilemma rests on the notion that if one does not pursue
that capacity, they themselves become exposed relative to others, but the pur-
suit necessitates others to act to further their now uncertain capacity. Some have
described this fundamental interaction as a “tragedy.”

Flowing out of this uneven distribution of sources of power, the history of
military conflict and military studies rests on the basic conditionality of what
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emerged as a conventional strategic environment. The pursuit of security in
such an environment depends on the alignment of strategy to the relative ad-
vantage or disadvantage of engaging in defensive (protecting) and offensive
(extending) control over sources of power anchored around territory. Across
military theorists from Clausewitz to Mahan to Douhet, the richness of military
studies revolves fundamentally around the analytical concepts of defense and
offense. At any given time, the combination of military technology, tactics, and
operations may favor the offense or defense to the point of a structural advan-
tage. Under such defined conditions, if military strategy, preparation, and ex-
ecution are not aligned with the advantage, a State can be punished severely.
Alternatively, strong alignment with the structural advantage brings reward. To
be clear, adopting the frame of a distinct conventional strategic environment
does not mean assessing the ability of one State to defend or attack relative to
another State. Rather, it means thinking about how the overall environment
that springs from the combination of conventional technical, tactical, and oper-
ational features impacts how a State should organize for and employ technology,
tactics, operations, and strategy.

Across human history, the relative combinations of these features have
created conventional strategic environments that essentially range between
combinations that advantage the defense to combinations that advantage the of-
fense. Although this range has remained fluid historically, it has been remarkably
stable as a range regardless of the technical base (be it horse, chariot, or armored
tank, for example). If the combination at the time of contest advantages the of-
fense and a State has organized itself for a defense-advantaged environment, the
likelihood of defeat rises. The classic example of this is the French military in
the 1920s and 1930s, which created the most impressive defensive works of its
time in the Maginot Line,'’ drawing on the lessons of the First World War in
which the defense had been advantaged. The technical, tactical, and operational
innovation of the blitzkrieg was the unsettling manifestation that proved to the
French that the conventional strategic environment had shifted to a relative ad-
vantage for the offense, which persisted through the remainder of the Second
World War."

The First World War is the exemplar of how misalignment with the prevailing
structural conditions of the conventional strategic environment can be cata-
strophic. By 1914, the General Staffs of each of the great powers about to com-
mence in hostilities built their thinking, organizing, and actions in pursuit of
security on the assumption that the combination of the technology, tactics, and
operational features so advantaged the offense that to even conceive of defense
was to concede defeat. So committed were they to this assumption that as po-
litical leaders broached the possibility of a more defensive approach, whether in
the case of Czar Nicholas of Russia raising the prospect of a partial mobilization
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or Kaiser Wilhelm speculating about a blocking action against the French, the
conclusion, as articulated succinctly by German Chief of the General Staff
Helmut Von Moltke, was that it could not be done.'? Importantly, the view that
the offense was advantaged was so pervasive among leaders that the conduct of
the war persisted with a commitment to offensive assaults despite the mounting
evidence that the conventional strategic environment of the time was defense-
advantaged. Being misaligned to the structural conditions of the strategic en-
vironment at the time meant a catastrophic loss of life and very little shift of
territory on the battlefield.

Our intent is not to analyze the history of world wars, but rather to make the
conceptual point that security in a conventional military environment rests on
how well one aligns to the relative advantages of the moment between defense
and offense. At its most basic, the security of the State depends on being able to
fight and win military engagements in a relative struggle between offense and
defense.

August 6 and 9, 1945, changed this equation. The technical achievement of
the atomic bomb, creating the practical outcome of one bomb, one plane, one
city, so overshot the destructive potential of even industrial warfare that in short
order, the State possessing the new weapon and those that followed fundamen-
tally reoriented their thinking, organizing, and acting in the pursuit of security.
In 1946, Bernard Brodie captured the distinction between the conventional and
nuclear strategic environments almost immediately when he concluded, “Thus
far the chief purpose of our military establishment has been to win wars. From
now on its chief purpose must be to avert them. It can have almost no other
useful purpose.”™

The emergence of this second strategic environment, one in which the pur-
suit of security no longer rested on the range of offense to defense advantage,
was remarkable in its comprehensive introduction of not only new technolog-
ical developments but also new bureaucracies, authorities, and even lexicon. In
military strategy terms, the recognition of the nuclear strategic environment fits
Thomas Kuhn’s notion of a paradigm change.'* What is noteworthy is that the
United States pivoted so rapidly to recognizing this new strategic environment
despite just completing a war in which the relative advantage it had in bringing
to bear offensive operations on two fronts had produced significant victory that
transformed its position in global politics. We have become so accustomed to
the logic and approach of nuclear deterrence that we have perhaps forgotten
what a radical departure it was to organize principally around deterrence from
the several millennia of human history that preceded, particularly in the context
of just winning a war.

Imagine for a moment that, upon the unconditional surrender of Germany on
May 8, 1945, Congress held a hearing on how the United States should organize
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itself to pursue its security (making the assumption that victory over Japan
would also occur in due time). Imagine that an academic strategist proposed
that Congress should prepare to spend trillions of dollars over decades to build
a military capability whose main purpose would be not to be used. Note this ad-
vice would have been provided in the context of a war just won in which military
capability was produced, moved, and used on the battlefield as fast as possible.
The scale, scope, and speed of that production and use was in large measure why
the United States won. How quickly would that strategist have been thrown
out of the hearing room? The mushroom clouds over Hiroshima and Nagasaki
so totally refocused thinking that, what would have been dismissed as illogical
months before, became a necessity from that moment forward. In contrast to
the extreme mismatch between thinking and strategic environment that existed
in 1914, the post-1945 pursuit of security in the nuclear strategic environment
stands out for its significant and logical alignment.

The conventional strategic environment is structurally conditioned around
a shifting range of offense to defense advantage. The structural condition of the
nuclear strategic environment rests on the dominance of the offense. Here we
insist on a greater precision in the use of the term “dominance” than has here-
tofore been used in security studies literature. There is an extensive literature
that examines the balance between what has been called offense- or defense-
dominant conditions. The logic and debate associated with that balance is
best understood as a balance (what we call a shifting range) been offense- and
defense-advantaged environments. The term “dominance,” we argue, as an ana-
lytical term for theoretical development should be reserved for a condition in
which the outcome between offense and defense is not contestable but assured.
To suggest that the offense is dominant is to assert that the consequences that
flow from the offense will always overwhelm the mitigation that can flow from
defense. Anything short of that should be understood as an offense-advantaged
environment in which mitigation is still possible at some level (denoting the ad-
vantage is to imply that ultimate success will follow if you are aligned with the
capacity that is advantaged at the time of contest, but leaves room for the contest
to still play out in which relative skill and other factors can impact the outcome).
The conventional strategic environment, in fact throughout most of history, has
been fluid between the offense and the defense. If there are periods of conven-
tional structural advantage in either the offense or defense direction, they tend
to be relatively short and open to shift between conflicts as well as shift even
during a conflict. Thus, offense dominance is, in fact, rare and found currently
only as a structural condition of the nuclear strategic environment.

In the conventional strategic environment, one’s planning revolves around
having the right alignment with offense or defense advantage. The security ques-
tion boils down to “Can I attack or defend in order to win?” To say that the
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nuclear strategic environment is offense-dominant is to rest our thinking on the
assumption that the destructive potential associated with nuclear weapons is
incontestable. The core security question, drawing from Brodie, in the nuclear
environment is essentially, “How can I secure when I cannot effectively defend
at all?” The presumption of offense dominance necessitated a shift to the logic
of deterrence. This radical shift in thought meant that security did not princi-
pally rest in my own hands (imposing force through the contest of offense and
defense), but in the mind of my opponent. In a nuclear strategic environment,
I must convince my opponent not to attack because I cannot rely on physically
preventing the consequences of an attack if it were to occur. In this context,
deterrence should be understood as a structural imperative—it becomes the
necessary security strategy due to the condition that defense can no longer ef-
fectively secure the nation.

The literature on deterrence is quite extensive and it is not our purpose to
examine deterrence comprehensively as a strategy in this chapter. However, be-
cause it has so anchored the approach to managing the nuclear environment and
subsequently has become so pervasive in national security thinking, a summary
here is appropriate to distinguish organizing around deterrence as a response to
offense dominance and the construct of defense and offense advantage that still
anchors the conventional strategic environment. We will return to this notion of
structural imperative in the subsequent section.

Deterrence

Although “deterrence” as a term is commonplace in the academic field of
strategic studies and in the policy community, specific variations of the term
abound." Our purpose here is to discuss it in its most commonplace under-
standing in the policy space and leave the academic nuance to the volumes al-
ready published.'

We start from the perspective that one only needs to consider the national
security form of deterrence (as opposed to criminal forms of deterrence) or, for
that matter, offense and defense in a setting in which opposing decision makers
are considering how to pursue actions that will directly harm the national
sources of power of a country through aggressive action. In this context, deter-
rence involves delineating the range of actions an opponent may contemplate so
that the cost associated with action that directly undermines national security
outweighs the benefit the opponent may wish to achieve.'”

Deterrence is successful when the challenger is convinced that attacking is
not a cost-effective option. Success rests on several variables, but most critical
are the following elements:'® the country attempting deterrence must commit
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itself to protect a certain source of power, communicate this commitment to its
adversary, possess the credible capability to threaten costs that may exceed the
adversaries’ expected gains, and display the credible resolve to follow through on
the threat. What is key here is the perceptions of the challenger, specifically their
assessment of the will of the deterrer to respond and the expected effectiveness
of the deterrer’s response."”

Deterrence strategy is prospective threat. It represents a committed contin-
gency to engage in action that will impose costs that outweigh benefits. Imposing
costs directly moves us out of prospective threat and into action—it moves us
into a condition beyond deterrence, one involving fighting, contesting, blunting,
countering, and other forms of operations.

Thomas C. Schelling, in his 1963 classic The Strategy of Conflict, presents a
similar definition of deterrence, while raising two additional points that (al-
though obvious) should be noted. “The deterrence concept requires that there
be both conflict and common interest between the parties involved.”* Although
the presence of conflict is obvious, what is implied by the situation of common
interest? It is best exemplified by the nuclear strategic environment of mutual
vulnerability in which nuclear States find themselves. Schelling’s concept of
common interest suggests that what is being deterred is an action that both sides
wish to avoid in the long run. The element of common interest adds stability
to the deterrence regime. If, however, the avoidance of certain actions is not
considered by one State to be in its own interest, then deterrence is unstable and
in due time will fail.

Defense and Deterrence by Denial

Patrick Morgan concludes that defense and deterrence are “analytically dis-
tinct.”*! Although the distinction was eloquently presented in the early 1960s by
Glenn H. Snyder, it is a definitional problem that many contemporary theorists
and policymakers have either forgotten or gloss over. In short, military hardware
can be described as possessing an offensive/defensive value or deterrent value.”?
Defensive value refers to the capability of mitigating the damage resulting from
adversarial aggression. The deterrent value of weapon systems refers to their
ability to reduce the likelihood of aggression by an adversary.>®

This distinction also holds for national policies. Deterrence deals with
intentions and the ability to influence them. Defense deals with actions and the
capability to thwart, mitigate, or contain them. Simply put, “there is a difference
between . .. fending off an assault and making one afraid to assault you, between
holding what people are trying to take and making them afraid to take it . .. [it]
is the difference between defense and deterrence.”*
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The distinction is significant because deterrence by denial is analytically a
deterrence approach, not a defense strategy. As such, it remains an attempt to
raise concern (fear) that the aggressor’s actions will backfire and cost them more
than the action is worth. Deterrence by denial is not simply relying on actual de-
nial of benefits, as many now conceive of it.* While during the Cold War, both
superpowers tried to enhance the credibility of their deterrence commitments
by marshaling conventional forces that would defend their respective interests
and thus presumably raise costs to an unacceptable level, this conventional form
of deterrence (or its limited nuclear warfighting variant), which is the empirical
foundation of the concept of deterrence by denial, remained an uneasy and un-
stable form of deterrence due to the contestability of conventional weapons.?®
In other words, differing military technology—conventional and nuclear—
impacts the effectiveness of deterrent threats and the outcome of deterrence
strategies. In fact, the nature of the core technology has an anchoring effect on
the structure of each of the three strategic environments. Thus, understanding
the features of a strategic environment requires an assessment of the technical
foundation of the environment and the tactics, operations, and strategies that
then flow from it.

Technology but Not Technological Determinism

British Major-General J. F. C. Fuller stated, “[W]eapons, if only the right ones
can be found, constitute ninety-nine percent of victory.” This sentiment, as his-
torian Martin van Creveld points out, is based on the presumption that “where
once war was waged by men employing machines, more and more war [is]
seen as a contest between machines that are served, maintained, and operated
by men.””” Although the debate may be struck over the correct proportion, few
would argue with the implication: that basic weapons technology significantly
impacts the manner in which wars are fought and their ultimate outcomes.

A distinction needs to be drawn between a weapon’s technical capacity (what
it can do) and its military capability (its impact and effectiveness in war). Military
capability should be viewed as the combination of technology with techniques
and tactics for employment and utilization.”® What a weapon can accomplish
in time of war is not merely a function of what is technically feasible. Again, to
acknowledge Fuller’s comment, a weapon’s capability is dependent to some ex-
tent on being correctly “found,” that is, being chosen and utilized in the proper
circumstances in the appropriate manner. The French mitrailleuse is an appro-
priate example. Introduced in the Franco-Prussian War of 1870, this prototype
machine gun had the capacity to fire at an unprecedented rate; however, it was
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employed not at the front as a tool of the infantry, but as a supplement to heavy
artillery, thus significantly lowering its military capability.”

Aside from the necessity of proper employment and use, military capability
is also affected by war itself. Carl von Clausewitz, in his classic military treatise
On War, begins to broach this broader appraisal of military capability during
his discussion of the inherent elements of war that work against the application
of force:

Action in war is like movement in a resistant element. Just as the
simplest and most natural of movements, walking, cannot easily be
performed in water, so in war it is difficult for normal efforts to achieve
even moderate results.*

Deterrence is concerned with the calculation and application of costs, typi-
cally evaluated based on the amount of expected damage to be incurred versus
gains to be accrued. Expected damage cannot be viewed simply as the technical
destructive capacity of a deterrent; it must be assessed on a much broader scale.
A bullet fired from a rifle has a certain understandable destructive capacity—it
can pierce through human skin. A soldier positioned as a sniper has the potential
to threaten to shoot anyone who walks within line of sight. Assessing this threat
is intricately more complex than simply understanding that a bullet can pierce
skin. An opponent contemplating moving through the sniper’s line of sight (as-
suming they have no doubt that the sniper will shoot) will have to consider how
good a shot the sniper is (how steady are their hands, how sharp are their eyes),
whether their movement is in the effective range of the rifle, and whether there
are any evasive movements (such as ducking) or protection (such as a bullet-
proof vest) that can be employed. Bringing civilians into the contested space
might even undermine the will of the sniper to shoot. Ultimately, the effective
raising of costs to deter enemy movement is much more involved than simply
possession of a rifle; the bullet must hit its mark and the opponent is going to try
to ensure that such an outcome does not occur.

In sum, recognizing that military capability (to include nuclear weapons) is
a function not simply of technology but of human and environmental interac-
tion is important for understanding and assessing the effectiveness of deterrent
threats, managing warfighting threats, and, as we will discuss related to the cyber
strategic environment, competition threats. What capability is necessary to ef-
fectively shape cost-benefit calculation is different from that which is needed
for effective offensive and defensive warfighting, and as we will add to the theo-
retical mix that which is needed to compete over the exploitation of networked
computing vulnerabilities and opportunities.
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Structure and Imperatives

The shifting range of offense-defense advantage that flows from the nature of
conventional weapons technology structures the conventional strategic envi-
ronment and necessitates a general imperative— States must be able to engage
in offense and defense effectively if they are to be secure. This requires States
to organize to fight and protect. The actual strategies employed to secure will
vary based on many factors (including conventional deterrence) and can lev-
erage nonmilitary capabilities, including diplomatic, information, and economic
instruments of national power.

While in early human history physical proximity was required to attack na-
tional sources of power, military technology developed over time to make geo-
graphic distance less of a hurdle for more actors. This increased the importance
of timely information about potential and imminent threats, the capacity for
rapid mobilization if necessary, and the ability to be resilient while under at-
tack. Placing a premium on understanding the other side has been a principle
of State action for two millennia. While the core saliency of Sun Tzu’s maxim of
understanding your opponent better than you know yourself has not varied in
the conventional strategic environment, the complexity in now achieving that
knowledge would likely amaze him.?!

Despite increased demands on the necessity of preparation to fight, and at
times, because of it, conventional armed aggression has remained a constant
of human history. In the past twenty years we have seen great powers attacked,
armed aggression between States, including in Europe, where the loss of terri-
tory through armed attack is no longer a distant memory of the Second World
War.* The conventional strategic environment supports a strategic dynamic in
which action involves preparing for potential conflict and, unfortunately too
often, engaging in it. In sum, in the conventional strategic environment the final
arbiter of national security—the protection of national sources of power—is the
ability to fight and win wars.

The offense dominance that flows from the nature of nuclear weapons tech-
nology, which structures the nuclear strategic environment, necessitates its own
imperative. If national security is to be achieved, States must be able to advance
their interests, while avoiding war. Herein lies the core difference between these
two strategic environments: in the conventional environment, I can look to ad-
vance interests despite war and sometimes through its prosecution. War and ad-
vancement of national interest are not incompatible. In a nuclear environment,
advancement of interest and the prosecution of nuclear war are incompatible.

The recognition of that latter relationship has led to a wholly different ap-
proach to security. Aside from the base strategy of deterrence, crisis management,
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escalation control, arms control, coercive diplomacy, and sanctions all took on
prominence. The new logic and lexicon associated with the nuclear strategic en-
vironment became so pervasive that its terms and concepts have been exported
to the conventional environment. We must, however, not lose sight of the unique
conditions they were originally developed to address.

This does not mean that tactics and operational approaches are not applicable
across strategic environments; far from it. What we have learned from managing
the nuclear challenge has indeed shaped and impacted how conventional forces
are conceived and used. However, the distinctiveness of the thought, organi-
zation, and action that emerged after fission and then fusion were weaponized
is profound. Nuclear States fundamentally think, organize, and behave differ-
ently when confronting each other than when States are only conventionally
armed (or when nuclear States confront non-nuclear States or non-nuclear al-
lied States). The fact remains that the only two times the weapon has been used
were against a State that did not have them and when they were in short supply.
The exponential growth in numbers and lethality as well as the increase in the
number of States in possession of them has notled to a third use.

This is a fundamental departure from the behavior we see of States (and some
of the same States) in the conventional strategic environment. This absence of
use reflects States operating in a distinctly recognized and structured strategic
environment with its own organizing principle, logic, and dynamics. Nuclear
weapons altered the manner and practice of coercion and the use of force. The
focus of coercion and force became the threat to use them, rather than their
actual application. The coercive (deterrent) power of nuclear weapons comes
from their possession, not their use. Ultimately, conventional security rests in
the presence of war; nuclear security in the absence of war.

Existing Strategic Environments and
Cyber Activity

For over seven decades, the conventional and nuclear strategic environments
have coexisted. A small set of States have had to manage both simultaneously
and have done so with different integrative strategies: extending nuclear deter-
rent commitments to allies while pursuing strategic deterrence of the homeland
but use of force globally (the United States and Soviet Union); bolstering con-
ventional forces to deter any level of direct war (the United States, Soviet Union,
Russia, North Korea); enhancing deterrence of strategic war while recognizing
territorial flashpoints require some flexibility on conventional use of force (India,
Pakistan, and Israel’s opaque possession); and, finally, strategic deterrence of the
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homeland and the use of conventional forces globally (France and the United
Kingdom). Although there is a relationship between the two environments, the
thinking, organization, and behavior within the nuclear strategic environment
remain recognizably distinct from the conventional strategic environment. The
environments are distinct in logic, but States must also understand how those
logics intersect if they are to secure themselves. This intersection-distinction di-
chotomy is important to keep in mind as we examine the emergence of a third
strategic environment.

It is our contention that the fundamental logics of the nuclear and conven-
tional strategic environments do not capture what we are seeing behaviorally in
and through cyberspace. At first blush, one mightlook at the empirical record of
cyber operations to date and contend that this is explained through the logic of
the conventional strategic environment. National interests are being advanced
through a contest of offensive and defensive capabilities designed and executed
with the recognition that use of force and the cyber equivalence to armed attack
are viable options. Networked computing technology is the same as the milita-
rization of the airplane—a new means to conduct war. This view has certainly
dominated the lexicon of the past twenty years, where the term “cyber war” has
been used to describe all manners of cyber operations.

And yet, there is an empirical problem with this view—despite millions of ex-
ecuted cyber operations, few States have treated and reacted to these operations
as a use of force or armed attack. There are three plausible explanations for this
remarkable absence of war in the presence of so much activity: (1) the tech-
nology only enhances “subversion, espionage, and sabotage”;** (2) deterrence
of war, armed attack, and use of force is stable, so States are choosing to just
rely on cyber means to subvert, spy, and occasionally (and in limited degrees)
destroy, but if deterrence could be designed around, cyber war would occur;**
or (3) there is a fundamentally different strategic logic driving the behavior not
captured by the logics of coercion and warfighting, and it is of a strategic, rather
than tactical, subversive or only intelligence-gathering nature.’

Many in the academic and policy communities have applied the logic of the
nuclear strategic environment to explain cyber activity. Almost as prevalent as
cyber war, the term “cyber deterrence” has been a default for many arguments
and policy documents during the 1990s through 2020s.% The empirical reality
of ubiquitous cyber activity, however, challenges the notion that we should think
about, organize, and use cyber means based on the logic that security rests on
the avoidance of action. Using nuclear logic to explain cyber behavior relies on
a related set of plausible explanations parallel to those stated above: (1) cyber
activity is traditional statecraft below war and thus deterrence does not apply, as
the activity is not strategic in nature;¥’(2) cyber activity is potentially war-ena-
bling, but such use for coercive purposes is avoided due to fears of escalation to
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war; or (3) States are deterred from war generally, but the activity we are seeing
is a strategic response to opportunity, rather than an acceptance of a limitation.

The reality of continuous cyber operations and campaigns on a massive scale
strains the logic associated with existing security studies theory and policy (in-
telligence, coercion, escalation, deterrence, and war). We must be open to the
possibility that, from a scholarly explanatory perspective and from a policy
development and execution standpoint, something fundamentally different is
occurring and it requires a new explanation and policy prescriptions. Getting this
wrong could have dire consequences for international security, as we witnessed
in 1914 and 1939.

In the chapters that follow we provide direct challenges to the notion that
the cyber strategic environment is old wine in new bottles—that it is just espio-
nage or coercion by other means and/or ways. Here, we introduce the theoret-
ical basis for the standalone argument that the extraordinary amount of cyber
activity we are seeing follows a distinct logic. To develop the parameters of a
theory of cyber persistence, we must first explain the structure of a third strategic

environment.

The Structure of the Third Strategic Environment

States are heavily engaged in the use of cyberspace directly and indirectly to ad-
vance their national interests. Networked computing integrates all aspects of
governance and the conduct of State relations internationally in and through
cyberspace. It is the backbone for commerce and communication globally. This
means that the full range of competitive and conflictual interactions that define
international security relations must be understood in the context of the dig-
ital world.

Cyberspace is becoming so ubiquitous and so integrated into human activity
that, at some point not in the distant future, appending the word “cyber’ as an
adjective will appear redundant. Both the academic and policy communities re-
quire the analytical tools to understand the most basic of State activities as they
relate to security and to capture what it means to operate and pursue national
interests in the digital age. There is much to be gained in both academic research
and policy development, if we build a set of assumptions and concepts that map
to the reality we face and will face. Relying, instead, on existing paradigms that
do not align with fundamentals will result in non-policy-relevant research and,
potentially, policy failure.

This reorientation must begin by recognizing the distinctiveness of a third
strategic environment, one in which protecting and enhancing national sources
of power rests on a set of conditions predicated on the unique features of
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networked computing and its digital interfaces. These features of networked
computing create, as did conventional and nuclear capabilities, distinguishable
conditions that require new concepts to align logic, thought, organization, and
action for national security.

The nature of cyberspace requires a redefinition of security itself.

Whereas the structural conditions of the conventional strategic environ-
ment rest on the interplay of offense and defense advantage and those of the
nuclear environment on offense dominance, it is the distinct notion of initia-
tive persistence that flows from the features of information communication
technology (ICT, broadly understood as networked computing and its digital
interfaces) that comprise the cyber strategic environment. This third environ-
ment necessitates its own imperative. If national security is to be achieved, States
must persistently set and maintain the conditions of security in and through cy-
berspace in their favor. Those conditions are measured as the relative balance be-
tween being cyber vulnerable to exploitation and being able to exploit the cyber
vulnerabilities of others.® Given the features of this space, a State can only set
conditions if they are able to anticipate where those conditions will lie in an ever-
changing “virtualscape.” Thus, we argue, there is an imperative that necessitates
persistence in striving for initiative.

The term “initiative persistent” is meant to be as descriptively accurate and
analytically useful as possible. The idea that cyberspace is offense-dominant or
offense-advantaged or even defense-advantaged has been raised before in the
literature—by some of us a decade ago.* However, the analysis presented here
leads to a different argument—the terms “offense” and “defense” are analytically
too limiting and are not explanatorily helpful.

Offense and defense are terms that can still be ascribed to tactics in cyber-
space. However, the ever-changing features of the technology and the rapid
adaptation of its use at the tactical, operational, and strategic levels are so sig-
nificant that thinking in terms of building offensive and defensive capabilities,
of conducting offensive and defensive operations, and of defining campaigns as
being offensive and defensive at the strategic level misses the most crucial point
about persistence. That is, we are dealing with fluidity on a scale and scope such
that what is meaningful to outcomes is whether or not one has the initiative—
whether one is anticipating the exploitation that will come next by either you as a
defender or another State as an attacker. Tactically, a State may exploit to protect
or exploit to advance. However, the cyber strategic environment is defined not
by such tactics but instead by the fact that persistent exploitation in setting the
conditions of cyberspace is the means to more or less security.

It is not useful to think about cyber operations as basketball on fast for-
ward. It is not just speed of play that is at issue. It is the addition of scale
(in number) and scope (in variety) of players as well as playing surfaces
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(software-hardware-processes that connect them and humans that use them) that
combines with speed of play to make this a fundamentally different game. The
complexity of this environment and its engagement dynamic are not captured in
a simple offense versus defense conceptual frame. Neither offense nor defense
is dominant or inherently advantaged. If I track an active breach of my network
and simultaneously protect aspects of that network, but allow access to other
sectors of the network to understand the techniques, tactics, and procedures of
the opponent and then use information gained to enhance a prepositioned set of
code and execute my own exploitation of the opponent’s systems all in a simulta-
neous set of maneuvers that take effect in a matter of minutes, if not seconds, at
what point am I playing defense and at what point offense?

We assert that the better way to conceptualize this environment is to rec-
ognize that what is occurring is grappling over initiative, something initially
lost at the breach moment, regained at the detection moment, reversed at the
tracking moment, and sustained at the moment the opponent’s systems are
exploited. These are not episodic linear actions of attack and protect, as many
have conceptualized. Rather, it is a fluid set of engagements driven by who has
the initiative at any given moment.

Understanding this third strategic environment as an initiative-persistent
space captures the essence of the primary cyber behavior of the past twenty
years: cyber faits accomplis (a concept we develop in Chapter 3). Much of what is
happeningin cyberspace consists of parallel attempts to gain enough initiative to
be able to set the conditions of security and insecurity within and across devices,
systems, and networks. Although direct cyber engagement (another concept de-
veloped in Chapter 3) can occur between an attacker and a defender, most of
what is occurring consists of continuously flowing parallel operations that do
not start with any expectation of shaping the other side’s calculus, but rather
focus on exploiting inherent vulnerability. We contend, therefore, that the cyber
strategic environment is a space of exploitation, not principally one of coercion.

What is shared by both the conventional and nuclear strategic environments
is a logic associated with war (or war avoidance) and coercion to achieve po-
litical ends in which there is direct exchange or expected exchange between
protagonists. In these environments, attack or the prospect of attack that shapes
behavior and the advancement of strategic ends is transactional. It flows from
the exchange (or expected exchange) between mutually engaged and identifi-
able protagonists.

In the cyber strategic environment, States can advance strategic-level cumu-
lative effects without direct exchange, without coercive shaping of behavior, and
without war because they can directly change the virtualscape in which they
seek to advance their security through exploitation of vulnerabilities that allow
them to access, maneuver, fire, and—at the highest point—control without
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directly interacting with other States. Even when the actions are not covert or
become discovered, the exploitation of vulnerability is not wholly dependent on
the target’s actions. A security patch can certainly shut down one vector of ex-
ploitation, but it does not fundamentally alter a capacity to exploit in general. In
some circumstances, patching can send an attacker back to the drawing board for
some time, but it does not negate the capacity of an attacker persisting to regain
initiative through some alternative exploitative option.

To update the comparative summation provided earlier, conventional secu-
rity rests in the presence of war, nuclear security rests in the absence of war, and
cyber security rests in the alternative to war.

An Alternative Theory

The remainder of this book turns to the construction of a comprehensive theory
of cyber persistence to explain a strategic environment based on initiative per-
sistence (rather than offense dominance) that requires States to understand a
logic of exploitation (rather than coercion).

Here we discuss the core tenets of this theory and then turn in Chapter 3to a
deeper analysis of new concepts and their prescriptive implications.

The cyber strategic environment’s initiative persistence rests on the features of
the technology itself and the construct that organizes those features. Specifically,
we are referring to recursive simplicity and interconnectedness.

The most fundamental components of computing technology, both the hard-
ware circuit board and the software code, rest on an overall default of iteratively
building from a simple starting point, essentially building on simpler versions of
the version we have. Although not all hardware and software is specifically built
in such a fashion, the inherent nature of computing technology has sought and
leveraged recursive simplicity.*’

Recursion can be defined as self-similarity in structure where symmetry runs
across scale—in essence, “pattern inside pattern.”*' Put another way, a recur-
sive structure is one in which the whole is structurally identical to its parts.*
Although recursive structures exist in nature (e.g., snowflakes and ferns), they
were originally discovered as mathematically based constructions. By identifying
the principle of self-similarity across scale, mathematicians Helge von Koch and
Benoit Mandelbrot showed that fractal patterns could lead to infinite length in
a finite space.* These observations laid the foundation upon which early soft-
ware developers constructed large programs out of existing smaller ones. The
recursiveness of software tremendously simplifies its development. Instead of
regarding each independent part of a design separately, base commands can be
reused in similar but broader commands. Thus, one need only know a fraction
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of the levels (essentially its foundation) to understand and construct multilevel
designs.

Recursiveness as a structuring principle allows for exponential growth factors.
The microchip (integrated circuit) has been constructed with a similar recursive
logic. In a broad sense, the faster chip is simply more transistors pressed into
one central component. The ability to construct a chip simply by compressing
more transistors into the same space through greater miniaturization means that
the basic design of the chip is not radically altered from its slower antecedent.
Gordon Moore’s “Law” first articulated in 1965 that one could double the
number of transistors on a chip every year; it was modified in 1975 to doubling
every two years and has remained remarkably prescient for nearly fifty years.
While that law may now need a third modification, increasing computing power
remains viable.* This is due, in part, to the fact that the integrated circuit became
a “general purpose technology—one so fundamental that it spawns all sorts of
other innovations and advances in multiple industries” and as such created the
economic incentive to follow Moore’s Law, which in turn has created economic
patterns that assume adherence to the law.* There are also significant variables
that affect the pace of the changing rate of computing power, including, for ex-
ample, coding efficiency.*

Understanding recursiveness broadly as inherent to the nature of computing
technology creates some specific consequences that we will discuss later. As im-
portant as this base nature is, the organizing construct that undergirds the cyber
strategic environment, itself, is of equally profound importance. What makes
the cyber strategic environment distinct is how the combined computational
and communicative power of the micro-processing silicon-chip-powered com-
puter has been networked. While individual computers in isolation represent
powerful tools, it is the connecting of these devices that has proven so funda-
mental to the creation of the cyber strategic environment.

Computer networks support everything from local, regional, and national
banking systems to telephone switching systems and transportation structures.
ICT has enabled the stitching together of people, platforms, and performance in
a dense interconnectedness that is aptly conceived of as a “web.” The Internet—
the network of networked computers—while not comprehensive of cyberspace
is both the conceptual and physical driver of this organizing principle. Initially
conceived of as part of an American defense plan to improve communications
during a nuclear attack, the Internet transformed computer usage.*’

While the creation, accumulation, and manipulation of information has
always been a central part of human activity (warfare in particular), the com-
putational and communicative power of the networked computer is creating dis-
tinctive consequences—a qualitative shift anchored on quantitative factors that
moved incrementally during previous periods of human history.* In isolation,
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none of these variables themselves require discontinuity in strategic thought—a
paradigm change—but in combination, they open such a possibility. In this con-
text, four variables seem most important: accessibility, availability, speed, and
affordability.

Accessibility. The networking of personal computers has led to the networking
of individual networks. The universe of these networks, cyberspace, carries data
and information in all its forms and enables action and interactions that previ-
ously were not possible at the scale and productivity rates now being achieved.
Accessibility constrained by geographical proximity is changing, not in that ge-
ography is simply becoming less a limitation or constraint, but rather that the
relationship between geography, information, and individuals is fundamentally
shifting. Whereas throughout human history I had to travel to access informa-
tion, people, and places, I now bring information, people, and places to me.
Interconnectedness means that physical location now has little or no impact on
the ability to access information.

Availability. Traditional terrestrial-based systems of information retrieval
depended on geographic proximity for access and thus required an enormous
amount of duplication to guarantee efficient availability of information. In this
system, availability depends on how many copies can be made and stored in rela-
tion to how many information retrievers are at work. The difference between ac-
cessibility and availability is important. Living near a library might mean one has
access to a book, but if someone has already checked out the only copy, the book
will not be available for some specified time. Cyberspace offers a significant ad-
vance in availability by creating the opportunity for simultaneous retrieval of
information. The limitation on availability is dependent not on how many copies
of a particular instrument exists, but on the server’s capacity to manage users si-
multaneously accessing the digitized database. While servers can crash, we are
fast approaching the stage where availability is not a vexing or cost-prohibitive
problem due to interconnectivity. Increasing a computer network’s ability to
handle more users is proving to be more cost-effective than having to duplicate
the actual source of information by the same number of users.

Availability can also be discussed in quantitative terms with regard to the im-
pact on managing available resources. There is, at a base level, too much infor-
mation available via cyberspace. The systems meant to manage availability of
the past were built on an assumption of scarcity—for example, a waiting list to
be the next person at the library to get the one copy of the book when it was
returned by the previous user a month later. One of the challenges at the start
of the 2020s, with serious national security implications, is that societies have
yet to figure out systems to manage availability abundance. Debates around free
speech on social media platforms, for example, miss this more fundamental
qualitative shift that has occurred. Managing availability abundance requires
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a fundamentally different system of laws, organizations, and social expecta-
tions/norms than environments of availability scarcity. In the realm of national
security, States can wreak havoc on each other in the absence of such a man-
agement system through a variety of information manipulation and distortion
opportunities that undermine trust in data, information, institutional authority,
and leaders.

Speed. A third variable profoundly impacted by interconnectedness of net-
work computing is computational and communicative speed. Enormous
increases in both directly boost the ability to rapidly cycle through the basic se-
quence of observation, orientation, decision, and action (OODA loop).* When
vast sums of accessible available information can be disseminated and processed
in seconds, time relative to managing the OODA loop may shrink to the point of
collapsing the loop. This has serious security implications.

Counterintuitively, traditional models of efficiency defaulted to the compres-
sion of time to achieve greater productivity or effectiveness. Interconnectedness
enables such an extreme level of time compression that the challenge becomes
finding mechanisms for time expansion within the OODA loop that do not cede
initiative to the other side while retaining ones’ capacity to observe, orient, and
effectively decide before acting. The entire debate about automation and the
emergence of algorithmic decision-making rests on recognizing this profound
shift in time management and efficiency. For many human interactions, being
“in the loop” is not efficient—the computer can process the OODA loop more
effectively. This creates a deepening of reliance on code to take action, whether it
is directing people via GPS, driving one’s car, or flying a plane. Such reliance has
knock-on effects, such as a current generation of youth who are less proficient
at understanding the concepts of north, south, east, and west because they no
longer need (or believe they need) to understand such directional constructs.
Their software tells them the best route and they simply follow the arrow (or
voice).%

The pursuit of efficiency through time compression raises ethical, social,
and national security concerns, including reliance on algorithmic medical
assistants rather than doctors to diagnose, the use of predictive modeling for
conditional crime proclivity, and reliance on autonomous weapon systems
and robotic soldiers that will resist being “out of the loop.” Managing speed
will require models of decision-making that allow humans to be not in or out,
but critically, “on the loop.”' States’ ability to manage and manipulate time
compression and expansion relative to action is at a premium in the cyber stra-
tegic environment.

Affordability. A fourth distinctive feature of interconnecting networks of
computers is that the resource base required to exploit the advantages of this
technology is relatively low and has continually declined over time. In terms
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of computing power, the median-income family in the United States has more
computing power in its home in 2020 than many countries could afford or de-
ploy only a few decades ago. The nature of the technology itself also lowers cost
in terms of skill development. There has been an inverse relationship between
increases in the complexity of the technology and what it can do, and the ease
at which the technology can be used. The time, energy, and cost necessary to
effectively use increasing complex platforms has continually declined. ICT is af-
fordable in the broad sense of that term. Training, possession, and use require
less time, less money, and fewer resources.

Due to its recursive simplicity, accessibility, availability, speed, and afforda-
bility, networked computing creates a profoundly different organizing principle
on which the relationship between people, platforms, and place rests. The den-
sity at the global scale is truly remarkable. It took fourteen years to reach one
billion users of the Internet, but only three years to add the last billion (2020
estimates suggest 4.5 billion users, or about 60 percent of the world’s popula-
tion).* It took approximately twenty years to create 250 million websites (dis-
tinct hostnames). It took fewer than two years to double that and less time still
to double it again. In 2019, the estimate was about 1.75 billion publicly acces-
sible websites.>* As with Koch’s snowflake, the growth in these features is driving
the creation of a vast and ever-expanding virtualscape even though the principal
device we use—the computer—represents a finite space inhabiting a finite ter-
restrial globe.

Thus, interconnectedness, as we present it here, is not simply the technical
feature that follows from the Internet’s backbone; it is not synonymous with net-
working. Rather, understanding interconnectedness conceptually as a structural
feature of the cyber strategic environment requires us to see it as the sum of
the four variables discussed above that, in combination, creates a virtualscape of
continuous flux and sustained linkage.

In cyberspace, one can “be” anywhere at any time, in which “be” means “sufhi-
cient presence to take meaningful action.” In terms of State relations, to be inter-
connected means to be in constant contact with one another at a level in which
the potential to influence or affect sources of national power exists. This condi-
tion within the cyber strategic environment is different from that found in the
conventional and nuclear environments, in which contact is episodic, potential,
or imminent, but not constant. This is because terrestrial space is organization-
ally segmented (vice interconnected)—defined geographically and reinforced
through international law’s principle of sovereignty.

From the perspective of structural theory, constant contact must be under-
stood as a condition, not a choice. It is a circumstance that follows logically
from being in an environment organized by interconnectedness. If the system is
not interconnected—that is, it is segmented—then the base condition is not a
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connection that is constant. The two are inextricably linked, and that linkage is
profoundly significant.

One would be hard-pressed to find a State strategy document, policy state-
ment, or corporate report that does not refer to cyberspace as “global” and “in-
terconnected.””* However, what mostly follows in those documents does not
treat interconnectedness as a distinctive structural feature that drives an inher-
ently different logic from segmentation. Particularly when it comes to State re-
lations over security, the working assumptions of most State strategy relative to
cyberspace have been grounded for decades in a logic that assumes security is
to be found in barriers and separation (firewall thinking, for example). To be
interconnected is to be in constant contact, which cannot be solved by denying
this fundamental feature. Yes, I can disconnect from the network, but that does
not achieve security within a cyber strategic environment. Removing oneself
from the situation is not a sustainable solution because it precludes one from
leveraging the beneficial outcomes of networked computing. National cyber
security must solve the challenge of interconnectedness and constant contact
working within, not outside or in spite of, the unique features of cyberspace.
Digital life is a reality; securing it requires we accept that reality.

The implications of this combination alone raise some distinct security
concerns. One must, as a planning principle, allow for the prospect that it is pos-
sible for an adversary to persist on the networks of critical infrastructure (elec-
tricity, water treatment, transportation, healthcare), the networks of leading
industries, the networks of government agencies, and the core communication
networks within society. This constant contact may position the adversary for
exfiltration or manipulation of data resident on or traversing those systems in
such a manner as to create adverse effects cumulatively over time. This can occur
without some overt crossing of a terrestrial boundary that, in the past, had been
the demarcation between peace and war.

Interconnectedness and constant contact, however, only create the potential.
Unfortunately, the nature of the technology itself makes that potential a contin-
uous reality. At its most fundamental starting point, the notion of the network
was meant to replace the vulnerability of a single point failure that existed in
the communication bureaucratic hierarchy. Specifically, as it related to solving
the threat of a surprise nuclear attack that might decapitate the top of a hier-
archically based decision-making system of communication, the ARPANET’s
innovation was to create centralized control without a center. The magnificence
of the Internet is that its recursive structure created systemic wide redundancy
at a level of efficiency out of reach of industrial age technology. It did this essen-
tially through a portal system, where there is always a route around closed doors.
It was not built to deny access, an essential ethos behind security, but rather to
expedite it.
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This base default to access is exacerbated by the way cyberspace has ex-
panded. Although there have been many benefits from releasing software
version updates—constantly evolving code builds on previous configurations—
the sheer size of software packages alone is staggering. It is estimated that
the Windows 10 operating system stands on 50 million lines of code, while
the Google platform leverages nearly 40 times that number, at 2 billion lines.
Regardless of system, a basic reality is that this accessible terrain is of such vast-
ness that any mistake, unanticipated use, or truly novel application can enable an
unauthorized user (or insider threat) to create terrain, which they can configure,
and thus control, to advance their interests.*>

Within the conventional and nuclear strategic environments, the tech-
nology of war is effectively distinct from the terrain in which war is conducted.
The plane is different from the air in which it flies, the ship from the water
it sails, and the tank from the land it traverses. In the cyber strategic envi-
ronment, computer code is simultaneously the means to maneuver and the
space through which one maneuvers. Although cyber physical systems—the
integrated circuit, for example—reside physically in some device and are
thus distinct from code, the processing that it accomplishes is all driven by
the code that not only activates programmed action through the integrated
circuit, but can add functions previously not present for that integrated cir-
cuit to process. Those new functions effectively become an addition to the
virtualscape—new terrain that is being traversed by the new code that has
created it. In this sense, every new software update, new hardware version,
and new process that links them together reconfigures the space that had
existed previously. The scale, scope, and form of maneuver is ever shifting in
cyberspace.

At the tactical level, you indeed can defend in cyberspace, but you only de-
fend in the moment—in the configuration of software, hardware, and processing
that existed at the time you deployed a configuration you thought was secure.
As noted earlier in the discussion of deterrence by denial, the effects of that de-
fensive mitigation are not sufficient to attrite capacity to the point of denying an
adversary another way around. This highlights the mismatch between the struc-
tural conditions of the cyber strategic environment and what is necessary for de-
terrence by denial to succeed. It is one reason deterrence by denial should not be
relied on as the primary strategy to achieve security in cyberspace. Deterrence
by denial relies on a calculus on the part of the prospective attacker that it will
expend more force in attacking than can be sustained to achieve or hold a gain.
The prospect of attrition is how significant defense and resilience capabilities
might dissuade an attack. That other vectors of intrusion are likely available and
that exploitative code can be produced (or otherwise acquired), manipulated,
and repurposed with relative ease undermine that prospect. Thus the loss of an
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avenue of intrusion or of an exploit’s effectiveness, where and when it occurs, is
surmountable. Attrition cannot anchor security in such an environment.

The scale and scope of the technical backbone and speed at which it can re-
configure mirror the scale and scope of the actors that can engage in consequen-
tial action in cyberspace. This is a province not exclusive to great powers, who
are interconnected with States that typically could not engage in similar activi-
ties, but can do so in cyberspace.* To be clear, funding sophisticated ICT de-
velopment costs money, it requires trained skilled operators, and great powers
tend to have the resource base that provides them some advantages. However,
the nature of ICT does not have the same barriers to achieve levels of ICT pos-
session and skill in operation required to produce nuclear weapons or sustain
conventional force. At the level of episodic consequential action, sophisticated
individuals and small groups with open source cyber technology can have stra-
tegically consequential impact.’’

From a national security planning standpoint, interconnectedness means that
States’ sources of national of power are constantly connected not only to more
States than in the past, but to non-State actors, private industry, organized crime,
and others, all of whom may act from a different motivation base. Their pur-
suit of interests might not be directly adversarial to mine, but in the cross-cut-
ting density that is cyberspace, their actions may impact me quite negatively. In
January 2018, a student in Australia started tweeting comments about heat maps
released by the fitness company Strava that showed the exercise patterns of what
clearly became recognized as forward-deployed military bases of several Western
countries. Although many of them were known locations, others were not. More
troubling is that the data could enable military intelligence agencies to track in-
dividual soldiers’ movements and potentially discern deployment patterns. It is
likely that when the marketing team at Strava met to look at their heat maps,
they probably said, “This is really cool—we are even in the most remote places
of the world. Let’s put that up on the web.” It is reasonable given their motivation
(profit-seeking through increased visibility and user support) that they never
once thought they were undermining US Special Forces’ operational security.
The detail of global military personnel movements that this fitness company
published would have been inconceivable for even the largest and best intelli-
gence agencies in the Second World War. In a classic case of interconnectedness
and constant contact, US Central Command now had to address the “threat”
posed by a San Francisco-based fitness company.*®

The virtualscape of cyberspace is, therefore, vast in the scale and scope of its
technical base, user base, and, most important for assessing behavior, motiva-
tion base. Taken as a whole, the reconfiguration of the space to advance one’s
interests is not simply potential, it is a continuous reality. Somewhere, someone
at any given moment is both capable and motivated to shift cyberspace to align
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with their interests. In business activities, that is a normal and legal practice in
the competitive pursuit of profit. In the world of statecraft, it can be normal and
legal practice through regulation, such as the EU’s 2018 General Data Protection
Regulation, which required significant shifts in how data are held in and trav-
erse across cyberspace.” Such shifts might also be direct attempts to create
conditions to enhance security in one’s favor that might have a neutral or nega-
tive effect on adversaries’ security or may be direct attempts to create conditions
of insecurity for an opponent to unbalance them or set back advantages they
may have been seeking to gain.

The structural feature of interconnectedness and the condition of constant
contact combined with the inherent capacity to reconfigure introduce a signifi-
cant incentive to be in some control of setting the conditions within and across
networked computing and the digital interfaces that knit together cyber activity
in one’s favor, rather than ceding that capacity and action to others. We are left
as a result with structurally induced persistence, defined through a continuous
willingness and capacity to seek initiative. As such, in security terms, persistence
is a structural imperative. In a strategic environment in which the conditions of
security and insecurity can be configured directly, States must persist in ensuring
as best they can that their constant contact with this vast interconnected set of
actors is configured in a way that their core sources of national power can lev-
erage the interconnectedness for growth (be it economic wealth, social cohe-
sion, improved national health, education, informed public policy, or military
might) while remaining secure.

This requires a premium to be placed on anticipating exploitation of software,
hardware, and the processes that link them together and on translating that an-
ticipation into a favorable advancement of their interests. Exploitation can take
the form of simply using the technology lawfully in unexpected ways, but from
a planning perspective one must also anticipate exploitation of vulnerabilities
through illegal and unauthorized ways. Cyberspace is littered with vulnerabilities
that leave all actors, including the most powerful States, exposed to exploitation.
In fact, the States most dependent on cyberspace are at once both very powerful
and very vulnerable cyber actors.

Systemically, we are left with the realization that cyberspace is macro-resilient
(and thus stable) and micro-vulnerable (and thus inherently exploitable). The
inherent vulnerability to exploitation is what raises the potential for cyber ac-
tivity to have strategic effect, because the opportunity exists for cumulative effect
achieved through setting and resetting the configurations of the virtualscape to
yield strategic gains in relative power over time. Blood loss from a thousand
nicks can be as devastating to capacity as the loss of blood from a single mas-
sive wound.
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We now have the outlines of a theoretical framework. Cyber persistence
theory, as a structural theory, posits that the combination of a core structural fea-
ture (interconnectedness), core condition (constant contact), and reinforcing
structural features (e.g., macro-resilience and micro-vulnerability) forms the
basis of a distinct logic (exploitation) that carves out a form of strategic behavior
(initiative persistence) among States in the pursuit of security that is distinguish-
able from the conventional and nuclear strategic environments.®

The cyber strategic environment is, therefore, the product of inter-
connectedness, constant contact, and an inherently reconfigurable terrain and
capacity to act across and through that terrain. The structural features of the
cyber strategic environment reward those States that succeed in initiative persist-
ence, where success is measured as being able to effectively anticipate and per-
sistently set the conditions of security in their favor in and through cyberspace.
Those that do not persist and cede the continuous reconfiguration of cyberspace
to others, minimally, will suffer from a lack of alignment with the ever-changing
virtualscape. In adversarial relations, States that cede the initiative can assume
that opponents will directly set conditions that will increase their insecurity and
ultimately risk degradation of their sources of national power. Over time, the
cumulative effect of such action, in relative terms, will begin to shift the relative
distribution of power among States. In the context of cyberspace relations, this
opens the prospect that State relations, strategically, will be defined not through
the prosecution of war, or the avoidance of war, but by an alternative to war.

Conclusion

Bernard Brodie, in two highly enlightening explanatory essays on the great work
of Carl von Clausewitz, On War, concluded that what makes that work endur-
ingly relevant to modern security studies was the approach that Clausewitz took
to his daunting task of explaining war. Clausewitz’s main achievement, Brodie
argued, “was to get to the fundamentals of each issue he examined beginning
with the fundamental nature of war itself”""

Clausewitz’s own analysis was that war is “a true political instrument, a con-
tinuation of political intercourse, carried on with other means. What remains
peculiar to war is simply the peculiar nature of its means.” Clausewitz under-
stood war to be “different from anything else,” and thus worthy of intense study,
but also nothing more than a subset of a larger category—the core politics be-
tween international actors.® This was his single most insistent point—that war
had to be studied and practiced as the subjugated instrument of high politics.
It was not war for war’s sake that motivated Clausewitz’s inquiry, but rather the
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desire to understand how war is used to acquire and advance power relative to
your opponents of the day.®*

The logic of cyber persistence theory suggests that it is best to reorient our
thinking about national security as it relates to cyberspace to the point of con-
sidering that a third strategic environment exists in which States pursue relative
power to secure—an environment that does not follow the logic of coercion
and war that Clausewitz and so many others that followed have illuminated. As
we address in the remainder of this book, cyber persistence both in theory and
in practice resonates through a different logic captured by a different lexicon.
Explanatory power will be gained in academic research if we recognize that the
cyber strategic environment rests on interconnectedness, not segmentation; that
constant contact is a condition, not a choice; that cyber activity of consequence
should be understood primarily as campaigns, not incidents, intrusions, or
hacks; that the inter-State dynamic is primarily one of competitive interaction,
not escalation; and that initiative rather than restraint is necessitated.

Policy prescription will strengthen if we reorient thinking toward rules of en-
gagement, not contingency planning options; seizing targets of opportunity rather
than holding targets at risk; being active and anticipatory not as aggressive or
offensive inherently but as primarily defensive in orientation; that we must ex-
ecute continuous operations, not episodic ones; that costs and benefits are cumu-
lative, not event/episode-based; that cost imposition can be considered an effect
of changing the cyberspace environment, not as a strategy to influence adversary de-
cision cost-benefit analysis or decision-making; that effective cyber operations
and campaigns are primarily exploitative, not coercive; and that competition below
the level of armed conflict is just as consequential strategically as war and territorial
aggression.

Cyber persistence theory assumes that while the conventional and nuclear
strategic environments remain essential to State politics, the “peculiar nature”
of the cyber strategic environment may support a different logic and, thus, re-
quire a different approach to competing over relative power. Whereas security
requires one to win war in the conventional environment and avoid war in the
nuclear environment, States in the cyber strategic environment may have a true
alternative through which to achieve strategically relevant outcomes. In the next
chapter we turn toward developing this theoretical reframing further.



Cyber Behavior and Dynamics

In Chapter 2, we argued that States face a structural imperative to persist in
seizing and maintaining the initiative to set the conditions of security in and
through cyberspace by exploiting adversary vulnerabilities and reducing the po-
tential for exploitation of their own. We now turn our attention to the strategic
choices States face and their behavior in an environment of initiative persistence.

Due to the features discussed in Chapter 2, States are presented with a fluid
opportunity-laden environment in and through which they can experiment,
test, plan, and achieve gains that cumulatively shift the overall distribution of
power without seizing territory or directly destroying an opponent’s sources of
power. Within the cyber strategic environment, States, therefore, can choose to
advance interests through alternative mechanisms to war. Furthermore, they are
strategically incentivized to operate in and through cyberspace at scale to accu-
mulate strategic gains without causing armed-attack equivalent effects.

We posit that the structural imperative and strategic incentive in tandem re-
ward certain State cyber behaviors, create a specific inter-State phenomenon,
and produce a particular dynamic. The observed interactions, engagements, and
exchanges do not follow the patterns associated with escalation dynamics, which
are central to managing security in the nuclear strategic environment and are a
recurring concern of policymakers. Finally, we consider the potential impact of
advances in artificial intelligence (AI) on behaviors and dynamics.

State Behaviors

How a State responds to the cyber strategic environment’s structural imperative
reflects its approach to setting the conditions of security in and through cyber-
space by either seeking to avoid or engaging in exploitation.! All theories of in-
ternational politics presume that States engage in some degree of internal-facing
security activity, such as arming or “internal balancing”* What is novel about
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cyber persistence theory is its argument that a State’s external-facing measures
will leverage cyber capabilities for unilateral exploitation, not brute force or
coercion.?

Exploitation, thus, is the dominant State behavior in cyberspace. An exploit
is generally understood as computer “code that takes advantage of a software
vulnerability or security flaw.”* Herb Lin defined cyber exploitation in espionage
terms as a “cyber offensive action conducted for the purpose of obtaining infor-
mation.”® Exploitation is described similarly in the US Department of Defense’s
cyber doctrine as “actions [that] include military intelligence activities, ma-
neuver, information collection, and other enabling actions required to prepare
for future military operations.”

Both of these definitions are overly narrow, treating State exploitative
behaviors in and through cyberspace merely as an intelligence contest. Instead,
cyber persistence theory argues that cyber exploitation represents a strategic
competition and therefore should be understood as one State gaining advantage
by making use of another’s cyberspace vulnerabilities.

We expect status quo and revisionist States alike to respond similarly to
cyberspace’s structural imperative, albeit with different objectives. Both should
seek to reduce the potential for exploitation of their own vulnerabilities through
internal-facing measures like patching, firewalls, and intrusion detection systems
highlighting anomalous behaviors. Both may also pursue external-facing meas-
ures, chiefly, exploitation of adversary vulnerabilities to discern intentions and
capabilities, gain a foothold to preclude or constrain adversaries’ opportunities
to operate in and through cyberspace, or expand their own opportunities to sup-
port their objectives.”

This chapter focuses on States” use of cyber capabilities at the operational
and tactical levels, thereby generating effects that are cumulatively strategic in
their impact on the international distribution of power.® It is at the operational
and tactical levels that cyber capabilities provide unique strategic value.” At the
grand strategic level, initiative persistent behavior should be coordinated with
operational and tactical exploitation efforts. For example, China’s digital Silk
Road Initiative aims to control the global digital backbone to (as some argue)
enable operational and tactical exploitation on a massive scale. Several States
decided to exclude Huawei equipment from their SG networks to preclude that
opportunity from China’s.'” And, in 2020, US actions that might be classified as
a cyber industrial strategy included a “Clean Network” policy to safeguard sen-
sitive public and private sector information from aggressive intrusions and their
exploitation by malign actors."!

Cyber operational and tactical exploitation targets vulnerabilities in one or
more of cyberspace’s three layers: the physical, logical, and cyber persona.'
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Exploitation of the physical and logical layers generally occurs through direct
hacking by seeking out open ports or other external network or system access
points to exploit known vulnerabilities in software and hardware. Exploiting the
cyber persona layer relies instead on the unwitting complicity of users. Examples
include (1) social engineering and credential or spear phishing to gain access
to passwords and login information and/or to facilitate malware downloads
granting unauthorized access to a network; and (2) “water holing” or drive-by
download techniques in which attackers estimate (or note) websites visited by
organizations or individuals and implant malware that is downloaded when the
sites are visited."?

Rather than create from whole cloth new concepts embodying the primary
manifestation of exploitative inter-State cyber behavior in cyberspace, we lev-
erage those developed for conventional and nuclear strategic environments—
the fait accompli and agreed battle—but adapt them to the distinctive features
of the cyberspace environment. Both concepts in their academic heyday were
largely empirically derived, perhaps viewed as describing anomalous, less-con-
sequential, or lesser-included cases. As a result, they received far less theoretical
attention. It seems that the worm has turned, as the cyberspace environment
has elevated the importance of those concepts for describing State behavior
and, consequently, has diminished the centrality of theories like coercion and
its related concepts, which were developed for the nuclear and conventional
environments.

The Terrestrial Fait Accompli

In his research on the fait accompli in terrestrial disputes, Dan Altman noted how
James D. Fearon, when reviewing the literature on strategic interaction during
crises, drew a basic distinction between crises as competitions in risk-taking
and crises as competitions in tactical cleverness (ie., as attempts to outma-
neuver the adversary).'* Fearon argued for the importance of both but focused
on the former." International relations theorists leveraged Fearon’s insights
on competitions in risk-taking to develop a strategic bargaining paradigm that
places central emphasis on the concepts of coercion, signaling resolve, brink-
manship, and escalation.'®

With the advent of cyberspace, perhaps it was natural to adopt these concepts
to describe and explain State cyber behaviors.'” However, as we show later in this
chapter, those concepts fail to explain most State cyber strategic behavior short
of militarized crises and armed conflict. Fearon’s less-explored alternative better
describes this behavior; its premise is captured in the strategic bargaining con-
cept of the fait accompli.
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The fait accompli is described with little variance in international relations
strategic bargaining literature. Altman says the “fait accompli imposes a limited
unilateral gain at an adversary’s expense in an attempt to get away with that
gain when the adversary chooses to relent rather than escalate in retaliation.”'
Alexander George describes it as altering the status quo in one’s favor through
a “quick decisive transformation” of the situation that avoids unwanted retalia-
tory escalation.'” A recent illustrative example is Russia wresting the Crimean
Peninsula from Ukraine in February 2014. Altman uncomfortably categorizes
faits accomplis under coercive bargaining, but only because they are considered
to represent the failures of deterrence in the conventional strategic environment
(i.e., the terrestrial frame).?

The strategic logic behind the fait accompli in terrestrial disputes hinges on
finding vulnerabilities in “red lines” Altman defines red lines as the part of a
coercive demand that distinguishes compliance from violation.! When red
lines are viewed as arbitrary, imprecise, incomplete, or unverifiable, States are
incentivized to act unilaterally to achieve their limited desired gain.** In terres-
trial disputes, red lines are usually anchored on a disputed border. India and
Pakistan, for example, have clashed over Kashmir’s status and border several
times, with both making claims to the whole of Kashmir; today, they control
only parts of it—territories recognized internationally as “Indian-administered
Kashmir” and “Pakistan-administered Kashmir” Altman concludes that,
when States do act, “faits accomplis are more likely to succeed at making a gain
without provoking war when they take that gain without crossing use-of-force
red lines.”>

Finally, although the fait accompli may fail to achieve the desired outcome for
several reasons—for example, the defender chooses not to relent and marshals
superior forces to take back the gain made—it fails in execution for only one
reason: the defender anticipates the unilateral action and takes steps in advance
to set the conditions of security in its favor. This contrasts with the multiple ways
that coercive strategies can fail: lack of commitment, ambiguity of demands, or
non-credible capability.

The Cyber Fait Accompli

We define the fait accompli in the cyber strategic environment as a limited uni-
lateral gain at a target’s expense where that gain is retained when the target is
unaware of the loss or is unable or unwilling to respond.?* The immediate “gain”
in or through cyberspace is the setting of security conditions in one’s favor, es-
sentially a reconfiguration of cyberspace technically, tactically, operationally,
or strategically that has an immediate impact in advancing an interest and/or
positioning a State for further advancement of other interests.
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The United States’ military Cyber Command’s (USCYBERCOM) reported
effort to secure the 2018 US midterm elections can be understood in this way.
USCYBERCOM reportedly took the initiative to exploit vulnerabilities in the
cyber infrastructure of Russia’s Internet Research Agency (IRA) to constrain
their ability to act against the US 2018 elections through that infrastructure.”®
This campaign resulted in an initial benefit gained for the United States. It also
created sufficient organizational friction in Russian system since time, talent,
and treasure had to be redirected toward figuring out whether the obvious
American exploitation was the only exploitation underway, thereby changing
the conditions of security in its favor within that space in which the initiative
Russia might have had in electoral interference was now lost.*

What emerged in early 2021 as the “SolarWinds” campaign can be under-
stood similarly as a cyber fait accompli in which the initial exploitation of tech-
nical update functionality managed through clever tactics and sophisticated
operational planning provided Russia with an initial benefit gained of wide-
ranging real-time access to government and private sector networks at a scale
that positioned Russia to realize strategic effects. The initiative seized through
this initial exploitation, however, and importantly, was not lost upon discovery
of the intrusion. In fact, its discovery put the US government on its heels as it
could no longer trust the confidentiality and integrity of data and communica-
tion flowing across its unclassified networks in a number of agencies. Therefore,
while seeking to mitigate the intrusion, the United States also had to readjust
its thinking, planning, and policies toward what Russia could do with the infor-
mation it had required, for example, internal communications on sanctions and
other policies.”’”

Cyber faits accomplis often occur in series. An initial gain is often followed
by the pursuit of subsequent gains, further expanding the scope and/or scale of
the condition of security or acquiring a “good” (such as intellectual property)
that is perceived to be of value by the attacker for maintaining or altering the
international distribution of power.® For example, Russia’s security service re-
portedly leveraged the technical gain from its SolarWinds campaign to exfiltrate
sensitive tools that FireEye, Inc. uses to find vulnerabilities in clients’ computer
networks.? Similarly, the United States leveraged its initial technical gain against
the IRA in 2018 to further enhance the condition of security in its favor by sub-
sequently revealing its presence on IRA networks. This reportedly resulted in
IRA organizational friction and Russia shifting its focus and efforts toward de-
fense, both of which served a US strategic objective of taking Russia’s focus away
from cyber-enabled information operations directed at US elections.*

In 2014, Chinese cyber operators obtained login credentials for the US Office
of Personnel Management (OPM) networks by first breaching the networks of
KeyPoint Government Solutions, an OPM contractor. This initial gain set the
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conditions of security in their favor vis-a-vis OPM. These credentials were sub-
sequently used to log into OPM networks and install malware that exfiltrated
sensitive data on approximately 22 million key US personnel, data China could
conceivably leverage in a strategic effort to maintain or alter the international
distribution of power.”! Additionally, beginning around 2014 Chinese cyber
operators initiated a campaign (“Cloud Hopper”) premised on compromising
managed service providers (MSPs)—companies that remotely manage their
clients” information technology infrastructure—as a way to establish footholds
for follow-on exploitations of the MSPs’ clients.> After compromising a MSP,
the operators mapped out the network topology to find the credentials of the
system administrator who controlled the company “jump servers,” which act as
a bridge to client networks. With that information, they then “jumped” to client
networks, mapped those topologies, and exfiltrated information that served
their strategic interests.*

With these examples in mind, we eschew George’s “quick” adverb in our cyber
fait accompli definition because, although initial gains can be realized quickly
through cyber exploitation, subsequent efforts to realize follow-on gains can ex-
tend to minutes, hours, days, months, or even years. To wit, analyses indicate
that the time from an attacker’s first action in an event chain to the initial com-
promise of an asset is typically measured in minutes.** Crowdstrike reported
that after an initial beachhead has been established, the average “breakout time”
for the most competent State cyber actors ranges from 19 minutes to around
10 hours.*® Mandiant noted that Chinese cyber operators engaged in significant
exfiltrations of intellectual property by maintaining a persistent presence on
targeted networks for an average of 356 days.*

Within the definition of the cyber fait accompli, “unilateral” means that
the exploitative action is pursued independently of any decision made by the
targeted entity. Thus, the fait accompli is distinct in principle from coercion,
which depends on demands, commitments, and signaling expressly for the pur-
pose of influencing the target’s decisions.’” Moreover, making gains at the ex-
pense of an adversary is not the same as threatening to impose costs or actually
doing so in an effort to change an adversary’s decision calculus. It can, however,
be equally strategically consequential for international politics—an important point
we expand on later in this chapter and in Chapter 4.*® Once a benefit or gain
is realized, it may subsequently serve as a foothold for future coercive strategic
bargaining, depending on the target’s political value; however, the cyber fait ac-
compli is first and foremost about seeking unilateral operational and/or tactical
gains through exploitation.

Asin the terrestrial frame, States pursuing cyber faits accomplis have a strategic
incentive to pursue their desired gains in and through cyberspace in ways that
do not invite escalatory retaliation. That said, cyber persistence theory argues
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that the opportunity for reward, not fear of retaliation, is the primary incentive
driving States to engage in cyber operations short of armed-attack equivalence.
States recognize that strategic opportunities flow from cyberspace’s abun-
dant vulnerabilities and resilience to persistent, exploitative cyber operations/
campaigns with effects short of armed-attack equivalence. Given opportunities,
States are taking them.

The strategiclogic behind the fait accompliin cyberspace also hinges on finding
vulnerabilities. However, unlike the terrestrial frame, those vulnerabilities do
notlie in the ambiguity of a coercive demand, but rather in the very fabric of cyber-
space itself. Cyberspace has been described as a vulnerable yet resilient techno-
logical system,* organically offering an “abundance of opportunities to exploit
user trust and design oversights.”*! When considered along with a condition of
constant contact, the prevalence of vulnerabilities provides a strategic incentive
for States to pursue unilateral gains in and through cyberspace, persistently.**
This incentive is further enhanced because of cyberspace’s resilience. The fait
accompli in physical space returns a marginal, episodic gain—often a small piece
of territory. Cyberspace, by contrast, encourages the accumulation of gains to
levels of strategic significance through series and/or campaigns of faits accomplis
at scale because its resilience mitigates concerns that such campaigns might put
at risk the digital environment’s systemic functionality.*

There is a second notable way in which the cyber fait accompli diverges from
its counterpart in the conventional strategic environment. George describes the
fait accompli as a strategic bargaining concept that States use to change the status
quo in the international system. Although cyber fait accompli campaigns could
conceivably change the status quo in the international system, they are unilateral,
independent actions and thus are not indicative of strategic bargaining.** For ex-
ample, North Korea has unilaterally pursued an aggressive campaign of cyber-
enabled theft from financial institutions and cryptocurrency exchanges and has
used the proceeds to expand its nuclear weapons program and develop intercon-
tinental ballistic missiles.** The $2 billion Pyongyang reportedly accumulated
from 2016 to 2019 to support those programs while evading sanctions is more
than three times the amount of currency it was able to generate through coun-
terfeit activity over the four decades prior.*® Thus, pursuit of cyber faits accomplis
is more accurately described as a unilateral, independent strategic choice in the
cyberspace environment rather than as a mechanism for strategic bargaining.*’
As noted earlier, an important distinction between coercion theory and cyber
persistence theory lies in the recognition that while all strategic bargaining is com-
petition, not all strategic competition is bargaining.

The cyber fait accompli is a useful concept for describing and explaining
States” primary operational and tactical cyber behaviors—how they persist in
seizing and maintaining the initiative to set the conditions of security in and
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through cyberspace and, through their success, further seek to maintain or alter
the international distribution of power. It accounts for both unilateral opera-
tions seeking gains from often significantly disparate targets, as well as efforts
that routinely avoid operations that could justify armed retaliation.

Former US Secretary of Defense Leon Panetta’s concerns regarding a cyber
Pearl Harbor (a fait accompli) were met with both skepticism and support.** By
referencing the fait accompli, Panetta highlighted an important concept upon
which policymakers should focus in cyberspace. However, Panetta fixed only
on the fait accompli as a coercive strategic bargaining mechanism in cyberspace,
which is currently infrequent in the cyber environment. He failed to recognize
or anticipate the cyber fait accompli as the primary and highly consequential stra-
tegic choice for both attackers and defenders pursuing an alternative strategic

approach.

Direct Cyber Engagement

It may seem counterintuitive that, in a strategic environment whose central
feature is interconnectedness, the primary State cyber exploitative behavior
is unilateral, independent action (the cyber fait accompli) rather than mutu-
ally dependent behavior. This is a consequence of the vastness of potential un-
contested opportunities. Most State cyber operations are running parallel to
each other, occurring in and through an interconnected space that rewards per-
sistence. States must assume there are a multitude of parallel operations and
campaigns being run at any given time by a variety of actors that can adversely
affect them. Arguing that the cyber fait accompli is the primary behavior, how-
ever, does not preclude mutually dependent behavior, which we call direct cyber
engagement.

Direct cyber engagement is a cyber exploitative action short of armed-attack
equivalence in a mutually dependent competition for control of key cyberspace
terrain that peer cyber States mutually perceive as strategically, operationally,
or tactically significant for setting the conditions of security in their favor (e.g.,
the command and control infrastructure of a State’s widely dispersed malware
enterprise or its nuclear command and control critical infrastructure).* The
cyber strategic environment rewards States pursuing direct cyber engagement
(in addition to cyber faits accomplis) as distinct from operations of armed-attack
equivalence.

To reset the conditions of security, States may communicate that certain
behaviors are unacceptable by assertively responding through direct cyber en-
gagement to the detection of such behaviors.*® A direct cyber engagement
could also take the form of States deliberately aligning their actions around a
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shared objective of seeking mutually dependent understandings of acceptable
behaviors. For example, States may seek tacitly and/or explicitly to communi-
cate that compromising the confidentiality but not integrity or availability of
certain critical infrastructure systems is acceptable behavior.

Direct cyber engagement is currently scarce, a frequency consistent with
its status as the secondary State behavior in the cyber strategic environment.
Scarcity is driven by the extraordinary abundance of opportunities for unilat-
eral exploitation (cyber fait accompli) given the vastness and ever-changing sub-
stance of cyberspace, which make achieving gains possible without direct cyber
engagement.*’ Additionally, the improbability that competitors will have equal
situational awareness of opportunities for unilateral exploitation allows States
with initiative to avoid direct cyber engagement when seeking gains.

Current scarcity could give way to increasing frequency of direct cyber en-
gagement. States are in the early stages of strategic cyber competition. Managing
this competition through more predictable engagements that hold a pattern
around mutual dependence and interest can and will likely occur. Nevertheless,
the sheer opportunity expanse along with other factors currently reinforce the
cyber fait accompli as the primary default behavior.

For example, competitors’ domestic laws and national cyber policies
and capacities may constrain the degree to which they are able to secure all
manifestations of their national interests. Or, States may limit the operational
scope of their primary cyber forces to their own national defense department/
agency systems when adversaries see opportunities in a wider scope of gov-
ernment systems and private sector or other non-governmental infrastructure
representing national interests.>> These variances will likely complicate inten-
tional efforts to converge on behaviors.

Additionally, national interests and strategic cultures will skew how States
might fear or value exploitation of the same vulnerability—a vulnerability
appearing as a low threat to one State may be considered a valuable opportunity
for another.% Further, even when hostile intrusions are detected (or attempted)
or cooperative engagements are offered, States may struggle to respond in a
timely enough manner to overcome the high “noise” level in cyberspace that
undermines the success of tacit bargaining in any environment, let alone cy-
berspace.** Lack of timeliness could result from policy, human, and/or techno-
logical constraints.> Finally, as cyberspace is a global phenomenon, potential
operational constraints may also derive from interpretations of international law
as applied to cyberspace.

The distinction between cyber faits accomplis and cyber direct engagement
is also a very important observation for most global cyber norms approaches.
Historically, these have assumed the prominence of the latter and are not geared
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to managing a strategic environment incentivized toward the former (an issue
we address in Chapter S).

In sum, the primary and secondary behaviors of States in and through the
cyber strategic environment—the cyber fait accompli and direct cyber engage-
ment—are consequences of a structural imperative to persist and of a structur-
ally derived strategic incentive to pursue gains through cyber exploitation short
of armed-attack equivalence. That these two behaviors comprise most State
cyber behaviors has significant implications for the inter-State phenomenon and
dynamic that best characterize the environment.

Inter-State Phenomena and Dynamics

In efforts to understand dynamics in cyberspace, the security studies community
has primarily defaulted to an escalation dynamics framework, a consequence of
presuming that coercion theory explains State cyber behavior.* It is not con-
tentious to say that much of that scholarship is heavily influenced by modern
thinking regarding escalation dynamics introduced in the work of Herman
Kahn, who defined escalation as “an increase in the level of conflict in interna-
tional crisis situations.”*” Kahn’s focus on managing escalation was a direct result
of the nuclear strategic environment’s imperative to avoid nuclear Armageddon.
Beginning with the assumption of some sort of limited conflict or agreed battle,
Kahn proposed a framework populated by three mechanisms in which a would-
be escalator could increase, or threaten to increase, his efforts: “increasing in-

» «

tensity,” “widening the area,” and “compounding.”® Thus, escalation in Kahn’s
framework describes both the mechanisms and the resulting dynamic of their
employment. The State that could employ these mechanisms to achieve esca-
lation dominance, he argues, could gain strategic advantage while avoiding
all-out nuclear war. Kahn specifically noted that his escalation theory was de-
veloped with a focus on giving primary attention to the threat or reality of force
or coercion as a factor in negotiation. This may explain its centrality to coercion
theorists seeking to explain cyberspace dynamics.

Kahn argued that there are two basic classes of strategies that each side can
use from his origination point of limited conflict or agreed battle. One class is
coercion-based, using the risk or threat of escalation and resulting in an escala-
tion dynamic. This class, he noted, refers to deterrence strategies and is clearly
the focus of his escalation framework. The second class is not coercion-based
and does not include escalation mechanisms. Rather, it is a class in which States
unilaterally make use of the factors relating to particular levels of escalation in order
to gain or maintain an advantage (i.e., factors organic to agreed battle itself). This
class receives far less theoretical attention, yet is better aligned with the tenets of
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cyber persistence theory.® Exploring it in greater depth provides insights into
the operational and tactical dynamics among States populating the cyber stra-
tegic environment, the mechanisms of gaining or maintaining advantage in the
same, and the inter-State phenomenon that results. As a first step, we explain the
concept of agreed battle by reflecting back on the Cold War strategic context in
which it was birthed.

Agreed Battle

Agreed battle is a concept rooted in factors relating to particular levels of escala-
tion. It emphasizes that, in a potential escalation situation in which both sides
are accepting limitations, there is, in effect, an “agreement” on acceptable and
unacceptable behaviors based on a shared strategic interest, whether or not an
overall “agreement” is explicit or mutually understood. “Thus the term does not
have any connotation of a completely shared understanding, an intention of
containing indefinitely with the limitation, or even a conscious quid pro quo
arrangement.”*

Kahn introduced the concept to describe a phenomenon of great power
strategic competition during the Cold War that was short of all-out war, but in-
cluded limited war and proxy war. Agreed battle, he explained, was and would
continue to be a principal approach through which great powers had “agreed”
to compete to avoid escalation into a “central” war. This aligns with our con-
tention that both the conventional and nuclear strategic environments rest on
coercion and the prospect of war (prosecuting it or avoiding it). Consider, for
example, that despite their frequent and significant involvement in proxy wars
around the world, both superpowers unilaterally and independently avoided
any overt direct engagement of military forces.’ Indeed, such proxy wars are the
central concern of Kahn’s analysis and are captured in the escalation mechanism
of “compounding,” which he defined as “consisting of an attack on an ally or
client of the principal opponent.”**

Agreed battle describes a phenomenon that has both tacit structural and
substantive features. For example, agreed battle characterized by proxy war
comprises a strategic space with a lower structural bound of militarized crisis
and an upper bound of a limited war. Within this space, Soviets and Americans
held many common but independent understandings of unilateral behaviors
they did and did not consider acceptable. These included common views on
who does and does not use force, where it is and is not used, and/or how it is
and is not used. Thomas Schelling might refer to these as factors informing focal
points around which tacit coordination could emerge.%* Schelling observed that
limits in limited war are arrived at “not by verbal bargaining, but by maneuver, by
actions, and by statements and declarations that are not direct communication



48 CYBER PERSISTENCE THEORY

to the enemy. Each side tends to act in some kind of recognizable pattern, so that
any limits that it is actually observing can be appreciated by the enemy; and each
tries to perceive what restraints the other is observing.”** Over time, continued
observation and assessment of unilateral, independent patterns result in mutual
understandings of acceptable and unacceptable behaviors.

Great power competition during the Cold War did not occur only in a stra-
tegic space bounded on the low end by militarized crises and on the upper end
by limited wars. Strategic competition was also intense in a competitive space
bounded on the low end by restraint and on the upper end by militarized crises.
Schelling noted that, “in peacetime,” the United States and Soviet Union both
unilaterally and independently abstained from harassing actions on each other’s
strategic forces, did not jam each other’s military communications, put at risk
each other’s populations with fallout from weapons tests, or wage surreptitious
undersea wars of attrition.®* Robert Osgood noted that both countries also
refrained from aiming their missiles even in the general direction of the other
side while testing them.% Thus, in the early Cold War, underpinned by common
but independent understandings of acceptable and unacceptable behaviors, the
Americans and Soviets formed mutual understandings through observation and
assessment of each other’s actions—the substance of agreed battle.

An important characteristic of these mutual understandings was the ele-
ment of restraint motivated by a shared strategic interest in avoiding the kind
of false alarm, panic, misunderstanding, or loss of control that may lead to unin-
tended or non-deliberate escalation.”” Thus, mutual understandings comprised
understandings of inaction as well as limited action. This accords with Kahn’s
description of agreed battle as a bounded space within which States seek gains
without inviting escalation. Kahn also never suggested, nor do we endorse, a
normative connotation with the term “agreed battle.” States need not assent or
accord to the normative substance of a phenomenon for it to be present.®®

In sum, agreed battle describes a phenomenon comprising a tacitly bounded
space within which adversaries seek to maintain or gain advantage based on mu-
tual understandings of acceptable and unacceptable behaviors in a coercive envi-
ronment in which fear of costs reinforce such understandings. A tacitly bounded
space also exists in the cyber strategic environment, but it results from a different
dynamic and thus is analytically distinct from agreed battle.

Cyber Agreed Competition

The conventional, nuclear, and cyberspace strategic environments share (in
varying degrees) a strategic incentive to self-limit behavior. In the nuclear en-
vironment, according to Kahn and others, the incentive for the great powers
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derived from a desire to avoid escalation from limited war to “central” war and
its most extreme manifestation of nuclear war.%’ There was a premium on finding
mechanisms of self-limitation, while still making gains. This is what escalation
dominance was all about.

In the conventional environment, the incentive for some self-limitation
derives from a desire to use force efficiently, since it always entails cost (both
self-created and imposed by the opponent). Thus, States have historically sought
to apply just the right amount of force needed to achieve one’s ends and not es-
calate from militarized crisis into limited exchanges to full-scale conventional
war unless necessary. Prosecuting war in all its forms is part of the dynamics of
seeking security in and through the conventional strategic environment, but it
does not mean that States plan to fight war without restraint.

For the cyberspace strategic environment, self-limiting behavior takes the
form of setting aside escalation strategies and coercion, essentially because they
are not necessary to configuring and reconfiguring cyberspace in a State’s favor.
Cyber persistence theory argues that opportunities for reward, not fears of re-
taliation or costs from exchanges, are the primary incentive driving States to
engage in cyber operations short of armed-attack equivalence. This strategic in-
centive to self-limit behaviors through an alternative to coercion results in a phe-
nomenon we have named “cyber agreed competition,” which we differentiate
from the agreed battle phenomenon of the conventional and nuclear strategic
environments. The cyber agreed competition phenomenon’s tacit lower and
upper bounds are inclusive of operational restraint and exclusive of operations
causing armed-attack equivalent effects.”

Cyber persistence theory argues that unilateral, independent action—the
cyber fait accompli—is the primary inter-State behavior for States wanting to
persist in seizing and maintaining the initiative to set the conditions of security
in and through cyberspace and, by doing so, maintain or alter the international
distribution of power. Therefore, cyber faits accomplis are the primary behaviors
driving the cyber agreed competition phenomenon. This unilateral, inde-
pendent, and parallel-conducted behavior is the response to the challenge of
finding security in an initiative persistent environment filled with opportunity.

Within the bounds of the cyber agreed competition phenomenon there exists
among the most significant actors a core set of tacit, mutual understandings
of acceptable and unacceptable behaviors that currently manifest as a “volun-
tary and non-binding” consensus.”’ Given the ingenuity of States and the ever-
changing technology of the cyber strategic environment, there is the potential
for a larger set of common but independent understandings that may, over time
and through observation and assessment, supplement the existing core set of
tacit mutual understandings.” Cyber persistence theory argues that a core tacit
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mutual understanding will minimally converge on the permissibility of persist-
ence in seizing the initiative.

There also exists a set of uncommon, independent (and divergent)
understandings that, through mutually dependent interactions in cyber agreed
competition, States can also come to recognize what the “legitimate and illegit-
imate moves are,” which moves are “within the rules,” and which moves would
breach the upper boundary.”® In other words, when States observe positive-
novel or discordant-frictional behaviors inconsistent with patterns of observed
behaviors that formed the basis of existing mutual understandings, they can
choose a course of mutually dependent interaction (rather than continued uni-
lateral, independent action) to communicate their observation and acceptance
or unacceptance thereof.”* This behavior describes perfectly the secondary man-
ifestation of State exploitative behavior in cyberspace discussed previously: di-
rect cyber engagement.

Thus, given that the cyber agreed competition phenomenon encompasses
both the primary and secondary behaviors hypothesized by cyber persistence
theory, we argue that it is the central inter-State phenomenon in the cyber
strategic environment, with important implications for the central dynamic of

“competitive interaction.””

Competitive Interaction Dynamic

To summarize, we have argued that the dominant behavior in cyberspace is ex-
ploitation; thatits primary and secondary manifestations as State cyber behaviors
are cyber faits accomplis and direct cyber engagements, respectively; and that
these behaviors result in the inter-State phenomenon of cyber agreed compe-
tition, a tacitly bounded strategic competitive space inclusive of operational
restraint and exclusive of operations causing armed-attack equivalent effects.
However, cyber faits accomplis and direct cyber engagements do not merely de-
scribe State behaviors—they also serve as the mechanisms through which States
seek to achieve strategic gains in and through cyber agreed competition. We de-
scribe the dynamic resulting from States leveraging these mechanisms as com-
petitive interaction. Although States may pursue cyber faits accomplis and direct
cyber engagements that are analogous to Kahn’s mechanisms for escalation—
“Increasing intensity” could be construed as increasing the scale of cyber oper-
ations, “widening the area” could be increasing the scope, and “compounding”
could be targeting a State’s extraterritorial infrastructure—such behaviors would
only be mechanisms of escalation if their effects breached the tacit ceiling of
cyber agreed competition. Given that States are not strategically incentivized to
breach that ceiling, the dominant dynamic in the cyber strategic environment is
competitive interaction, not escalation.
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A Consideration of Escalation Actions
and Dynamics

Cyber persistence theory posits that core features of the cyber strategic environ-
ment do not incentivize coercive action and escalation. Rather, they incentivize
cyber faits accomplis and direct cyber engagements, which are mechanisms for
achieving strategic gains in competitive interaction. This diverges from much
of the existing cyber security literature and from the core assumptions that un-
derlay policy planning. The nuclear paradigm has been so profoundly embraced
that security thinking has assumed escalation management as a universal se-
curity strategy concept without considering its conditional nature. It is indeed
essential in an environment in which security is defined by the avoidance of a
definable set of actions (nuclear war), and it is important in an environment in
which the prosecution of a definable set of actions (conventional war) is costly.
But it is not a useful construct analytically or prescriptively in an environment in
which security is defined by an alternative (exploitation rather than coercion) to
what escalation seeks to control.

The dynamic of competitive interaction reinforces the distinct definition of
security we have offered for the cyber strategic environment. Security cannot be
measured as the absence of proscribed action as so defined in the nuclear envi-
ronment. The imperative and incentive of the cyber strategic environment all
reinforce continuous action and, thus, without a redefinition we would consist-
ently have to assess our national security strategies as failing. Similarly, security
measured by the success in prosecuting war (effective offense and defense) is
not applicable to an environment in which the primary behavior, the cyber fait
accompli, is an alternative to war.

Our analysis of the cyber strategic environment focuses on behavior in
and through that environment. It is, of course, necessary to consider cyber
capabilities as an integral means to warfighting. In fact, there is no future war that
will be fought that does not leverage some aspect of cyberspace as an enabler.
But this implies breaching the armed-attack equivalent threshold, which then
opens the door for States to legitimately bring to bear cross-domain, conven-
tional, kinetic weapons in self-defense. Under these conditions, the traditional
escalation dynamic associated with militarized crises and war supplants the
competitive interaction dynamic.” Once breached, the logics of the other two
strategic environments—nuclear and conventional—will prevail as States sup-
plement their militarized crisis, warfighting, and deterrent behaviors with cyber
means. Actors engaged in multi-domain war to influence relative State power
will engage in cyber operations, but they will be of a fundamentally different sort
from those in and through the cyber strategic environment that seek to influence
relative power without having to resort to violence.””
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A spiraling escalation dynamic in cyberspace is a concern of policymakers.”
To address this, we adopt Kahn'’s definition of escalation dynamic: “an increase
in the level of conflict in international crisis situations.””” We describe a cyber
escalation action as a cyber behavior causing armed-attack equivalent effects,
thereby breaching the upper bound of cyber agreed competition and supplanting
the competitive interaction dynamic with an escalation dynamic. With this un-
derstanding, we offer hypothetical scenarios in which the previously described
incentives for not escalating could be overwhelmed and lead to deliberate cyber
escalation action. The scenarios derive from the substantive immaturity of cyber
agreed competition, accidental or inadvertent cyber escalation actions, and a
perception that competitive interaction is resulting in an unfavorable shift in rel-
ative power.

Deliberate cyber escalation actions are understood to have specific purposes
in mind. Broadly speaking, a State may seek to gain advantage in armed conflict,
preempt armed conflict, penalize an adversary for some previous militarized
action, signal an adversary about its own intentions and motivations regarding
competition, or avoid defeat in competition. The first three describe contexts of
the other two strategic environments in which an escalation dynamic is already
present (militarized crisis or armed conflict) and are well covered by the existing
literature. The latter two are novel and deserve additional scrutiny.

In these early days of State cyber activity, misinterpretation of cyber faits
accomplis or direct cyber engagements is possible due to incomplete information
or lack of shared reference frames. The substance of cyber agreed competition
is currently immature—mutual understandings of acceptable and unacceptable
behaviors and of cyber key terrain are maturing slowly and narrowly. Thus, a con-
ceivable scenario today is that a cyber fait accompli or direct cyber engagement
target is unexpectedly viewed by a defender as highly sensitive or threatening,
respectively, thereby inadvertently prompting a deliberate cyber escalation ac-
tion to signal an intention and motivation to aggressively secure that asset.

Accidental or inadvertent operations or effects that may encourage a cyber
escalation action may occur if, for example, rules of engagement are ambiguous,
cyber forces are undisciplined, or a high-level command decision is not received
propetly by all relevant cyber units.®

It is also conceivable that perception of an emerging or enduring signifi-
cant imbalance of cyber faits accomplis or direct cyber engagement outcomes
portending a relative shift in power between adversaries or a relative decline of
a State across the global distribution of power could prompt a cyber escalation
action to redress the competitive imbalance and ultimately avoid defeat.

In all of these hypothetical scenarios, it is conceivable that an escalation ac-
tion could launch a cyber escalation spiral, but such a dynamic should not be
presumed. An escalation action need not ipso facto portend the emergence of an
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escalation dynamic.®! It is also conceivable that a deliberate cyber escalation ac-
tion could lead to a cross-domain escalation dynamic fueled by non-cyber mil-
itary capabilities.

Recognizing the plausible conditions under which States may deliberately
breach the upper bound of the cyber agreed competition and potentially fuel
an escalation dynamic is important. This moves the discussion to militarized
action and warfighting with cyber means, and into the two other strategic
environments.*> Moreover, the empirical record reviewed in Chapter 4 reveals
little or no support for these scenarios in which cyber faits accomplis and direct
cyber engagement are misconstrued and inadvertently lead to cyber exchanges
that escalate out of cyber agreed competition and into crisis and conflict. Cyber
persistence theory offers an explanation for why spirals might be unlikely—the
exploitative rather than coercive intent behind cyber operations tempers the
action-reaction that might follow a mistake.

Potential Impact of Al on Behavior and Dynamics

When considered alongside the other strategic environments, the technology
in the cyberspace environment changes far more rapidly.** And this feature
of the environment may impact primary behavior, the central dynamic, and
their trends. Several books, expositions, and journal articles have been written
on this topic, but none from the perspective of cyber persistence theory.®
We scratch the surface in this section yet we are not convinced that AI will
change the current primary behavior and central dynamic in the cyber stra-
tegic environment.

Al might expand the breadth of the bounded space within which cyber
faits accomplis could be executed. For example, by crawling Internet-facing
applications with “fuzzers” and/or “symbolic execution” tools, attackers may
discover significantly more vulnerabilities to exploit at scale.*> “Smart” malware
could decrease “breakout” time after intrusion by increasing the efficiency of
lateral movement and the probability of post-compromise additional infections.
In a 2016 cyber operation against a UK bank, the malware infected multiple ad-
ditional machines within minutes of an established foothold with a clear pattern
of target selection. Not only was the malware able to scale its attack at some
speed, it also selected targets based on a “smart” analysis of prospective success
in further infection. Although the malware did not truly utilize AI techniques
that many experts herald as coming in the near future, its selective program-
ming likely foretells that future.®® Alternatively, deep learning may improve the
effectiveness of defensive efforts by constraining the ways vulnerabilities can be
exploited and, consequently, restricting opportunities for cyber faits accomplis.®’
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In either case, Al does not alter the imperative of initiative persistence. Al does
not clearly portend moving to dominance of the offense or the defense.

Al could potentially increase the prevalence of direct cyber engagements
by increasing opportunities for States to engage in tacit bargaining, potentially
leading to more rapid and granular mutually dependent understandings of ac-
ceptable and unacceptable behaviors. For example, from a securer’s perspective,
reducing mean time to detection of an initial compromise would facilitate di-
rect cyber engagements. Absent rapid detection, no timely effort to tacitly bar-
gain is possible, whether the dyadic interests are divergent or common. Machine
learning can substantially improve time to detection through the application of
real-time correlation engines across various intrusion detection system product’s
logs, thereby supporting timely alerts to system administrators.*® Such systems
may even go one step further to thwart the attacker by changing the configura-
tion of other security controls to disrupt an attack or, alternatively, communicate
tacit acceptance of the behavior.

Common examples of thwarting include reconfiguring a network device (e.g.,
firewall, router, switch) to block access from the attacker or to the suspected
target and altering a host-based firewall on a suspected target to block incoming
attacks. Some systems could even cause patches to be applied to a host if they de-
tect that the host has vulnerabilities.*” Alternatively, as machine learning detects
patterns in behavior, a State seeking to communicate with others its preferences
of acceptable behavior around targets of interest could leverage that capability
by consistently and repeatedly (perhaps millions or billions of times) acting
to consistently communicate its preference in regard to a system or network.
Thus, a future in which States possess and implement Al to secure their national
interests in and through cyberspace conceivably portends a cyber strategic envi-
ronment in which the primary behavior is direct cyber engagement rather than
the cyber fait accompli.

Finally, some have expressed a concern that great power competition has
created an “arms race” in Al, possibly resulting in a “race to the bottom” on Al
safety, in which firms or States compromise on safety standards while trying
to innovate faster than the competition.”® This speaks directly to the poten-
tial for accidental or inadvertent escalation actions and, potentially, escalation
dynamics.

Atthis time, all that can be offered regarding potential AI cyberspace futures is
conjecture. It has been argued that Al may not be significantly or widely adopted
by attackers because “attackers are only as clever as they need to be.””" As long as
attackers are able to achieve gains without using Al, they will continue to do so.>
Bruce Schneier sums it up nicely by noting that “No one doubts that artificial
intelligence (AI) and machine learning (ML) will transform cybersecurity. We
just don’t know how, or when.”” That said, it is prudent to consider the potential
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adoption by States; in Chapter S we return to this issue to examine AI's potential
impact on cyber stability.

Tacit Coordination, Tacit Cooperation, and
Tacit Bargaining

While introducing the behavioral concepts of cyber faits accomplis and direct
cyber engagements and the phenomenon of cyber agreed competition, we
have made several allusions to the importance of tacit understandings and tacit
bargaining in the cyber strategic environment. In Chapter S, we leverage the
scholarship on tacit coordination and tacit bargaining to consider under what
conditions States pursuing these behaviors impact the prospects for norms con-
struction and cyber stability. To set the stage for that discussion, this section
aims to make more explicit the connections between our behavioral concepts
and tacit coordination and tacit bargaining.

When States pursue cyber faits accomplis, the concept of tacit coordination
captures well how States may come to mutual understandings of behaviors that
populate cyber agreed competition. Tacit coordination describes common
but independent behaviors around a shared strategic interest. As cyber faits
accomplis—characterized by unilateral, independent behaviors—are the pri-
mary State behavior in and through cyberspace, States’ observations of others’
cyber fait accomplis and the common strategic interests they may indicate can
serve as a basis for establishing mutual understandings of the substance of cyber
agreed competition.

Importantly, the phenomenon of cyber agreed competition should not imply
that tacit cooperation is being pursued by adversaries over a shared strategic in-
terest. In tacit cooperation, one party in effect takes a chance in the expectation
that another will take an equivalent chance, leaving both better off. Tacit coop-
eration describes a process of mutually dependent behaviors intending to arrive
at mutual understandings, in contrast to the unilateral, independent behavior
characterizing tacit coordination (and cyber faits accomplis).

Agreed battle during the early Cold War provides a fine example of the dis-
tinction between tacit coordination and tacit cooperation. During this period,
tacit coordination was the primary basis of mutual understandings, as neither
party took chances with expectations when maximizing unilaterally and inde-
pendently around a shared strategic interest; each merely pursued its best stra-
tegic choice, given the other’s independent choices. A deeper understanding of
other parties” behaviors occurred through observation, but there were no im-
plicit agreements to adjust actions on a mutual or contingent basis. During the
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Korean War, Stalin’s decisions to restrict the number of fighter planes provided,
where the planes would be stationed, and the roles and airspace in which they
could fly were informed by his perspective that any evidence of a shared fear of
escalation in the West should not be overvalued.”* Soviet limited actions were
not made under an expectation of American reciprocity; rather, Stalin was acting
on Soviet interests unilaterally and independently of expectations of American
decisions.

When States observe positive-novel or discordant-frictional behaviors in-
consistent with patterns of observed behaviors sustaining tacit coordination,
they may engage in a tacit bargaining process through direct cyber engagement
to communicate their observation and acceptance or unacceptance. Tacit bar-
gaining describes a process of mutually dependent behavior (direct cyber en-
gagement), in contrast to unilateral, independent actions (cyber faits accomplis)
that characterize tacit coordination. Tacit bargaining may occur over common
or divergent interests (with the former characterizing tacit cooperation as
described above). A State bargains tacitly with another State when it attempts
to communicate its own policy preferences or manipulate the latter’s policy
choices absent a reliance on explicit, formal, or informal diplomatic exchanges.
The process is tacit because actions, rather than rhetoric, constitute the critical
medium of communication;® it is bargaining, but not coordination or coercive
bargaining, because the actions aim to influence an outcome that can only be
achieved through some measure of joint, voluntary behavior.”® Coercive bar-
gaining, instead, speaks to the core concern of coercion theory, changing deci-
sion calculus, which was discussed in Chapter 1.

Conclusion

In this chapter, we have argued that the structural imperative in cyberspace—
persistence in seizing and maintaining the initiative to set the conditions of se-
curity in and through cyberspace in one’s favor—encourages exploitation as the
dominant State behavior in the cyber strategic environment. States recognize
that strategic opportunities flow from cyberspace’s abundant vulnerabilities and
resilience to persistent exploitative cyber operations/campaigns with effects
short of armed-attack equivalence. We introduced two concepts representing
the primary and secondary manifestations of such exploitative operations/
campaigns—the cyber fait accompli (unilateral, independent behavior) and direct
cyber engagement (mutually dependent behavior)—and linked these concepts
to tacit coordination and tacit bargaining, respectively. Further, we described
the dynamic resulting from States pursuing these behaviors as competitive in-
teraction and how it produces the phenomenon of cyber agreed competition.
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Direct cyber engagement and, therefore, tacit bargaining, are currently scarce in
the cyber strategic environment due to several factors, including an abundance
of opportunities for unilateral exploitation and asymmetries in cyber situational
awareness. However, Al platforms might mitigate the constraining effect of some
factors. In the next chapter we put cyber persistence theory to the test, literally,
by assessing its arguments against the empirical record of State cyber behaviors,
inter-State dynamics, and observed outcomes.
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Theory and the Empirical Record

In Chapter 3, we introduced the core concepts of cyber persistence theory that
describe and explain State cyber behavior and dynamics. We also raised the ana-
lytical distinction between the cyber strategic environment that revolves around
exploitation from the two strategic environments—the nuclear, which rests on
coercive threat, and the conventional, which rests on warfighting (offense and
defense). In this chapter, we investigate cyber persistence theory’s explanatory
power by deriving hypotheses from the theory and evaluating them based on the
best open source evidence available.
Based on cyber persistence theory, we expect that:

« States act persistently in and through cyberspace, rather than engage in epi-
sodic hacking or breaching of devices, systems, and networks.

o The dominant State behavior in cyberspace is exploitation, rather than
coercion.

« State action changes the conditions of security and insecurity directly through
cyber faits accomplis, rather than shapes the calculus of opponents through
compellence or deterrence.

« Campaigns of cyber faits accomplis can independently generate strategic
outcomes, which exceed the more limited effects associated with espionage,
subversion, and sabotage.

« Competitive interaction is the dominant dynamic.

« Escalation within cyberspace to armed-attack equivalent effects is rare.

« Cross-domain escalation from cyberspace is rare.'

o Direct cyber engagement is present but scarce in cyberspace.

Some may argue that conclusions from studies based on empirical data of
State cyber behaviors and dynamics are tenuous at best because the data
examined are skewed. It may not be representative because the breadth of data
in open source materials is not comprehensive. It may be incomplete because it
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excludes business proprietary or secret (or higher) classified data gathered by
private sector cyber security vendors and government military or intelligence
agencies or departments. To hedge against a potential lack of representativeness
in open source materials, we apply a multi-method approach to open source as-
sessment. We discuss findings from a medium-n quantitative analysis of State
cyber behaviors, in-depth case studies, unsealed criminal indictments, open
source government reporting, and cyber security industry surveys, case studies,
experiments, and trend reports.? To address concerns that open source materials
may not be representative of business proprietary and classified data, we con-
sider a counterfactual based on this premise and draw conclusions regarding
how it would, were it true, impact the value and risk of basing cyber policy and
strategy on cyber persistence theory.

Operational Persistence

Cyber persistence theory argues that States persist in seizing and maintaining
the initiative to set the conditions of security in and through cyberspace in their
favor, thereby enabling the generation of strategic effects that can maintain or
alter the international distribution of power in and through cyberspace. This
central argument rests on a basic assumption that States have the capacity and
willingness to operationally persist.

To assess this expectation, we explore two evidentiary tracks: the degree to
which States are building infrastructure in support of persistent cyber opera-
tions and evidence of operational tempo itself. The first is a necessary condition
for the second. Therefore if we have evidence of the latter, we can presume the
former is also true. The evidence does indeed support cyber persistence theory’s
base assumption that this is a space of persistent activity and challenges the tradi-
tional default mindset, particularly in policy circles, that describes cyber activity
in terms of episodic hacks, breaches, attacks, and war (a term used regularly to
describe a single incident).

Coercive environments are characterized by definable states of peace,
militarized crisis, and war. Periods of nonaggression are typically the norm and
are punctuated with aggression on an episodic basis—we declare war and live
in peace. Cyber persistence theory assumes a fundamentally different strategic
environment in which action that aims to exploit is continuously in play. This
assumption neatly aligns with the terminology commonly used among network
security, computer science, and engineering specialists. In 2010, the descriptor
“advanced persistent threat” (APT) was used to describe cyber adversaries as
follows:
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« Advanced means the adversary can operate across the full spectrum of com-
puter intrusion. They can use the most pedestrian publicly available exploit
against a well-known vulnerability, or they can research new vulnerabilities
and develop custom exploits, depending on the target’s posture.

o Persistent means the adversary is formally tasked to accomplish a mission.
They are not opportunistic intruders; they receive directives and work toward
those ends. Persistent does not necessarily mean they constantly execute ma-
licious code on victim computers. Rather, they maintain the level of engage-
ment needed to execute their objectives.

o Threat means the adversary is not simply mindless code. The adversary is a
threat because it is organized, funded, and motivated toward malicious ends.?

In 2013, Mandiant published a report detailing the cyber activities of
China’s PLA Unit 61398 and designated the group Advanced Persistent
Group 1 (APT1). APT1, the report argues, was responsible for a sustained
campaign targeting US intellectual property from 2010 to 2013.* FireEye,
parent of Mandiant, has designated 20 APT groups as receiving direction and
support from an established State, including Iran, North Korea, Russia, China,
and Vietnam.’ Additional groups have been designated by others. In March
2018, the US Department of Homeland Security (DHS) published a Technical
Alert to provide “information on Russian government actions targeting U.S.
Government entities as well as organizations in the energy, nuclear, commer-
cial facilities, water, aviation, and critical manufacturing sectors.”® The group
behind these actions is designated “Allanite” by cyber security vendor Dragos.”
DHS characterizes Allanite’s activity as a multi-stage intrusion campaign by
Russian government cyber actors.

Our intention is not to provide an exhaustive list of State-directed and
supported APT groups.® Rather, the research referenced above illustrates that
government agencies and cybersecurity vendors, drawing upon their respective
data sources, have concluded that a number of noteworthy States have dedicated
significant resources to developing and sustaining postures of cyber operational
persistence and are employing their capabilities persistently.

Government reports offer additional evidence of operational persistence. In
February 2021, the French government reported a multi-year exploitation cam-
paign by a group within Russia’s military intelligence agency targeting numerous
French organizations.” A US government annual report tallies government-wide
cyber incident reports to convey the threats agencies face every day and the per-
sistence of threat incidents.'” In 2019, 28,581 incidents were reported by US fed-
eral agencies.'" The average number of annual reported incidents between 2016
and 2019 was approximately 32,000.'> The German government’s Federal Office
of Information Security reported that German government computer networks



Theory and the Empirical Record 61

were attacked almost 5,500 times in 2015, with hundreds of those being traced
back to foreign agencies."> Another US government report covering the 2009—
2013 period noted that “East Asia and Pacific cyber actors (read: China) con-
stitute a serious danger because of their ‘relentless’ targeting and continuous
innovation [of and against US cleared defense contractors].”**

The empirical record of the past twenty years supports the hypothesis that
States have built the infrastructure and employed it to act persistently in and
through cyberspace. The presence of this capacity (capability and will) positions
States to engage in the behaviors consistent with the expectations of cyber per-
sistence theory.

Exploitation and the Cyber Fait Accompli

The cyber fait accompli is a limited unilateral gain at a target’s expense where
that gain is retained when the target is unaware of the loss or is unable or un-
willing to respond. We hypothesize that exploitation is the dominant behavior
in cyberspace and that cyber faits accomplis are the primary manifestation of that
behavior.

There is substantial case evidence that, at the time of intrusion, many targets
are unaware that they have been compromised (exploited). The OPM breach
was discovered in 2015, over a year after the initial compromise.'® The aforemen-
tioned French government report of a Russian campaign noted that exploitative
behavior began three to four years before its discovery.'® In early 2020, cyber
security investigators uncovered evidence of “longstanding compromises” at
unnamed German companies, according to a May 2020 memo that German
intelligence and security agencies sent to critical infrastructure operators.!”
In December 2020, initial forensic analyses of the reported APT29 group’s
intrusions into the networks of several US departments via the SolarWinds
platform, including Treasury, Homeland Security, and Commerce, concluded
that the intrusions occurred seven months prior.'® Further, in April 2019, the
Chinese security firm Qihoo reported its discovery of more than 200 VPN
servers that had been compromised by a vulnerability in the Sangfor SSL VPN
servers used to provide remote access to enterprise and government networks.
They reported that the attacks began a month prior and included 174 servers
located on the networks of government agencies in Beijing and Shanghai, and in
Chinese diplomatic missions operating abroad."’

The vulnerability in Sangfor servers was a zero-day vulnerability, defined as a
product vulnerability discovered by a threat actor before the developer has dis-
coveredit. Azero-day exploitis created when a threat actor writesand implements
exploit code while the vulnerability is still open and available (i.e., before the
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developer discovers the vulnerability and issues a patch). By definition, zero-day
exploitation gives attackers complete advantage at initial compromise.

The Chinese group APT3 used a zero-day exploit in targeted attacks in 2016.*°
The North Korean group APT37 conducted a 2017 campaign by exploiting
a zero-day Adobe Flash vulnerability. From December 2017 to January 2018,
multiple Chinese APT groups used a zero-day exploit in a campaign targeting
multiple industries throughout Europe, Russia, Southeast Asia, and Taiwan.
Russian groups APT28 and Turla exploited multiple zero-day vulnerabilities
discovered in Microsoft Office products. In December 2020, the US National
Security Agency reported that “Russia state-sponsored actors” exploited a zero-
day in VMware products.?’ In March 2021, Microsoft reported that a Chinese
APT was exploiting four zero-day vulnerabilities in Microsoft Exchange.?” As of
September 7, 2021, 62 zero-day exploitations had been documented.”

Major cyber powers routinely seek out zero-day vulnerabilities to lev-
erage for exploitation.”* Indeed, the Chinese government passed a law stating
that “Starting September 1, 2021, the Chinese government will require that
any Chinese citizen who finds a zero-day vulnerability must pass the details
to the Chinese government and must not sell or give the knowledge to any
third-party outside of China (apart from the vulnerable product’s manufac-
turer)”, thus allowing the government to accumulate a stockpile of zero-day
vulnerabilities.*®

Zero-day attacks are rarely discovered promptly. In fact, it often takes not just
days but months and sometimes years before a developer learns of the vulner-
ability that led to an attack.”® Once the developer discovers the vulnerability,
it takes additional time to develop a patch.?” And once a patch is developed, it
takes additional time for customers to implement it.

The term “patch fatigue” has been shared among information technology
managers, who find patch management extremely time-consuming, requiring
hundreds of hours every month. Moreover, patches requiring system restarts
(more a concern for server patching) result in significant downtime and poten-
tial lost business.?® Most organizations take an average of 100-120 days to patch
vulnerabilities.” The probability of a vulnerability being exploited hits 90 per-
cent between 40 to 60 days after discovery. This means that the remediation gap,
or time that a vulnerability is most likely to be exploited before it is closed, is
nearly 60 days.

In many cases, however, APT groups pounce far more quickly than that.
A trend has emerged with States redirecting resources from discovering zero-
day vulnerabilities to the development of “one-day” exploits. APT groups can
often reverse engineer software updates to quickly develop attacks before the
fixes are widespread. For States, one-day exploit development is a less expensive
and time-consuming process than searching out vulnerabilities from scratch.*
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The 2017 Equifax breach is a case in point. The first 2017 Apache Struts vul-
nerability, which led to the breach, was discovered in February 2017. Apache
released a patch in March 2017, but Equifax’s systems remained unpatched for
months.*! Equifax has stated that, on March 10, 2017, company systems were
scanned by unidentified actors to determine if they were susceptible to the
Apache Struts vulnerability, a vulnerability that the US Computer Emergency
Readiness Team had publicly identified just two days earlier. A server run-
ning the vulnerable software was discovered and promptly exploited, thereby
allowing unauthorized access to the Equifax portal.** On July 29, Equifax dis-
covered the breach of more than 145 million records of personally identifiable
information of its customers. The intruders spent seventy-six days exfiltrating
data from Equifax’s network before they were detected.”

These cases are consistent with previously referenced cyber security industry
data noting that the mean time to discovery of an intrusion is measured in
months. It also aligns with an experiment conducted by Mandiant, in which they
assessed security controls’ effectiveness across the multiple stages of attack life
cycles within eleven global industries. Their research design included executing
thousands of tests comprising real attacks, specific malicious behaviors, and
actor-attributed techniques and tactics. Security controls failed to detect or pre-
vent 53 percent of intrusions.** Moreover, only 33 percent were either detected
and/or prevented.*

All of this serves to support the hypothesis that cyber faits accomplis
characterized by a lack of awareness on the securer’s part are extensive. There
is also evidence that a significant number of targeted entities, having been
made aware of intrusions, nonetheless are either unable or unwilling to re-
spond. We consider the frequency of cyber responses when assessing the direct
cyber engagement hypothesis. It is also important to consider the prevalence
of non-cyber responses. Non-State or private sector companies or organiza-
tions that are frequent targets—for example, companies comprising the US
Defense Department’s Defense Industrial Base (DIB) or global infrastructure
consortia—have little, if any, cyber capability and no vested government au-
thority or legal protections to “hack back.” Their primary recourse is reporting
incidents to law enforcement.* Evidence suggests that this occurs infrequently
due to a lack of will more than lack of awareness.

Consider, for example, comments from David Hickton, former US Attorney
for the Western District of Pennsylvania (2010-2016) who, after receiving
an “avalanche” of complaints from several companies who populate the DIB,
launched investigations leading his team to APT1.”” Hickton’s team discov-
ered hundreds of victims, but when he asked companies to become plaintiffs,
few wanted any part of it, given the amount of money they had on the line in
China.*® This inclination to relent is consistent with estimates of “non-reporting”
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activity. A 2015 survey of British companies noted that only 28 percent of their
cyberattacks were reported to government authorities.’” Absent a legal require-
ment to report an intrusion or breach, companies are reticent to do so.* Their
priority tends to be in remedying the situation for themselves, shoring up any in-
ternal deficiencies revealed, and fulfilling legal obligations by notifying affected
parties and regulators.*'

This cost-benefit calculus is not limited to companies. In response to an intru-
sion into Norwegian lawmakers’ email accounts by APT28—a group linked with
Russia’s GRU military agency—Norway’s national police agency spokesman
Martin Bernsen said that “PST [the Norwegian national police agency] see no
purpose in investigating further, because we will never reach the goal of bringing
someone to court in Norway,” and that “[i]t would also have been enormously
resource-intensive.*

In sum, there is ample evidence supporting the hypothesis that States are pri-
marily acting unilaterally and independently in the cyber strategic environment
and that their targets are mostly unaware they are being compromised or they
are aware but are unable or unwilling to respond. Exploitation is the dominant
behavior in cyberspace, and the cyber fait accompli is the primary manifestation
of that behavior.

The significant number of cyber intrusions that occur unbeknownst to
defenders poses a challenge to arguments and policies that assume the domi-
nant State behavior in cyberspace is coercive—aimed at shaping the decision
calculus of the opponent through threat of force (deterrence) or application of
contingent violence (compellence). Both deterrence and compellence strategies
require the clear communication of a threat and conditions associated there-
with, communication that is obviously absent in these intrusions.

One category of cyber activity that is coercive in application is criminal ex-
tortion through ransomware malware installed for the purpose of encrypting a
victim’s files to subsequently coerce the victim into paying a bounty to regain
control of their system or the data thereon.* Ransomware attacks, however, can
only occur if the intruder has changed the conditions of security in their favor.
In other words, the cyber fait accompli must be the initial act in any malware-
infection based ransomware scheme. Only after first exploiting a system and
reconfiguring its network functionalities and organization is the intruder in a po-
sition to encrypt files and subsequently act to coerce the system’s owners. Thus,
while ransomware attacks are prevalent, they are and always will be a subset of
cyber faits accomplis. More important, the empirical record of ransomware ac-
tivity to date has largely been an extortion technique of criminal organizations
seeking financial profit from other non-State actors, not of States seeking to co-
erce other States to change their decision calculus.* The eleven most significant
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ransomware attacks in the first half of 2020 were against municipal governments,
universities, and private businesses, all involving financial gain motivations.*

Strategic Outcomes

To assess whether campaigns of cyber faits accomplis can independently
generate effects or outcomes that are strategically significant, we adopt Erik
Gartzke’s criteria introduced in Chapter 3. He argues that cyber operations
can only be relevant in “grand strategic terms” or “pivotal in world affairs”
if they “accomplish tasks typically associated with terrestrial military vio-
lence* These include deterring or compelling, maintaining, or altering the
distribution of power, and resisting or imposing disputed outcomes. Since we
do not expect to see deterrence or compellence as they are strategies of co-
ercion, what remains is a determination of whether cyber faits accomplis in-
dependently support resisting disputed outcomes or maintaining/altering
the distribution of power. Toward that end, we present two “illustrative” case
studies: Democratic People’s Republic of Korea (DPRK) cyber exploitations
of international currency platforms, and China’s illicit cyber-enabled acquisi-
tion of US intellectual property (IP).*” The findings support cyber persistence
theory’s hypothesis regarding the potential independent strategic significance
of cyber faits accomplis.

Resisting a Disputed Outcome—DPRK and
International Sanctions

The DPRK’s response to the “toughest and most comprehensive sanctions re-
gime ever imposed” by the UN Security Council via Resolution 2321 (2016)
is an example of a State employing a campaign of cyber faits accomplis to re-
sist a disputed outcome and achieve a strategic gain.*® Between January and
November 2016, the DPRK conducted two nuclear tests and at least twenty-
five launches using ballistic missile technology; both sets of activities represent
violations of previous UN resolutions. In announcing Resolution 2321, the UN
Secretary-General declared that DPRK’s nuclear and ballistic-missile activities
were one of the “most pressing peace and security challenges of the present
time” and emphasized that it “must reverse its course and move onto the path of
denuclearization.”* Kim Jong-un, unsurprisingly, rejected the validity of these
sanctions and continues to successfully resist a disputed international outcome
threatening his ability to maintain his country’s status as a credible nuclear-ca-
pable power.
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DPRK leadership responded to this challenge not through terrestrial mili-
tary violence, but rather through persistent cyber-enabled exploitation of the
international banking system and other financial digital manipulation. In August
2019, the UN Panel of Experts charged with assessing the sanctions regime
imposed on DPRK concluded that the North Koreans generated an estimated
$2 billion for its weapons of mass destruction programs, including efforts to
continue enhancing its nuclear and missile programs, through “sophisticated
use by the Democratic People’s Republic of Korea of cyber means to illegally
force the transfer of funds from financial institutions and cryptocurrency
exchanges, launder stolen proceeds and generate income in evasion of financial
sanctions.”*® The report further notes that UN sanctions enforcement experts
are investigating “at least 35 reported instances of DPRK actors attacking finan-
cial institutions, cryptocurrency exchanges and mining activity designed to earn
foreign currency” in some seventeen countries.*’

Analyses suggest North Korea began its sustained exploitation of cyber
vulnerabilities in the global banking system in October 2015 by generating fraud-
ulent Society for Worldwide Interbank Financial Telecommunication (SWIFT)
transactions.’> SWIFT is a consortium operating a trusted and closed computer
network for communication between member banks around the world. The
consortium is overseen by the National Bank of Belgium and a committee com-
posed of representatives from the US Federal Reserve, the Bank of England, the
European Central Bank, the Bank of Japan, and other major banks. The SWIFT
platform has some 11,000 users and processes about 25 million communica-
tions a day, most of them money transfer transactions.*

On February 4,2016, members of the “Lazarus Group,” a group affiliated with
DPRK, used SWIFT credentials of Bangladesh Bank employees to send more
than three dozen fraudulent money transfer requests to the Federal Reserve
Bank of New York asking the bank to transfer millions of the Bangladesh Bank’s
funds to bank accounts in the Philippines, Sri Lanka, and other parts of Asia.>*
The hackers managed to get $81 million sent to Rizal Commercial Banking
Corporation in the Philippines via four different transfer requests and an ad-
ditional $20 million sent to Pan Asia Banking in a single request. The $81 mil-
lion was deposited into four accounts at a Rizal branch in Manila on February
4 and was withdrawn shortly thereafter.®® Over the following four years,
DPRK amassed approximately $2 billion following similar cyber exploitation
playbooks.

This is but one example of a sustained effort whose scope and scale was
supported by many cyber actors operating under the Reconnaissance General
Bureau, a top North Korean military intelligence agency.*® The UN Panel of
Experts concluded that additional “large-scale attacks against cryptocurrency
exchanges allow the Democratic People’s Republic of Korea to generate income
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in ways that are harder to trace and subject to less government oversight and
regulation than the traditional banking sector.”” John Hultquist, the director of
intelligence analysis at the cybersecurity firm FireEye, notes that the “sheer scale
[of these operations] suggests that they are a financial lifeline for a regime that
has long depended on illicit activities to fund itself”s

DPRK’s cyber operations to resist and circumvent international sanctions
rests on a capability decades in the making.** The foundations of its current
cyber force, estimated to number 6,800 operators and consuming 10-20 percent
of the North Korean annual budget, were laid as early as the 1980s with con-
sistent support from regime leaders.”’ In a detailed analysis of this history and
activity, Stephanie Kleine-Ahlbrandt notes that “North Korea appears to have
recognized early on the opportunities that cyber offered, and to have focused
with strategic intent.”®' As applied recently, this strategic intent is primarily, but
not exclusively, focused on sanctions evasion.® Kleine-Ahlbrandt’s 2020 anal-
ysis reveals how deceptive tactics can effectively support evasion:

The key way in which cyber attacks on financial institutions allow the
DPRK to evade financial sanctions is by rendering ineffective one of the
most powerful tools in the financial sanctions toolkit: the assets freeze.
Such attacks also render futile the requirement in UN resolutions
for Member States to prevent the transfer of assets which could con-
tribute to the DPRK’s WMD. When a designated entity—such as the
Reconnaissance General Bureau, which plays an important role in
many of the DPRK’s cyber attacks—is able to launch a successful cyber
attack on a bank (often through the SWIFT network) to steal funds, it
doesn’t have to rely on the traditional steps of using front companies,
false documents or complicit foreign nationals to use the traditional
tools to request a transfer, which might trigger the bank’s compliance
mechanisms. Instead, it directly hacks into bank computers and in-
frastructure to send fraudulent SWIFT transfer messages—and then
destroys the evidence. The destruction of the evidence is primarily anti-
forensic, i.e., to prevent detection long enough to ensure that the funds
are transferred.®®

In sum, DPRK’s unilateral and persistent exploitation in and through cy-
berspace through cyber faits accomplis, rather than coercion and/or terrestrial
military violence, allows it to successfully and continuously resist a disputed
outcome. The targets of highest political value for the regime are those that facil-
itate the acquisition of currencies today, not those that might provide future co-
ercive value. These efforts are producing strategic effects and outcomes that are
arguably pivotal to world affairs—undermining strategic objectives of both the
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United Nations and the United States while bolstering a nuclear capability—the
highest end of contemporary day “high” politics.

Maintaining/Altering the Balance of Power—China and
Cyber-Enabled Theft of TP

Many pronouncements have been made regarding the strategic significance of
Chinese cyber-enabled theft of IP.** Some argue that theft of sensitive military
information (weapons systems designs and military plans) is strategic because
it supports a Chinese objective of degrading US military overmatch, thereby
placing US regional allies and interests at greater risk.® Others argue the eco-
nomic impact on the United States is strategic—with estimated losses ranging
from $250-600 billion annually—posing a significant, immediate “bottom
line” (GDP) threat to the US economy and a potential longer-term threat of
disincentivizing investments in innovation.®® Neither perspective argues that
China’s cyber campaigns have had a “strategic” effect on the international system
in terms of maintaining or altering the international balance of power.”” On the
contrary, it has been argued China’s theft of military technology IP has not been
strategically significant.®®

This case study addresses the strategic significance of China’s cyber-enabled
theft of US IP, specifically commercial IP from 2010 to 2013, from the per-
spective of Chinese Communist Party (CCP) leadership. By 2010, leadership
recognized that China was approaching the limits of its time, based on historical
patterns, to transition from a middle- to a high-income economy and that the
historical consequences of being “trapped”—enduring economic slowdowns or
stagnation (in the middle income range) and sociopolitical upheavals (often re-
ferred to as the “middle income trap” [MIT])—would threaten the legitimacy
of the CCP and China’s status as a great power.”” Consequently, around 2010,
the CCP adopted a centrally directed and substantial campaign of cyber-enabled
IP theft in a gambit to avoid falling victim to this trap and its consequences.

Arguing that the CCP has employed China’s cyber forces in extraordinary

ways is not contestable, or novel.”

But the focus on China’s strategic intentions
is new. Securing China’s hard-won great power status, a consequence of China’s
significant economic rise over the previous two decades, speaks directly to intent
to maintain the international balance of power. Therefore, it directly addresses
whether China’s cyber-enabled IP theft campaign is “strategic” according to
Gartzke’s aforementioned criteria.”

In October 2010, Liu He, a vice minister at the central government’s Office
of the Central Leading Group on Financial and Economic Affairs of the Central

Committee and key author of China’s 12th Five-Year plan, stated, “We're
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concerned about how to avoid the so-called “middle-income trap,” further noting
“only a few countries such as Japan, Korea and Singapore have crossed this bridge
easily since World War II. Most countries have stagnated.””*In highlighting so-
cial upheaval associated with the MIT, Liu expressed urgency—"It can be said
that we have reached a critical point for transforming the economic develop-
ment model’—and seriousness—President Hu Jintao, Premier Wen Jiabao,
Vice President Xi Jinping and Vice Premier Li Keqiang all emphasized the need
to transform the economic development model in early 2010.”7 It has been re-
ported that Xi Jingping often uses the term “middle income trap.” When newly
appointed President Xi met with President Barack Obama in 2013, he “stressed
his hope of avoiding the middle-income trap.””* CCP economic research reveals
the same concerns. In 2011, the Development Research Center of the State
Council published a compendium of MIT research and, in 2013, coauthored
with the World Bank China 2030: Building a Modern, Harmonious and Creative
Society, with a section on structural reforms that repeatedly raises concerns
about falling victim to the MIT.”®

Under the shadow of these concerns, in 2012, Xi Jinping nonetheless invited
President Obama to collaborate with him in developing a “new type of great
power relationship.” Xi’s initiative was an announcement that China—in its own
eyes—had achieved great power status and expected to be treated as such.”® In
a September 2015 speech before business leaders in Seattle, Xi was steadfast in
repeating what had since become a rhetorical drumbeat in Chinese-language
media; the United States and China needed to construct “a new model of great
power relations.””” Xi’s address to the 19th National Congress describes China
as a “great power” or a “strong power” twenty-six times.”® He further proclaims
that “It is time for us to take center stage in the world and to make a greater con-
tribution to humankind.””® This language marks a noteworthy departure from
the foreign policy doctrine summed up in 1990 by Deng Xiaoping as “hide your
strength and bide your time.”® In Xi’s view, China’s time has come.*!

Despite acknowledged concerns of rapidly slowing growth, on November
3, 2018, President Xi announced economic growth targets averaging 6.5 per-
cent over the following five years.®? This average matches the ceiling of analysts’
estimates and suggested that atleast 3 percent of growth from 2016 to 2020 must
come from engineering- and science-based innovation.** And yet, by the CCP’s
own admissions, these innovation archetypes are where they are weakest.* Thus,
Xi’s bold growth forecast seems disconsonant with expressed concerns of a rapid
growth slowdown. That said, over the prior decade, the CCP had adopted a mul-
tifaceted technology development strategy comprising licit and illicit methods
to achieve China’s innovation objectives. These included the legal and regulatory
policies, science and technology research and development investments with in-
ternational partners, mergers and acquisitions, joint ventures, nontraditional
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collectors (using individuals for whom science or business is their primary
profession to target and acquire US technology), research partnerships (with
government labs such as the Department of Energy labs), talent recruitment
programs, academic collaborations, joint ventures, and economic espionage by
the Ministry of State Security and military intelligence services.*

Although all facets could, over time, contribute to engineering- and science-
based innovation growth, evidence supports the claim that an extensive cyber-
enabled IP theft campaign from 2010 to 2013 was already bearing such fruit in
201S. It was producing growth with certainty, at scale, and within a fraction of
the time experienced historically by other nations.* Evidence further supports
the contention that it was doing so disproportionately relative to all other facets
of the technology transfer program.*’

The two primary sources on the extensiveness and centrality of China’s
cyber-enabled IP theft campaign are Mandiant’s 2013 report on China’s APT1
group and annual reports issued by the US DoD’s Defense Counterintelligence
and Security Agency (DCSA). Formerly known as the Defense Security Service,
DCSA is responsible for providing annual statistical and trend analysis on the
foreign entity cyber threat posed to the DoD’s cleared contractor community
(ie., the firms most targeted by APT1).* The central sources of this campaign’s
early effectiveness are US Department of Justice indictments of China cyber
operators.

Mandiant’s 2013 report argued a strong case that APT1—2nd Bureau of
the People’s Liberation Army General Staff Department’s 3rd Department,
also known by its Military Unit Cover Designator as Unit 61398—was re-
sponsible for substantial cyber-enabled theft of US intellectual property in the
2010 to 2013 period.* As PLA reports directly to the CCP’s Central Military
Commission, Mandiant argues that CCP senior members centrally direct PLA
enterprise cyber-enabled IP theft. US intelligence experts share this view.”

The report estimated that APT1 is staffed by hundreds or perhaps thousands
based on the size of its physical infrastructure and that it has systematically
stolen hundreds of terabytes of data from at least 115 US organizations (up
through 2012), demonstrating the capability to steal from dozens of organiza-
tions simultaneously.” The report concludes these directly observed numbers
represent only a small fraction of APT1 intrusions and, therefore, are the lower
bounds of activity and capacity.”” The conservatism regarding APT1’s capacity
is supported by a 2010 report from the FBI’s former deputy director for counter-
intelligence. It notes that China sustains between 250,000-300,000 soldiers in
the 3PLA dedicated to cyber espionage and that much of this capability can be
deployed to support China’s methods for stealing IP.”*

Mandiant’s analysis covers 2006 to 2012, but 76 percent of activity against US
firms occurred from 2010 to 2012, suggesting a more concerted effort beginning
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in 2010. The industries targeted match China’s Strategic Emerging Industries
(SEIs), the central thrust of its engineering- and science-based indigenous in-
novation policy, suggesting a centrally directed effort.”* A subsequent, more ex-
pansive analysis (up to 2015) concludes that all seven of China’s SEIs were being
served by numerous APTs" cyber operations—energy-efficient and environ-
mental technologies, next-generation information technology, biotechnology,
high-end equipment manufacturing, new energy, new materials, and new en-
ergy vehicles.”> Data exfiltrated include a laundry list of IP: product develop-
ment and use, including information on test results, system designs, product
manuals, parts lists, and simulation technologies; manufacturing procedures,
such as descriptions of proprietary processes, standards, and waste management
processes; business plans, such as information on contract negotiation positions
and product pricing, legal events, mergers, joint ventures, and acquisitions;
policy positions and analysis, such as white papers and agendas and minutes
from meetings involving high-ranking personnel; and emails of high-ranking
employees.”

Additional, correlating evidence from DCSA supports the argument that,
relative to other Chinese transfer technology methods, cyber-enabled IP theft
was the central effort from 2010 to 2013. Although not identical, DCSA’s an-
nual report on the foreign entity cyber threat posed to the DoD’s cleared con-
tractor community uses Method of Operations (MO) categories aligning well
with many of China’s technology transfer methods.”” Of all the MOs, the most
important for this case study is Suspicious Network Activity (SNA), described
as attempts to exfiltrate information via cyber intrusion, viruses, malware, back-
door attacks, acquisition of user names and passwords, and analogous targeting.

DCSA reporting discloses an increasing relative focus by China on SNA MO
during from 2010 to 2013 period.”® In 2009 and 2010, SNA reporting increased
from third to second largest percentage. In 2011, SNA assumed the top MO po-
sition, and in 2012, they peaked at 42 percent of overall reported activity.” This
jump in percentage further reflects a 245 percent increase of SNA reports, them-
selves, year-over-year, and a 1,443 percent increase in East Asia and the Pacific-
attributed SNA reports from 2009 to 2012. In the same period, the number of
confirmed (not merely reported) intrusions into cleared industries’ unclassified
networks grew by 1,138 percent.'® In 2013, SNA was still the top MO, at 30 per-
cent of all reported activity.'"!

Together, DCSA and Mandiant reporting supports a conclusion that around
2010, cyber-enabled IP theft from US companies became China’s primary
method for facilitating engineering- and science-based innovation growth nec-
essary for avoiding the MIT. Not addressed yet in our case study, however, is an
assessment of China’s effectiveness in absorbing and actualizing acquired IP and
speed in actualizing it against growth soon after acquisition. It has been argued
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that the absence of an ability to absorb and “re-innovate” IP explains why, after
acquiring US fifth-generation jet fighter IP through cyber exploitation, China
has been unable to develop a comparable fighter.'” Thus, were Xi’s 2015 con-
fidence in continued 6.5 percent growth based on contributions from cyber-
enabled IP theft, he would have needed evidence that re-innovation was, in fact,
occurring. Such evidence existed.'®

In May 2014, US federal prosecutors charged five PLA members with cyber
intrusions into the computers of four US companies from 2010 to 2012 with
the objective to “steal information from those entities that would be useful
to their competitors in China.”'** The five charged are allegedly members of
China’s APT1 group. The companies targeted include SolarWorld, US Steel, and
Westinghouse. In October 2018, prosecutors charged ten Chinese Ministry of
State Security-affiliated persons (MSS) with conspiring to steal sensitive, com-
mercial technological, aviation, and aerospace data from CFM International
(and others) from 2010 to 2015 to support a Chinese State-owned, Enterprise-
led effort (SOE) to build a turbofan engine of the same or similar design as de-
veloped by the targeted companies.'® There is evidence that Chinese companies
promptly re-innovated stolen IP from each of these companies to develop com-
parable, competitive, domestically produced products.'*

In 2012, when SolarWorld was bringing to mass production Passivated
Emitter Rear Contact (PERC) solar cells, PLA operatives allegedly conducted
at least twelve intrusions into SolarWorld’s computers, acquiring detailed PERC
manufacturing metrics, technological innovations, and production line informa-
tion.!”” By early 2014, a Chinese-based solar rival, JA Solar, announced it was
converting to PERC technology and began mass production of PERC in May of
that year. In early 2015, Chinese-based Trina announced its own PERC conver-
sionand, later that year, brought to the market a comparable PERC technology.'*®
In 2017, testimony before a special committee of the US Trade Representative,
SolarWorld’s AG CEO argued there was a clear connection between the IP theft
and his Chinese rivals’ rapid adoption of PERC technology, a technology that
took SolarWorld eight years to develop.'” Only two or three years after the IP
theft, two Chinese SOEs were mass-producing the same technology.

Also in 2012, US Steel filed an International Trade Commission complaint
that a company researcher’s computer was breached in 2011 and that plans for
a new steel technology that took a decade to develop had been stolen.''* The
plans included the chemistry for the alloy and its coating, the necessary temper-
ature for heating and cooling the metal, and the layout of production lines—the
product was known as Dual-Phase 980, one of US Steel’s best performers. Two
years after the alleged intrusion, Chinese SOE and steel giant Baosteel Group
Corp. had a new line of products on the market—among them, Dual-Phase
980.'
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In the period 2008-2009, Westinghouse signed a technology transfer agree-
ment with China’s State Nuclear Power Technology Corp to build four AP1000,
third-generation reactors. This progressed in 2013 to a joint venture for building
four Chinese nuclear power plants and getting Chinese nuclear scientists
and technology up to speed."”* From 2010 to 2013, PLA operatives allegedly
exfiltrated from Westinghouse’s computers proprietary and confidential tech-
nical and design specifications for pipes, pipe supports, and pipe routing associ-
ated with power plants Westinghouse contracted to build.""* In December 2014,
China’s National Energy Administration approved a two-unit (HPR1000)
construction plan for Fangchenggang Nuclear Power Plant (NPP) Project.''
According to China Nuclear Power Group, the HPR1000, China’s first third-
generation reactor, “assimilates domestic and overseas experience on nuclear
design, construction and operation.”'"> One year later, Unit 3 of Fangchenggang
NPP started construction, which was within four years of cyber-enabled theft of
third-generation technical and design IP from Westinghouse.

Finally, in 2009, the State-owned Commercial Aircraft Corporation of China
(COMAC) struck a deal with CFM International—a joint venture between US-
based General Electric’s aviation business and French aerospace company Safran—
to develop a new commercial aircraft engine called LEAP-X. The deal called for
CEM to develop LEAP-X1C, a variant of CFM’s LEAP-1C engine, for China’s
C919 aircraft."'® Around the same time, China’s State-owned Assets Supervision
and Administration Commission tasked both COMAC and the State-owned
Aviation Industry Corporation of China (AVIC) with developing an “indigenously
created” turbofan engine.'”” In June 2011, CEM International and COMAC signed
a Memorandum of Understanding to study joint assembly—CFM and AVIC—of
the LEAP-X1C engine in Shanghai; however, two years later, Chaker Chahrour,
CFM's executive vice president, ruled out the joint assembly effort.''s

Soon after COMAC signed the 2010 development deal, MSS cyber operators
allegedly targeted Los Angeles—based Capstone Turbine, a manufacturer whose
technology was key to the aircraft engine development.'"” Further, just over a
year after Chahrour ruled out the assembly joint venture, MSS cyber operators
allegedly intruded into networks in Safran’s office in Suzhou, Jiangsu, China,
and exfiltrated proprietary information on LEAP-X."° In August 2016, the
State-owned Aero Engine Corporation of China (AECC) was established,
with COMAC and AVIC as main shareholders, to domestically manufacture
an “indigenously created” turbofan engine for the C919. Just over a year later,
they completed an assembly process for the first CJ-1000AX demonstrator en-
gine, an engine closely resembling both the LEAP-X and LEAP-1C engines."*!
A CrowdStrike analysis concludes it is highly likely that AECC benefited signifi-
cantly from the cyber efforts of the MSS, knocking several years oft CJ-1000AX’s
development time.'**
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Reported GDP figures support a conclusion that cyber-enabled IP theft and
China’s capacity to re-innovate the same has kept China, so far, from falling victim
to the MIT and risking its great power status—the GDP reportedly averaged be-
tween 6.5 and 6.6 percent from 2015 to 2019."** When these data are coupled
with a trend analysis of Global Innovation Index measurements for China, the
conclusion gains additional support—from 2013 to 2019, China’s innovation
measure rose, relative to all other States, from thirty-fifth to fourteenth, thus
establishing itself in the group of leading innovative nations.'** This climb argu-
ably reflects progress in engineering- and science-based innovation previously
deemed as necessary for China to average 6.5 percent growth from 2015 to 2020.

All of that said, qualifications are prudent. An upward adjustment to China’s
2018 GDP, announced in November 2019 by China’s National Bureau of Statistics
(NBS), feeds skepticism regarding the accuracy of recent NBS figures, as the ad-
justment aligns with Xi's declared 2020 growth target.'* This adjustment may
serve as evidence that US tariffs, first imposed in January 2018, are exerting down-
ward pressure on growth—pressure Xi did not anticipate when declaring growth
targets in 2015."2¢ It may also be the case, as some argue, that China has consistently
overreported its growth for many years."”” At a minimum, then, a conservative
conclusion is that cyber-enabled theft of IP is playing an important, independent
role in posturing China to avoid the MIT and retain its great power status.

These cases illustrate that the advent of cyberspace has ushered in new ways and
means for States to achieve strategic outcomes absent the use of terrestrial force, that s,
an alternative to war. The DPRK “has developed a model that leverages the internet as
a mechanism for sanctions circumvention that is distinctive, but not exceptional. This
model is unique but repeatable, and disconcertingly can serve as an example for other
financially isolated nations such as Venezuela, Iran, or Syria, for how to use the internet
to circumvent sanctions.”?® Additionally, four years after the CCP adopted its asym-
metric strategy, Xi held out China as a model for the new era, saying his country had
developed its economy without imitating Western values—It offers a new option for
other countries and nations who want to speed up their development while preserving
their independence.”'? These cases demonstrate that, not only can cyber faits accomplis
campaigns short of armed conflict independently generate strategically significant
outcomes, but the ways and means necessary to do so are available to many countries.

Competitive Interaction and Escalation
within Cyberspace

We have argued that the primary and secondary manifestations of State exploit-
ative behavior are cyber fait accomplis and direct cyber engagement, respectively,
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and that these behaviors result in the inter-State phenomenon of cyber agreed
competition, a tacitly bounded strategic competitive space inclusive of op-
erational restraint and exclusive of operations causing armed-attack equiva-
lent effects. Cyber faits accomplis and direct cyber engagement also describe
the mechanisms through which States seek to achieve strategic gains in and
through cyber agreed competition. We describe the dynamic resulting from
States leveraging these mechanisms as competitive interaction. In this section,
we assess whether competitive interaction is the primary State dynamic in cy-
berspace and examine whether or not States have tacitly agreed to primarily
compete in the cyber strategic environment via campaigns or operations whose
effects are short of armed-attack equivalence. This assessment also addresses
the likelihood of having the cyber escalation scenarios we offered in Chapter 3
coming to pass.

To evaluate the hypotheses, we adopt the “least likely” case study approach,
often referred to as “hard” cases. “Least likely” cases pose difficult tests, in that
one would not expect the hypotheses to be supported by a review of the case evi-
dence. According to Harry Eckstein, “least likely” cases provide researchers with
a great deal of inferential leverage, being “especially tailored” to disconfirming
a set of hypotheses.'* “Least likely” cases, in this instance, would be those in-
cluding State dyads with a shared history of militarized crises or armed conflict
predisposing them to breaching the upper bound of cyber agreed competition
and further engaging in an escalation dynamic. In security studies parlance, such
dyads are often referred to as rivals.

States are described as rivals when there is some degree of competitiveness,
connection between issues, perception of the other as an enemy, and long-
standing animosity."*' Of the total population of States, rivals are the most likely
to engage in crises, escalated conflicts, and wars."3* There exists an open source
dataset of cyber operations by rivals—the Dyadic Cyber Incident and Dispute
Dataset—cataloguing rivals’ behaviors from 2000 to 2014."%* The 126 active
rival dyads forming the foundation of the dataset are extracted from a preex-
isting enduring rival dataset and an additional strategic rival dataset.'** For the
purpose of this section, the most important coding category in the dataset is
labeled “Severity,” in which a cyber incident is coded against a 10-point scale,
where coding values 6 through 10 represent attacks of armed-attack equivalent
effects (to wit, 6 = single critical network widespread destruction, 7 = minimal
death as a direct result of cyber incident, 8 = critical national economic disrup-
tion as a result of cyber incident, 9 = critical national infrastructure destruction
as aresult of cyber incident, and 10 = massive death as a direct result of cyber in-
cident).'®® Of the 193 records in the database, none are coded as being in the se-
verity range of 6 through 10—that is, no State cyber action was coded as generating
an armed-attack equivalent effect.
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Importantly, the dataset authors note that the 193 records do not represent
every cyber incident initiated by a rival, as gathering and coding such data would
be “unwieldy.”"* Each record, they say, could include thousands of incidents that
they decided to bin into a single incident “as long as the goals of the perpetrator
remained stable”"*” Thus, for example, a single incident coded in the dataset as
a ShadyRat intrusion of US systems actually represents forty-nine ShadyRat

intrusions of US-based targets.'**

In such cases, the incident with the highest
severity score became the coded value.

What is the best way to classify and understand the dynamic comprising the
hundreds if not thousands of cyber incidents between rival dyads from 2000
to 20142 The empirical record is not one of escalation or escalation dynamics.
Those committed to a coercion frame might then argue that States are failing to
coerce either because cyber means are poor coercive tools or because States have
not yet developed the sophistication to apply them effectively. Cyber persist-
ence theory offers an alternative explanation, and one that we find more com-
pelling and supported by the range of empirical evidence we bring to bear in
this volume. There is no evidence of States breaching the ceiling of cyber agreed
competition and engaging in an escalation dynamic because they are playing
a different strategic game entirely—they are exploiting to change security
conditions, not coercing to shape behavior.

There is an important limited sub-category to this empirical record. As we
noted previously, States have used cyber operations to create armed-attack
equivalent effects in contexts in which they were already in militarized crises or
armed conflict. This begs the important question of whether a State breaching
cyber agreed competition’s upper bound was the opening act creating those
contexts, a phenomenon referred to as cross-domain escalation.

Cross-Domain Escalation

Martin Libicki has written about cyber escalation from the lens of coercion
theory and presented empirical evidence on the topic. In 2019, he assessed a
set of cyber-related escalation hypotheses against the empirical evidence avail-
able at that time."* One hypothesis from that set is particularly relevant to this
section: whether cyberattacks whose effects are equivalent with armed conflict
generate kinetic responses (i.e., cross-domain escalation). Libicki determines that
there are no unambiguous examples of this phenomenon and that “Nothing so far
suggests this as a plausible scenario.”'*’ Therefore, he concludes that “kinetic retali-
ation to a cyberattackis possible but cannot yet be deemed alikely consequence.”'*!

Libicki notes an important case that has been cited by some as evidence of
cross-domain escalation—Israel's May 2019 airstrike on a Gaza building said
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to house Hamas’s cyber unit—but then dismisses it.'"** His dismissal cites
arguments made by Robert Chesney that claims suggesting Israel’s response
crossed a Rubicon ignore the overall context in which the airstrike occurred.'*
Chesney clarifies that heavy fighting first broke out in Gaza and Israel, with
Islamic Jihad and Hamas launching more than 690 rockets and mortars indis-
criminately into Israel, and Israel countering with some 320 targeted airstrikes.
During these kinetic attacks, according to the commander of IDF’s cyber divi-
sion, Hamas attempted to carry out a cyber operation aimed at “harming the
quality of life of Israeli citizens.”'** Clearly, this kinetic response occurred within
the larger context of an armed conflict and, therefore, should be viewed as un-
exceptional. It is activity that falls under the logic of the conventional strategic
environment, not that of the cyber strategic environment.

Current Scarcity of Direct Cyber Engagement

We argue that direct cyber engagement will be present in a context of compe-
tition for control over key cyberspace terrain that States mutually perceive as
strategically, operationally, or tactically significant for setting the conditions of
security in their favor in and through cyberspace. Of all our hypotheses, this
is perhaps the most difficult for which to find direct operational or tactical ev-
idence in refutation or support because, as we argue, instances are currently
scarce. That said, in the next section we present four open source reported cases
directly illustrating the presence of the behavior. In this section, however, we
adopt an indirect analytical approach focusing on a number of factors that, if
present, would account for why direct cyber engagement is scarce today.

A factor constraining the prevalence of direct cyber engagement is the chal-
lenge States face in understanding how their national interests manifest in
cyberspace, which limits their opportunities to respond through direct cyber en-
gagement to exploitations of those manifestations. There is evidence this factor
is widely present today. For example, a US government agency estimated it had
about 250 “shadow IT” applications, only to learn it had 8,000."* The implica-
tion is that potential exploitation vectors available to adversaries was far more
extensive than was understood. Moreover, by monitoring for adversary activity
only those applications of which it was aware, the agency was excluding 97 per-
cent of that potential exploitation surface. This case is not atypical—shadow,
legacy, and abandoned applications are prevalent on information technology
networks of the governments and the largest companies in the world, including
critical infrastructure owners and operators, and defense contractors.'*

Examples abound. A 2021 US government report noted that the US
Department of Transportationlacksaccurate IT systeminventories. Inafiscal year
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2020 assessment, the Department’s Inspector General found the Department’s
hardware inventory failed to account for 14,938 assets, including 7,231 mobile
devices, 4,824 servers, and 2,880 workstations.'*” Additionally, all eight agencies
reviewed by their inspectors general—the Department of Homeland Security,
State, Transportation, Housing and Urban Development, Agriculture, Health
and Human Services, Education, and the Social Security Administration—were
using legacy systems or applications that are no longer supported by the vendor
with security updates.'*® An investigation of the cyber exploitation of a Florida
water treatment plant in February 2021 revealed that the plant’s computer sys-
tems were using Windows 7, for which Microsoft had ceased providing support
or updates over a full year prior.'* Similarly, the Russian APT 2021 compromise
of French organizations was facilitated by the fact that they were using very out-
dated versions of open source IT monitoring software.'>

A further factor constraining the prevalence of direct cyber exploitation is a
lack of awareness of compromises. The previously presented cyber fait accompli
evidence highlighting the prevalence of attacks that are initially unnoticed
supports a claim that this factor is widely present today. The noted reticence
(and legal limitations) to respond once aware by “hacking back” supports it
further.

Other constraints flow from a State’s domestic policies and laws. For example,
States may limit the operational scope of their primary cyber forces to their own
national defense department and agency systems, whereas adversaries see no
such constraints on the systems they may seek to exploit. Evidence for the rele-
vance of this factor can be found in States’ varying cyber military doctrines. For
example, in France, the commander of cyber defense (COMCYBER) is exclu-
sively in charge of the defense of the Ministry of Defense’s (MoD) networks.
COMCYBER may use “offensive capabilities,” presumably off-MoD networks,
only if an attack targets operational military capabilities or the MoD’s chains of
command. Offensive cyber operations for purposes other than self-defense are
the prerogative of the Directorate General for External Security (DGSE), the
country’s foreign intelligence service."! The French approach to cybersecurity
and defense contrasts with that embraced by the United States or the United
Kingdom.">*> Most notably, France assumes a clear separation between offensive
and defensive cyber operations and actors.'s?

The situation in Germany differs from all three States mentioned above. In
2016, Germany created its military cyber command, the Cyber and Information
Domain Service (KdoCIR, in German), and tasked it with cyber defense, lim-
ited offensive cyber operations, and defending against hybrid threats such as in-
fluence operations or disinformation. With the KdoCIR, the German Ministry
of Defense claimed its stake in Germany’s whole-of-government approach
to cybersecurity. However, cybersecurity writ large in Germany remains the
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prerogative of the Department of the Interior. Due to constitutional constraints,
the KdoCIR actually has little room to maneuver outside its defined lanes."**
Evidence shows that several constraining factors on direct cyber engagement
are widely present today. Although the behavior is scarce, particularly outside
armed conflict, it is not absent. The next section describes four cases of di-
rect cyber engagement: one between the United States and Russia, and three
involving State and non-State actors—a combined US and UK effort to disrupt
a major botnet in 2015, US efforts to secure its 2020 presidential election pro-

cess from ransomware, and the US cyber campaign against the Islamic State.'**

Examples of Direct Cyber Engagement

In November 2014, APT29, a Russian State-sponsored group reportedly
compromised US Department of State and White House systems.'s¢ After the
compromise was recognized, National Security Agency (NSA) cyber operators
engaged in a pitched competition over a twenty-four-hour period with Russian
cyber operators who had breached the unclassified State Department computer
system. Current and former US officials stated that whenever NSA operators cut
APT29% link between their command and control server and the malware in the
US system, the Russians set up a new one.'*” At one point, APT29 even gained
access to the NetWitness Investigator tool that NSA operators were using to up-
root Russian back doors, manipulating it in such a way that the Russian cyber
operators continued to evade detection."*® “It was hand-to-hand combat,” said
NSA Deputy Director Richard Ledgett. Ledgett also noted that the attackers’
thrust-and-parry moves inside the network while defenders were trying to kick
them out amounted to “a new level of interaction between a cyber attacker and a
defender.”">® This reported case is a vivid example of two cyber peers competing
for control over key cyber terrain that both perceive as strategically consequen-
tial, clear evidence of direct cyber engagement.

The most prolific and disruptive banking malware from 2011 to 2015 was
known as Dridex (also referenced as Bugat). In 2015, an international disruption
operation targeting Dridex’s command and control servers was spearheaded
by the US Federal Bureau of Investigation (FBI) and Britain’s National Crime
Agency (NCA). The law enforcement agencies seized the command-and-con-
trol servers being used by the Dridex administrators in an effort to disrupt the
malware. As was reported on October 14, 2015, “The National Crime Agency
is conducting activity to ‘sinkhole’ the malware, stopping infected computers—
known as a botnet—from communicating with the cybercriminals controlling
them,” the NCA said. Moreover, “This activity is in conjunction with a U.S. sink-
hole, currently being undertaken by the FBL"° The US Department of Justice
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(DOJ) revealed this activity in an October 13 press release in which they stated
the FBI took “measures to redirect automated requests by victim computers for
additional instructions to substitute servers [sinkholing].”’¢' The expectation
was that this would be a temporary measure, essentially buying time for the users
ofinfected computers to rid their systems of the malware—the DOJ encouraged
users to do so when announcing the operation.'®* Numerous reports from secu-
rity vendors revealed that expectation was warranted as Dridex administrators
promptly contested the operation, and, in fact, Dridex was back in operation
using the servers that were disrupted, albeit at a far lower capacity, less than
forty-eight hours after the combined FBI-NCA operation.'® A majority of secu-
rity vendors commenting on the operation concluded that it certainly disrupted
a portion of the Dridex operation, but it does not appear to have created a long-
term cessation in activity.

In efforts to secure the US 2020 presidential election process from external
influence, it was reported that in late September to early October 2020, US
Cyber Command (USCYBERCOM) engaged in a campaign to temporarily
disrupt what is described as the world’s largest botnet—one used to drop ran-
somware, which US officials argued was one of the top threats to the 2020 elec-
tion.'** USCYBERCOM'’s campaign reportedly targeted the Trickbot botnet, a
collection of more than two million malware-infected Windows PCs that are
constantly being harvested for financial data and are often used as the entry point
for deploying ransomware within compromised organizations.'*® On October 2,
2020, KrebsOnSecurity reported that twice in the preceding ten days, an un-
known entity with inside access to the Trickbot botnet had sent all infected
systems a command telling them to disconnect themselves from the Internet
servers the Trickbot administrators used to control compromised computers.'®®
Additionally, millions of bogus records about new victims were inserted into the
Trickbot database—apparently to confuse or distract the botnet’s operators.

Four US officials, who spoke on the condition of anonymity because of the
matter’s sensitivity, stated that the campaign was not expected to permanently
dismantle the network.'” Rather, it was viewed as one way to distract the botnet
administrators, during the lead-up to the election, at least for a while as they
restored operations. The day after the first operation (September 22), private-
sector security researchers continuously monitoring Trickbot activity reported
the Trickbot administrators were restoring control of the severed connections
and continuing to operate using those still intact.'®® The same pattern evinced
after the second operation (October 1). By mid-November, it was reported that
the botnet’s administrators had updated communication mechanisms and built
a new command-and-control infrastructure based on a different router to better
secure the infrastructure from exploitation.'® “We believe that this shows a de-
termination on the part of the actors behind Trickbot to defy the disruption
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activity against their operation,” says Mark Arena.'”® Similarly, Alex Holden
notes that “This was a punch in the gut for the bad guys, but not a knockout
blow. ... It was perceived as inconvenient, but most activity resumed within two
to three days.”"”! Other analysts remarked, “the endeavor proved to be more like
a ‘kneecapping’ operation rather than cutting the hydra’s heads.”'”* If the disrup-
tion was primarily a defensive action to unbalance Trickbot operators in the run-
up to the US election, the temporary nature of the disruption is not as important
as whether its timing provided the security conditions necessary to sustain the
integrity of electoral systems.

The Trickbot and Dridex cases are examples of competent cyber actors
competing for control over the command-and-control servers of a substantial
botnet in the context of strategic competition short of armed conflict. The back-
and-forth, with no escalation by either party to cyber operations with armed-
attack equivalent effects, is evidence of direct cyber engagement. The next case
illustrates the presence of the same behavior within the context of armed conflict.

There is a growing consensus on the acceptable use of cyber capabilities in
armed conflict in accordance with International Humanitarian Law.'”® A context
of armed conflict mitigates factors constraining the prevalence of direct cyber en-
gagement in several ways.'”* It down-scopes the range of operationally and tacti-
cally significant key cyber terrain (i.e., a focus on infrastructure, systems, or even
user accounts that are highly relevant to the area of operations and/ or warfighting),
increasing the likelihood that mutual perceptions of key terrain will encourage
States to compete for control. The context of armed conflict also likely loosens
domestic constraints on the use of cyber capabilities and relaxes perceived interna-
tional legal constraints (excepting International Humanitarian Law). Evidence of
direct cyber engagement in recent contflicts is therefore not surprising.

The US cyber campaign focused on disrupting the Islamic State’s ability
to distribute propaganda—the opening engagements of Operation Glowing
Symphony—is illustrative.'”> USCYBERCOM noted that the Islamic State’s
propaganda strategy was well supported by a group with varying levels of exper-
tise to set up public and private internet infrastructure, and maintain the Islamic
State’s websites and mobile phone applications.”® Glowing Symphony’s lead
planner and mission commander explained that nearly all of the Islamic State’s
propaganda was passing through the same ten nodes (servers) on the internet.'”’
The mission team determined it was possible to target only the Islamic State’s
material on servers that also managed many others’ commercial traffic. As part of
the operation, USCYBERCOM reportedly obtained the passwords to a number
of Islamic State administrator accounts and then used them to access the ac-
counts, change the passwords, and delete folder directories and content such as
battlefield video. It also denied the group’s propaganda specialists access to their

accounts.'’®
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The Islamic State’s response to these actions reflects direct cyber engagement—
they contested them. US intelligence officers reportedly concluded about a month
into the campaign that the impact was short-lived at best. The group either restored
content or moved it to new servers.'”” Other assessments describe the impact dif-
ferently, noting that Operation Glowing Symphony interrupted Islamic State’s
propaganda efforts and that although the Islamic State did its best to reconstitute
and regain control, they could only do so atalesserlevel of capability: “There would
be a takedown, the Islamic State would recover slightly, but each time they were
starting lower and lower on the ladder”'** Based on remarks by Major General
Matthew Glavy, then commander of the joint task force responsible for Glowing
Symphony (JTF ARES), direct cyber engagement between these actors persists
today. Glavy noted in a 2019 interview that “They’ve [the Islamic State] morphed
alittle bit. But let’s face it, we got to be ever so diligent and vigilant about the media
piece. And we cannot have—for them to gain the momentum that we saw in the
past.”'8! General Paul Nakasone, USCYBERCOM’s commander, echoed the same
sentiment, noting that before ARES, the fight against the Islamic State in cyber-

space was episodic—now it is continuous.'®

Data Representativeness and
Counterfactual Exploration

Concerns that open source data are not representative of the totality of State
cyber behaviors and dynamics—that much cyber activity is covert or clandes-
tine and thus unavailable—have raised questions about the feasibility of empir-
ically testing and validating cyber theories and hypotheses. While States rarely
advertise their cyber activity, some, and perhaps most, activity and interactions
can, in fact, be identified. This chapter references data from numerous diverse
open sources in order to test cyber persistence theory’s hypotheses. Our assess-
ment is that these data are representative of the totality of State cyber behavior
and interactions.

Given that cyber persistence theory’s hypotheses are strongly supported by
these data, we believe the theory should be a keystone for a State’s developing
cyber policy and strategies. That said, we are cognizant of concerns over deriving
policy and strategy when data representativeness is in question. Therefore, we
consider a counterfactual based on open source data representativeness and as-
sess how such counterfactual evidence, were it true, would impact the value and
risk of basing cyber policy and strategy on cyber persistence theory.

Consider the situation where open source reporting of State cyber beha-
vior and dynamics is not fully representative of the totality of cyber strategic
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competition, that is, that competition also comprises discreet, covert, or clan-
destine behaviors and dynamics deviating from our hypotheses.'® What alter-
native cyber strategic behavior short of armed-attack equivalence could this
counterfactual data set comprise?

Three candidates come to mind—restraint, brute force, and coercion. The
first two can be readily dismissed. Although the United States adopted broad
restraint in its 2011 and 2015 cyber strategies, the voluminous State activity of
Russia, China, North Korea, Iran, and others captured in a decade of open source
materials undermines the claim that restraint describes primary State cyber stra-
tegic behavior. There is most certainly more behavior than is being reported, but
there cannot be less. Additionally, in 2018, the United States adopted a new stra-
tegic posture of persistent engagement.

Brute force and coercive behavior in and through cyberspace must follow an
exploitation, a point made earlier in this chapter. It is properly understood, then,
as a potential purpose of exploitation, just as coercion, IP theft, and spreading
misinformation may be. Thus, the remaining alternatives being considered are
not that “brute force or coercive behavior is more prevalent than is being re-
ported in open source materials.” Rather, they are that “exploitation is being
pursued for brute force or coercive purposes more than is being reported in
open source materials.” In the end, exploitation is the dominant behavior.

Brute force is described by Schelling as using capabilities to penetrate, to ex-
haust, or to collapse opposing military force—to achieve military victory—Dbe-
fore those capabilities can be brought to bear on an enemy nation itself.'** Given
that such activity would generate armed-attack equivalent effects, it fails to sat-
isfy our criterion of strategic activity that falls below that threshold.'®

Coercive behavior requires both a threat and a demand, either explicit or im-
plicit. Such threats and demands would most likely be revealed in open source
materials as strategic threats are difficult to hide from the public eye, even those
privately conveyed. Additionally, where demands were not met, punishments
would be difficult to obscure from public view given their strategic character.
The absence of coercive threats, demands, and strategic consequences in open
source materials, therefore, strongly suggests their absence writ large in the total
population of State cyber behavior in the competitive space short of armed con-
flict. What the open source materials referenced in this chapter show is that the
few examples of such reported State behavior have manifested between States al-
ready engaged in ongoing militarized crises and armed conflict, as cyber persist-
ence theory predicts. It is therefore unlikely that there is hidden coercive activity
in an amount that would undermine the cyber persistence theory hypothesis
that the cyber fait accompli is the primary mechanism used to advance interests
in and through cyberspace.
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While there is scant evidence of States using cyber operations to coerce
other States, there is an abundance of reported coercive behavior by non-State
actors, as evidenced in criminal gang’s ransomware strategies where intruders
clearly communicate they have compromised systems or data and make clear
the demands that must be met for the defender to receive the key for file de-
cryption. But this is not State behavior, the focus of cyber persistence theory.
However, when executed at scale and over time against sub-State or private
sector targets, such behavior could pose national security risks and thus should
not be dismissed by States. And so States should consider the value and risks
of pursuing a policy and strategy grounded in cyber persistence theory against
non-State actor coercive cyber behaviors. From that perspective, such a policy
would be sound, as the strategic principle of initiative persistence remains valid
against non-State actors. The operations or campaigns targeting Dridex and
Trickbot, albeit short-lived, support this argument.

An alternative angle for this counterfactual is considering the relative bal-
ance of cyber faits accomplis and direct cyber engagements. We have argued that
cyber faits accomplis are the primary behavior in the cyber strategic environment
and that direct cyber engagements are secondary. We have also noted that direct
cyber engagements are scarcely reported. It may be the case, however, that direct
cyber engagements are occurring with greater frequency but are underreported.
Even were that the case, we do not think an increased frequency would be so sig-
nificant as to elevate it to the primary State behavior because cyber persistence
theory argues that States are incentivized to both avoid engagement and take
advantage of abundant opportunities to unilaterally cumulate strategic gains. We
have noted that as shared situational awareness of key cyber terrain improves
across State actors, direct cyber engagements will likely increase in frequency.
Even if direct cyber engagements were occurring with greater frequency than
cyber faits accomplis, the relative balance of these behaviors has no bearing on
the value or risk profile of using cyber persistence theory as a basis for cyber
policy and strategy development.

What about State dynamics? We have argued it is unlikely that coercion
short of armed conflict has been a prevalent but non-reported State cyber be-
havior. Thus, we logically conclude that a coercion dynamic is also not being
underreported in the competitive space. Even if it were, policy prescriptions
derived from cyber persistence theory would still be valuable—as noted in the
discussion above—and no more risky than alternative prescriptions. A risk of
inadvertent or accidental escalation into armed conflict from initiative persis-
tent behavior may increase in a coercion dynamic, but that increase would be
a consequence of the organic logic of the coercion dynamic itself (in which
the mechanism for achieving strategic advantage is escalation), rather than
from an initiative persistent posture, per se. If direct cyber engagements were
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occurring with greater frequency than cyber faits accomplis, the competitive in-
teraction dynamic comprising those behaviors would still manifest. Thus, policy
prescriptions derived from cyber persistence theory would still be sound from
both a value and risk perspective.

In sum, no matter the specific representativeness of the data available through
open source materials, policy prescriptions from cyber persistence theory are
valuable and are no more risky than prescriptions that would flow from alterna-
tive theoretical orientations such as coercion theory, for example. Importantly,
the same conclusion could not be made if considering coercion theory as the
basis of cyber policy prescriptions because, if open source materials are repre-
sentative of State behavior and dynamics (what we have shown in this chapter),
coercion-based prescriptions would result in cumulative strategic losses, because
they are not geared toward managing, mitigating, or deterring exploitation.

Conclusion

This chapter grounds cyber persistence theory’s concepts in the empirical re-
cord. The record is actually robust as a whole and reveals the explanatory
strength of the new theory. It illuminates the new dynamics associated with the
cyber strategic environment in a manner that the application of coercion theory
can and does not. Additionally, the empirical record provides confidence that
prescriptions derived from the theory are supportable. Overall, we demonstrate
the importance of viewing the cyber strategic environment as distinct from the
nuclear and conventional environments through support for hypotheses derived
from cyber persistence theory. Having introduced cyber persistence theory in
Chapters 2 and 3 and evaluated its core concepts and logic empirically in this
chapter, in Chapter S we turn to further theoretical development with an ex-
amination of the important concept of cyber stability through the lens of cyber
persistence theory.



Cyber Stability

Is an environment of persistent action inherently unstable? Our conceptuali-
zation of the cyber agreed competition phenomenon suggests it is not. In this
chapter, we turn to the notion of stability within the cyber strategic environ-
ment—what does it look like, what factors contribute to stability, and what
factors may be destabilizing. We define cyber stability as a condition within
the cyber strategic environment in which States are not incentivized to pursue
armed-attack equivalent cyber operations or conventional/nuclear armed attack
and thereby breach the tacit upper bound of the cyber agreed competition phe-
nomenon. We argue that there are sufficient stabilizing factors that can guardrail
State behavior so that even successful leveraging of cyber operations for strategic
gain will remain within the context of exploitation and competition and not re-
quire or devolve into coercion and war.

Stability and Initiative Persistence

Cyber persistence theory argues that there is a structurally derived imperative
for persistence in seizing and maintaining the initiative to set the conditions
of security in one’s favor. The pursuit of security thus necessitates continuous
activity. Stability and continuous setting and resetting of the conditions in and
through which further security-seeking action will take place seems logically
disconnected at first blush. The notion of stability in the nuclear strategic en-
vironment was intuitively easier to understand—it was defined by factors that
supported the absence of a prohibitively costly action, nuclear war. However, it
was not, ipso facto, easy to produce.

Both the Soviet Union and United States were engaged in a global ideolog-
ical, economig, political, and indirect military struggle. The conduct of their re-
lations remained locked in the coercive conventional strategic environment and
questions always remained as to whether activity would escalate to a nuclear
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conflagration. The danger of escalation was, intriguingly, managed by actually
linking the two strategic environments more tightly—the threat that such an un-
acceptable outcome was possible made it less likely (or so the logic of extended
nuclear deterrence suggested). All of this rested on managing the prospective
coercive threat of retaliation (and some denial) to shape the other side’s decision
calculus so that they did not engage in behaviors that might escalate inadvert-
ently or explicitly toward the mutually unacceptable outcome of nuclear war.!
When actions were taken (political, diplomatic, economic, military), much at-
tention was directed at understanding them as signals to the other side that they
should pause and think through their next steps. Coercion was primarily about
communicating caution during the Cold War.

The cyber strategic environment is structured and incentivized differently. It
does not appear at first glance to be a cautionary space; it is an environment
of opportunity and reward due to the abundance of exploitable vulnerabilities.
Cyber persistence theory expects States to seek rewards continually from par-
allel actions that reconfigure cyber terrain and the means to maneuver and cause
effects in and through that terrain. Yet risk in this reward-abundant environment
is containable because systemic resilience means that cumulative effects from
cyber faits accomplis need not threaten the overall integrity of the system of net-
work computing. Thus, cyber persistence theory predicts experimentation and
strategic action that is not necessarily reckless.

Much can be achieved without “blowing up the Internet” or inviting coer-
cive retaliation. Nevertheless, we examine three possibilities that could lead to
cyberspace instability—winning/losing too much, unintended incidents, and
spiraling complexity—and ways to bolster stability so that strategic action does
not lead to sustained armed attack or its equivalence.

Destabilizing Elements

If stability is defined as a condition in which States are not incentivized to pursue
armed attack or its cyber equivalent and are incentivized to bound their actions
within a range of exploitative cyber faits accomplis or direct cyber engagements,
the presence of those “bounded” actions is not instability. We should expect
instability, the condition in which the cyber agreed competition phenom-
enon collapses, however, to follow from a particular form of cyber activity that
advances destabilizing tendencies.

One possible instability action would be the deliberate decision of a State to
arrest the loss of relative power due to cyber strategic competition. A loss that
threatens national security may come from three related, but distinct destabilizing
tendencies. First, a State might not respond to the structural imperative of the
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environment to persist and, thus, cede initiative to the other side to the point
where relative power shifts and the State responds (potentially too late) with
war. Failure to recognize the imperatives of strategic environments correctly can
have catastrophic effects (e.g., both world wars). Second, a State might under-
stand the imperative of initiative persistence but, for a variety of reasons, play
this new game poorly and be bested continually by other actors across this in-
terconnected space. And third, some cyber powers may recognize the impera-
tive but respond to it ineffectively due to constraints such as self-imposed policy
choices or resource limitations.? In such instances, an imbalance of sustained
initiative in the cyber strategic environment may result in outcomes that pro-
duce cyber instability.

For example, some States may choose to adopt a cyber strategic approach
of operational restraint and direct their policies and resources toward a stra-
tegic approach of defense and resilience. They would focus exclusively on
internal-facing measures to secure their own government devices, systems, and
networks or other devices, systems, and networks over which they exercise sov-
ereign jurisdiction. Such an approach would focus on identifying and mitigating
vulnerabilities or preparing to mitigate the consequences of potential adversary
exploitation of those vulnerabilities.’ Such a primary posture cedes the initiative
and could lead to an imbalance of initiative that cumulatively undermines and
overwhelms both defense and resilience as the initiative persistence of others
succeeds.

Other States may adopt a cyber strategic approach of operational restraint
that rests primarily on deterrence. This involves external-facing efforts to hold
adversary targets at risk for future potential coercive purposes coupled with
threats to impose costs in response. Such a primary posture also cedes the in-
itiative allowing others to continuously set and reset conditions of security in
their favor in ways that do not invite coercive retaliation—industrious actors
can design around the deterrent threat and avoid its prospective consequences.

States may also adopt initiative persistence as their cyber strategic approach
and conduct external-facing operations to continuously set the conditions of se-
curity in their favor. But, being willing to do so and doing so well are two very
different things. Each of these three scenarios individually or in combinations
can lead to a ceding of initiative that would create an imbalance of initiative to
the point of significant degradation of relative power.

The concept of imbalance of initiative raises an important and fascinating
area for further research into cyber foreign and military policy. For the State that
benefits from an imbalance of initiative, when does pressing that initiative too
far become counterproductive to the State’s overall grand strategy? For a State
generally content with the overall relative distribution of power (sometimes re-
ferred to as a status quo State), having well-affixed reins on “winning too much”
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in and though cyberspace should be part of a sophisticated grand strategy.* The
same holds, however, for a State seeking revision of the distribution of power.
A sophisticated grand strategy would advance its power and degrade others in
relative terms short of war, if war is deemed to be an unacceptably high cost—a
condition, at least with nuclear powers, that is likely to hold.?

Later in this chapter, we discuss how effective persistence through cyber
countermeasures could mitigate the potential for imbalance to emerge. The point
here is that stability can be reinforced through well-managed persistence that is
cognizant of the upper boundaries of competition and avoids exacerbating the
destabilizing tendencies that might emerge from others being “on the short end”
all the time.

Whether a real imbalance exists or is perceived by one or multiple actors
competing in the cyber strategic environment, there is no doubt that in the early
part of the twenty-first century we remain in a situation that States are still feeling
their way through the strategic consequences that may flow from their cyber
actions. This lack of familiarity means that much of the contemporary (and fore-
seeable future) action is conducted without clear and defined understandings
of acceptable and unacceptable behaviors among States acting through inde-
pendent action and observation or mutually dependent interaction.

The absence of such understandings opens a door for the influence of factors
generally accepted as undermining stability. These include uncertainty about
another’s strategy, motives, commitment, and utility functions (what actors value
and how much they value it); and, a challenge amplified by cyberspace, uncer-
tainty about who is actually responsible for observed behavior (the attribution
challenge).® A greater number of such understandings, explicit or tacit, would
not necessarily contribute to cyber stability—mutual understandings should
not be construed as normative acceptance. However, tacit understandings in nu-
clear and conventional strategic environments have historically played impor-
tant roles in increasing stability in great power competition.”

Uncertainty regarding the motives behind behaviors introduces a potential for
inadvertent escalation. This condition presents a risk to cyber stability as States
may seek to deny cumulative effects or outcomes or respond to uncertainties in
ways that lead to unintended incidents and spirals of action and reaction that
moves a State to a dynamic they did not intend to produce (i.e., inadvertent esca-
lation). Such incidents are possible when a cyber operation creates or results in
an unexpected armed-attack equivalent effect that did not result from escalating
exchanges, necessarily.® This breach of the upper boundary of the cyber agreed
competition phenomenon is possible, but if it emanates accidentally or inadvert-
ently from operations, there are diplomatic conventions that have historically
been used in the nuclear and conventional strategic environments to contain
equivalent incidents and not worsen the situation. Such conventions were used
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to deal with several military shootdowns of commercial airliners, including the
Soviet downing of KAL 007, US downing of Iran Air 655, Ukrainian separatist
downing of Malaysia Air 17, and Iranian downing of Ukrainian Air 752.° This
would require an admission of the operation or management of the diplomacy in
the aftermath of a non-attributable incident. While such incidents would meet
the definition of an instability action, whether there was sustained instability
after a cyber incident of armed-attack equivalence would likely depend on the
diplomatic and geopolitical context.

The more concerning destabilizing tendency would be if uncertainty around
cyber operations leads to a spiraling of action-reaction cyber activity.'* While no
actor may be seeking to breach the upper boundary of the cyber agreed compe-
tition phenomenon, armed-attack equivalent effects could turn the interaction
into a militarized crisis and push it into the coercive conventional or nuclear stra-
tegic environments. The possibility exists that parallel cyber faits accomplis from
multiple actors might push States to react through traditional force. However,
the dominant behaviors in the cyber strategic environment, chiefly their non-
coercive exploitative nature, should reduce the likelihood of spiral conditions.

We now turn to an examination of stabilizing mechanisms that can mitigate
these destabilizing paths.

Stabilizing Mechanisms in an Initiative
Persistent Environment

The logic of the cyber strategic environment is distinctive. That does not mean
that the dynamics and processes used to maintain stability in the conventional
and nuclear environments are irrelevant. States in the twenty-first century must
manage all three strategic environments simultaneously, which adds complexity;
yet it also adds further management tools."" Moreover, the influence of these
tools is additive, and perhaps multiplicative, in forming and reinforcing the tacit
upper bound of the cyber agreed competition phenomenon, and consequently,
in contributing to cyber stability.

The risk to cyber stability can be addressed through two macro-courses of
action: explicit, formal bargaining efforts and additional tacit coordination and/
or increased tacit bargaining efforts to, respectively, establish or construct more
explicit and/or tacit, mutual understandings of acceptable and unacceptable
behaviors within the bounds of cyber agreed competition.'* Some international
relations scholars have argued that explicit, formal agreements or conventions
provide greater contributions to stability than do tacit agreements."* Formal
agreements reduce uncertainty by allowing greater attention to detail and
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explicit consideration of contingencies that might arise. They permit the parties
to set the boundaries of their commitments, to control them more precisely, or
to create deliberate ambiguity and omissions on controversial matters. Formal
agreements also raise the political costs of flagrant or deliberate violations,
thereby discouraging unilateral violations and, consequently, engendering sta-
bility. For these reasons, explicit, formal bargaining arguably contributes to sta-
bility more than tacit approaches because formal agreements reflect precise (or
intentionally ambiguous), mutually dependent, mutual understandings among
the parties.

Tacit coordination and tacit bargaining also have advantages. Tacit coordi-
nation describes common but independent behaviors around a shared strategic
interest. Tacit bargaining describes a process resulting in mutually dependent,
mutual understandings. Tacit coordination and tacit bargaining are more flex-
ible than explicit, formal bargaining—they are willows, not oaks.'* They can be
adapted to meet uncertain circumstances and unanticipated shocks. This flexi-
bility is useful if there is considerable uncertainty about the distribution of fu-
ture benefits under a particular agreement. The parties need not try to predict all
future states and comprehensively assess or contract for them.'s Their informal
character also reduces the reputational costs incurred when abandoning explicit,
formal agreements. And, tacit bargaining’s iterative character permits progress to
occur in small increments with low transaction costs.'® All of these attributes of
tacit coordination and tacit bargaining are particularly germane when seeking
agreements for or within complex, rapidly changing environments like the cyber
strategic environment. Finally, tacit agreements can serve as foundations for fu-
ture formal agreements.

The approach adopted to enhance cyber stability by increasing mutual
understandings of acceptable and unacceptable behaviors within the bounds of
the cyber agreed competition phenomenon should not be biased by traditions
for arriving at agreements or by bureaucratic, functional silos.'” Rather, it should
be informed by whether explicit or tacit approaches, or some combination
thereof, is best suited to the strategic environment—both its geopolitical and
technological (or sociotechnological) features.

One’s approach should also be informed by the vast knowledge the social sci-
ences have accumulated on how “norms” are constructed.'® It is through these
lenses that we consider explicit and tacit approaches to construct a larger (and
more granular) set of mutual understandings of acceptable and unacceptable
behaviors within the tacit boundaries of the cyber agreed competition phenom-
enon. We examine evidence of each approach’s contribution to date where avail-
able and highlight challenges to each in the current strategic environment.

Explicit, formal approaches encompass recent and ongoing State efforts to
establish a global, explicit consensus on the relevance of existing international
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law or new international law (or other formal agreements) and efforts to estab-
lish voluntary, non-binding norms of responsible behavior. There are similar on-
going efforts seeking international group, but not global, explicit consensus.
Examination of potential focal points for tacit coordination looks beyond
observations of the ongoing unilateral, independent operational behaviors cur-
rently dominating the cyber strategic environment (i.e., cyber faits accomplis)
to explore States’ unilateral, independent efforts to declare acceptable and un-
acceptable behaviors through expressions of opinio juris.'” We also assess the
prospects of tacit bargaining in cyberspace, a process through which States could
construct mutually dependent, mutual understandings of acceptable and unac-
ceptable behaviors through direct cyber engagement. Since expressions of opinio
juris aligned with cyber faits accomplis and/or direct cyber engagement repre-
sent two key elements to forming new rules of binding, customary international
law—an additional approach to reinforcing stability—we address the potential
contributions of tacit approaches to cyber stability from that orientation.?

Seeking Consensus on International Law
(or Other International Formal Agreements)

Although a long-standing international convention aligns with the upper bound
of the cyber agreed competition phenomenon, several policymakers have
suggested that international law might not be up to the task of governing cyber-
space.”! Their concerns are that the complexity, dynamism, and novelty of the
cyber strategic environment present insurmountable challenges to international
laws established among States in strategic environments of a far different char-
acter. There have, nevertheless, been important, explicit international efforts to
establish a global consensus on if and how international law might inform the es-
tablishment of explicit, mutual understandings of acceptable and unacceptable
behaviors that would contribute to the substance of the cyber agreed competi-
tion phenomenon.

The most notable global effort is the United Nations (UN) Group of
Governmental Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (GGE) process.
It began in 2004 with a group of fifteen countries and to date has consisted of
five such groups, with the 2016 group comprising twenty-five members. The five
permanent UN Security Council members have always been group members.

In 2013, the third GGE reached consensus that international law, and in
particular the UN Charter, is applicable to cyberspace. The report included
recommendations on norms, rules, and principles of responsible behavior by
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States, which were seen as deriving from existing international law.** Signatories
concurred that (1) State sovereignty and international norms and principles that
flow from sovereignty apply to State conduct of activities related to information
communication technology (ICT); (2) State efforts to address the security of
ICTs must go hand in hand with respect for human rights and fundamental free-
doms; and (3) States must meet their international obligations regarding inter-
nationally wrongful acts attributable to them, must not use proxies to commit
internationally wrongful acts, and should seek to ensure that their territories are
not used by non-State actors for unlawful use of ICTs.>

The 2015 iteration of the GGE was tasked with analyzing the specific appli-
cation of international law principles elaborated in the 2013 report, that is, how
international law applied. This was a contested discussion because States’ un-
derstanding and interpretations of international law frequently vary and did so
in the context of cyberspace.’* To get past contestation and make progress, the
GGE adopted a new construct: general non-binding, voluntary norms, rules,
and principles for the responsible behavior of States.”® The fourth GGE report,
published in 2015, moved the discussion forward cautiously by noting con-
sensus on a set of “voluntary and non-binding” norms of acceptable behavior.?®

Still, the question of how international law and, now, norms derived from inter-
national law applied in the context of cyberspace remained. And so in late 2015,
the General Assembly tasked a fifth GGE “to study, with a view to promoting
common understandings, . . . how international law applies to the use of infor-
mation and communications technologies by States, as well as norms, rules and
principles of responsible behavior of States, confidence-building measures and
capacity-building.””” The resulting 2017 GGE process represented significant
regression. Several members—most notably Russia and China—objected to
including references in the 2017 report to “self-defense” and “international hu-
manitarian law” even though they had indicated their acceptance of both in the
prior 2015 report.?®

Some scholars argued that this “collapse”

signaled the improbability in the
current geopolitical and cyber strategic environments of reaching any explicit,
formal global agreement governing cyberspace that details acceptable and un-
acceptable behaviors.* States’ viewpoints seemed to be diverging rather than
converging. To that point, in November 2018, the General Assembly’s first com-
mittee adopted two separate (and, some say, competing) resolutions on the
actions of States in cyberspace—a new Open Ended Working Group (OEWG)
resolution sponsored by Russia and a US-sponsored resolution looking to fur-
ther the GGE 2015 framework.?' Further evidence of divergence were Russian
efforts to create new international laws on cybercrime.* This Russian resolution
has influential detractors, convincing some scholars that “the prospects for new
[international] laws applicable to cyberspace are slim.”*3
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The reports from the 2021 OEWG and GGE groups offer no evidence
that a detailed, formal agreement on acceptable and unacceptable behaviors is
likely anytime soon. Although the OEWG report, by virtue of the 193 States
participating in the process, increases the number of States who concur that
international law, particularly the UN Charter, applies in the context of cyber-
space, it does not address the specific question of how it applies.** Some scholars
describe the report as being “new without bringing much new” and largely
failing “to deliver on the OEWG’s key objectives, namely, to address the root
causes of global cyber instability today.”

Likewise, although the 2021 GGE report includes a substantive step forward
by acknowledging that international humanitarian law (IHL) applies to cyber
operations during an armed conflict, “some disagreement remains about how
IHL governs cyber operations during armed conflicts.”* The report continues
to kick the can down the road on specifics by calling for States to make voluntary
national contributions (in the original language of submission without transla-
tion) to an official compendium on the subject of how international law applies
to the use of ICTs by States.*”

The United States posited after the 2017 GGE meeting that the realization of
global cyber norms may not be achievable through a UN effort and that it is time
to consider other approaches.* This conclusion will not surprise social scientists
studying norms. Martha Finnemore and Duncan Hollis argued that, despite
their [norms’] newfound popularity, the discourse on cyber norms is sorely un-
derdeveloped and the GGE process illustrates that immaturity. “Those calling
for cyber norms,” they say, “have largely focused on the desired products—the
particular behaviors that any new cyber norms may mandate. Efforts like the
GGE’s pronouncement of ‘peacetime’ norms focus on what norms ought to
say, as if dictating the contours of a norm makes it a reality . . . it is not enough
to know what cyber norms we want; we must know more about the processes
for cultivating them.”** In the end, there is a difference between aspirations and
a convergence of expectations about behavior around a particular activity (a
norm). Cultivating such convergence is the challenge, even among allies and
partners.

Seeking International Group, but Not Global, Consensus

Alongside the GGE process, the United States and “like-minded” States have
engaged in a complementary explicit, formal effort in pursuit of consensus on
explicit principles of responsible State behavior in cyberspace.* The 2015 G20
Leaders’ Communiqué and 2017 G7 declaration on “responsible” behavior are
outcomes of that effort. The 2015 G20 Communiqué notes, among other things,
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that “no country should conduct or support ICT-enabled theft of intellectual
property, including trade secrets or other confidential business information,
with the intent of providing competitive advantages to companies or commer-
cial sectors”; that “All States in ensuring the secure use of ICTs, should respect
and protect the principles of freedom from unlawful and arbitrary interference
of privacy, including in the context of digital communications”; and, in refer-
ence to the 2015 GGE report, that “international law, and in particular the UN.
Charter, is applicable to State conduct in the use of ICTs and commit ourselves
to the view that all States should abide by norms of responsible state behavior
in the use of ICTs in accordance with UN. resolution A/C.1/70/L.45* The
2017 G7 Declaration on Responsible State Behavior in Cyberspace was similar
in content, and it also referenced the GGE 2015 report.*

Though not a global consensus, the G7 and G20 outcomes suggest an explicit,
formal approach to establishing more expansive, explicit, mutual understandings
of acceptable and unacceptable behaviors can bear fruit. However, as the
agreements are among like-minded States, this conclusion rests on tautology.*
The G7 and G20 cases represent a most likely sample of cases to result in con-
sensus given that members are like-minded.** This introduces selection bias,
which increases the likelihood of consensus.” Consequently, the outcomes of
these cases represent the weakest support for making a generalization that an
explicit, formal approach will be equally successful at the global level.*

An additional, shared attribute of the 2015 (and 2021) GGE report and G7
declaration deserves further scrutiny. The former declares as an objective the
identification of “voluntary, non-binding norms for responsible State behavior
and to strengthen common understandings to increase stability and security
in the global ICT environment.” The latter notes the members “support the
promotion of voluntary, non-binding norms of responsible State behavior in
cyberspace during peacetime, which can reduce risks to international peace, se-
curity and stability.” As these agreements are voluntary and non-binding, they
do not represent mutually dependent, mutual understandings among the group
members. While the veneer of the explicit, diplomatic processes behind them
suggests these are formal agreements, their voluntary and non-binding character is
representative of a tacit coordination outcome, where States have a shared strategic
interest (avoiding instability) but act independently (voluntarily) on common
but independent (not mutually dependent) understandings of behaviors they
do and do not consider acceptable.

Arguably, then, the substance of the GGE and G7 agreements offers no
greater contribution to the substance of the cyber agreed competition phenom-
enon than has tacit coordination among cyber powers incentivized primarily by
opportunities for strategic rewards by operating short of armed-attack equiva-
lence and secondarily by a few core principles and rules of international law. This
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claim leaves advocates of an explicit, formal approach in a position of having to
argue either that the explicitness of the approach, rather than the outcome of
the approach, makes it superior for arriving at mutual understandings; or that
the precision in the GGE and G7 agreements reduces uncertainty among the
parties more so than does unilateral, independent State cyber activity. Both of
these positions are untenable.

Explicitness raises the political costs of flagrant or deliberate violations of
formal agreements, but only if those agreements are structured in a way where
political costs can be incurred.*’” A voluntary, non-binding structure only weakly,
if at all, satisfies this requirement.*®

Regarding uncertainty, Michael Schmitt argues that “while these [GGE]
efforts largely settled the issue of international law’s applicability to cyber-
space and confirmed the relevance of its core principles and rules,” they did not
achieve the granularity required to reduce the susceptibility of those principles
and rules, or the norms derived from them, to exploitation from cyber opera-
tions.*” The G7 agreement recognized the same, noting that “To increase pre-
dictability and stability in cyberspace, we call on States to publicly explain their
views on how existing international law applies to States’ activities in cyberspace
to the greatest extent possible in order to improve transparency and give rise to
more settled expectations of State behavior.”***! Thus, these agreements do not
appreciably reduce uncertainty because they lack greater precision above and
beyond the existing global set of tacit, mutual understandings of acceptable and
unacceptable cyber behaviors.

Schmitt extends his assessment into a forecast, arguing that “Nor, is
establishing such granularity likely to occur [following this approach] given the
typically slow pace of progress in multinational fora dealing with international
law [and norms derived from the law].”? This sentiment has been echoed by
others arguing that “[w]ith the accelerating pace of change in cyberspace and
the glacial speed at which conventional law develops, new international law [and
norms] will likely come through State practice.”>* Thus, the explicit, formal ap-
proach, when considered solely as a process, is also not responsive to the dyna-
mism of the cyber strategic environment.

In sum, the current geopolitical and cyber strategic environments dampen
the potential contribution of explicit, formal approaches to establishing gran-
ular, global or limited-group, explicit, mutual understandings of acceptable
and unacceptable cyber behaviors. This is not to suggest that granular, mutual
understandings are unachievable. Itis useful to recall Kenneth Adelman’s remarks
regarding the failure of explicit, formal US-Soviet arms control efforts: “To assign
arms control talks responsibility for eliminating or even diminishing geostrategic
competition is to burden them with much more than they can conceivably carry.
To laden arms control with such unrealistic expectations is inevitably to cause it
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to break down. Arms control can best be considered one single element in a full
panoply of political, economic and defense efforts. But, frankly, such modesty
has been lost since arms control has been thrust forward as the barometer by
which superpower relations (indeed, global tranquility) are gauged.”>*

In 1960, Thomas Schelling recognized that even in geopolitical environments
characterized by deep mutual mistrust and uncertainty concerning new tech-
nology, States nonetheless have a common interest in avoiding the kind of false
alarm, panic, misunderstanding, or loss of control that may lead to unintended
or non-deliberate escalation. Although Schelling’s focus at the time was on
US-Soviet relations and nuclear weapons, his recognition applies equally well
today to relations between the United States, Russia, China, DPRK, Iran (and
others) in the cyber strategic environment. In such environments, Schelling
argued that States have a common interest in not getting drawn or provoked or
panicked into war by the actions of other parties (whether a party intends that
result or not),* and they may have an interest in saving some resources by not
doing things that tend to cancel out. Importantly, these common interests do
not depend on trust or good faith. “In fact,” he argued, “it seems likely that un-
less thoroughgoing distrust can be acknowledged on all sides, it may be hard to
reach any real understanding on the subject.”” Further, “[t]he intellectual clarity
required to recognize the nature of the common interest may be incompatible
with the pretense that all parties trust each other, or that there is any sequence of
activities in the short run by which any side could demonstrate its good faith to
the other*® These strategic realities motivated Schelling to propose both an al-
ternative concept and a process to explicit, formal bargaining in order to arrive at
and sustain strategic stability between States that fundamentally distrusted one
another. He thus introduced and developed the concept of tacit coordination
and the process of tacit bargaining.*

Understanding the current geopolitical context as one of great power distrust
is important for two reasons. First, to Schelling’s point, it suggests that informal,
tacit approaches to arriving at mutual understandings may be more fruitful than
formal, explicit approaches. Second, as is discussed below, it suggests that gran-
ular, mutual understandings rather than general norms should be the desired
outcome of tacit approaches. This suggestion hints that the GGE and OEWG
processes are off track.

As Adamson notes, the norms pursued in these processes are best under-
stood as general standards, norms that are often goal-oriented, allow discretion
for interpretation, and do not prescribe or proscribe the specific action needed
to conform to or violate the standard.®’ Since standards are open-ended and
allow for discretion, their power depends upon trust and solidarity among the
community. Moreover, when the issue to be regulated occurs rarely or episod-
ically, that is, single isolated incidents, general standards alongside trust ensure
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that given the circumstances, actors will balance all relevant interests when de-
ciding how to act.®!

Alternatively, granular, mutual understandings are better suited to opposite
circumstances. They allow for very limited discretion by setting expectations for
behavior in order to convey an obligation to achieve a certain outcome through
certain means and measures. Specific norms are best suited for circumstances
where there is no solidarity or there is limited trust among a community and the
issue arises frequently. These circumstances describe well the current geopolit-
ical environment and State behaviors within the cyber strategic environment.

We argue that tacit coordination and the tacit bargaining process are key to
the construction of specific norms in cyberspace and, therefore, to cyber sta-
bility itself. From this perspective, we consider two avenues for arriving at gran-
ular, mutual understandings and also, potentially, granular, mutually dependent
understandings of acceptable and unacceptable behaviors that fall within the
bounds of the cyber agreed competition phenomenon: State unilateral and
independent declarations of interpretations of relevant international law that
could be accepted as evidence of expressions of opinio juris; and tacit bargaining
through direct cyber engagement. As noted previously, opinio juris coupled with
consistent State practice—cyber faits accomplis and/or direct cyber engage-
ment—are two key elements forming binding, customary international law.

Tacit Coordination—Mutual Understandings
through Independent Expressions of Opinio Juris

Opinio juris is an independent, general statement recognizing a State’s obligation
under international law to act or refrain from acting in a particular manner.?
Even though the evidence of expressions of opinio juris presented in this sec-
tion comprises explicit State declarations, we argue that their independent and
general character (not directed at any specific State) are consistent with actions
associated with tacit coordination (vice explicit, formal agreements).** Schelling
notes, for example, that tacit coordination may coalesce around “statements and
declarations that are not direct communication to the enemy.”**

The Tallinn process is a notable effort that perhaps set the foundation for
States to begin declaring interpretations of international law’s applicability to
cyberspace that could be accepted as evidence of expressions of opinio juris. The
Tallinn process is a multi-year program examining how to interpret existing in-
ternational law in the contexts of both cyber conflict and competition.*® Tallinn
Manual 2.0, published in 2017, specifically included a focus on “legal analysis of
the more common cyber incidents that states encounter on a day-to-day basis
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and that fall below the thresholds of the use of force or armed conflict.” It thus
aligns with the competitive space described by the bounds of the cyber agreed
competition phenomenon.® The manual highlights areas of consensus and non-
consensus among nineteen international law scholars, with its contents serving
an early indicator of the common and differing views that States have begun to
express in the years since its publication.

We offer brief summaries of three areas; two roughly align with a notion of
unacceptable behaviors: the international law principle of sovereignty and the
rule of non-intervention, which are described as areas “ripe for exploitation [by
cyber operations] and in need of clarification by States.”” The third speaks to the
principle of countermeasures, a potential remedy for States seeking to reinforce
their views of what cyber behaviors are and are not acceptable. Some States have
since offered interpretations addressing all three areas in relation to cyberspace.
Those are reviewed following this summary.

The Tallinn Manual begins with a discussion of sovereignty and makes the
point in its first rule that “[t]he Principle of Sovereignty applies to cyberspace”
and, further, that “[a] State must not conduct cyber operations that violate the
sovereignty of another State”®® The assumption underlying the latter quote is
that sovereignty is a rule of international law, the violation of which is an interna-
tionally wrongful act.”” However, the participating experts held differing views
on what constitutes a violation of sovereignty. Among the many possibilities
offered by the experts on which there was not consensus was a cyber opera-
tion causing cyber infrastructure or programs to operate differently; altering or
deleting data stored in cyber infrastructure without causing physical or func-
tional consequences; emplacing malware into a system; installing backdoors;
and causing a temporary, but significant, loss of functionality, as in the case of
a major DDoS operation.”” Moreover, the assumption that sovereignty is a rule
is not a universally held view. Gary Corn notes that “An opposing view holds
that sovereignty is a baseline principle of the Westphalian international order
undergirding binding norms such as the prohibition against the use of force
in Article 2(4) of the UN Charter, or the customary international law rule of
non-intervention, which States have assented to as an exercise of their sover-
eign equality””" And Eric Jensen offers a view that “sovereignty is a principle that
depends on the domain [air, land, sea, and space] and the practical imperatives
of states and is subject to adjustment in interstate application.””

The Tallinn process and other international legal analyses are wedded to law
premised on coercion.” Their starting point is that forceful intervention into
the “internal or external affairs” of other States is a prohibited internationally
wrongful act.”* Two conditions must be met to determine a violation of the pro-
hibition—experts agreed that both are vague and open to varying interpretations
by States. First, the prohibition only applies to matters that fall within another
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State’s domaine réservé. These are matters that international law leaves to the sole
discretion of the State concerned, such as the “choice of a political, economic,
social and cultural system, and the formulation of foreign policy””* For example,
elections and an exclusive right to regulate online communication in the ex-
ercise of sovereignty are both understood by many to fall within the domaine
réservé, so using cyber means coercively to disrupt them would raise issues of
intervention.”

The second condition to finding a violation of the prohibition on interven-
tion is that an act must involve coercion. In the simplest terms, a coercive act
is one designed to compel another State to take action it would otherwise not
take or to refrain from taking action it would otherwise engage in.”” However,
things are not so simple because “coercive” is, again, up to State interpretation.
The government of the Netherlands notes that “The precise definition of co-
ercion, and thus of unauthorized intervention, has not yet fully crystallized in
international laws””® International experts participating in the Tallinn process
described cyber coercion as referring “to an affirmative act designed to deprive
another State of its freedom of choice, that is, to force that State to act in an invol-
untary manner or involuntarily refrain from acting in a particular way””® Harriet
Moynihan argued that States should instead understand coercive behavior “as
pressure applied by one State to deprive the target State of its free will in relation
to the exercise of its sovereign rights in an attempt to compel an outcome in, or
conduct with respect to, a matter reserved to the target State.”® Others advocate
for lowering the threshold at which mere influence becomes unlawful coercion,
claiming that a hostile cyber operation should not necessarily have to deprive a
State of all reasonable choice, so long as it renders making the choice difficult.®'
Still others have argued that the scope of coercion “must be understood to en-
compass actions involving some level of subversion or usurpation of a victim
State’s protected prerogatives, such as the delivery of covert effects and decep-
tion actions that, like criminal fraud provisions in domestic legal regimes, are
designed to achieve unlawful gain or to deprive a victim state of a legal right.”*
Finally, it has also been argued that, for the rule of non-intervention to be more
relevant in the cyber context, “coercion” as a condition should be supplemented
with “exploitation” given that exploitation, not coercion, is the dominant beha-
vior through which States are seeking gains in and through cyberspace that en-
danger international peace and security.*®

A consequence of these differing views is that Tallinn’s participating experts’
opinions varied as to whether, for example, the 2016 Russian cyber campaign
including the compromise of Democratic National Committee servers was co-
ercive. Some have argued that as the subsequently released e-mails had not been
altered, the campaign amounted to mere espionage that, “without more,” is not
abreach of international law.* Other participating experts argued that the cyber
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campaign manipulated the process of elections and therefore caused them to
unfold in a way that they otherwise might not have. In this sense, the Russian
campaign was coercive.*> An alternative view based on exploitation rather than
coercion is that the campaign was a violation of the rule of non-intervention.*

The general principle of countermeasures is that a State may be entitled to
take countermeasures (cyber or otherwise) that might otherwise be considered
an internationally wrongful act (i.e., a breach of international law), in response
to a breach of an international legal obligation owed by another State.’” The
purpose of countermeasures is to cause the responsible State to cease its un-
lawful action (or omission) and to provide assurances or guarantees and make
reparations where appropriate. Countermeasures (as described in the law) are
reactive, not prospective. Moreover, the injured State must notify the other
State of its intention to take countermeasures. Additionally, countermeasures
are generally characterized as temporary measures and therefore, according to
the International Law Commission, “must be as far as possible reversible in their
effects in terms of future legal relations between the two States.”™

The participating experts in the Tallinn process were divided on the issue of
whether there is a requirement to attempt lesser means of convincing another
State to desist in its internationally wrongful conduct (i.e., retorsion) before
turning to countermeasures.” Nor was there consensus on the duty to notify in
advance of a countermeasure and whether States need to select the cyber coun-
termeasure option that is most easily reversed or simply one that is, in fact, re-
versible at all. The participating experts agreed that when a cyber operation in
question is but one in a series of ongoing actions that, for the purposes of State
responsibility, constitute a single internationally wrongful act, countermeasures
remain available.”® From the perspective of cyber persistence theory, this is
a particularly relevant opinion given that the theory argues that States are
incentivized to engage in cyber campaigns (a series of ongoing actions) in pur-
suit of strategic ends.

Perhaps motivated by the output of the Tallinn process, State declarations
of their views of how international law applies in the cyber context have been
trickling out since 2018; these declarations serve as evidence of expressions of
opinio juris.”’ Regarding sovereignty, the Attorney General of the UK declared
in June 2018, “Sovereignty is of course fundamental to the international rules-
based system. But I am not persuaded that we can currently extrapolate from
that general principle a specific rule or additional prohibition for cyber activity
beyond that of a prohibited intervention. The UK. Government’s position is
therefore that there is no such rule as a matter of current international law.”**
Some claim the French government’s position is diametrically opposed to the
British position, referencing the Ministry of the Armies’ 2019 publication of
International Law Applicable to Operations in Cyberspace® as the basis for their



102 CYBER PERSISTENCE THEORY

argument.” Those holding this view claim that France affirms that “State sover-
eignty and international norms and principles that flow from sovereignty apply
to the conduct by States of ICT-related activities.”® Therefore, it exercises sov-
ereignty over information systems located within its territory. Thus, they con-
clude that any cyberattack (i.e., any operation that breaches the confidentiality,
integrity, or availability of the targeted system) constitutes, at a minimum, a vi-
olation of French sovereignty, if attributable to another State. It is particularly
noteworthy that, according to this view, a violation of sovereignty occurs not
only when effects are produced on French territory, but already when there is
an intrusion into French computer systems. This has been described as a “pure
sovereignty” perspective.”®

Additional interpretations of sovereignty have been offered by the
governments of the Netherlands, Austria, the Czech Republic, New Zealand,
and US government legal advisors.”” The views on sovereignty of US govern-
ment legal advisors is close to that of the UK.”® The US DoD General Counsel
states that “the DoD view, which we have applied in legal reviews of military
cyber operations to date, shares similarities with the view expressed by the
UK. Government in 2018 He further suggests, as has the UK attorney ge-
neral, that “many States’ public silence in the face of countless publicly known
cyber intrusions into foreign networks precludes a conclusion that States have
coalesced around a common view that there is an international prohibition
against all such operations (regardless of whatever penalties may be imposed
under domestic law).”!®° Finally, he notes that “The implications of sovereignty
for cyberspace are complex, and we continue to study this issue and how State
practice evolves in this area, even if it does not appear that there exists a rule that
all infringements on sovereignty in cyberspace necessarily involve violations of
international law.”'*! Similarly, the government of New Zealand argues that “the
standalone rule of territorial sovereignty also applies in the cyber context but
acknowledges that further state practice is required for the precise boundaries of
its application to crystallise.”'*

The governments of the Netherlands, Austria, and the Czech Republic have
expressed views close to, but not as “pure” as, the aforementioned understanding
of the French position. The Netherlands asserted that it “believes that respect for
the sovereignty of other countries is an obligation in its own right, the viola-
tion of which may in turn constitute an internationally wrongful act.”'** Austria
argued, “A violation of the principle of State sovereignty constitutes an interna-
tionally wrongful act—if attributable to a State—for which a target State may
seek reparation under the law of State responsibility.”'** And the Czech Republic
“concurs with those considering the principle of sovereignty as an independent

right and the respect to sovereignty as an independent obligation.”*
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Regarding the prohibition on intervention, the French declaration is brief,
stating only that interference by cyber means with the internal or external af-
fairs of France—that is, with its political system, economy, in social or cultural
matters, or foreign policy—may constitute a violation of the principle of non-
intervention.'” Although New Zealand offers a similar perspective,'” the state-
ment of the UK attorney general and the UK government’s 2021 policy paper
on international law offer more granularity by detailing examples of violations,
including cyber operations that manipulate the electoral system to alter the
results of an election in another State, intervene in the fundamental operation of
Parliament, target essential medical services, or impact the stability of the UK’s
financial system.'”® The US DoD general counsel states that “a cyber operation
by a State that interferes with another country’s ability to hold an election” or
that tampers with “another country’s election results would be a clear violation
of the rule of non-intervention.” He also acknowledges but does not commit to
the UK’s position on intervention into the operations of a legislative body or a fi-
nancial system.'® Israel’s Deputy Attorney General (International Law) concurs
with the DoD general counsel’s position on non-intervention and elections.''’
Australia, in its 2019 International Cyber Engagement Strategy, acknowledges
and commits to the UK’s views on what would constitute violations: the use of
cyber operations by a hostile State to manipulate the electoral system to alter the
results of an election in another State, intervene in the fundamental operation of
Parliament, or affect the stability of States’ financial systems.'"!

Regarding countermeasures, the government of Japan declared, “A State that
is the victim of an internationally wrongful act may, in certain circumstances,
resort to proportionate countermeasures against the State responsible for the
wrongful act”''? In so doing, it adopted several strict requirements: the injured
State must establish a violation of an obligation under international law that
applies between the injured State and the responsible State; the cyber operation
must be attributed to the responsible State; countermeasures must be tempo-
rary and proportionate, may not violate any fundamental human rights, and may
not amount to the threat or use of force; and the injured State must notify the
other State of its intention to take countermeasures.

Other States addressing countermeasures have taken differing views on the re-
quirement of “notice.” The Dutch Minister of Foreign Affairs affirmed the general
notification requirement “in principle,” but emphasized that it may be dispensed
with “if immediate action is required in order to enforce the rights of the injured
state and prevent further damage.”'"® The aforementioned French document
also rejected an absolute duty of prior notice before taking countermeasures,
taking a position that a State could derogate from this rule where there is a “need
to protect its rights” in urgent cases.''* In 2016, then US State Department legal
advisor Brian Egan did not dispute the “prior demand” requirement but noted
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that “[t]he sufficiency of a prior demand should be evaluated on a case-by-case
basis in light of the particular circumstances of the situation at hand and the
purpose of the requirement.”''* The more recent 2018 comments by US DoD
general counsel are equally noncommittal to the duty, noting that “In the tra-
ditional view, the use of countermeasures must be preceded by notice to the
offending State, though we note that there are varying State views on whether no-
tice would be necessary in all cases in the cyber context because of secrecy or ur-
gency.”"'® Australia is equally noncommittal in declaring that “if a state is a victim
of malicious cyber activity which is attributable to a perpetrator state, the victim
state may be able to take countermeasures (whether in cyberspace or through
another means) against the perpetrator state, under certain circumstances.”""”
The UK has stated that States are always legally obliged to give prior notice be-
fore taking countermeasures against wrongdoing States and that it would “not
be right for international law to require a countermeasure to expose highly
sensitive” defense capabilities.!'® Finally, the Israeli Deputy Attorney General
(International Law) noted that “[w]ith respect to the issue of countermeasures,
I would like to echo the positions taken by the UK, the US and other States, to
the effect that there is no absolute duty under international law to notify the re-
sponsible State in advance of a cyber-countermeasure.”'"’

Two States commenting on countermeasures have directly addressed the
consensus opinion of the Tallinn experts that, under certain circumstances, a
series of actions that individually would not violate international law can rise to
the level of a violation for which countermeasures would be an internationally
lawful remedy. The UK government states that adversarial cyber activities that
“cease almost instantaneously or within a short timeframe” may nevertheless
be part of “a wider pattern of cyber activities [that] might collectively consti-
tute an internationally wrongful act justifying a response.”'*° France has adopted
the same perspective.'*! The North Atlantic Treaty Organization has also taken
a position on the issue. With the publication of the NATO Brussels Summit
Communique on June 14, 2021, the alliance re-conceptualized how and what
kind of adversarial activities can lead to crossing the threshold of an armed at-
tack, including a reference to cumulative behavior. According to paragraph 32
of the Communiqué, allies now recognize that “the impact of significant mali-
cious cumulative cyber activities might, in certain circumstances, be considered
as amounting to an armed attack.”'*> When asked to clarify the insertion of the
term “cumulative,” the NATO press office responded that (a) the term was in-
deed used deliberately, and (b) the reason for using it is because the alliance
has recognized that the cyber threat landscape is evolving, and that several low-
impact cyber incidents by the same threat actor can have the same impact as
a single destructive cyberattack."® The Estonian Ministry of Defense added
via email that “it is paramount that we would also take into account long-term
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cyber operations and attacks that might cause cumulative damage equal to what
a single cyber-attack could cause.”'**

Notably, Estonia became the first State to publicly endorse the idea of collective
countermeasures in the cyber context. In a May 2019 speech, Estonian president
Kersti Kaljulaid cited the inherent right to self-defense and noted that “[a]Jmong
other options for collective response [attribution], Estonia is furthering the po-
sition that states which are not directly injured may apply countermeasures to
support the state directly affected by the malicious cyber operation.”’*® New
Zealand shares a similar perspective, arguing, “Given the collective interest in
the observance of international law in cyberspace, and the potential asymmetry
between malicious and victim states, New Zealand is open to the proposition
that victim states, in limited circumstances, may request assistance from other
states in applying proportionate countermeasures to induce compliance by the
state acting in breach of international law.”?¢ Jeff Kosseff argued that collective
countermeasures would allow States to better address “the persistent nature of
the threats that they face in cyberspace . . . more likely to consist of constant ad-
versarial actions, rather than the discrete events that shaped the debate over col-
lective countermeasures in the non-cyber context.”'*” Others sharing this view
encourage States to go even further. For example, to account for the fact that
States can achieve strategic outcomes through cyber campaigns short of armed-
attack equivalence that were previously attainable only through armed attack,
Gary Corn and Eric Jensen argued that the rule of countermeasures should be as
robust against such operations as the rule of self-defense is against armed attack.
The robustness of the self-defense rule follows from its associated exceptions,
including allowing collective action on behalf of a victim State, allowing action
against non-State actors, and allowing actions in anticipation of an armed attack.
The concept of anticipatory countermeasures, arguably, is a recognition of cyber
persistence theory’s strategic prescription for security (i.e., persistence in seizing
and maintaining the initiative to set the conditions of security in and through
cyberspace in one’s favor). Such exceptions for countermeasures, however, have
yet to be endorsed by States.'*®

What do these unilateral, independent State expressions of opinio juris ofter
to the construction of granular, mutual understandings of acceptable and un-
acceptable behaviors? While not being explicit in the sense of being indicative
of an explicit, formal approach, these expressions of opinio juris, nonetheless,
offer some precision for which explicit, formal approaches are prized (because
precision reduces uncertainty). Where all signatories of the GGE, OEWG,
G7, and G20 agreements concurred that State sovereignty and international
norms and principles that flow from sovereignty apply to State conduct of ICT-
related activities, these unilateral expressions of opinio juris provide clarity on
State’s interpretations of how some apply. In so doing, the expressions highlight
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differences among significant cyber powers on their interpretations of sover-
eignty but also reveal mutual understandings among some States regarding spe-
cific cyber behaviors that would represent violations of the non-intervention
principle, understandings that are more granular and expand on the set put forth
in the GGE reports.

Where differences in interpretation are present, they could nonetheless serve
as focal points around which States could tacitly bargain to create granular,
mutually dependent understandings acceptable and unacceptable behaviors.
This notion is explored in this chapter’s following section on tacit bargaining.
Areas where States’ expressions of opinio juris currently align, however, such as
common views of prohibited behaviors among American, British, Israeli, and
Australian authorities, serve as important bases for continued development of
additional granular, mutual understandings.

Accordingly, it can be argued that a unilateral, independent approach pursuing
granular expressions of opinio juris is at least equivalent to, and in several respects
more promising for, cyber stability than an explicit, formal approach to pursuing
granular, mutual understandings of acceptable and unacceptable behaviors.'*
Indeed, Schmitt argued that this approach is where most of the normative ac-
tivity regarding cyberspace will take place over the middle term."*°

Several additional pathways to further reduce uncertainty have been proposed
by scholars. Quoting Jens David Ohlin, Gary Corn and Eric Jensen noted,
“Despite the patina of precision in its French rendering, the concept [of domaine
réservé in the rule of intervention] has little internally generated content.”’s!
Thus, they argued that a more precise articulation of the boundaries between
protected and unprotected interests—‘domains and activities”—comprising do-
maine réserve would better serve international peace and security by placing
States on notice of the areas of interference most likely to generate legal conse-
quence and potentially escalatory responses.'** Schmitt took a slightly different
tack, noting that States could further relax the interpretation of the scope of the
term “internal or external affairs” to more broadly include the target of the cyber
operation and not just the “domains or activities” of the State.** In addition,
Moynihan argued, “There is perhaps likely to be more commonality between
states about whether particular state behavior constitutes an internationally
wrongful act [a violation of the intervention rule] and why, then there is about
whether sovereignty is a rule or a principle and how it relates to intervention.”'3*

All of these prima facie seem useful prescriptions for further reducing uncer-
tainty and introducing granular content to mutual understandings of acceptable
and unacceptable behaviors. However, it should be acknowledged that there
are significant, practical limits to pursuing these prescriptions in the current
environment.'*® These limits, imposed more by the cyber strategic than the
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geopolitical environment, are discussed below and accompanied by notional,
potential mitigations.

If States are more specific regarding the systems, policies, functions, and/or
activities comprising their domaine réserve, it follows that they should also have
an obligation to make clear how those manifest technically in and through cyber-
space. Otherwise, significant uncertainty will still plague States’ understandings.
Therein lies a challenge. Most, if not all, States have limited understandings
of such matters. Additionally, the processes they might use to develop those
understandings may differ. For example, when considering “economic matters,”
a key question States should ask is, “What are the key functions of the economy
that rely on an operational Internet?” Some might stop there. Others might go
a level deeper and ask, “What are the industrial processes, sectors, and entities
(physical and logical layers) that directly support those functions that also rely
on an operational Internet?” Yet other States might go another level deeper and
ask, “What are the data central to those processes, sectors, and entities, and
where are they stored in cyberspace?”'*® Finally, what personnel participate in
the operations of all of the above (i.e., the cyber persona layer)? This line of in-
quiry also speaks to the practical limits of Schmitt’s recommendation to include
targets in an expanded interpretation of “internal and external affairs” A major
State’s financial or electoral systems, for example, likely includes thousands if
not hundreds of thousands of targets.'*” This challenge is illustrated in the final
report of the Global Commission on the Stability of Cyberspace.”*® In calling
for a prohibition on intrusions into the “public core” of the Internet, the report
describes the core in two levels of detail, including:

such critical elements of the infrastructure of the Internet as packet
routing and forwarding, naming and numbering systems, the cryp-
tographic mechanisms of security and identity, transmission media,
software, and data centers. . . . Packet routing and forwarding elements
include, but are not limited to, (1) the equipment, facilities, infor-
mation, protocols, and systems that facilitate the transmission of
packetized communications from their sources to their destinations;
(2) Internet Exchange Points (the physical sites where Internet band-
width is produced); (3) the peering and core routers of major networks
which transport that bandwidth to users; (4) systems needed to as-
sure routing authenticity and defend the network from abusive beha-
vior; (S) the design, production, and supply-chain of equipment used
for the above purposes; and (6) the integrity of the routing protocols
themselves and their development, standardization, and maintenance
processes.'?’
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Such enumeration efforts suggest quite a bit of homework for States, but, ar-
guably, work that will have to be done to some level not only to support more
granularity in expressions of opinio juris but also, we argue later, to support
tacit bargaining through direct cyber engagement. Indeed, we contend that
enumerating States’ domaine réservé is a necessary condition for creating gran-
ular, mutual understandings of acceptable and unacceptable behaviors.

Given the above, even under a scenario where two or more States declare
“narratively” similar, more precise domaine réservé (absent details on tech-
nical manifestation), tacit coordination around that precision should not be a
foregone conclusion as their understandings may not be “technically” similar,
that is, an understanding grounded in mutual understandings of the hardware-
software-processes those functions comprise. In the expressions of opinio juris
referenced above, for example, several States offered views that intervention
into the operations of a legislative body, the electoral system, and the financial
system is an internationally wrongful act. Thus, the narrative appearance of a
potential focal point for tacit coordination is present. However, it is not obvious
that those States have comparable understandings of how those State functions
and their associated activities manifest technically in their own States, let alone
in the other States.

Another challenge comes in the form of States having dissimilar views over
what domaine réservé comprises (an issue raised previously). For example,
China, Russia, and others consider the management of all ICTs, their content,
and the content they may receive or share in or through their sovereign territory
to be within their domaine réservé, a view not widely shared among States.
Tacit coordination among States holding different views of domaine reserve is
far less likely, but not impossible. History shows that many tacit understandings
are not composed of “symmetric exchanges,” because great power strategic
cultures are often idiosyncratic in what they value. After World War II, for ex-
ample, the United States recognized the security interests of the Soviet Union
in Eastern Europe but continued to press Moscow for an “open” rather than a
“closed” sphere of security interest, one in which Eastern European States would
enjoy a measure of political freedom and access to the West.'*

Finally, it is likely that the technical manifestations of domaine réservé
will routinely change for States, both as a result of discovery (i.e., revelations
regarding how domaine réservé manifests in and through cyberspace) and
through choice (as States respond to continuous changes within cyberspace it-
self). Both speak to the dynamism of the cyber strategic environment. This raises
an issue of how frequently States should or would have to update expressions of
opinio juris to ensure they are keeping customary international law in the context
of cyberspace up to date in a manner relevant for and consistent with States’ uses
thereof and cyberspace’s inherent dynamism. A mitigation for this issue may be
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found in the second element of customary international law: State practice. It
is likely that once a State has discovered or determined that a new or existing
system, policy, function, and/or activity is cyber-enabled, it will likely first act to
secure its cyber manifestations through State practice before (or if) expressing
in opinio juris that it should be considered part of its sovereign zone of protected

interests.'*!

State practice, then, is a reasonable manner through which updates
could be communicated. In fact, it is necessary if States want to consider cus-
tomary international law as a potential regulatory regime for cyber behaviors.

As averred previously, opinio juris coupled with consistent State prac-
tice—cyber faits accomplis and/or direct cyber engagement—would serve as
the constituent elements of new, binding rules of customary international law
addressing the cyber strategic environment. The presence of only one constit-
uent element does not suffice for the identification of a rule of customary inter-
national law.'** A belief that something is (or ought to be) the law (opinio juris)
unsupported by practice is mere aspiration; practice without acceptance as law,
even if widespread and consistent, can be no more than a non-binding usage; it
is the two together that establish the existence of a rule of customary interna-
tional law."*® Importantly, the existence of opinio juris and State practice need
not follow a particular order for the identification of a new rule of customary
international law. This flexibility aligns with the dynamism of the cyberspace
strategic environment and argues for a regime of cyberspace customary inter-
national law that is dynamic, at times and perhaps often updated by expressions
of opinio juris or by State practice.'** This recommendation is consistent with
social science observations regarding agreements in areas where rapid obso-
lescence is likely."* Likewise, it aligns with observations on the dynamism of
norms. Finnemore notes, “Part of the utility, and the challenge, of norms is that
their meanings are dynamic. Every new application of a norm to a new situation
refines understandings of exactly what the norm entails. These accumulations of
shared understanding can give norms depth and make them robust, but these
processes can also be contested and messy. Contestation of cyber norms is to
be expected, particularly because changing technology constantly creates new
situations.”*® Constructing robust regimes and processes through which to have
these debates is one way to manage these challenges.

Only when State practice is a general practice, meaning that it is sufficiently
widespread and representative (as well as consistent), can it be the basis of a rule
of customary international law. There are several potential evidentiary sources
of State practice, the most relevant for this discussion being operational conduct
“on the ground,” described by the International Law Commission as including
battlefield or other military activity as well as law enforcement and seizure of
property. The Commission, importantly, explicitly requires that “Practice must
be publicly available or at least known to other States,” further noting that it is
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difficult to see how confidential conduct by a State could serve such a purpose
unless and until it is revealed.'*” Some reference this requirement to argue that
“State cyber practice is mostly classified” or “otherwise shielded from observa-
tion by other states . .. [making it] difficult to definitively identify any cyber-spe-
cific customary international law.”*® This argument, however, ignores the bounty
of publicly available data on State cyber activity (APTs) that we referenced in
Chapter 4. That said, absent States’ concomitant expressions of opinio juris, these
data are evidence only of “non-binding usage” (practice without acceptance in
law) and therefore are not evidence of general practice. Nonetheless, that State
cyber behavioral data are widely available in open source materials counters the
argument that due to classification issues, it will be difficult to identify general
practice.

In sum, the emergence of expressions of opinio juris, in and of itself,
represents a valuable contribution to a process of constructing granular, mu-
tual understandings of acceptable and unacceptable behaviors, as well as an
important and necessary step for constructing a binding, adaptive customary
international law regime for cyberspace. Further, by establishing focal points,
their emergence sets the stage for tacit coordination and unilateral State prac-
tice around those focal points. If State practice manifests broadly and consist-
ently, general practice will be established. Indeed, there are some areas where
this arguably has already occurred absent expressions of opinio juris, for example,
areas highlighted in the 2015 GGE agreement. However, there are also ongoing
unilateral behaviors (cyber faits accomplis) upon which States do not concur
and which are not representative of shared strategic interests that could serve
as focal points for tacit coordination. In the absence of concurrence and pres-
ence of divergent interests, States could instead pursue tacit bargaining through
direct cyber engagement with the objective of arriving at mutually dependent,
mutual understandings of acceptable and unacceptable behaviors. Tacit bar-
gaining agreements would also aid in establishing general practice. In the next
section we take up the prospects for tacit bargaining in cyberspace and its poten-
tial contributions to cyber stability.

Tacit Bargaining— Seeking Mutually
Dependent, Mutual Understandings
through Cyber Interactions

A State bargains tacitly when it attempts to set a context for another State’s policy
choices through behavior rather than formal or informal diplomatic exchanges.
The process is tacit because actions (excluding directed rhetoric) constitute the
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critical medium of communication; it is bargaining for stability and not coer-
cion because the actions aim to influence an outcome that can only be achieved
through some measure of joint, voluntary behavior.'* It is important to note
that the pursuit of security through independent parallel reconfiguring of the
terrain and the means to maneuver and cause effects in and through that ter-
rain is the primary assumed goal of State action in the cyber strategic environ-
ment. The choice to emphasize stabilizing tendencies through tacit bargaining
is a secondary objective in an initiative persistent environment. More precisely,
then, tacit bargaining in and through cyberspace describes mutually dependent
State actions, and thus denotes a shift away from unilateral, independent State
actions that underpin tacit coordination (including cyber faits accomplis and
expressions of opinio juris) and toward direct cyber engagement. In this section,
we discuss the complementarity of tacit bargaining with the cyber strategic en-
vironment.'*° We then address a general criticism of tacit bargaining, as well as
specific concerns about its potential to construct new rules of customary inter-
national law in cyberspace. We conclude with practical limitations on States
engaging in tacit bargaining in cyberspace which constrain direct cyber engage-
ment and suggest mitigations to address those factors.

The cyber strategic environment is one of persistence and interaction, and
therefore is structurally and strategically supportive of tacit bargaining, which,
itself, is rooted in action. Should States adopt the strategic prescription for
initiative persistence, there could be substantial opportunities for tacit bar-
gaining through direct cyber engagement to reach mutually dependent, mutual
understandings of acceptable and unacceptable behaviors. Tacit bargaining,
moreover, has a “natural affinity” for managing relations in complex and dy-
namic environments, a challenge that some policymakers feel is an insurmount-

151 Finnemore and

able hurdle for international law governing in cyberspace.
Hollis state that the “value of cyber norms comes in the processes by which they
operate as much as the contents (or products) that such processes generate . ... in
important ways, the process is the product when it comes to cyber norms.”'>*
For all of the reasons just listed, the value of a tacit bargaining process to granular
norms construction is clear.

However, a tacit bargaining approach also faces challenges.

A general criticism of tacit bargaining is that, due to its tacit character,
resulting agreements cannot be substantively weighty. A stronger criticism, and
one particularly salient for the cyber strategic environment, is that tacit bar-
gaining is sensitive to “noise and interpretation.”'** The challenge of attribution
may be the most significant “noise” factor impacting efforts to assess or mon-
itor a particular State’s behavior against a sensitive system (e.g,, is a State trying
to bargain or holding to a bargain) given that multiple State or non-State ac-
tors may be targeting that system.'** In addition, “interpretation” of behavior in
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any tacit approach is challenging given the absence of direct, formal commu-
nication.'>> The general critique is not supported empirically, as Karin Koch
and Charles Lipson make clear in their research on the role tacit bargains in
the functioning of the Organization for European Economic Cooperation
(OEEC) and the Organization of the Petroleum Exporting Countries (OPEC),
respectively.'® The Missile Technology Control Regime serves as another ex-
ample.'”” Regarding noise, attribution is less of a challenge than it once was.
Profiles of APTs have revealed relatively consistent preferences in motivations,
types of targets, techniques, tactics, and procedures that increase confidence in

conclusions regarding the source of behaviors.'s*

Regarding interpretation, a
State’s confidence that a tacit understanding is being sought or sustained is en-
tirely informed by observation. Should States follow cyber persistence theory’s
prescription of initiative persistence, they could have a rich set of observations
to inform interpretations of each other’s behaviors. Noise and interpretation
challenges are formidable, but not insurmountable. Moreover, their impact on
tacit bargaining will likely vary over time with changes in State policy and tech-
nology. This suggests that these challenges should inform tacit bargaining policy
rather than be referenced as reasons for dismissing tacit bargaining as a pathway
toward cyber stability.

Noise and interpretation have implications for the simplicity and initial
comprehensiveness of tacit bargaining agreements that could be achieved
and their potential relation to the establishment of general practice in sup-
port of the identification of new rules of customary international law. Because
problems of noise and interpretation work against the construction of com-
plex tacit agreements, we would generally expect successful cyber tacit bar-
gaining to involve a specific focus. Historically, this seems to have been the
case—tacit bargaining in the Anglo-German and Anglo-French naval races,
for example, each involved a single type of ship."** In cyberspace, for example,
given the scope and technical complexity of the “public core” of the Internet,
realizing an all at-once comprehensive tacit agreement to prohibit cyber op-
erations targeting the same, while preferable, seems unlikely. Policymakers,
therefore, should consider an iterative tacit bargaining process that focuses on
pursuing specific agreements in series, each contributing to the larger objec-
tive. An initial effort could focus on prohibiting intrusions into the peering
and core routers of major networks that transport that bandwidth to users, a
follow-on effort could focus on systems needed to assure routing authenticity
and defend the network from abusive behavior, and so on. By slightly altering a
State’s expectations about the strategy and motivations of its opponent, every
successful tacit bargain increases the likelihood that another may occur. Over
time, tacit, mutually dependent, mutual understandings of acceptable and un-
acceptable behaviors would expand, creating a broader base for establishing
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general practice that would support new rules of customary international law.
In time, the climate could improve to a point where explicit, formal bargaining
to address the most difficult and complex issues could occur.

The natural affinity of tacit bargaining for breaking complex problems into
smaller constituent parts, resolving them, and moving forward can motivate
decision makers to bargain in specific areas even while most of their unilat-
eral cyber behaviors or mutually dependent cyber interactions continue to
be at odds.'®® Additionally, noise and interpretation demand continuous,
consistent, and observable behavior (e.g., general practice) to create and sus-
tain tacit bargains. Absent sustained, consistent, predictable behavior, tacit
bargains collapse. States adopting cyber persistence theory’s prescription of
initiative persistence, therefore, are well postured to both create and sustain a
tacit bargain.

Applying these observations to tacit bargaining over domaine réservé requires
that we revisit the challenges States face in understanding how their domaine
reéserve, and national interests more broadly, manifest in and through cyber-
space. States must do their homework before they can communicate to each
other any potential opportunities for tacit bargaining that may result in mutual
understandings. There is no escaping this requirement. In addition, institutional
constraints—operational capacity, domestic laws, and national cyber policies—
may further restrain tacit bargaining. Some aspects of domaine réservé may be
outside the legal purview or resources of a State’s primary cyber forces. And
States may experience human and/or technological constraints on their ability
to attribute and respond in a timely and repetitive manner to mitigate “noise”
and “interpretation.”

The tacit bargaining discussion up to this point presumes that bargaining
occurs through direct cyber engagement at the “logical location” of contested
key cyber terrain, which reduces the effect of “noise.” Yet so long as effects are
proportionate, countermeasures in cyberspace need not be confined to the log-
ical location of the internationally wrongful act or to the specific entity that
authored the wrongful act.'®' Thus, a State could employ a cyber fait accompli or
direct cyber engagement to communicate the unacceptability of the adversary’s
actions. This could exacerbate the deleterious effects of “noise” and “interpreta-
tion” on achieving a bargain, but the trade-off may be acceptable for operation-
ally constrained States.

Additional mitigations would be available to States facing capacity and/or
institutional constraints to securing key cyber terrain if two countermeasure
exceptions recommended by more forward-leaning States and scholars appeared
more broadly in State expressions of opinio juris: collective action on behalf of a
victim State; and “no notice,” anticipatory countermeasures. Estonia’s president
addressed the progress made toward collective countermeasures: “Our ability
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and readiness to effectively cooperate among allies and partners in exchanging
information and attributing malicious cyber activities has improved. The
opportunities for malicious actors to walk away from their harmful actions with
plausible deniability are clearly shrinking. Last year [2018] demonstrated that
states are able to attribute harmful cyber operations both individually and in a
coordinated manner.”'¢*

Anticipatory countermeasures would allow the offended State to pre-
clude competition over its key cyber terrain from an adversary’s set of poten-
tial strategic choices. This exception would require high confidence that an
adversary will likely and opportunistically act to gain control over a State’s
specified key cyber terrain. The countermeasure itself, preferably, would rep-
resent a minimum necessary, or an estimated proportional action to preclude
the adversary wrongful act(s).'®> Assessments in support of this exception
are achievable and need not be endlessly complex.'** The criterion and recipe
offered by Estonia’s president for ex post attribution are equally appropriate
for supporting this ex ante exception. President Kaljulaid noted, “At the end
of the day what is required from the attributing state, is not absolute certainty
but what is reasonable. When assessing malicious cyber operations we can
consider technical information, political context, established behavioural
patterns and other relevant indicators.”'®® This perspective is consistent with
that offered by Brian Egan in 2015, then legal advisor to the US Department
of State, who noted, “Absolute certainty is not—and cannot be—required.
Instead, international law generally requires that States act reasonably under
the circumstances when they gather information and draw conclusions based
on that information.”*¢

In sum, the concept of tacit bargaining aligns well with the cyberspace stra-
tegic environment and could serve as a key vehicle for constructing granular,
mutual understandings of acceptable and unacceptable behaviors. This, in turn,
could come to represent general practice, inform new rules of customary inter-
national law, and help mitigate the destabilizing tendencies that might come
from an imbalance of initiative, unintended incidents, or spirals of action and
reaction. Although the cyber strategic environment enables this possibility,
States must overcome a range of constraints to fully capitalize on the oppor-
tunity. These include limited understandings of how their national interests
manifest in cyberspace, lack of capacity to fully secure those interests, and in-
stitutional restrictions on the operational reach of their primary cyber forces.
New interpretation of the principle of countermeasures could overcome some
of these constraints. Advances in cyber technologies offer another route, albeit
one that raises potential risks for cyber stability, which we address in the next
section.
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High mutability is a feature of the cyber strategic environment and must be taken
into account in any consideration of cyber stability. We focus on two projected
more immediate evolutions: the transition to SG technology and the prospect of
a marked increase in Al-enabled cyber operations.

Although we and others argue that States are not incentivized to disable
or degrade large segments of the Internet, States are nonetheless incentivized
to position themselves in ways that facilitate exploitation at times, locations,
scales, and for durations of their choosing. The development of SG networks
presents a strategic opportunity for States seeking a foundational advantage.
There are several ways in which 5G networks themselves are more vulnerable
to cyber exploitation than their predecessors.'®” First, they move away from
centralized, hardware-based switching to distributed, software-defined dig-
ital routing, thereby denying the potential for chokepoint inspection and con-
trol (yet another example of the ongoing default of building more and easier
access for efficiency even if it introduces more security challenges). Second,
SG networks now execute through software higher-level network functions
formerly performed by physical devices. These functions are supported by a
common language of Internet Protocol and well-known operating systems that
have proven to be valuable tools for those seeking to exploit networks.'*® Thus,
were a State-sponsored manufacturer of SG technology platforms to dominate a
local, regional, or global infrastructure, they could potentially hold the “keys to
the kingdom.'¢

Third, the rollout of SG portends the introduction of tens of billions of “in-
secure smart devices” attached to the network colloquially referred to as the
Internet of Things (I0T).!” In 2018, there were 7 billion IoT devices; in 2019,
the number of active IoT devices reached 26.66 billion; and in 2020, experts
estimated the installation of 31 billion IoT devices. Every second, 127 new
IoT devices are connected to the web. By 2025, it is estimated that more than
75 billion IoT devices will be connected,'”! broadly binned into five types of
applications: consumer, commercial, industrial, infrastructure, and military.'”>

A future cyber strategic environment including billions more “insecure smart
devices” further enriches the abundance of organic opportunities for exploi-
tation by States.!”® The Mirai botnet DDoS attack on Dyn in October 2016,
an effort led by a college student, serves as an early indication of what is pos-
sible. The botnet, comprising exploited commercial IoT devices, at its peak
comprised 600,000 devices with only forty-six IoT devices being central to its
growth—primarily video security cameras and digital video recorders.'”* The
attack disrupted Internet traffic for most of the US East Coast.'”> As we have



116 CYBER PERSISTENCE THEORY

argued, the cyber strategic environment does not incentivize States to cause such
disruption, but they have been opportunistic nonetheless. On May 23, 2018,
Cisco Talos published an alert regarding its discovery of “VPNFilter” malware on
over 500,000 small and home offices routers and storage devices spread across at
least fifty-four countries.'”® The malware, attributed by the US Federal Bureau of
Investigation to APT28 (a Russia State-sponsored APT'), was designed to conduct
surveillance on its targets and gather intelligence, interfere with Internet commu-
nications, monitor industrial control systems (such as those used in electric grids,
factories, and other infrastructures), and conduct destructive operations.”” In
April 2019, Microsoft reported that APT28 exploited commercial IoT—a voice-
over-IP phone, an office printer, and a video decoder—in multiple customer
locations.'” The ingenuity States exhibited in the last decade of cyber campaigns
and operations is on display in operations integrating IoT devices—not simply as
bots or to gain accesses to more valuable devices, systems, and networks, but also
as part of nontraditional command-and-control server infrastructure.'”

Reporting on the APT28 incident, Microsoft noted, “These simple attacks
taking advantage of weak device management are likely to expand as more
IoT devices are deployed in corporate environments.”'® This speaks to the
problem of shadow, legacy, and abandoned applications on networks—a
problem exacerbated by commercial IoT devices and further compounded by
the now prevalent “bring your own device to work” culture (consumer IoT).'s!
Consumer IoT devices are purposefully designed to connect to a network and
thus may connect to an organization’s networks with little management or over-
sight. In large complex enterprises, IT operation centers often do not know IoT
devices are connected to their networks.'®?

Concomitant with an increase in IoT devices, we should expect State cyber
faits accomplis targeting those devices to increase and outpace direct cyber
engagements. To the degree this increase contributes to imbalances in initiative,
it introduces a risk to cyber stability. Additionally, to the degree it contributes
to the gap between State behaviors and mutual understandings of acceptable
and unacceptable behaviors, it could undermine cyber stability. States’ cyber
capabilities and capacities could have a strong influence on the validity of this
expectation and conclusions, however. We next consider how advances in the
development of Al platforms could influence States’ abilities to secure or exploit
this ever-expanding virtualscape.

Potential Impact of Al

Advances in machine learning and deep learning, heretofore referenced as arti-
ficial intelligence or Al, will impact cyber security and, we argue, cyber stability.
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There are valid competing arguments for whether AI platforms will provide
more advantage to those wanting to secure the international status quo vice
those seeking to alter it.'*?

Schneier believes that “Al has the capability to tip the scales more toward de-
fense” yet offers arguments supportive of both offense and defense.'®* Al will
support discovering new vulnerabilities for offensive operations to exploit along
with new types of vulnerabilities for defensive operations to patch, enabling au-
tomatic exploitation and patching.'®® AT will support reacting and adapting to an
adversary’s actions, both offensively and defensively. Al will support abstracting
lessons from individual incidents, generalizing them across devices, systems,
and networks, and applying those lessons to increase overall attack and defense
effectiveness. And Al will support identifying strategic and tactical trends from
large datasets and using those trends for both offense and defense.'*¢

Others emphasize how Al could advantage attackers by automating tasks and
thus alleviating the existing trade-off between scale and efficacy of attacks.'®’
Al could support rapid and wide-scale identification of vulnerabilities and
their automated exploitation. Al may expand the threat of labor-intensive
cyberattacks like spear phishing. Al could enable novel attacks to exploit human
vulnerabilities, such as using speech synthesis for impersonation. Al could also
identify and exploit the vulnerabilities of others’ Al systems through adversarial
inputs, data poisoning, and model extraction.'*® Absent a contribution from Al
that is more qualitative than quantitative in character, some believe the defense
will eventually gain the upper hand.'®

At the time of this writing, the technical community has not reached con-
sensus on whether Al will advantage the offense or defense. From the perspec-
tive of cyber persistence theory, this lack of consensus is immaterial because the
analytical measure itself (offense-defense balance) is not applicable to the cyber
strategic environment, except in limited tactics. However, in the logic and lex-
icon of cyber persistence theory, a couple of observations can be made about the
impact of AT on cyber stability.

Greater adoption of AI has the prospect of further compressing time to ob-
serve, orient, decide, and act. The literature on stability suggests that time com-
pression exacerbates destabilizing tendencies. Additionally, AI holds out the
prospect of automating the exploitation of vulnerabilities as well as their preven-
tion and mitigation. Given that testing of AT defensive systems has demonstrated
that most are vulnerable to exploitation through a discovery process of repeated

intrusion attempts,'”

Wyatt Hoffmann proposes that “unlike other domains
where engagements between attackers and defenders might be episodic, e.g.
autonomous weapon systems in kinetic warfare,” competitors will be inclined,
instead, toward persistent behavior to seek out vulnerabilities in adversary

defenses."”! Although Hoffmann argues this will introduce instability, we argue
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at the outset of this chapter that a strategic environment of persistent action, that
is, the cyber strategic environment, is not inherently unstable.'”

A question worthy of critical examination is “Where must the human deci-
sion maker sit on the loop to make consequential decisions over introducing
destabilizing tendencies or controlling the choice to breach cyber agreed com-
petition?” Policymakers also should be concerned with the global rates of dif-
fusion and adoption of Al platforms.'”® Should diffusion be slow or adoption
be limited, imbalances of initiative may emerge and incentivize States on the
“losing ends” to resort to armed attack to remedy their perceived loss of rela-
tive power.

Intriguingly, the process of machine learning could, itself, be leveraged as
a stabilizing reinforcement. If core security algorithms leveraged by States for
cyber faits accomplis or direct cyber engagements emphasize tactics, operations,
and campaigns that cumulatively advance national interests short of actions
and outcomes that would produce instability, the algorithms can be taught and

trained to promote cyber stability.'>*

Conclusion

The voluminous activity comprising cyber agreed competition does not
preclude the coexistence of stability and fluidity. For this to occur, States must
align with the structural imperative of the environment and effectively execute
strategies that map to the prescriptions and expectations of cyber persistence
theory. The GGE, OEWG, and other explicit, formal approaches to establishing
norms of acceptable behavior in support of cyber stability are not aligned with
key features of either the current geostrategic or the cyber strategic environments.
To mitigate the consequences of this misalignment, tacit coordination and tacit
bargaining should play more prominent roles in States’ efforts to construct gran-
ular, mutual understandings of acceptable and unacceptable behaviors. Pivoting
toward this new approach as well as other better-aligned strategies is the subject
of our remaining two chapters.



The Cyber Aligned Nexus
of Theory and Policy

Our purpose in writing this book was to align theory with the reality of the
cyber strategic environment and create a foundation upon which to derive
strategy and policy. This required us to: (1) articulate the theory of cyber per-
sistence and position it for further development by scholars and practitioners;
(2) demonstrate the theory’s explanatory and prescriptive power and juxtapose
these findings with the dominant paradigm of deterrence; and (3) offer policy
recommendations based on the new theory. Here we summarize our efforts at
theory development and offer recommendations for the academic community
of cyber security studies scholars and the policy community managing national
security strategy in the digital age.

Thelogic of cyber persistence theory derives from the fundamental features of
the networked computing environment. Cyberspace is “a global domain within
the information environment consisting of the interdependent network of in-
formation technology infrastructures and resident data, including the Internet,
telecommunications networks, computer systems, and embedded processors
and controllers.”

The theory of cyber persistence adopts a systems-level analysis. It starts
from the premise that cyberspace is a sociotechnical environment, and
interconnectedness its central feature. Interconnectedness means that States are
in a structurally imposed condition of constant contact with all other actors in
this global system.> Constant contact is not a policy choice; it is the core condi-
tion that logically follows from having to operate in an interconnected world.
This approach differs from a unit-level analysis of State behavior that assumes
contact may also be imminent, potential, or episodic, but not constant.

In cyber persistence theory, the interconnectedness of cyberspace carves
out a distinct strategic environment that is defined by the prospect that at every
minute of every day some actor somewhere has both the capacity and will to
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exploit some vulnerability that allows access to one’s national sources of power
directly or indirectly. The terrestrial organizing principle of segmentation (the
opposite of interconnectedness) assumes that contact with others has some de-
gree of separation salient enough to give time and or distance to protect, so that
the contact can be deemed episodic (potential, imminent contact with sources
of national power that typically require crossing some demarcated line that is
organized, seen, and actuated). Constant contact with sources of national power
raises a fundamentally different security situation. Just as nuclear weapons
overwhelmed defense and raised a new fundamental security question—How
can I'secure when I cannot defend?—global networked computing overwhelms
deterrence, raising yet another new fundamental security question—How do
I secure in an interconnected environment of constant contact?® This question
requires a redefining of security itself, where reactive avoidance of action (de-
terrence) and reactive mitigation of action (defense) are not sufficient. Where
deterrence moved the locus of security out of one’s own hand and placed it in
the mind (decision calculus) of the adversary, interconnectedness and constant
contact place the locus of security in a continual struggle over initiative—who
has it will be more secure.

The global networked computing environment is a warehouse for and gateway
to troves of sensitive, strategic assets that translate into wealth and power, and
the capacity to organize for the pursuit of both. In line with its original architec-
ture, this global networked computing environment is at once macro-resilient
and micro-vulnerable, with very low entry costs for acquiring cyber capabilities.
The combination of resilience and vulnerability creates a distinct dynamic—
States can seek to exploit vulnerabilities at scale with little fear of destabilizing
the overall technical environment. As the potential for exploitation is ever-pre-
sent and States are in constant contact due to interconnectedness, they should
assume their sources of national power—economic, political, social, and mili-
tary—are vulnerable and can be undermined in and through cyberspace. Cyber
activity, thus, must be a strategic concern.

Cyber persistence theory argues that this resilience-vulnerability convergence
produces a structural imperative for States to persist in seizing and maintaining
the initiative to set the conditions of security in and through cyberspace in one’s
favor. States set conditions by exploiting adversary vulnerabilities and reducing
the potential for exploitation of their own.

Thus, cyber persistence theory argues that the dominant form of State beha-
vior in cyberspace will be exploitation short of armed-attack equivalence, not
coercion or brute force. This primarily takes the form of cyber faits accomplis—a
limited unilateral gain at a target’s expense where that gain is retained when the
target is unaware of the loss or is unable or unwilling to respond. China’s illicit
cyber-enabled acquisition of IP and North Korea’s exploitation of international
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financial systems to circumvent international sanctions are examples. A less prev-
alent type of exploitative action is direct cyber engagement, where a State directly
engages with another actor for control over key cyberspace terrain. Examples are
the US grappling with Trickbot and with ISIS network administrators and the
November 2014 competition between the United States and Russia’s APT29 for
control over Department of State and White House IT systems.

The cyber strategic environment can reward States engaging in these
behaviors with cumulative strategic gains over time. These behaviors, in turn,
produce an inter-State dynamic of competitive interaction short of armed con-
flict rather than cyber escalation into armed conflict. The result is cyber agreed
competition, a tacitly bounded, self-limited strategic phenomenon whose lower
and upper bounds are inclusive of operational restraint and exclusive of opera-
tions causing armed-attack equivalent effects.

Set against the empirical record, the principles of cyber persistence theory
provide a more robust explanation for the behavior we are witnessing in the
early twenty-first century. The abundance of open source evidence available
to researchers and policymakers aligns more clearly and comprehensively
with cyber persistence theory than with the expectations and assumptions of
theories of coercion. Cyber persistence theory presents a stark contrast to the
explanations, predictions, and prescriptions of deterrence theorists, who rely on
a coercion frame to explain cyberspace behavior and dynamics. A focus on uni-
lateral behavior, rather than mutually dependent behavior, yields greater explan-
atory power. Competitive interaction, rather than escalation, is the dominant
dynamic in this space below armed attack equivalence.

This alignment between theory and reality goes beyond greater explanatory
strength and carries forward prescriptively into the policy and strategy realm.
States whose behavior aligns with the expectations of cyber persistence have
been gaining relative to States whose policies and strategies align with legacy
theories of coercion. What these States have found is that persistence in seizing
the initiative, rather than restraint, is central to defending and advancing one’s
interests and values in and through cyberspace.

Policy Implications

As noted above, cyber persistence theory has explanatory power and provides
prescriptive direction. It opens further research avenues for the academic com-
munity and informs policy development for practitioners managing national
security strategy in the digital age. Throughout this book we have offered a
new strategic vocabulary better aligned with the realities of the cyber strategic
environment that we hope postures the cyber security studies community for
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future academic progress. Here, we highlight the most important prescriptive
implications of the theory for the policy community.

Planning and Posturing for the Cyber
Strategic Environment

Given that exploitative campaigns below the threshold of armed attack are the
dominant form of cyber behavior, policymakers seeking enhanced security in
and through cyberspace should adopt a “campaign mindset” when they pre-
pare, plan, and posture. They should view adversary behavior through the lens
of campaigns rather than individual intrusions, hacks, or incidents. Planning and
preparing for “significant” incidents or catastrophic attacks,* while important,
omit how ongoing campaigns comprising activities whose individual effects
never rise to the level of a significant incident, and therefore rarely elicit a timely
response, cumulatively produce strategic gains. In strategic cyber competition,
the campaign is the relevant unit of analysis, and cumulative effects,® rather than
use-of-force or armed-attack equivalence, is the primary metric of consequential
behavior.

This reorientation does not supersede planning for crisis and conflict
scenarios that approach or breach the armed attack threshold. Rather, con-
tingency planning for militarized crises and armed conflict must coexist with
planning and executing continuous cyber campaigns short of armed conflict.
A reflexive focus on low probability-high impact events, therefore, must be
resisted in the cyber strategic environment where campaigns in competition
are strategically impactful not just as a potential step toward war or a pause be-
tween crises. Policymakers need to shift their focus to where the preponderance
of consequential action is now and where cyber persistence theory expects it to
remain, to evolve in unanticipated ways, and to accelerate in frequency.

Adopting the strategic framework of exploitation as the dominant State be-
havior with competitive interaction as the central dynamic and cyber agreed
competition as the prevailing strategic phenomenon means pivoting away from
a focus on deterrence, escalation, and armed attack. This prescription is coun-
terintuitive for practitioners who hold a taken-for-granted coercive bargaining
mindset. From that perspective, States can influence each other’s strategic cost-
benefit calculations to act (or not act); they must impose costs that exceed
benefits, credibly signal redlines, hold targets at risk, and have at the ready on-
the-shelf response options. Cyber persistence theory explains why there is an
imperative to be active in cyberspace. Therefore, resources and planning efforts
should focus on precluding adversary options for exploitation (action) rather
than trying to alter the adversary’s cost-benefit calculus to act no matter how



The Cyber Aligned Nexus 123

hard it is to break from that nuclear strategic environment structured mindset.
It is through initiative persistence that security can be obtained, not by ceding
decisions and action to the other side.

In support of this more active orientation, domestic policy and legal
frameworks should be crafted or amended to enable cyber operational persist-
ence, agility, and initiative rather than reinforcing inaction and restraint. For ex-
ample, in the case of the United States, the 2019 National Defense Authorization
Act included new and clarified authorities enabling an increased tempo of
USCYBERCOM’s operations outside the DoD networks.°

Interconnectedness, the core structural feature of the cyber strategic envi-
ronment, requires continuous integrated campaigning, supported by ongoing
collaboration, integration, and synchronization, across all relevant cyber pla-
nning and operational players and all instruments of national power. A quick test
policymakers should use in cyber-related policy decisions is to always ask, “Does
this policy create greater synergy or segmentation?” and choose solutions that
favor synergy. The challenges of interconnectedness cannot be solved through
separation.

Operating in and through the Cyber Strategic Environment

Cyberspace is continuously changing through both intentional action and or-
ganic evolution. Myriad vulnerabilities exist, as do opportunities to alter the
terrain (physical, logical, persona) and interactions within it. If a State is not
controlling the tempo of activity with respect to an adversary, then that State is
reacting and the odds are that it is operating under less than favorable conditions
set by more active States, who have gained initiative.

Cyber persistence theory argues that security rests in initiative persistence in
setting the conditions of security within the virtualscape. This is accomplished
by anticipating how one can be exploited in and through cyberspace and taking
away—or precluding—exploitation opportunities that could produce strate-
gically consequential effects, either at once or cumulatively over time. States
would also be wise to exploit adversary vulnerabilities (for example, to expose,
disrupt, or degrade) as a hedge against potential aggressors. The cyberspace
strategic environment is flush with vulnerabilities that are ripe for exploitation
and offers the potential for cumulative gains from operating in the competition
space below armed conflict that exceed any cumulative costs incurred through
retorsion, the “go-to” playbook for States reacting to cyber exploitations. In this
competitive space the cyber fait accompliis the primary form of State cyber beha-
vior used to define the security contours of the cyber strategic environment (e.g.,
the vulnerability landscape).” Operators, therefore, should persist in seizing and
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maintaining initiative, continuously setting, and resetting, the conditions of se-
curity so that their leaders can defend and advance national interests and values
in and through cyberspace.

Cyberspace campaigns are ongoing across space and time; and so too must
approaches be to thwarting them. There is no operational pause in cyberspace,
and for this reason operational restraint cedes initiative. This does not mean
being everywhere all the time; it does mean that the struggle to sustain the in-
itiative and set favorable security conditions in cyberspace is enduring. This
requires a continuous operational tempo supporting preclusion efforts with a
campaign-based, rules-of-engagement mindset that exploits adversary cyber
targets of opportunity now, rather than trying to hold targets at risk for some
future contingency or episodically reacting to events. Security and stability in
cyberspace flow from deliberate, cumulative action, not the threat of prospec-
tive action.

There will be those who wave the escalation and instability flags. As we
presented in Chapter S, cyber persistence theory argues that the cyber strategic
environment offers a strategic incentive (the potential to cumulate gains short
of armed conflict to strategic effect) that, when coupled with a core technical
feature (macro-resilience and micro-vulnerability), discourages escalatory be-
havior. Policymakers should understand the conditions that might incentivize
escalation, for example, a gross and sustained imbalance of initiative or an ac-
cumulation by an adversary of extraordinary gains. However, after more than a
decade of competitive activity in the cyber strategic environment, escalation out
of the cyber competition space into armed conflict has not occurred. States have
been emboldened over time, engaging in malicious behavior routinely when un-
impeded. Still, emboldened behavior within the cyber competition space is not
escalation out of competition and into crisis or armed conflict.

Maturing the Cyber Strategic Environment

Cyber persistence theory views cyber activity below armed conflict not as an
anomaly but rather as a manifestation of the emergence of a new competitive
space where agreement over the substantive character of acceptable and unac-
ceptable behaviors is immature. The past decade has witnessed the emergence of
de facto norms defined by massive theft of intellectual property, expanding con-
trol of Internet content, attacks on data confidentiality and availability, violations
of privacy, and interference in democratic debates and processes. Unless actively
contested by smartly using all instruments of national (and international) power,
these activities will continue to be normalized.® Policymakers should therefore
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be actively working to mature this space by applying cyber persistence theory’s
core prescription of seizing and maintaining initiative.

One line of effort should be to evolve international law and diplomacy to
address strategic cyber competition. Policymakers and diplomats can leverage
existing international law or seek to establish customary international law
to manage instability that may result from cyber strategic campaigns short of
armed conflict. For example, States should support the creation of exceptions
for countermeasures that parallel those for self-defense—including an ability to
target non-State actors and utilize collective and anticipatory countermeasures.

A second line of effort is for States to articulate how their national interests, in-
cluding domaine réservé, manifest in and through cyberspace; and then declare
interpretations of existing principles and rules (opinio juris) of international law
in the context of cyberspace, as well as manifestations of national interests and
domaine réserve that are subject to those rules. For example, if a State declares
that holding free and fair elections falls under its domaine réserve, it should de-
scribe the infrastructure enabling that function and declare that actions against
the infrastructure that disrupt free and fair elections are considered violations of
the rule of non-intervention.

This would support a third line of effort to employ tacit bargaining through
cyber campaigns that fall within the bounds of cyber agreed competition in
order to construct and reinforce mutual understandings of acceptable and un-
acceptable behaviors around and about that function or infrastructure. This ac-
tivity would serve as evidence of State practice and, as such, could contribute
to the establishment of binding, customary international law in the context of
cyberspace.

Paradigm Change

The logic of cyber persistence theory does not amount to just a competing
explanation of cyber security dynamics in the early twenty-first century—it
represents a new paradigm premised on new assumptions, key concepts, lex-
icon, and methodology that explains and describes the overwhelming majority
of State activity in and through cyberspace. Consequently, cyber persistence
theory should supplant deterrence theory as States’ touchstone for developing
cyberspace strategy and policy.

Paradigm changes mark new beginnings. For scholars, this book represents
a starting point for building a robust, comprehensive body of cross-disciplinary
theory on cyber security. For practitioners, the book can anchor new strategies
and policies that marry cyber persistence theory’s strategic prescriptions with
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States’ capacities, institutional constraints, and interpretations of interna-
tional law.

Given the enormous creativity that it took to create cyberspace, we remain
hopeful that such positive creativity will prevail in securing it.

In the next, final chapter of this book, we examine to what degree and when
US policymakers came to understand that the cyber strategic environment
warranted a new strategic approach and how that recognition led to adjustments
in strategy and policy.



United States Case Study

Previous chapters demonstrated the explanatory power of cyber persistence
theory. Here we turn to the theory’s prescriptive potential. To do so, we examine
the evolution of US cyber strategic thinking and cyber activities from the estab-
lishment of US Cyber Command in 2010 up to 2021 in order to bridge the gap
between theory and practice. The case study reveals a story about a status quo
State wedded to legacy strategies and structures struggling with the dynamics of
the cyber strategic environment—a struggle that leads to a significant pivot in
approach aligned with the prescriptions of cyber persistence theory. Adopting a
Kuhnian frame, we argue that this pivot is by no means complete or irreversible
and that additional policy adaptation consistent with cyber persistence theory’s
policy prescriptions is necessary if security interests are to be advanced within
the cyber strategic environment. While seated in an examination of the United
States, we conclude with the larger observation that these prescriptions are gen-
eralizable to all States.

What makes the United States a useful case from which to generalize is that it
represents a “least likely” case for the prescriptions of cyber persistence theory.
Relative to other countries, the United States is most likely to adhere to legacy
security strategies that have served it well in sustaining its leading status in the
global distribution of power. Evidence presented in preceding chapters shows
that the behaviors of other cyber powers such as Russia, China, and North
Korea align with the expectations of cyber persistence theory. Evidence that
the United States is adopting strategies and behaviors also aligned with the
core tenets of cyber persistence indicates that the prescriptive potential of the
theory may also match its explanatory capacity. In the end, the theory expects
that not adopting the policy prescriptions logically derived from it will be costly
to States. Whether States adjust accordingly is another matter; evidence that the
United States is adapting is, therefore, interesting for theory development and
promising for policy outcomes.

Cyber Persistence Theory. Michael P. Fischerkeller, Emily 0. Goldman, and Richard J. Harknett, Oxford University Press.
© Oxford University Press 2022. DOI: 10.1093/0s0/9780197638255.003.0007
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Specifically, the case study traces to what degree and when US policymakers
came to understand that the cyber strategic environment warranted a new stra-
tegic approach.’ It shows an evolution in threat assessments leading initially to
gradual adjustments in strategy and policy and in 2018, to a more dramatic and
public shift aligned with cyber persistence theory’s arguments and prescriptions.
Evidence suggests that cyber persistence theory’s core strategic principle of per-
sistence in seizing the initiative to set and maintain the conditions of security in
and through cyberspace has been applied across the US government since 2018,
but unevenly and in an ad hoc manner.

We adopt a Kuhnian framework on paradigm change to explain why US
policymakers have struggled to recognize and adapt. The legacy of deterrence
as the US central security strategy continues to cast a long shadow over cyber
strategy, limiting opportunities to better protect and advance US national
interests in and through cyberspace and to promote cyber stability. We identify
specific areas where adaptation has not occurred, propose ways to align activity
to the policy prescriptions of cyber persistence theory, and advance a whole-of-
nation-plus framework to achieve the political and organizational synergy the
interconnected environment of cyberspace requires.

The case study unfolds over three periods: 2010-2014, 2015-2017, and
2018-2021. From 2010 to 2014, the White House promoted law enforcement
as a deterrent and the establishment of responsible cyber norms; DoD strategy
focused on defense and resilience.” By 20135, strategic guidance reflected an ex-
panded threat assessment with significant concern over catastrophic attacks or
attacks of “significant consequence.” The White House’s strategy of deterrence
expanded beyond law enforcement to embrace all instruments of national
power. Diplomatic efforts continued to pursue international norms, while de-
terrence joined defense and resilience as core tenets of DoD’s cyber strategy.’
By 2018, the threat assessment had shifted to great power strategic competition,
with equal concerns expressed for adversary cyber campaigns short of armed
conflict and catastrophic attacks. The White House’s cyber strategic guidance
continued prescribing deterrence using all instruments of national power and
pursuing international norms through diplomacy.*

However, in 2018, DoD made " a sharp pivot with its “defend forward” cyber
strategy. The strategy to persistently contest adversary cyber activity in day-to-
day competition short of armed conflict now stood side by side with deterrence
of significant cyber incidents.” The defend forward strategy reinforced ideas
from US Cyber Command’s (USCYBERCOM) 2018 Command Vision, which
introduced the operational approach of persistent engagement. New presidential
policy as well as cyber-specific statutory provisions enacted by Congress in the
FY19 National Defense Authorization Act provided vital support to this pivot.
Taken together, these guidance documents and actions embody and support
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many of the strategic prescriptions and policy recommendations of cyber per-
sistence theory’ although, as we assess, to enhance security in the digital age
these pivots are necessary but not sufficient actions consistent with prescriptions
of cyber persistence theory as a full US Government paradigm change had not
occurred.

2010t0 2014
The White House and DoD

In October 2011, US Deputy Defense Secretary William Lynn III announced
that “as the scale of cyberwarfare’s threat” to US national security had come into
view, “the Pentagon has formally recognized cyberspace as a new domain of war-
fare”® This declaration followed the formation in May 2010 of USCYBERCOM
as a sub-unified command under US Strategic Command and the May 2011 re-
lease of the White House’s International Strategy for Cyberspace.® The International
Strategy declares, “The United States will defend its networks, whether the threat
comes from terrorists, cybercriminals, or states and their proxies. Just as impor-
tantly, we will seek to encourage good actors and dissuade and deter those who
threaten peace and stability through actions in cyberspace. We will do so with
overlapping policies that combine national and international network resilience
with vigilance and a range of credible response options.” Moreover, it argues,
“Risk reduction on a global scale will require effective law enforcement; interna-
tionally agreed norms of state behavior; measures that build confidence and en-
hance transparency; active, informed diplomacy; and appropriate deterrence.”*

The roughly similar ordering in both statements reflects the weight of effort
assigned to various tools of national power to address cyber threats: defense/
resilience, law enforcement as a deterrent, norms establishment, and credible
response options as a deterrent. An unclassified fact sheet on Presidential Policy
Directive 20, signed October 2012, reinforces this argument by declaring, “It is
our policy that we shall undertake the least action necessary to mitigate threats
and that we will prioritize network defense and law enforcement as preferred
courses of action.”"! Indeed, in 2014, Admiral Michael Rogers, then commander
of USCYBERCOM and director of the National Security Agency (NSA)/
Central Security Service (CSS), testified that the United States tends to view
highly methodical and systematic adversary cyber operations short of armed-at-
tack equivalence “as a law enforcement issue.”*?

The 2011 DoD cyber strategy aligned with the White House’s International
Strategy and made clear that defense/resilience is DoD’s priority. To wit, “The
implementation of constantly evolving defense operating concepts is required to
achieve DoD’s cyberspace mission today and in the future. As a first step, DoD is
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enhancing its cyber hygiene best practices to improve its cybersecurity. Second,
to deter and mitigate insider threats, DoD will strengthen its workforce com-
munications, workforce accountability, internal monitoring, and information
management capabilities. Third, DoD will employ an active cyber defense capa-
bility to prevent intrusions onto DoD networks and systems."* Fourth, DoD is
developing new defense operating concepts and computing architectures. All of
these components combine to form an adaptive and dynamic defense of DoD
networks and systems.”'* The only mention of deterrence addressing non-in-
sider threats is a repetition of the sentence from the White House’s International
Strategy regarding the need to develop credible response options.

In October 2012, then US Secretary of Defense Leon Panetta elevated the
specter of a “cyber Pearl Harbor,” a scenario he described as involving cyber
actors launching several attacks on US critical infrastructure at once in com-
bination with a physical attack. The collective results of such an attack would
cause physical destruction and loss of life and would also paralyze and shock
the country."® This concern, however, had no noticeable effect at that time on
how the US government intended to leverage its most potent cyber instrument
of national power, namely DoD. When General Keith Alexander retired in 2014
as the dual-hatted commander of USCYBERCOM and director of NSA/CSS,
the tenor of his farewell ceremony makes clear that policymakers wanted the
US military to refrain from employing its operational capability and capacity in
cyberspace. “DoD will maintain an approach of restraint to any cyber operations
outside the U.S. government networks. We are urging other nations to do the
same,” said Defense Secretary Chuck Hagel at Alexander’s retirement.' Hagel’s
statement portended the increasingly central role that a strategy of deterrence
would play in DoD’s next cyber strategy.

US Department of State and US Department of Justice

During this period, the US Department of State (DOS) did not produce a cyber
strategy, but its chief cyber diplomat, Chris Painter, had a lead role in writing
the White House’s 2011 International Strategy for Cyberspace. Accordingly,
diplomats participated in several explicit, formal diplomatic fora seeking
to establish international norms of responsible behavior in cyberspace: the
UNGGE, G20, and G7 efforts described in Chapter S.'” Also, in May 2014, the
US Department of Justice (DOJ) released its first unsealed indictment against
State-sponsored cyber operators for cyber-enabled intellectual property theft,
an effort supporting the White House’s emphasis on law enforcement-based
deterrence.'®
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Although the International Strategy opens with a quote from President Barack
Obama describing cyberspace as “interconnected,”” there is no apparent rec-
ognition of the deeper implications associated with that structural feature and
its attendant logic of cyber persistence. US adversaries, on the other hand, were
drawing a very different set of lessons about the nature of cyberspace based on
the Arab Spring, which began in December 2010. Global interconnectedness
fostered by the Internet, they learned, could facilitate uprisings and coups, and
even topple regimes. Cyberspace could have strategic consequences outside of
armed conflict. Autocrats, worried that their political hold on power would be
undermined by digital-age capabilities empowering civil society, soon began to
increase repression, surveillance, and active social manipulation of their own
populations in and through cyberspace. They then turned those techniques out-
ward on the rest of the world.

The year 2013 was a strategic inflection point as regimes that felt threatened
by Internet-based subversion began launching offensive cyberspace operations
to harass Western governments and corporations.”> More capable adversaries
began operating against US and allied corporate and government systems, il-
licitly acquiring intellectual property and personally identifiable information at
scale, and targeting critical infrastructure. Where once espionage was the major
concern, there was a shift to disruptive (e.g., the 2012-2013 DDoS attacks
conducted by the Iranians against financial networks in New York), and then de-
structive (e.g., 2014 data deletion attack by the Iranians against a US casino and
the North Korean attack against Sony Pictures) attacks.

Despite this activity, the United States adhered to its “doctrine of restraint,”
even as allowing adversary activity to go largely unchallenged appeared to em-
bolden and incentivize aggressors to continue experimenting and operating
with impunity. The reality of State behavior and interaction in cyberspace was
beginning to diverge markedly from the model of war, catastrophic attack, and
coercion upon which US cyber strategy and policy were based.

When assessing the 2010-2014 period against the arguments and
prescriptions of cyber persistence theory, we observe the following:

« No recognition of a structural imperative to operate persistently;

« No recognition that cyber faits accomplis short of armed-attack equivalence
are the primary behavior in cyberspace;

« No recognition that States are able to achieve strategic outcomes through
cyber competitive interaction short of armed-attack equivalence (via cyber
faits accomplis or direct cyber engagement operations/campaigns);

« Norecognition or acceptance that a strategy of deterrence is ineftective against
such campaigns;
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« No recognition or acceptance that tacit, rather than explicit bargaining may
be a more fruitful approach to constructing a binding regime of international
norms for the cyber strategic environment.

2015t0 2017
The White House and DoD

The 2015 DoD cyber strategy differs from the 2011 DoD strategy primarily
in perspective—it reflects an aspiration for leveraging and maturing US cyber
capabilities in the service of national security. The 2015 strategy detailed three
missions: DoD must defend its own networks, systems, and information; DoD must
be prepared to defend the United States and its interests against cyberattacks of sig-
nificant consequence; and DoD must support operational and contingency plans.*!
These also represent the defense, deterrence, and warfighting missions assigned to
USCYBERCOM at the time. The first mission—defense—is a carryover from the
2011 DoD strategy and was the Command's priority mission.?” The third mission
represents a recognition and acceptance that maturing cyber capabilities should be
considered in the deliberate contingency planning process and in ongoing opera-
tions.”* The second mission reflects a recognition that DoD has a role in defending
the nation in cyberspace, but it was a distant third priority and tightly circumscribed
in terms of responding to a catastrophic attack. The strategy makes clear DoD’s and
USCYBERCOMs role in defending the nation from such attacks (i.e., they would
establish a deterrence posture of operational restraint): “As a matter of principle, the
United States will seek to exhaust all network defense and law enforcement options
to mitigate any potential cyber risk to the U.S. homeland or U.S. interests before
conducting a cyberspace operation.””* Additionally, the strategy declares, “The
United States will always conduct cyber operations under a doctrine of restraint, as
required to protect human lives and to prevent the destruction of property.”
Shortly after publication of the 2015 DoD strategy, the White House
submitted to Congress a report describing the nation’s cyber deterrence strategy.
The report notes that in seeking “to counter malicious cyber activity that poses
significant threats to the nation, and to deter nation-states and non-state actors
seeking to harm the United States through cyber-enabled means” the “United
States’ cyber deterrence policy relies on all instruments of national power—
diplomatic, information, military, economic, intelligence, and law enforce-
ment—as well as public-private partnerships that enhance information security
for U.S. citizens, industry, and the government.”* The report’s section entitled
“What the United States Will Seek to Deter” declares that the US government
seeks to deter cyberattacks “that pose a significant threat to the national or eco-
nomic security of the United States or its vital interests. Specifically, this includes
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cyber threats that threaten loss of life via the disruption of critical infrastructures
and the essential services they provide; or that disrupt or undermine the confi-
dence in or trustworthiness of systems that support critical functions, including
military command and control and the orderly operation of financial markets or
that pose national-level threats to core values like privacy and freedom of expres-
sion.”*” The focus on catastrophic attacks is clear.

DOS, DOJ, and US Department of Treasury (USDT)

As in the previous period, the US DOS supported the White House’s strategy
to establish norms by participating in several explicit, formal diplomatic fora,
with the 2015 UNGGE agreement setting the high mark for such efforts and
the failure of the UNGGE to sign a 2017 agreement setting the low mark.
Additionally and notably, in 2016, Brian Egan, a DOS legal advisor, hinted at a
complementary approach to constructing norms. Egan noted that States must
“do more work” to clarify their interpretations of the principles of sovereignty
and non-intervention and that mutually agreed-upon behaviors regarding both
“ultimately will be resolved through the practice and opinio juris of States.”*®

The US DOJ continued supporting deterrence by law enforcement. It released
seven new unsealed indictments and joined with the UK’s National Crime
Agency in a combined operation that disrupted the operational infrastructure of
the Dridex malware administrators.?>*° The capabilities of the US Department
of Treasury (USDT) were employed in support of a cyber deterrence strategy
through Executive Orders 13694 (April 2015) and 13757 (December 2016),
enabling the use of economic sanctions against malicious cyber actors.>!

By2016,in the wake of Russian attempts to influence the presidential elections
and in spite of all of these government-wide efforts, frustration in Congress and
the broader policy community with ongoing adversary cyber operations and
campaigns was palpable.’ Political leaders, particularly in Congress, clamored
for more cyber deterrence, including a strategy and options, to halt the barrage
of intrusions and attacks across government, industry, and academia. One of
the most vocal and persistent critics was then-Chairman of the Senate Armed
Services Committee, Senator John McCain. He pushed relentlessly for the gov-
ernment to develop a comprehensive cyber deterrence strategy and equally
chastised the Obama and Trump administrations for not delivering a cyber de-
terrence policy.** During a March 2017 hearing, McCain complained that the
United States was still “treating every [cyber] attack on a case-by-case basis” and
projecting weakness in cyberspace that “has emboldened our adversaries.”** He
continued, “As America’s enemies seized the initiative in cyberspace, the last
administration offered no serious cyber deterrence policy and strategy.”** This
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statement is particularly pertinent for two reasons. First, it is indicative of the
predisposition of many US policymakers to presume that deterrence is the ap-
propriate strategy for the cyber strategic environment—it will work if we try
harder, many believed.* Second, characterizing adversary behavior as “seizing
the initiative” and yet calling for more deterrence actually highlights the contin-
uing misalignment between traditional security thinking from the nuclear stra-
tegic environment and the core strategic principles of cyber persistence theory.
As of yet, the United States had not considered that what other States were
doing was in fact strategically grounded in a different view of the cyber strategic
environment.

In sum, when assessing the 2015-2017 period against the arguments and
prescriptions of cyber persistence theory, we observe the following:

« Still no recognition of a structural imperative to operate persistently;

« Arecognition and acceptance that a cyber fait accompli of armed-attack equiv-
alence could occur, but (still) no recognition that the cyber fait accompli short
of armed-attack equivalence is the primary behavior in cyberspace;

« Still no recognition that States are able to achieve strategic outcomes through
cyber competitive interaction short of armed-attack equivalence;

o Still no recognition or acceptance that a strategy of deterrence is ineffective
against such campaigns;

« A recognition (the DOS comment on State practice and opinio juris), but no
acceptance, that tacit, rather than explicit, bargaining may be a more fruitful
approach to constructing a binding regime of international norms for the
cyber strategic environment.

2018 t0 2021
The White House and DoD

The 2018 US national cyber strategy marked a notable shift in cyber threat as-
sessment, arguing “that the United States is engaged in a continuous competi-
tion against strategic adversaries . . . [who] use cyber tools to undermine our
economy and democracy, steal our intellectual property, and sow discord in
our democratic processes.””” It concludes that these “[n]ew threats and a new
era of strategic competition demand a new cyber strategy that responds to new
realities.”*® This assessment is consistent with the US 2017 National Security
Strategy, which notes that “adversaries and competitors became adept at oper-
ating below the threshold of open military conflict and at the edges of inter-
national law” thus requiring the United States to “rethink the policies of the
past two decades” and develop “new operational concepts and capabilities to
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win without assured dominance in air, maritime, land, space, and cyberspace
domains, including against those operating below the level of conventional mili-
tary conflict.** However, the 2018 National Cyber Strategy indicates no such shift
in policy or operational concepts; rather, it continues promoting defending the
homeland by protecting networks, systems, functions, and data and preserving
peace and security by strengthening the United States’ ability—in concert with
allies and partners—to deter and, if necessary, punish those who use cyber tools
for malicious purposes.*

DoD’s 2018 “defend forward” cyber strategy, however, took up the call for
change, arguing that, in addition to deterring significant cyber events, it is neces-
sary to “persistently contest malicious cyber activity in day-to-day competition”
short ofarmed conflict.*' The central mechanism for this change was described in
USCYBERCOM'’s 2018 Command Vision: persist in seizing and maintaining the
initiative in and through cyberspace based on new cyber operational concepts of
anticipatory resilience, defend forward, and contest.** General Paul Nakasone,
who assumed command of USCYBERCOM in May 2018, recognized that the
Command Vision aligned with his experience in 2016 leading Joint Task Force
Ares to combat ISIS, and he embraced it.* He called for USCYBERCOM’s op-
erational teams to shift from being a “response force” to a “persistence force,” and
argued that “[u]nlike the nuclear realm, where our strategic advantage or power
comes from possessing a capability or weapons system, in cyberspace it’s the use
of cyber capabilities that is strategically consequential. The threat of using some-
thing in cyberspace is not as powerful as actually using it.”**

General Nakasone also made the following arguments:

« Dersistent engagement “cannot be successful if our actions are limited to
DOD networks. To defend critical military and national interests, our forces
must operate against our enemies on their virtual territory as well . . . adopting
a posture that matches the cyberspace operational environment.”*

« USCYBERCOM has “shifted away from the earlier emphasis on holding
targets ‘at risk’ for operations at a time and place of our choosing,” and instead
“will operate continuously to present our decision makers with up-to-date
options.”

« USCYBERCOM is “building relationships with U.S. institutions that
are likely to be targets of foreign hacking campaigns—particularly in the
Nation’s critical infrastructure—Dbefore crises develop, replacing transac-
tional relationships with continuous operational collaboration among other
departments, agencies, and the private sector. These relationships are crucial
to thwarting attackers before they strike.”

« Finally, “we are ensuring our capabilities, operational tempo, decision making
processes, and authorities enable continuous, persistent operations.”*’
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According to then-deputy assistant secretary of defense for cyber policy Ed
Wilson, the 2016 Russian cyberattacks on the Democratic National Committee
network helped drive a consensus in the US government to “take the next steps
with active cyber defense, including indictments and the [2018 DoD] Defend
Forward strategy.”*

After the release of the 2018 DoD cyber strategy and USCYBERCOM
Command Vision, Rob Joyce, then White House cybersecurity coordinator,
commented:

We’ve decided that we’ve got to have one element of our national power
be cyber capabilities. . . . Looking at a strategy that just says: “We're
going to wait until the attacks come to us, and then we’ll defend them at
the boundary, we’ll clean up and remediate and try to push them back
out after there’s been a compromise, we’ll recognize that we lost infor-
mation”; that’s not a winning strategy.*’

Joyce further noted that “It’s about making it harder for them [US adversaries]
to succeed. . .. Some of that will be taking away the infrastructure they’re using.
Some of it [is] exposing their tools.”** These statements from the White House
are evidence that, although the cyber strategic prescriptions in the 2018 National
Cyber Strategy did not represent the strategic shift the document called for, the
White House nevertheless embraced the strategic shifts put forth in the 2018
DoD cyber strategy and USCYBERCOM Command Vision. Further evidence is
found in the 2018 drafting of National Security Presidential Memorandum 13
to accompany the 2018 National Cyber Strategy. In discussing the new strategy,
then-National Security Advisor John Bolton noted that the administration had
also “repealed what is known as PPD-20, an Obama administration PD on offen-
sive cyber operations,” and replaced it with a new presidential directive that “ef-
tectively reversed those restraints.” “We're not just on defense as we have been,”
stated Bolton.”!

Congress also embraced this shift in the 2019 National Defense
Authorization Act (NDAA). The 2019 NDAA includes new/clarified
authorities enabling an increased tempo of USCYBERCOM’s operations
outside the DoD networks.’? Under 10 U.S.C. § 394 (a) and (b), specifi-
cally, it is stated that the Secretary of Defense shall “develop, prepare, and
coordinate; make ready all armed forces for purposes of; and, when appro-
priately authorized to do so, conduct, military cyber activities or operations
in cyberspace, including clandestine military activities or operations in cy-
berspace, to defend the United States and its allies, including in response to
malicious cyber activity carried out against the United States or a United
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States person by a foreign power,” and that Congress affirms that “the activ-
ities or operations referred to in subsection (a), when appropriately author-
ized, include the conduct of military activities or operations in cyberspace short
of hostilities . . . or in areas in which hostilities are not occurring.”** These
subsections are highlighted because such language is a necessary condition
for cyber operations in the competitive space short of armed conflict. As
such, it supports execution of the 2018 DoD cyber strategy guidance calling
for the United States to “assertively defend our interests in cyberspace below
the level of armed conflict.”**

As noted above, when appropriately authorized to do so, the law also states
that the US Secretary of Defense shall conduct clandestine military activities or
operations in cyberspace. 10 U.S.C. § 394 (c) further clarifies that “[a] clandes-
tine military activity or operation in cyberspace shall be considered a traditional
military activity”** This designation ensures that military cyber operations do
not trigger the statutory covert action framework even when conducted on a
deniable basis, thereby supporting cyber actions at the speed of relevance that
cyber persistence theory argues is essential for managing the cyber strategic
environment.*®

Finally, the DoD general counsel’s March 2020 remarks noting that “many
States’ public silence in the face of countless publicly known cyber intrusions
into foreign networks precludes a conclusion that States have coalesced around
a common view that there is an international prohibition against all such opera-
tions” marked an interpretation of international law that aligned with the defend
forward/persistent engagement strategic approach.’’

The 2018 DoD cyber strategy and USCYBERCOM Command Vision repre-
sent a strategic shift in how the US government uses its cyber capabilities to se-
cure national interests in and through cyberspace and, as such, answers the 2018
National Cyber Strategy’s call for a new policy and operational concepts.

It is no coincidence that in October 2019, General Paul Nakasone, as dual-
hatted Commander of USCYBERCOM and Director of NSA/CSS, stood up
the National Security Agency Cybersecurity Directorate to “prevent and erad-
icate cyber threats in national security systems and critical infrastructure” with
an initial focus on the companies that build and maintain defense and weapons
infrastructure and accompanying capabilities.’® The largest agency in the US in-
telligence community shows signs of persistence in seizing the initiative to set
the conditions of security in and through cyberspace.

These changes, however, represent a departure from DOS, DO]J, and USDT
approaches that continue to vigorously pursue activities aligned to a deterrence
policy framework, despite the fact that a failure of deterrence policy is a primary
source of ongoing US policymaker frustrations.*
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DOS,DOJ, USDT

The US DOS, still absent its own cyber strategy, successfully advocated for the
inclusion in the 2018 National Cyber Strategy of a “Cyber Deterrence Initiative
(CDI) to build such a coalition [of like-minded States] and develop tailored
strategies to ensure adversaries understand the consequences of their mali-
cious cyber behavior.”® In this initiative, the Strategy declares the United States
“will work with like-minded states to coordinate and support each other’s
responses to significant malicious cyber incidents, including through intelli-
gence sharing, buttressing of attribution claims, public statements of support
for responsive actions taken, and joint imposition of consequences against
malign actors.”®* Chris Ford, US Assistant Secretary of State for International
Security and Nonproliferation, in speaking about the CDI noted, “[W]e have
worked within the U.S. government and with international partners to build
a shared capacity to swiftly impose consequences when our adversaries trans-
gress this framework [of responsible behavior]. Working with interagency
colleagues, we have developed policies, processes, and response options that
allow us to act quickly”® It is unclear what those response options are, but
their intent is clear: deterrence. From the DOS perspective, options would
include acts of retorsion expressed as, for example, withdrawing or expelling
diplomatic missions or staff, a formal written démarche, limiting high-level
visits, or “attribution diplomacy.”®®

Ford argues that “attribution diplomacy” is a critical part of the CD], a line
of effort consistent with the 2018 National Cyber Strategy’s claim that deterrence
“includes diplomatic, information, military (both kinetic and cyber), financial,
intelligence, public attribution, and law enforcement capabilities”** He asserts,
“Our policy and our actions are clear in this respect, and they contribute both
to reinforcing norms of responsible behavior and to deterring irresponsible
actions. We will ‘name and shame’ foreign adversaries who conduct disruptive,
destabilizing, or otherwise malicious cyber activity against the United States or
our partners. And we do.”®

US DOJ indictments of foreign cyber operators picked up pace in this pe-
riod (law-enforcement based deterrence), with ten unsealed indictments in
2018 alone. For example, in September 2018, an individual associated with
the North Korean regime was charged with malicious activities including the
creation of the malware used in the 2017 WannaCry 2.0 global ransomware at-
tack; the 2016 theft of $81 million from Bangladesh Bank; the 2014 attack on
Sony Pictures Entertainment (SPE); and numerous other attacks or intrusions
on the entertainment, financial services, defense, technology, and virtual cur-
rency industries, academia, and electric utilities.® The most publicized unsealed
indictment, perhaps, was of twelve Russians associated with the Russian Main
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Intelligence Directorate (GRU) who were accused of interference in the 2016
US presidential election.’” Shortly after the release of the Russian indictment,
the DOJ’s Cyber Digital Task Force published its 2018 strategy. In announcing
the publication, Deputy Attorney General Rod Rosenstein argued that public
indictments achieve deterrence.®® The Task Force’s strategy also notes that “the
State Department often uses information from our investigations and crim-
inal indictments in diplomatic efforts to attribute malign conduct to foreign
adversaries to build consensus with other nations to condemn such activities,
and to build coalitions to counter such activities”®

Attributions behind DOJ indictments are also used to support USDT actions.
Following the aforementioned indictment of twelve Russian GRU officers, the
Secretary of the Treasury imposed financial sanctions against those individuals
under an executive order authorizing sanctions for malicious cyber-enabled
activity targeting US elections.”” The USDT’s actions blocked all property
and interests in property of the designated persons subject to US jurisdiction
and prohibited US persons from engaging in transactions with the sanctioned
individuals. Similarly, following the aforementioned September 2018 indict-
ment of an individual associated with the North Korean regime, the USDT
announced sanctions for “significant activities undermining cybersecurity
through the use of computer networks or systems against targets outside of
North Korea on behalf of the Government of North Korea or the Workers’ Party
of Korea.””!

When assessing the 2018-2021 period against the arguments and
prescriptions of cyber persistence theory, we observe the following in official
US documents and pronouncements:

« Arecognition and acceptance (by DoD, the White House, and some members
of Congress) of a structural imperative to operate persistently;

« Arecognition and acceptance that a cyber fait accompli of armed-attack equiv-
alence could occur and that cyber faits accomplis short of armed-attack equiv-
alence are the primary behavior in cyberspace;

« Arecognition and acceptance that States are able to achieve strategic outcomes
through cyber competitive interaction short of armed-attack equivalence;

« A recognition and acceptance (by DoD) that a strategy of deterrence is inef-
fective against such campaigns;

« A recognition (from the 2016 DOS legal counsel and 2020 DoD general
counsel comments on State practice and opinio juris), but no acceptance,
that tacit, rather than explicit bargaining may be a more fruitful approach to
constructing a binding regime of international norms for the cyber strategic
environment.
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Viewing US Cyber Strategy through the Lens of
Kuhnian Paradigm Change

The US cyber strategy evolution covered by this chapter bears the hallmarks of
a Kuhnian paradigm crisis and change moment.”” Until 2018, the United States
applied as its central approach to cyberspace a strategy of deterrence, defaulting
toward restraint in the face of provocations. Deterrence had become a synonym
for security in cyberspace and thus came to mean all things to all people. Rather
than ask how to increase security in cyberspace, policymakers and their congres-
sional overseers asked how to deter in cyberspace—assuming that key features
of the physical domains supporting a deterrence strategy were also present in the
virtual domain.”

This framing, which presumed the answer, became commonplace in US gov-
ernment open discussions and during congressional testimony.”* Deterrence was
going to stop everything: strategic cyber war, ISIS’s virtual caliphate, the theft of
intellectual property, as well as attacks against US government systems and crit-
ical infrastructure. Every approach to security was either called deterrence or
framed in the deterrence language of imposing costs and denying benefits. How
did this come to be?

Several factors contributed to the reflexive reliance on deterrence theory
and the iron grip that strategies of coercion hold on US policymakers and stra-
tegic thinkers. For the DoD, it reflected a legitimate preoccupation with the
consequences of cyber capabilities for war. Prevailing in war is the military’s pre-
eminent no-fail mission, and cyberspace was considered strategically significant
if it had bearing on armed conflict—either winning the conflict or deterring it.
By the 1980s, cyberspace was already a military concern and viewed through
the lens of war.”® National Security Decision Directive (NSDD)-14S in 1984
identified national security risks from converging telecommunications and au-
tomated information systems. It anticipated that national security data could be
not only exploited by foreign adversaries but also corrupted or destroyed, with
strategic implications.”

After the swift victory of US-led coalition forces in the 1991 Persian Gulf
War, cyberspace quickly became intertwined with the concept of information
war and integrated into joint warfighting doctrine. The battlefield now extended
beyond geographic terrain to the electromagnetic spectrum. Prominent de-
fense intellectuals John Arquilla and David Ronfeldt warned that “Cyberwar Is
Coming!””” In 1996, joint doctrine subsumed computer network attack under
information operations.”® The integration of information operations—in-
cluding computer network defense and attack—into joint warfighting doctrine
was bolstered by military conflicts in the Balkans (1999) and Iraq (2003).
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By the time the precursor organization to USCYBERCOM—]Joint Task
Force-Computer Network Operations (JTF-CNO)—was stood up in 2002
and then transferred to Joint Functional Component Command for Network
Warfare (JECC-NW) in 2005, cyber operations were comfortably ensconced in
the strategic space of armed contflict. With cyberspace formally recognized as a
domain of warfare in 2010, as critical to military operations as land, sea, air, and
space,” it was but a short step to apply the strategic approach of deterrence to
cyberspace.

The “deterrence default” was reinforced by a national security enterprise
dominated for nearly two generations by deterrence thinking. The vast majority
of contemporary national security practitioners and senior academics were
schooled during or immediately after the golden years of Cold War scholarship,
which produced a trove of classics focused on coercion theory.** Unsurprisingly,
fixation on coercion, militarized crisis, and war in cyberspace led to a “high-
and-right” bias in the cyber literature. For over two decades, practitioners and
academics have been debating if, when, and how cyberwar will occur.®!

Deterrence theory, thus, had attained “paradigm” status. During the Cold War,
it was firmly ensconced as the logic that drove the strategies of the superpowers
(whether it did in reality or not), and anyone who wanted to advocate for dif-
ferent policy had to address the theory’s core logic.** Unsurprisingly, in the
first decades of the twenty-first century, the United States and other Western
democracies assumed cyberspace was a deterrence strategic environment and
that prospective response and operational restraint would produce positive
norms and stability.

The reality of State behavior and interaction in cyberspace, however, proved
to be quite different from the model of war, catastrophic attack, and coercion
underlying US cyber strategy and policy. Most adversary State-sponsored
cyber activity occurred outside armed conflict and was not primarily coercive
in application.*® Despite all evidence to the contrary, practitioners and scholars
succumbed to paradigm lock—the inability to change from a deterrence
mindset, instead tinkering with the paradigm to explain away cyber anomalies.**
These are hallmarks of what Kuhn called a “paradigm crisis.”®

As friction between reality and theory became more pronounced with
adversaries making strategic gains in and through cyberspace outside of armed
conflict, the first condition for paradigm change—misalignment between theory
and observed reality—was in place. But as Kuhn notes, this is a necessary, but
not sufficient condition for paradigm change.

The decision to reject one paradigm is always simultaneously the de-
cision to accept another, and the judgement leading to that decision
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involves comparison of both paradigms with nature and with each
other.®

By 2018, an alternative way of thinking emerged in the logic of cyber persist-
ence. The validity of cyber persistence theory’s core arguments and strategic
prescriptions was recognized and accepted by key US policymakers, leading to
a new DoD strategic approach of defend forward/persistent engagement and a
host of supporting actions by the White House and Congress.

The strategic principle of seizing the initiative to set and maintain the
conditions of security in and through cyberspace also took hold beyond the
Pentagon in a few places, albeit in an ad hoc manner and within the wider con-
text of the strategic tit-for-tat reaction dynamic characterizing US-China re-
lations since 2018.%” The June 2018 US declaration of increased tariffs to halt
Chinese “unfair trade practices” was, in part, a reaction to China’s cyber-enabled
IP theft.*® However, other US actions reflect initiative persistence. For example,
after the defeat of its nominee to China’s preferred candidate for leading the
United Nation’s (UN) Food and Agriculture Organization, the DOS seized the
diplomatic initiative in early 2020 and launched an assertive diplomatic cam-
paign to defeat China’s nominee to lead the UN’s World Intellectual Property
Organization.* In so doing, the DOS denied China the opportunity to legiti-
mize in a global forum its practice of cyber-enabled IP theft.

Additionally, recognizing that China could potentially accrue strategic ad-
vantage if its SG equipment supported US 5G infrastructure, the 2019 National
Defense Authorization Act prohibited US government use of Huawei, ZTE,
Xiaomi, and other untrusted vendors from China. In April 2020, the DOS
announced the associated program of “Clean Path” 5G to ensure DOS networks
and supply chains remain free of dependencies on untrusted foreign vendors
like Huawei and ZTE.*® Later that year, the DOS announced the Global Clean
Network program, which rejects Chinese government affiliated vendors and sets
the requirements for trusted vendors.”” To inhibit Huawei’s SG infrastructure
component production capacity, in May and August 2020, the US Department
of Commerce (DOC) announced restrictions on Huawei’s ability to acquire
electronic components developed using US technology.”> In September 2020,
the DOC also announced it was prohibiting WeChat and TikTok transactions
based on a national security concern that China would harvest personally iden-
tifiable information (PII) of the users of those applications.”

That said, deterrence theory has displayed extraordinary staying power and
Kuhn'’s framework suggests it would be premature to write its epitaph. Cyber
deterrence is hardly a straw man or fringe idea in either policy or academic
circles. To wit, the DOS persists in its argument that “attribution diplomacy”
contributes both to reinforcing norms of responsible behavior and to deterring
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irresponsible actions, even though this view is not supported by empirical evi-
dence. Florian Egloff’s study of the effects of public attribution on future State
cyber behavior shows that States” concerns about public attribution typically
lead to “a more careful tailoring of their offensive operations.” For States still
building offensive capabilities, Egloff surmises the effect will be efforts to “adapt
their policies and procedures to prevent indiscriminately delivering effects.”**
Neither of these “consequences” is indicative of deterrence or of reinforcing
norms, unless adversary efficiency is considered a desirable norm. Of course, it
may well be the case that some States are not at all concerned with public attri-
bution. When discussing the issue of Russian cyber operations seeking to influ-
ence the US presidential election, for example, President Obama stated, “[ T |he
idea that somehow public shaming is going to be effective, I think doesn’t read
the thought process in Russia very well.”*®

Likewise, the DOJ’s claim that public indictments achieve deterrence is
equally tenuous. Garret Hinck and Tim Maurer show that “Based on the existing
record, bringing criminal charges against foreign hackers and online influence
operators does not appear to impose enough costs on adversaries to convince
them to cease from further malicious activity.”® Both Jack Goldsmith and Peter
Machtiger further argue that after five years of high-profile indictments of for-
eign cyber operators, there is little evidence to support Rosenstein’s argument
that DOJ indictments “stop or even slow these activities.””” US Attorney David
Hickton, on the other hand, considers the law enforcement effort against for-
eign cyber operators to be a long-term one, likening it to indictments issued in
Florida against South American drug kingpins during the height of the drug war.
Then, as now, skeptics wondered what the point was of bringing cases against
individuals who seemed all but certainly beyond the reach of US law enforce-
ment. Today, Hickton says, US prisons are filled with drug traffickers. Left un-
said, however, to Goldsmith’s and Machtiger’s point, is that drugs continue to
flow across the border in significant volume.”®

The Cyber Digital Task Force’s note that DOS often uses information from
their investigations and criminal indictments to build coalitions to counter ma-
licious cyber activities implies that the indictments support deterrence. But this
circles back to the fragile “attribution supports deterrence” claim.”” Moreover,
there is no guarantee that US allies will join in a chorus of public attribution
as then-Assistant Attorney General John Demers learned after a July 7, 2020,
indictment charging cyber operators supported and directed by the Chinese
Ministry of State Security with cyber-enabled intellectual property.'® The in-
dictment specifically mentions twelve companies affected that were located
in Australia, Belgium, Germany, Lithuania, the Netherlands, South Korea,
Sweden and the UK, a clear case of an international campaign. Demers noted in
the DOJ’s July 21 press conference that the case was “another example of how
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like-minded countries can stand together to counter malicious state-sponsored
cyber activities,” and, he said, “[W]e are appreciative of the statements that are
going to be made by several of these countries in the coming hours”'*! Yet few
of the promised statements actually arrived from the countries listed in the in-
dictment, and statements from the handful of countries that did weigh in were
noticeably soft toward China.'®

Attributions behind DOJ indictments are also used to support the appli-
cation of USDT sanctions; however, there is scant evidence that the punitive
impact caused by sanctions against these individuals will deter State cyber be-
havior.'”® Would there be a higher likelihood of deterrence if sanctions targeted
groups instead of individuals? The USDT has, in fact, enacted group sanctions.
In September 2019, Sigal Mandelker, Under Secretary of the Treasury for
Terrorism and Financial Intelligence, announced, “Treasury is taking action
against North Korean hacking groups that have been perpetrating cyberattacks
to supportillicit weapon and missile programs.”!%* To extend this line of thinking
to its logical end, might the likelihood increase even further if States themselves
were the targets of USDT sanctions?'” When these questions are examined in
light of evidence, the answer is consistently no. Russia, North Korea, and Iran,
all subject to significant USDT and other international sanctions for cyber and
non-cyber transgressions, have shown no consequent inclination to curb their
ongoing strategic cyber campaigns.

In fact, our earlier discussion of North Korea (Chapter 4) makes clear that the
regime leans heavily on cyber operations to circumvent the impact of sanctions.
North Korea demonstrates that the cyber strategic environment rewards oper-
ational persistence, not operational restraint, and so sanctioned States do not
sit idly by as time passes. Consequently, the cumulative effects of sanctions
simply do not, and arguably cannot, offset the cumulative gains adversaries ac-
crue through continuous cyber operations short of armed conflict. Indeed, the
trajectories of the two over time are mirror images. With the strategic value of
imposed costs diminishing over time and the strategic value of cumulative gains
increasing, a prohibitive cost threshold that might deter future behavior will
never be reached.'®

In sum, policymaker arguments that these DOS, DOJ, and USDT activities
“achieve” deterrence or deter “irresponsible actions” find no support when sub-
ject to rigorous analysis whether considered in isolation or in combination."”” Some
policymakers admit as much. Then-White House National Security Advisor
Robert C. O’Brien reflected in August 2020, “We’ve sanctioned the heck out
of the Russians—individuals, companies, the government. . .. We’ve kicked out
literally scores of spies. We've closed down all of their consulates on the West
Coast. We closed down diplomatic facilities. There’s not a lot left we can do with
the Russians.” In October 2020, he further noted, “One of the problems we have
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with both Iran and Russia is that we have so many sanctions on those countries
right now that there’s very little left for us to do.”'* This is not to dismiss the im-
portant roles and capabilities these departments could bring to a national cyber
strategy better aligned with the cyber strategic environment than is a strategy
of deterrence; rather, it is to suggest they have been suboptimized in support of
deterrence.

Early evidence from the Biden administration reveals that deterrence may,
again, play a central role in US national cyber strategy.'” The administration
promotes “integrated deterrence” as the DoD strategy, although its meaning
has not been fully fleshed out.''” The role of cyber mission forces in contin-
gency operations and warfighting once again is a focus of discussion in the
DoD, even as the White House remains equally concerned with cyber’s stra-
tegic impact outside of armed conflict (e.g., ransomware, SolarWinds, Microsoft
Exchange, Colonial Pipeline).!!! Support for a tacit bargaining approach to com-
plement explicit bargaining efforts to construct a more granular set of mutual
understandings of acceptable and unacceptable cyber behaviors, while publicly
recognized by a few as a fruitful if not inevitable path forward, has not been
widely embraced by policymakers. The DOS continues to rely on explicit bar-
gaining, defining redlines, and promoting the Cyber Deterrence Initiative.''?

Even those who applaud reported successes of defend forward/persis-
tent engagement operations continue to call for deterrence as the central cy-
berspace strategy and describe these successes in deterrence terms.' This is
not merely a matter of semantics. Paradigms provide basic assumptions, key
concepts, mechanisms, and methodologies. Evoking deterrence implies a set of
assumptions, concepts, mechanisms, and dynamics that are wholly distinct from
those comprising cyber persistence theory. Strategic vocabulary should be con-
sistent with strategic action. In a national security context, disconnects stall the
acceptance of a new paradigm, which leads to a mis- or underutilization of de-
partment and agency authorities and capabilities, contradictory strategic com-
munications, and an inconsistent and noncohesive national strategy.

All of the above supports an argument that it is premature to declare a para-
digm change. The US shift from a central reliance on deterrence to a more com-
prehensive adoption of cyber persistence is still underway, with the groundwork
for a paradigm change firmly in place. Kuhn’s observations serve as a cautionary
note for anyone expecting new paradigms to be accepted quickly and evenly.
We expect no less with cyber persistence theory. Existing paradigms are sticky.
Some States or entities within States will adopt new precepts more readily than
will others. Consistent with Kuhn’s observations, outside the DoD, a few US
departments and agencies have begun to adopt the new paradigm’s strategic
prescriptions in an ad hoc manner. However, deterrence precepts remain in-
fluential because of policymakers’ familiarity and comfort with deterrence
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thinking, despite overwhelming evidence that the approach is ineffective against
adversaries’ primary (strategic) cyber behaviors, which occur below the level of
armed conflict. In this regard, we are reminded of the comment by military his-
torian Liddell Hart, “There are over two thousand years of experience to tell us
that the only thing harder than getting a new idea into the military mind is to get

an old one out.”!*

Actions to Further Institutionalize a
Kuhnian Change

US policymakers can go much further to align policy and strategy to the logic
of the cyberspace strategic environment.''* The potential contributions of US
DOS and DOJ efforts to seize and maintain initiative have, until now (end of
2021), been underutilized because of an emphasis on setting redlines, signaling,
and imposing costs. DOS’s singular focus on explicit bargaining and the Cyber
Deterrence Initiative to establish and reinforce norms of responsible behavior
also neglects opportunities to expand tacit bargaining, as well as lay the ground-
work for defend forward/persistent engagement at scale.

By altering the framing of public attributions, DOS (and like-minded States)
could move beyond a reliance on voluntary, non-binding norms to a binding re-
gime of customary international law. Declaring the “irresponsible behaviors”
being called out as internationally wrongful acts in violation of a principle or
rule of international law would begin to amass evidence of State practice nec-
essary for the establishment of new rules of customary international law for
cyberspace.''¢

The international public attribution of Russia as the State actor behind the
large-scale cyberattack against Georgia on October 28, 2019, was a lost oppor-
tunity toward this end.""” In late February 2020, Georgia, the UK, the United
States, the European Union, and many other States, in a series of generally co-
ordinated statements, publicly attributed the cyberattack to the Russian GRU.
The attributions are most notable for what they omit: a clear reference to a rule
of international law the attributed cyber conduct allegedly breached. The US
statement called out Russia’s irresponsible, reckless, and destabilizing activi-
ties. The UK and the Netherlands decried Russia’s reckless, destabilizing, dis-
ruptive behavior aimed at undermining Georgian sovereignty. New Zealand
condemned Russian attempts to interfere in Georgia’s political and economic
freedom. Australia, Canada, and Latvia also reference international law without,
however, pointing to a specific obligation."'® Only Georgia comes close to invoking
international legal parlance when describing the cyberattack as “infringing
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Georgia’s sovereignty.”'"” By not specifying in legal parlance their views of which
international rules the October 2018 Russian cyberattack actually violated and
how it did so, the United States and its allies missed an opportunity to begin
constructing new rules of customary international law.'*°

The statement by US Secretary of State Mike Pompeo affirmed that the
GRU action “contradicts Russia’s attempts to claim it is a responsible actor in
cyberspace and demonstrates a continuing pattern of reckless Russian GRU
cyber operations against a number of countries. These operations aim to sow
division, create insecurity, and undermine democratic institutions.”’*! The
UK’s statement noted, “These cyber-attacks are part of Russia’s long-running
campaign of hostile and destabilising activity against Georgia” and that “[t]he
UK is clear that the GRU conducted these cyber-attacks in an attempt to un-
dermine Georgia’s sovereignty, to sow discord and disrupt the lives of ordinary
Georgian people.” Foreign Secretary Dominic Raab called the “GRU’s reckless
and brazen campaign of cyber-attacks against Georgia, a sovereign and inde-
pendent nation . . . totally unacceptable.”'** The Netherlands declared, “The
GRU undermined Georgia’s sovereignty and disrupted the lives of ordinary
Georgian people.”'*® New Zealand asserted that “These malicious cyber activi-
ties . . . were designed to interfere in Georgia’s political and economic freedom.
Activities which seek to undermine democratic processes are unacceptable.”'**

In other ways, the United States—in an ad hoc manner—is laying the
groundwork for a tacit bargaining approach. In 2019, Secretary of Defense
Mark Esper declared that “Moving forward, I consider election security an en-
during mission for the Department of Defense.”'** Similarly, Lt. Gen. Charles
Moore, Deputy Commander USCYBERCOM, declared in November 2020
that “We are not stopping or thinking about our operations slacking oft on Now.
3[2020].... Defending the elections is now a persistent and ongoing campaign
for Cyber Command.”* Coupled with the DoD general counsel’s March 2020
remarks, these statements could be construed as a declaration that elections are
a component of the United States’ domaine réservé.'*’

The hard work of identifying and communicating to other States the cyber
manifestations of their domaine réservé remains, but this represents a step to-
ward defining the ground rules and guardrails for cyber strategic competition
rather than establishing redlines for a deterrence framework that is untenable.
The US DOS and the foreign ministries of US allies can use their considerable
diplomatic portfolios to start defining what acceptable competition is as much
as proscribing what it is not; otherwise, their efforts will remain peripheral to the
cyber fait accompli environment they seek to influence.

Aswith DOS public attributions, the framing of the US DOJ’s unsealed public
indictments only as violations of US domestic law to support law-enforcement-
based deterrence also represents a lost opportunity to establish a binding regime
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of cyber international law.'?® For example, in the case United States of America
v. Internet Research Agency, the unsealed public indictment detailing Russian
interference in the US 2016 presidential election included the charges of con-
spiracy to defraud the United States, conspiracy to commit wire fraud and bank
fraud, and aggravated identity theft."”” Some international law scholars have
argued that Russia’s cyber behavior also violated the international law rule on
non-intervention (into an election process) or the basic right of self-determina-
tion, alegal concept that captures the right of a people to decide, for themselves,
both their political arrangements (at a systemic level) and their future destiny (at
a more granular level of policy)."*® No such claims were made by agents of the
US government, however.

Were adversary behaviors described in unsealed public indictments framed
as internationally wrongful acts, the extraordinary detail in the indictments
should make policymakers comfortable with pursuing countermeasures, if the
behavior identified in the indictment is ongoing. Although international law
does not prescribe a prerequisite evidentiary burden with respect to under-
taking countermeasures,'*' a State is responsible for countermeasures that are
later proved undertaken based on flawed or mistaken evidence.'** Additionally,
the accumulation of evidence within or across multiple indictments addressing
the same State could serve as evidence in support of a call for anticipatory
countermeasures if it identifies consistent patterns in, for example, oppor-
tunism, exploitation approach (vulnerability exploited, malware used, tactics,
techniques, and procedures), intentions, and targets.

By describing State-sponsored cyber actions as internationally wrongful acts,
unsealed public indictments could leverage tacit bargaining to help establish
new rules of customary international law for cyberspace.'* Martha Finnemore
and Duncan Hollis contend that an accusation can serve as an opening bid in
a bargaining process, aimed at a particular community, indicating not just the
accuser’s disapproval of the cited cyber behavior(s), but often, too, its proposal
(perhaps implicit) that all such conduct should be barred (i.e., that there should
be an international rule against such conduct).'>* Accusations could thus lay out
the contours of “bad behavior” along with an argument about why, exactly, the
behavior is undesirable.** Finnemore and Hollis continue: “Other States may
then respond to the accusation. They may accept some of it; they may accept all
of it; they may accept it in some situations but not others; or they may reject it
entirely. It is these interactions between the accuser, the accused, and third-party
audiences that—over time—could result in the creation of a new norm (or its
failure).”13¢

In sum, viewing State cyber behaviors through the lens of deterrence
strategy serves to blind US policymakers to opportunities in international law
(ie., countermeasures) to lawfully respond to adversary campaigns short of
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armed-attack equivalence (and to make arguments for anticipatory responses).'>’
Absent a unified, concerted effort to consign the deterrence paradigm to a still
important, but nonetheless secondary, role in cyber strategy, the shadow of de-
terrence will limit opportunities to best leverage the instruments of national
power and international law to achieve security in the cyber strategic environ-
ment."*® The US case is indicative of the inertia, but not permanence, of estab-
lished thinking as well as the organizational rigidity that sits behind established
roles and responsibilities across institutional arrangements.

Organizing to Seize the Initiative—From Whole-
of-Government to Whole-of-Nation-Plus

The strategic principle of cyber persistence theory—persistence in seizing and
maintaining the initiative to set the conditions of security in and through cyber-
space in one’s favor—should serve as the core strategic principle of any State’s
approach to the cyber strategic environment.'** The challenge of cyber security
is not merely a technical one. It is a political, economic, social, organizational,
and behavioral challenge in a technically fluid environment. The consequences
of interconnectedness and the condition of constant contact that flows from it
require a framework that can position a State comprehensively.

The solution to interconnectedness cannot be greater segmentation. Cyber
persistence theory would expect States to begin to adopt greater coordination of
their societies combining three major elements with a fourth line of effort: in-
tergovernmental coordination (sometimes referred to as whole-of-government
approaches), alignment between the private sector and their government, and
some engagement with their populace along with some international effort,
minimally with allies, to align their intergovernmental, private sector, and citi-
zenry efforts with those of other States at all three levels. The whole-of-nation-
plus (WON+) thus stands in contrast to stand-alone whole-of-government
efforts, separated public-private partnerships, and basic cyber awareness educa-
tion approaches. WON+ recognizes the implications of interconnectedness and,
as such, orients toward not leaving any flank open. In a strategic environment
in which the weakest link is potentially consequential, all other approaches will
fall short.

Between 2010 and 2021, a number of States began to move toward greater or-
ganizational coherence by shifting formerly disparate national components into
more coordinated organizational forms. Examples include the UK’s National
Cyber Security Centre, Australia’s National Cyber Security Centre, and Israels

Cyber Security Directorate.'*
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Although the last decade certainly witnessed an increasing amount of US
government activity focused on securing and advancing US national interests
in and through cyberspace, an uptick in activity in and of itself is not evidence
of persistence in seizing and maintaining the initiative to set the conditions of
security. Much of non-DoD US government strategic cyber activity remains
reactive to adversary behaviors (i.e., responses to deterrence failure). The DOJ
China Initiative was only stood up many years after evidence of China’s cyber-
enabled theft campaigns dating back to 2010 was revealed.'*! The DOS CD], by
intent, is a reactive approach to adversary cyber behavior. Still, there is evidence
that the United States is moving toward initiative persistence and also bridging
segmentation.

Whole of Government

In the US case, the strategic approach of defend forward/persistent engage-
ment recognizes that security relies on reducing or eliminating seams be-
tween external- and internal-facing cyber security operations and activities, the
departments and agencies responsible for the same, and the relationships those
departments and agencies have with the private sector and international part-
ners. It provides the strategic rationale for operating with less bureaucratic and
legal segmentation.

Persistent engagement’s operational concepts of anticipatory resilience and
defend forward address these issues. Although USCYBERCOM can, and has,
contributed independently to the US government’s internal-facing defensive
measures by posting on the VirusTotal website unclassified malware discovered
through “defend forward” operations or campaigns, there are statutory constraints
limiting USCYBERCOM s internal-facing contributions.'** Anticipatory resil-
ience acknowledges those constraints and seeks to overcome them through,
as General Nakasone noted, “building relationships with U.S. institutions that
are likely to be targets of foreign hacking campaigns . . . before crises develop,
replacing transactional relationships with continuous operational collaboration
among other departments, agencies, and the private sector.”'*

The 2018 establishment of the Russia Small Group marks an important event
contributing to the maturation of the Command’s operational approach. The
Group—with members from NSA and USCYBERCOM—worked with the
DOJ, the Intelligence Community, and the Department of Homeland Security
(DHS) to eliminate seams in a coordinated effort to secure the US 2018 mid-
term elections from foreign interference.'* In the course of doing so, Brig. Gen.
Timothy Haugh, the commander of Cyber Command’s cyber national mission
force at that time, noted, “We had to build new relationships, whether that was
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with DHS, whether that was with FBI, or our teammates in the Department of
State. . .. All of those we had to build together in a really short timeframe.”'*

Those efforts continue to pay dividends and have expanded to include addi-
tional domestic partners, including the USDT. In a September 2019 announce-
ment of sanctions targeting three North Korean State-sponsored malicious
cyber groups, USDT’s Office of Foreign Assets Control (OFAC) highlighted
that DHS’s Cybersecurity and Infrastructure Security Agency (CISA) and
USCYBERCOM “have in recent months worked in tandem to disclose mal-
ware samples to the private cybersecurity industry, several of which were later
attributed to North Korean cyber actors, as part of an ongoing effort to pro-
tect the U.S. financial system and other critical infrastructure”*¢ “This, along
with today’s OFAC action,” the announcement noted, “is an example of a
government-wide approach to defending and protecting against an increasing
North Korean cyber threat and is one more step in the persistent engagement
vision set forth by USCYBERCOM.”'*

Similar coordination supported a 2020 filing of a civil forfeiture complaint
in a US federal court, identifying 280 accounts that “North Korean actors” al-
legedly used to steal funds in two cyber operations with proceeds ultimately
flowing through Chinese cryptocurrency laundering networks. “Department of
Defense cyber operations do not occur in isolation,” Brig. Gen. Joe Hartman,
commander of the USCYBERCOM'’s Cyber National Mission Force (CNMF),
said in a statement announcing the law enforcement filing with the FBI, the
Internal Revenue Service, and officials from the DHS and DQOJ. “Persistent en-
gagement includes acting through cyber-enabled operations as much as it does
sharing information with our interagency partners to do the same.”'**

Beginning in July 2019, numerous joint advisories and alerts have been
published by the US government, indicating the continued success and value
of this coordination in supporting national defense/resilience.'* In early July
2019, CISA and USCYBERCOM coordinated on a limited-disclosure advisory
with USCYBERCOM posting on Twitter that a threat group was actively using
a Microsoft Outlook vulnerability previously leveraged by an Iran-linked mal-
ware campaign, and CISA sharing an associated TLP: Amber-designated ad-
visory with industry."® On February 14, 2020, in an effort to “enable network
defense and reduce exposure to North Korean government malicious cyber
activity,” six “unlimited disclosure” Malware Analysis Reports (MARs) co-
authored by CISA, the FBI, and USCYBERCOM’s CNMF identified Trojan
malware variants used by the North Korean government.'>! On July 23, 2020,
CISA and NSA issued a public joint advisory warning that “over recent months,
cyber actors have demonstrated their continued willingness to conduct mali-
cious cyber activity against critical infrastructure (CI) by exploiting internet-
accessible operational technology (OT) assets”’*> On October 27, 2020, a
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TLP: White-designated advisory coauthored by CISA, the FBI, and CNMF
described the tactics, techniques, and procedures used by a North Korean APT
group.'> Finally, on October 29, 2020, CISA, the FBI, and CNMF coauthored
a TLP: White-designated MARs of Zebrocy, malware associated with Russia’s
Turla APT group.'>*

USCYBERCOM also supports DoD’s Energy Sector Pathfinder initiative
with the DHS and the US Department of Energy to “advance information
sharing, enhance training and education to understand risks and develop joint
operational preparedness and response activities to cybersecurity threats.”**

Since 2018, the interagency Committee on Foreign Investment in the US
(CFIUS) has also been extraordinarily active compared to years prior.*¢ Led
by the Secretary of the Treasury, with other members from the State, Defense,
Justice, Commerce, Energy, and Homeland Security departments, CFIUS is
charged with reviewing acquisitions of, and some investments in, American
businesses by foreign buyers to determine if the deals pose risks to national
security.'”’ Since 2018, CFIUS findings disrupted Broadcom Ltd.s proposed
$117 billion takeover of Qualcomm Inc., arguing the deal could curtail US
investments in chip and wireless technologies, and could handleadership
to Huawei Technologies Company; disrupted the planned acquisition of
MoneyGram International Inc. by Ant Financial, a Chinese financial-services
form, due to concerns of Chinese access to PII; and reached an agreement
with the Chinese company Beijing Kunlun Tech Company to unwind its pur-
chase of Grindr and to refrain from accessing information about Grindr’s
users.'s

A further step toward reducing seams across the US government interagency
and with the private sector is the August 6, 2021, announcement by CISA to
launch a Joint Cyber Defense Collaborative (JCDC). This agency effort will
focus on developing whole-of-nation cyber defense plans and coordinating the
execution of defensive cyber operations across the interagency, private sector,
and State, local, tribal, territorial governments. CISA Director Jen Easterly
described the JCDC as “a unique planning capability to be proactive vice reac-
tive in our collective approach to dealing with the most serious cyber threats to
our nation.”"*’

Public-Private Alignment

There are a number of US government—private sector collaboration and coordi-
nation efforts indicative of a whole-of-nation approach to persistence in seizing
the initiative to set and maintain the conditions of security in and through

cyberspace.'6%1¢!
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In response to the potential threat posed by VPNFilter (discussed in
Chapter S), Cisco Talos was sharing information about the malware with the
FBI, and on May 23, 2018, three things happened simultaneously: the FBI
seized infected Web domains it suspected the Russian hackers would exploit,
Cisco published its findings in a blog post, and all members of the Cyber Threat
Alliance (a nonprofit forum) were sent simultaneous urgent notices describing
how to protect against the Russian attack.'®

In September 2019, representatives from Facebook, Google, Microsoft, and
Twitter met US government officials from the FBI, the DHS, and the Office of
the Director of National Intelligence to discuss their preparations for the presi-
dential election. “Participants discussed their respective work, explored poten-
tial threats, and identified further steps to improve planning and coordination,”
said Facebook’s head of cybersecurity policy Nathaniel Gleicher.'®® Similarly,
Richard Salgado, Google’s director of law enforcement and information security
stated, “We will continue to monitor our platforms while sharing relevant infor-
mation with law enforcement and industry peers. . . . It is crucial that industry,
law enforcement and others collaborate to prevent any threats to the integrity of
our elections.”'%*

The benefit of this collaboration manifested when the FBI seized ninety-
two domain names that were unlawfully used by Iran’s Islamic Revolutionary
Guard Corps (IRGC) to engage in a global disinformation campaign centered
on the US 2020 election. The investigation supporting the seizure was initiated
by intelligence the FBI received from Google, and “was a collaborative effort
between the FBI and social media companies Google, Facebook, and Twitter,”
said FBI Special Agent in Charge Bennett.'® Similarly, the October 2020,
Trickbot infrastructure disruption reviewed in Chapter 4 is a prominently
reported example, with USCYBERCOM and Microsoft Corporation both
disrupting Trickbot’s infrastructure in an effort to secure the 2020 US pres-
idential election.

In June 2021, the NSA stood up the Cybersecurity Collaboration Center
for engagement with the private sector. The partnerships aimed to help
NSA to prevent and eradicate foreign cyber threats to National Security
Systems (NSS), the DoD, and the Defense Industrial Base (DIB) by creating
an environment for information sharing and to combine respective exper-
tise, techniques, and capabilities to secure the United States’ most critical
networks.'%

Finally, and perhaps most extraordinarily, is the case of the indiscriminate
compromise of tens of thousands Microsoft Exchange servers by the Chinese
APT referred to as Hafnium.'®” Following a March 2,2021, report from Microsoft
describing the compromise,'*® Microsoft released out-of-cycle mitigations and
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the FBI and CISA launched an aggressive information campaign to motivate
victims to remove the exploit and patch the zero-day vulnerabilities it targeted.
Additionally, spurred by concerns that many victims were either unaware of or
unable to remove the exploit that “could have been used to maintain and escalate
persistent, unauthorized access to U.S. networks,” the FBI proactively removed
the exploit from “hundreds” of on-premise Microsoft Exchange servers owned
by US private organizations.'® This is a promising example of enhanced opera-
tional tempo and public-private alignment that can better meet the demands of
security in the cyber strategic environment.

Engaged Citizenry

The engagement of the public has traditionally begun with the basic need for
cyber awareness. For decades, most US citizens remained unaware of the threats
to them at the individual level. Many Western States” national approaches fo-
cused on education and awareness of basic cyber hygiene'” under a model
of shared responsibility.'”" This framed the individual security problem in the
context of private interest—government would take care of large-scale attacks,
while citizens could protect their identity, personal assets, and privacy through
better passwords and awareness of phishing links.'”> A shift toward a more ac-
tive, anticipatory, engaged citizenry is what cyber persistence theory would
expect. In the case of the United States, such a shift is emerging. In 2020, the
National Cybersecurity Alliance’s cyber education framing, while not fully one
of civic duty, couched education efforts in the context of interconnectedness
and the need for cumulative action, linking the individual level to national secu-
rity calling on all to “do your part.”'”?

There are also examples of non-governmental initiatives aimed at providing
security as a public good."”* In 2020, the Carnegie Endowment for International
Peace published its report, International Strategy to Better Protect the Financial
System Against Cyber Threats, offering a vision and recommendations for the
international community to protect the global financial system from cyber
threats.'”® The HoneyNet Project is a nonprofit security research organization
with amission to “to learn the tools, tactics and motives involved in computer and
network attacks, and share the lessons learned.”'”® The nonprofit StopBadware’s
mission is to protect the public from malware-distributing or malware-infected
websites.'”” The aforementioned nonprofit Cyber Threat Alliance “is working
to improve the cybersecurity of our global digital ecosystem by enabling near
real-time, high-quality cyber threat information sharing among companies and
organizations in the cybersecurity field.”'”®
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In2016, the CEOs of eight banks—Bank of America, BN'Y Mellon, Citigroup,
Goldman Sachs, JPMorgan Chase, Morgan Stanley, State Street, and Wells
Fargo—came together in the Financial Systemic Analysis and Resilience Center
(FSARC) to proactively identify ways to enhance the resilience of the critical
infrastructure underpinning much of the US financial system. The FSARC’s
mission was to proactively identify, analyze, assess, and coordinate activities
to mitigate systemic risk to the US financial system from current and emerging
cyber security threats through focused operations and enhanced collaboration
between participating firms, industry partners, and the US government.” In
January 2021, the nonprofit Institute for Security and Technology formed the
Ransomware Task Force, comprising thirty-two formal members charged with
developing a comprehensive framework of actionable solutions to significantly
mitigate the ransomware threat.'®

Adding the Plus (+)

A whole-of-nation framework is a significant undertaking for any State. If one
succeeded alone in an interconnected world, a lack of effective cyber security in
other countries would keep the potential for exploitation open on one’s flank.
Thus, the undertaking of expanding WON to allies, while substantial, is required
to secure the cyber strategic environment. Aligning the intergovernmental, pri-
vate sector, and citizens of allies and similarly concerned States must inform na-
tional cyber policies and strategies.

There is evidence of the United States seizing the initiative by working by,
with, and through allies and partners—a WON+ approach. The US DOS
encourages allies and partners to limit their deployments of Huawei SG net-
working platforms. DHS’s CISA is seeking to extend its reach internationally
by establishing information-sharing relationships with foreign critical infra-
structure owners.'® The US government is accepting invitations from allies and
partners such as Montenegro, North Macedonia, Ukraine, and Estonia for
USCYBERCOM to deploy “hunt forward” teams to operate side by side with
these partners to secure certain designated networks in those countries.'®

In sum, while not driven by US national cyber strategic guidance to persist in
seizing and maintaining the initiative to set and maintain the conditions of secu-
rity in and through cyberspace using a whole-of-government, whole-of-nation,
or WON+ framework, since 2018 (and in some cases before) a number of US
government policies and private sector and/or nonprofit initiatives, some inde-
pendent of and some collaborative or coordinated with the US government, are
consistent with this core strategic prescription of cyber persistence theory.
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US Choices

From 2010 to 2021, US national cyber strategy centered on a strategy of deter-
rence, even as policymakers and cyber practitioners repeatedly expressed frus-
tration with the results of that strategy. In 2018, a new strategy aligning with
cyber persistence theory’s structural imperative and strategic prescriptions (a
new paradigm) emerged from DoD and USCYBERCOM: defend forward/per-
sistent engagement. Although White House and congressional actions tacitly
supported an acceptance of this new paradigm, its core strategic principle has
not yet been deliberately and evenly adopted across the whole of government.

This is consistent with Kuhn’s observations that a shift is more akin to a con-
version experience—a product of persuasion rather than proof.'® It gradually
spreads across a community, beginning with a few scientists who sense that
their new paradigm is on the right track.'® It is these initial supporters “who
will develop it to the point where hardheaded arguments can be produced
and multiplied,” resulting in not a single group conversion, but rather in “an
increasing shift in the distribution of professional allegiances.”'*

Absent a US government-wide conversion, it should be expected that the
legacy of deterrence as the central US security strategy will continue to cast a
long shadow, limiting opportunities to better protect and advance US national
interests in and through cyberspace and to promote cyber stability. Cyber per-
sistence theory would expect that such misalignment with the logic of the cyber
strategic environment will have negative consequences for the security of any
State that does not adjust to the initiative persistence required to ensure security.

To avoid such an outcome, the prescriptions of cyber persistence theory sug-
gest that the United States needs to anchor its national cyber strategy on the
core strategic principle of persistence in seizing the initiative to set and main-
tain the conditions of security in and through cyberspace. Key departments
and agencies should be tasked with drafting and coordinating cyber strategies
grounded in the same core strategic principle under a WON+ framework.'8
Broadly institutionalizing the principle through coordinated strategic guidance
will lay the groundwork for a more effective strategic approach better aligned to
the security demands of the cyber strategic environment.

Conclusion

We began this book with the observation that misapplication of theory cannot
only lead to misunderstanding of behavior and dynamics, but can also pro-
duce ineffective policy prescription. In international security relations, a
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misalignment between strategic approach and strategic environment does not
simply position States to sub-optimize their outcomes—it creates the potential
for catastrophic failure. Deterrence is essential for stability in the nuclear stra-
tegic environment. It and other coercive strategies can advance interests in the
conventional strategic environment. The extension of deterrence as a principal
anchor into a strategic realm not of the same logic, however, will negatively im-
pact States that adopt such postures. The cyber strategic environment requires
its own theory to capture its own distinctive logic of exploitation. Whereas se-
curity requires States to triumph in war in the conventional environment and
avoid war in the nuclear environment, States in the cyber strategic environment
may have a true alternative to war through which to achieve strategically relevant
outcomes. Understanding how States will leverage that alternative is the central
question of early twenty-first-century international security. It is our hope that
this exposition of cyber persistence theory will not only advance more rigorous
academic examination of the complexities of the cyber strategic environment,
but lead to better management by those entrusted to secure interests and values
in and through cyberspace.
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