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Preface

Blockchain technology is a thriving technology trend that has gained
precise attention from IT industries and business organizations across the
globe. It is poised to envisage significant challenges to unleash economic
benefits with advancements in the IT industry. The holistic delineation
of blockchain technology revolutionizes existing technologies and diverse
domains by enabling secure and fast transactions. The recent advance-
ment of blockchain technology facilitates decentralized networks that are
used in various fields for reliable business transactions. The distributed
and decentralized technology arms users across the globe with proactive
resistors over their data. Blockchain technology and its applications depict
how the thriving technology trend sustains with various host platforms
and blends with other technologies like cloud computing, [oT, intelligent
systems, and big data analytics. This pioneering technology is utilized by
various companies and business organizations to improve secure transac-
tions by building smart contracts and decentralized applications.

The emergent blockchain technology has an intense impact on various
business sectors, including financial services, the healthcare industry, the
transportation industy, supply chain management, and so on, to materialize
the decentralized global infrastructure with dedicated transactions on the
network. The blockchain holistic depiction can be leveraged for secure
transactions due to its consensus-driven, distributed, and decentralized
distributed ledger. It has blossomed to assuage many challenging issues
across various domains. The recent explosion of blockchain technology
has shaped a dazzling impact on stakeholders, business experts, industrial-
ists, and researchers.

This book explores all the aspects of blockchain technologies and
facilitates an overview of the latest developments. It proffers the advance-
ments of blockchain with various cutting-edge technologies and its
diversified business applications. This book addresses various challenges,
emerging issues, and problems in classical centralized architecture and
how blockchain platform provides magical solutions and novel services
with recent advancements for improving business processes.



xviii Preface

This book focuses on blockchain technology-based distributed
transactions for industrial applications. The aim of this book is to provide
the big picture of blockchain technology with the integration of various
cutting-edge technologies and its solution. It also addresses the challenges
of diversified applications, deployment, feasibility study, and the services
offered by blockchain technology.



CHAPTER 1

A New Innovation of Blockchain in
Industrial IoT 4.0 (IIoT)

R. ANUSHA?, R. SARAVANANY, |. DEEPA?, and KISHORE KUMAR?
ISchool of Computer Science and Engineering, VIT, Tamil Nadu, India

?Faculty of Information Technology, VelTech Rangarajan Dr. Sagunthala
R&D Institute of Science and Technology, Avadi, Tamil Nadu, India

3Student of University College of Engineering, Ariyalur, Tamil Nadu,
India

ABSTRACT

It’s the beginning of machines taking over the world. It seems like
everyone is talking about it; what exactly is it? Many people have different
ideas about what exactly it is, what it does, and what it means to everyone.
Yes, assuredly, it is IoT. IoT has unified connected devices that can talk
to each other (machines) without requiring human-to-human and human-
to-computer interactions. Many enterprises, like Fitbit, Apple Watch,
etc., are extensively coming forward to deploy IoT for their particular
industry. It also connects the internet with things. Open-source computing
devices like Raspberry Pi, BeagleBones, Arduino, NodeMCU, etc., enable
machine—machine communication in an industrial environment like auto-
mobile collision in avoidance/detection. Since one of the key features of
10T is “heterogeneity,” it leads to privacy and security risk on consumer
data (connected to 1oT). Thus, here the ‘Blockchain (BC)’ exists. This

Hybridization of Blockchain and Cloud Computing: Overcoming Security Issues in IoT.
M. Lawanya Shri, E. Gangadevi, K. Santhi, & Chiranji Lal Chowdhary (Eds.)
© 2024 Apple Academic Press, Inc. Co-published with CRC Press (Taylor & Francis)
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chapter brings you the application of BC in the smart community created
by IoT, especially for [IoT. It describes the security breaches of 10T, the
architecture of CPS, and some BC-11oT uses.

1.1 INTRODUCTION

Industry 4.0 takes the previous industry into intelligent enterprises by
adding a variety of technologies [1]. The drastic technology of IoT and
Blockchain together bestow towards Industry 4.0 [1].

In IIoT, we are talking about thousands of millions of sensors all
connected to the internet, and security is enormous. Industry 4.0 was in the
20th century, exactly the production automation made possible by elec-
tronics and computer processing. Still, an industrial network is centralized
and has a third-party access operation. It suffers for flexibility, security,
privacy, transparency, efficiency, data integrity, resilience, the trustworthi-
ness of data, etc.

In the 21% century, Industry 4.0 evolved with the “SMART” self-
processing of machines, i.e., interconnecting intelligent industrial devices.
Industry 4.0 has introduced the manufacturing industries to new paradigms
of 10T, large data analytics, cloud manufacturing, fog computing, etc. With
this advanced technology, we are enabling the two important factors in
Industry 4.0:

e “SMART” [enable to work]; and
*  “SELF” [enable to work by].

The potential opportunities have been created such as:

* self-automation;

e self-awareness;

» self-prediction;

» self-comparison;

» self-reconfiguration; and
» self-maintenance.

Industry 4.0 was based on information and communication technolo-
gies (ICT) that enabled the fourth revolution to work as smart industries
as well as smart manufacturing, production, etc., i.e., the virtual world
was connected to the physical world with the help of CPS, CC, and IoT
embedded system. These technologies play a vital role in the industry



A New Innovation of Blockchain in Industrial IoT 4.0 3

integration with other technologies that enable the 4" generation of the
industry (Figure 1.1).

@
Digital
Content Healthcare
Management
Blockchain
Manufacturing Infi?:‘;fry

Artificial
Intelligence
Agriculture

INDUSTRY

Supplychain
Machine Cloud/ Management
Learning/Deep Fog/Edge

Learning computing

Cryptocur- Financial &
rencies Big Data Banking
Education
Pharama.

ceutical
Industry

FIGURE 1.1 Evolution of Industry 4.0.

Let us learn about the general evolution of industry by stages and the
main application of Blockchain, i.e., [oT. IoT devices have many implica-
tions for the industry and have enhanced the new technology integration of
IIoT with Blockchain. The architecture of BC in the industry and the [IoT
with Blockchain use have been discussed here.

1.1.1 FOUNDATION OF INDUSTRY 4.0

The enabling technologies of Industry 4.0 are the foundation of this
fourth intelligence generation. This underlying technology defines the
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smart technology in Industry 4.0, e.g., the virtual automation metrology
(VAM) achieves zero defects in the automation of the wheel.

1.1.2 EVOLUTIONARY OF INDUSTRY 4.0

The evolution of the industry from 1.0 to 4.0 has been established. The 1%
generation started at the end of the 18" century and early 19™ century, based
on the manufacturing system which takes steam power and water. The 2™
generation in the late 19" century was based on electrical power, which
led to mass production. The 3™ generation started in the middle of the 20®
century; automatic and micro-things were introduced in the manufacturing
sector based on ICT. The 4" generation deals with “smart” and “self-
working” based on the enabling technologies (CPS, loT, CC, and BPM).

The evolution revolves around the various enabling technologies which
led Industry 4.0 to IloT. Amalgamating the most significant technology
called BC was a viral topic among the researchers to do the analysis of
merits and demerits of BC-1IoT in Industry 4.0.

1.1.3 ENABLING TECHNOLOGIES

The key information technologies for Industrial 4.0 were BD, CC, IoT,
and BC [4]:

1. CPS: The nucleus of Industry 4.0 is CPS. It is an autonomous system
that integrates electronics, sensors, and actuators (hardware parts)
and has communication compatibility [5]. The extension of ICT and
virtual integration of physical and informative communication to
enhance scalability, adaptability, resiliency, safety, compatibility, etc.

2. IoT: The internet of things has software and hardware integration
with the help of sensors and the underlying pillars of IoT, i.e.,
RFID, WSN, M2M, and SCADA.

3. Cloud Computing: It is based on laaS, SaaS, and PaaS, together
with increased performance and low cost.

4. Big Data: The 5 V’s were the key factors in categorizing the
characteristics and structures of data since the volume of data is
increasing because of the deployment of various technologies like
Al IoT, social networking, etc.
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5. BPM: This is based on production and operations management
(POM) which enables to examine, computation, replica, brutaliza-
tion, reform, and enhance the manufacturing process. BPM enables
the enterprise or organization to set its goals and collaboration
between inter- and intra-collaboration of enterprises.

1.1.4 FIVE STAGES OF IoT IN MANUFACTURING AND DESIGN

» Stage 1: The computer-aided design model was used to design/
redesign. Designed information was scanned by RFID; those data
were transmitted over the internet on the cloud securely with the
help of GUI [CAD model] [6].

» Stage 2: With the help of ML techniques, the CAD model data
surfaces were continuously analyzed and refined for the creation
of refined shapes [6].

» Stage 3: Based on the collected data and manufactured design,
the categories of tools and machines have been listed using the
internet from a DB [6].

» Stage 4: In order to retrieve the design information, this stage
produces the planning information, which has been stored
standardly [6].

» Stage 5: The entire plan has been defined and generated also,
validated with the agents, and finally transferred to the machine
for production [6].

1.2 ENACTMENT OF BLOCKCHAIN IN I1IOT

Modern technology enables the participants to work globally, but the thing
is to analyze how secure it is. Here to give solution Blockchain comes.
It provides a secure stream for collaborating. Exactly traditional industry
development differs from mutual benefit, i.e., Industry 4.0 generation
enables the collaboration of all businesses and data models, etc. Block-
chain has a superpower character called “Smart Contracts.”

Here, the question came, what is Smart Contract?: According to the
terms of the contract or agreement, which is intended to program execu-
tion automatically, it controls or documents legally relevant actions.
This enables the “SMART” and “SELF” processing characteristics of
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the industry. The main attribute of Industry 4.0 is ‘self-automation ‘that
can be enabled by Blockchain’s Smart contract. The traditional contract
system takes time to execute, but this SC makes less time and increases the
transparency environment of industrial 4.0 growth.

The fourth revolution of Industry 4.0 enables smart factories, smart
manufacturing, smart control, and monitoring process. It is the need of
an hour to adopt this by Industry 4.0 by integrating with new emerging
technologies like Blockchain, 10T, Al, Machine Learning (ML), etc.

Communication among all the machines in the secure channel by
the Industry 4.0 will be developed based on IoT, i.e., IoT makes things
connect and communicate with each other, but the thing here is, with the
help of IoT and BC, we have to design and plan to collaborate each other
with security. With IoT, things start collaborating and have a centralized
Blockchain core, SC. This enables things to collaborate without worrying
about trusted or trustless can transact with each other. This also makes the
fully automated system, e.g., cyber-physical system (CPS), supply chain
management, food industry, etc.

Thus, in the evolution of industry 4.0, out of many approaches, the
efficient adoption in this series was Blockchain and loT, elaborating the
distribution to the trustless environment. Initially, the Blockchain was used
in the financial and banking sector, i.e., currencies [Bitcoin] or cryptocur-
rencies. Now everybody understands that this will not work for that alone,
and now it steps into all fields like healthcare, Al, IoT, agriculture, smart
city, etc.

In Industry 4.0, CPS has vast space, and the fatigue of security and
transparency of transactions through decentralized network technology
evolved. The architecture of CPS will be discussed in Section 1.3.

Some of the benefits of BC in Industry 4.0:

* sustainability;

* traceability;

* employability; and
* privacy.

1.3 ARCHITECTURE OF CPS

In the evolution of Industry 4.0, there is in need to understand the
proper definition of CPS. But still, there is no proper definition, as well
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as architecture. This section presents the guideline for the architecture
of implementing CPS in Industry 4.0. Before implementing CPS, the
following two main functional components must be analyzed:

* advanced connectivity; and
* smart data management and analytics.

The 5C’s of CPS are as follows:

1. Smart Connection: This is the first step in developing a CPS
application. It owned two steps: (i) reliable and accurate data and
its components are collected from ERP, SCM, MES, and CMM;
(i1) selecting the type of sensors to handle those data.

2. Data-to-Information Conversion: The relevant information has
to be extracted from the data. The conversion of data to informa-
tion was done by many tools and methodologies. This is said to be
Smart-Analytics. This second level enhances the ability of ‘self-
awareness’ for machines.

3. Cyber: At this level, the information converted has been pushed
into it to form a machine network. The gathered huge data has to
be specifically analyzed for their performance, and it enhances the
‘Self-Compare’ of machines, i.e., the machine performance was
compared with every other machine, and it got the rate on the fleet
as well as the individual machine performance was analyzed. With
this rate, the future behavior of machines can be predicted. Hence
it is called a “central Information Hub.”

4. Cognition Level: Comparative information, as well as individual
machine performance, was available. This level provides the
acquired knowledge for monitoring the system. With this, the user
can make a prior decision for maintaining the system. Thus, this
level needs ‘proper infographics,’ i.e., that transfer the acquired
information to the users.

5. Configuration Level: The entire information from the previous
levels was given to physical space for monitoring the system. This
level provides the proper solution to apply the corrective deci-
sion given by the cognitive level for physical space to monitor
the system. Thus, it acts as a ‘Resilience Control System ‘(RCS).
This enhances the property of machines to be ‘self-adaptive,”
self-configure.’
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1.3.1 BC-1IOT USE-CASES

The modern world abides by much new technology, but because of the
immense characteristics like decentralization, immutability, anonymity,
distribution, transparency, and authenticity, this all leads this Blockchain
to step into all the sectors. The own certification of products or machines
is done by the use case of industrial IoT. The main use of BC in Industry
4.0 has been discussed below:

1.

Manufacturing Sector: Let us consider the coffee machine. The
manufacturer collaborates with this BC-IIoT to produce this type
of machine because that has self-adaptive, aware, etc. Here, the
machine implemented with this technology must predict three
features: (i) temperature of the coffee, (ii) quality and quantity of
water used, and (iii) amount of coffee powder used. This machine
sends those data to the SC in BC. Thus, the quality or value of
the product information was passed to the user. Thus, “self-
automation” was achieved.

Election System Sector: As everybody knows, many forgeries

have been done in the voting system at the time of the election.

Since BC has beautiful consensus mechanisms and POA, i.e., proof

of authority and GO-Ethereum concept can be helpful in this sector.

The immutability destroys fraud in voting. It does not accept changes

and multiple entries, which makes this system work securely [10].

Music Industry/Production Sector: Royalty in the music

industry was quite a common problem. The smart contract can

be used to protect IP rights for music for different users, movies,
ringtones, etc. [8]. Around 40% of music consumption is streamed
from platforms like Spotify or Soundcloud, Pandora, Tidal, Apple,

etc. [11].

* Ujo: Royalties in the music industry seek to solve the problem,
i.e., the smaller artists still struggle for compensation, so the
idea behind this Ujo is to provide both compensation and
transparency for their work [11]. It is applicable to all the
artists like painters, singers, etc.

Education Sector: In this sector, the smart contract has two

processes: (i) identity management; and (ii) certification manage-

ment, i.e., it is about document management systems. The trans-
action was based on the certifier whose fingerprint register in the
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Blockchain can give a hash value (SHA-256) and drag and drop
digital certificates for verification. The transaction can validate
the certificates, and they may know the start and the end date of
the certificates. It also deals with the issuing organization. The
main advantage was counterfeit protection and easy verification.
5. Sustainable Supply Chain Network: The central part of the SSCN
was the digital cyber network. It has five parts: (i) technology-
based smart products (TSP); (ii) business-based smart operations
(BSO); (iii) sustainable development (SD); (iv) management
strategy and organization (MSO); and (v) collaboration (C) [2].

1.3.2 HOW BC-IoT-INDUSTRY 4.0 SUSTAIN?

The combo of BC-IoT in Industry 4.0 has a wide range of intelligence
introduced to it. Of course, this incorporating technology sustains in all
ways because of its characteristics like decentralization, immutability,
scalability, trustworthiness, anonymity, etc. The problem of interoper-
ability, scalability, and so on has a solution based on this combo.

1.3.3 PERCEPTION OF INDUSTRY 4.0

The final perception of this revolution is adaptability, scalability,
interoperability, etc., which means the drastic change from traditional to
smart industry development, i.e., modifying everything to a digital format
like digital business promotion, digital business model, digitalizing, and
integrating the smart to industry.

1.4 INTELLIGENCE MANUFACTURING IN THE CONTEXT OF
INDUSTRY 4.0 [1]

Intelligent manufacturing or smart manufacturing leads to “real, optimistic
management between the enterprise and customers or partners, broker
or business involved people.” It involves intelligence manufacturing
supported by various enabling technology in this generation. It also uses
data models and SOA methods to be very smart.
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The new emerging BC-IloT tights the security and trust in smart
industries, i.e., in Industry 4.0. This makes the new essence in intelligent
industries. The main aspect of Industry 4.0 is to keep 3P’s strong enough:

¢ Production;
* Productivity; and
* Product quality.

This is all done in a smart way by using these technologies in Industry 4.0.
The entire enterprise resource planning (ERP) can be done by these enabling
technologies, which abide by (OPM, SCM, SRM, CRM, PQM, POM, etc.

1.5 CONCLUSION

This chapter defines the involvement of [oT, BC, CC, SOA, BPM, CPS,
BD, etc., in Industry 4.0. This chapter also defines the smart industries
working based on which principles and enactment of BC-IoT in Industry
4.0. The significant impact of Industry 4.0 with BC tights the privacy of
industries which improves the industries to act smart. [oT and other tech-
nologies make this generation produce products with zero defects.
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ABSTRACT

The study about the human—crow relationship is the purest form of
affection and love. In India, the crow population is estimated at around
19 million. Penetrating into the minds of the birds is still challenging,
and research has to be scaled more for human—crow conversation. Block
technology technique in an intelligence system that helps to read the
mind of the crow and makes improvising by extracting the features of
the crow’s eyeballs movement, mouth movement, face value, left eye
movement, right eye movement, mouth expansion, and mouth shrink.
Extraction of the pixel value is considered as input, and we have trained
the system using multilayer perception, radial basis function, and support
vector model. The desired output is verified for accuracy by comparing
the values with the standard statistical values as defined by the veterinary
doctors. The proposed system implements a voice blockchain technique
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and sensor technology with radio frequency identification (RFID) to detect
signal variations. The multilayer perception and radial basis function were
implemented in two different tools; SPSS and JustNN tool. The output of
both algorithms is based on statistical measures compared and encrypted
using blockchain technique. The concluded output is again converted into
speech to humans for better understanding.

2.1 INTRODUCTION

Blockchain technology is a recent hot topic that is widespread in the cloud
for securing distributed data in cloud computing. The study about the
human-bird interaction is very less, and it’s an effort to insight into the depth
study of human-crow interaction in a private secured manner by applying
Al to read the feelings of the crow. Crow is the most inimitable bird, which
has the unique quality of better interaction with a human when compared
to other birds. The percentile growth of crows is decreasing due to a drastic
increase in hunting and lack of guardianship. Artificial intelligence is the
machine sense from an environment and produces an action of the output.
Thetermis applied in intellectual approaches such as acting humanly, acting
rationally, thinking humanly, and thinking rationally. Learning, percep-
tion, reasoning, and problem-solving are the major research components
in Al. Acting humanly is one kind of learning concept in Al. The study of
human-level intelligence is another field of Al. The study of intelligence
is nothing but learning, reasoning, knowledge representation, knowledge
awakening, and many more of the human senses. The human work is done
by the computer, and it transmits the communication to humans. There
is no physical sense like humans; instead, computers precepts from the
environment. The psychological experiment is in reality and combined
together with a computer model. The experimental investigation is fed
into the computer from human activities, and it is done through a psycho-
logical way. Humans may think right or wrong in day-to-day activities, but
computer rectifies their own mistake and learn from the mistake. Thinking
rationally is the expert who knows the laws of logic. Syllogism is a logic
that provides a pattern for the correct conclusion. Logic is classified as
formal and informal logic. Formal logic is the historical development of
logical notation in the program. Informal logic is a logical notation in the
sense of a computer embedded with memory that contains a description of



Blockchain Technology in Estimating Crow Intelligence 15

thorough reading in the way of human logical thinking. This way is called
logicism. The rational agent is something that perceives the middleman
and acts according to it. The laws of thought are sometimes assumed from
the rational agent to represent rational knowledge and rational reason. The
study of the Al approach design rational hidden causal agent for the act of
rationally and give a solution for the given problem.

A hidden causal agent is the special feature of a crow that perceives an
environment and reacts to the sense. A rational agent uses the performance
measure for the criteria of what the world is like now and what action
should take now. An agent learns from the mistake and recognizes the
problem. Focusing on human—crow interaction is a must in order to avoid
hackers of crows and to increase the growth rate of crows. The proposed
system helps to know much about crows to help them and feed them in
order to increase the growth rate of crow generation and understanding
through ML. Hash is the core component, but every block of the bitcoin
blockchain is categorized into the following components:

¢ Read the crow features;
¢ Hash function; and
¢ Blockchain validation.

2.2 LITERATURE REVIEW

Blockchain technology is the recent cloud computing topic implemented
in AL. This new approach helps to read the intelligence of the crow in
Al in a privately secured manner. The crows like veggies, i.e., cakes,
savory, proffered food, etc. Normally, it comes in groups [1]. The
author discusses the crow’s features, population, food, and qualities [2].
The author explains that the birds offer nonprofessionals unparalleled
opportunities to contribute to scientific knowledge [3]. The study referred
to the Fraser Darling effect to note the density of breeding birds, the
spread of laying, and the median date of egg-laying for social stimulation
of reproduction [5]. The study proposes the pigeon interaction compared
with ML neurons using signal processing [6]. The author proposes an
intelligent system to study the behavior of birds. In this proposed system,
the scope extended further to read the mind of a crow using intellectual
learning [7]. The author’s view about blockchain technology is applied
to biometric analysis and reviewed with various existing studies [8]. The
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study reveals the blockchain technology implemented in the agricultural
sector for food production [9]. The study reviewed how blockchain is
implemented successfully in economists and technology [10]. The study
reveals how climatic changes affect blockchain technology financially
[11]. The study reveals the security protocol for public and private
stakeholders in blockchain technique [12]. The proposed system gives
insight into blockchain technology in wildlife.

2.3 DATA COLLECTION

Datasets are extracted through life sciences links. Much research is not
implemented in human crow interaction. In order to have depth knowl-
edge about the study, data extracted and six features’ values are extracted
and implemented in JustNN and SPSS tools to compare and check the
accuracy of this study.

2.3.1 DATASET SAMPLES IMPLEMENTED IN JUSTNN AND SPSS
TOOLS

Face Value Mouth Left Eye Expand Eye Right Eye Eye
Expand Expansion
150 239 86 64 32 40
66 124 44 32 18 22
161 267 76 68 41 45
163 270 55 69 50 49
149 239 88 68 37 41
67 126 44 37 19 25
159 268 78 69 41 45
162 271 58 69 53 52
151 233 87 64 36 40
68 126 49 35 19 24
164 269 78 68 41 46
165 271 58 67 50 51
151 234 86 64 38 41
68 126 47 32 19 32

163 268 78 68 41 45
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Face Value Mouth Left Eye Expand Eye Right Eye Eye
Expand Expansion
165 272 58 65 52 49
156 240 86 64 21 40
69 126 47 36 18 29
169 269 78 69 41 48
166 270 58 69 57 50
154 239 86 65 39 42
73 125 47 36 17 45
168 269 77 68 47 45
169 273 56 64 52 49
153 239 89 71 34 40

2.3.2 HASH FUNCTION IMPLEMENTED FOR BLOCKCHAIN
TECHNIQUE

Blockchain is a technology that records information, so it is very hard to
change or hack the system. A hash function is the most important function
used in the blockchain technique. It is mainly used in business analysis,
but this study takes it to another dimension where block techniques can
also be implemented in human crow interaction.

Features Face Mouth Left Eye Expand  Right Eye
Value Expand Eye Eye Expansion
Hash values 101 201 301 401 501 601

In the above table, the hash function is implemented separately for
each feature from the dataset, and the resultant value is displayed.

2.3.3 DATASET SAMPLES IMPLEMENTED IN JUSTNN

JustNN is a Neural Networks tool that helps to learn, train, and test the
features for effective results. The six features from the dataset are extracted
and implemented in the JustNN tool to compare the performance and
efficiency of the study in an effective manner.



18 Hybridization of Blockchain and Cloud Computing

[ —— - - . x|
= Toget o s
Lorrguse 7 9 0n 9 Ope || @ St o
f
Vomsrkn [05 7 Decay 7 Opimke | |6 € s whenAl e v b
Vaitseg —
viding e 100
T vl I Spvien [1 %o e vaiding exangies
Cyclespor valdaing cyce 100 e C witin [0 Xl doseedoutputs
siea [0 w
T i T
F I Sopse [0 st
T Delaylering cycles ty [0 milloecs M swen [0 cycles
[k ]  cma
o, pres . Sopped om0 ot 2
7 = s S : 1606
H P Typeheretosearch o @ n 4 B CVHCEEDG @ > 8 @rwecte 00 B

2.3.4 DATASET SAMPLES IMPLEMENTED IN SPSS

SPSS is a statistical tool for social sciences which normally used to analyze
data statistically and manipulate data using ANOVA and MANOVA. To
check the efficiency of this study and to analyze the prediction in a statis-
tical method, the dataset is implemented in this tool.

eyebrow | eyelet | eyeright | eyeball | var var var var var var var var var var var
500 15000 2500 20

1
2 5200 160.00 2300 31.00 32000
3 500 17000 200 260 200
4 55.00 14000 .00 3000 31000
5 60.00 160.00 200 3200 [39000
6
7
8
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2.4 RESULTS AND DISCUSSIONS

Blockchain technology with hashing method is used to improvise the
human-crow interaction. The pixel values that have six attributes of crow
images are determined and it is converted to their hash function and
further implemented in a neural network. Multilayer perception employs
a hyperplane to separate data points. ANN’s alternative versions are SVM
and SVR, which are considered substitute ML algorithms.

2.4.1 RADIAL BASIS

Radial Basis is used here to map the maximum movement of the mouth
widening and gestures with that of the variation from the original values as
determined by the veteran doctors. This maps the values, and a hyperplane
can then be plotted based on the feature-extracted values.

2.4.2 BLOCKCHAIN TECHNIQUE

Blockchain Technique makes virtual reality applicable to the natural
environment. It brings advanced technology into real-world objects.
Blockchain Technique is used with sensors to detect the mindset of the
crow. The same is converted as a signal. MyoWare sensor is used here to
read the voice signal.

2.4.3 MACHINE LEARNING

Multilayer Perception is the single or multilayer of Artificial Neurons. The
input should have one node with a weighted bias and an output layer. Deep
learning models can be developed effectively.

2.4.4 SUPPORT VECTOR MACHINE

SVM is the best classifier in neural networks for statistical calculation.
Better predictions can be made using datasets in SVM (Table 2.1).
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TABLE 2.1 Multilayer Perception and SVM Predicted Value

MLP Predicted Value 1 MLP Predicted Value 2
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128
66.40299 123.1027
161.4318 263.9883
163.9415 271.9729
150.1236 241.4128

2.4.5 TRAINING, TESTING, AND VALIDATION

By training and testing the features, the basic characteristics of the ROC
curve are generated for validation and prediction. To validate the efficiency
of the resultant data, the training and the testing data are implemented in
the confusion matrix, which accurately predicts the false resultant as false
and the true resultant as true.
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2.4.6 STATISTICAL PREDICTED SUMMARY OF SPSS

Statistical prediction is made in the SPSS tool by analyzing the dataset in
a multilayer perceptron model.
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Case Processing Summary

Cases
Included Excluded Total
N Percent N Percent N Percent
faceheight * mouthexpand * mouthshrink 4 100.0% 0 0% 4 100.0%
facewidth * mouthexpand * mouthshrink 4 100.0% 0 0% 4 100.0%
eyewidth * mouthexpand * mouthshrink 4 100.0% 0 0% 4 100.0%
eyeexpand * mouthexpand * mouthshrink 4 100.0% 0 0% 4 100.0%

2.4.7 STATISTICAL PREDICTED SUMMARY OF JustNN

The statistical prediction was implemented using the JustNN tool, where
the training and testing data were done and validated. The below diagram
shows the learning time of neural networks, minimum errors, testing time,
validation, and results.
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2.4.9 STATISTICAL PREDICTED SUMMARY OF SPSS WITH SVM

The diagram explains the efficiency of MLP-SVM in the SPSS tool for
deep learning proves better compared to MLP in the JustNN tool.

The proposed system predicts 100% accuracy by training and testing
the dataset in multilayer perception, radial basis function, and support
vector model in the SPSS tool.
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2.5 CONCLUSION AND FUTURE WORK

Blockchain technique implemented to human-bird interactions is the
special initiation of ML in Blockchain technique to read the mind of the
birds. The proposed system helps to detect the mind of a crow using SVM
and MLP with a voice recognition sensor. This system helps to under-
stand more about the crow and helps to increase its growth of the crow.
The new attempt made in this study helps the society of ornithology in a
privately secured manner. Further, the proposed system can be extended
for implementation in other creatures. The proposed system predicts 100%
accuracy by training and testing the dataset in multilayer perception and
radial Basi and SVM in the SPSS tool.
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ABSTRACT

A gigantic measure of data is created consistently through web use
emerging from intelligent online interchanges among clients [20-25].
Even though the present circumstance contributes fundamentally to
improving the nature of human existence, unfortunately, it additionally
includes incredible perils since online compositions with high harmfulness
can root individual assaults, online provocation, and tormenting exercises
[26-30]. In this century, web-based media has formed many occupation
possibilities, and simultaneously, it has become a selective spot for
individuals to openly provoke their sentiments expressly. Among a
portion of these clients, a few gatherings are exploiting these stages and
abusing their opportunity to create their poisonous mentality (for instance,
annoying, verbal provocation, unsafe dangers, foul remarks, and so on).
The 2017 Youth-Risk-Behavior-Surveillance-System (Center for Any
Disease Control and Prevention) evaluated that about 14.9% of secondary
school understudies were harassed by electronic methods in the previous
year beforehand as the review was finished. With the sudden expansion
in harmfulness levels in online discussions via web-based media stages,
the requirement for the utilization of profound learning calculations for
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poisonous remark order and location has become a major centralization
of numerous online stages. In the previous few years, there were a few
endeavors to perceive an effective model for online poisonous remark
characterization forecasts.

Nonetheless, these means are as yet in their beginning phases, and
new techniques and structures are required. The conversation Al group,
an activity financed by Jigsaw and Google (both are a piece of Alphabet
endeavor), is reliably chipping away at the apparatuses that can help
improve online discussions. One territory of the center is the investiga-
tion of hurtful online exercises, such as harmful remarking (for example,
remarks that are arranged as impolite, rude, or most likely make an
individual leave a conversation). Till now, they’ve made an assortment
of openly accessible models that are supported through the Perspective
API, including the poisonousness level. Yet, the current models are as yet
making blunders, and they don’t permit the clients to pick among the sorts
of harmfulness they may be keen on finding.

Parallelly, the massive volume of statistics that have constantly
been appearing for a while makes the creation of new machine learning
(ML) algorithms and computational tools for handling this information
an overbearing need. Gratefully, the developments in hardware, cloud
computing, and big data have allowed great advancement of Deep
Learning approaches which have shown a very promising performance so
far. Toxic comment classification is a newly developing research field with
numerous studies that have addressed various methods in the detection of
undesirable messages on communication platforms. This chapter focuses
on the comparison of deep learning algorithms applied to the classification
of the toxicity of the online comments that had been made.

3.1 INTRODUCTION

The web has become the biggest stage to speak to our aptitudes. Different
websites permit individuals to utilize their stage to grandstand their apti-
tudes through recordings, articles, and other data in a few designs. Most
of the websites give an office for commenting on any transferred data. In
any case, there’s a chance that people can utilize accursed dialect in their
comments. This chapter proposes to classify toxic comments constructed
on the types of toxicity. Examples of toxicity categories can be insult,
hate, severely toxic, obscene, threat, etc. This chapter uses different ML
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algorithms like support vector machines (SVMs), KNN, Naive Bayes,
etc., to determine the six types of toxic comments and their performances.

The online interactions among people generate a huge amount of data,
giving rise to what we call “Big Data.” If we are not using specific tools
and strategies such as Machine Learning (ML) and Natural Language
Processing (NLP), extracting valuable information in real-time is difficult.
Some common examples of such data sources include the interactions
linked to social networks, blog articles, etc. An infinity of information
that many companies make use of to offer free or paid services to many
users [3]. In this situation, the downside is characterized by the number of
risks connected with toxic comments since the compensations related to
the said kind of information (social comments, online reviews, political
opinions, etc.) are drastically reduced by those who often interfere with
verbal attacks, bullying, harassment, threats to the person. And in general,
actions lead some members to abandon the discussion.

The foundation for the issue emerges from a wreck of online discus-
sions, where individuals take an interest effectively and offer remarks.
Since the remarks now and again are likewise injurious, annoying, or
maybe scorn based, it turns into the duty of the facilitating associations
to affirm that these discussions don’t appear to be of the negative sort [4].
The mission was, therefore, to construct a model that would make neces-
sary predictions to categorize the comments into various categories. The
goal is to create a model ready to be able to distinguish the toxicity level
with the most accuracy and to deliver a relative study between the various
algorithms used for the advancement.

An immense measure of studies has been finished on remark grouping
inside the news, account, and other undifferentiated areas. One such
examination of group remarks from the broadcast space was made with
the help of a collection of highlights like the range of remarks, capitalized
and accentuation events, and verbal highlights like spelling, obscenity, and
lucidness utilizing the straight and tree-based classifier [8].

Many studies recently examined scorn discourse utilizing neural
organization frameworks; Badjatiya et al. utilized general analyses with
various profound learning plans to survey semantic word inserting to
switch harmful remarks to recognizable proof [13]. In another inves-
tigation, a notion examination model of YouTube remarks, utilizing a
profound neural organization, was arranged that drove around 70-80%
precision [14]. Additionally, the general utilization of different styles of
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neural organization techniques for input characterization has been widely
utilized in late-distributed writing [6, 15-17].

Nonetheless, these methodologies just tended to some of the undertak-
ing’s difficulties while others stayed unsolved [18].

Some revealed that broad quantities of writing have demonstrated that
directed learning procedures are the premier, often utilized techniques for
digital tormenting discovery. All things considered, other non-regulated
procedures and techniques are perceived to be employable on digital
harassing acknowledgment. Likewise, Karlekar and Bansal [19] detailed
an expanded number of non-public attacks and misuse that are shared
and posted on the web. During this investigation, creators introduced
the assignment of consequently ordering and examining different kinds
of badgering, upheld stories shared on the net discussion Safe City and
utilized marking levels of grabbing, staring, and remarking; their outcomes
demonstrated that solitary name CNN-RNN. This model recommended
accomplishes a precision of 86.5. Perhaps the most unfamiliar issues are
an approach to distinguish calculations that may execute high affectability
inside the recognition of harmful remarks. Obviously, distinguishing
remarks that aren’t poisonous as harmful is baffling for the clients, and
there ought to be a lot of exertion to make a calculation with the absolute
best level of sensitivities.

Poisonous remark arrangement could be a moderately new field,
and lately, various investigations have been administered to naturally
characterize harmful remarks. The paper [13] by Nobata et al. proposed
a regulated grouping calculation technique with the use of n-grams and
manual improvement of RE examples to distinguish the oppressive
language [13]. Stood et al. utilized the generally characterized boycotted
words and altered the distance measurements of the calculation to
distinguish the profanity, which allowed them to use maxims like
sh*!+ (or) @ss as ill-bred [13]. Hirschberg and Warner recognized the
disdain discourse text by deciphering a corpus of web locales and client
remarks equipped towards identifying anti-Jewish scorn [14]. Nobata
et al. utilized truly arranged online client remarks from Yahoo Finance
and some news pages for recognition of the online scorn discourse [13].
Chen et al. likewise did the component designing method for additional
arranging of remarks into damaging, non-oppressive, and uncertain [15].
Georgeakopoulos and Plagianakos thought about the exhibition of five
distinct classifiers, to be specific; calculated regression, BoW approach
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SVM, NB, k-nearest neighbor (kNN), and random trees, and found that
multinomial NB outshone all additional methodologies in arranging the
harmful remarks [16].

A couple of dedicated papers that address the effect of merging unmis-
takable substance changes on the show precision for assessment arrange-
ment. Uysal and Gunal have indicated the impact of progress on substance
characterization by taking into thought four changes and their all-possible
blend on news and e-mail space to notice the classification accuracy. Their
test examinations created the impression that picking reasonable mixes
may end in basic improvement in arrangement accuracy [17]. Nobata et al.
used standardization of numbers, replacing incredibly long dark words and
repeated emphases with a vague token [6]. Haddi et al. explained the piece
of change in suspicion examination and delineated with the assistance of
SVM on movie review information bases that the accuracy’s advancement
basically with the fitting change and have a decision. They utilized change
techniques, for example, eliminating the blank area, extending shortened
forms, expelling stop words, and nullifying them [18].

Different papers fixate more on the displaying when contrasted with
change. For the outline, Wang watches out for channeling out anything
from the corpus that is not the letter set. Regardless, this would channel
out all the numbers, pictures, Moment Messages (IM) codes, and abbrevia-
tions, for example, $#!+, *tingle, absolutely particular significance to the
words, or pass up a great opportunity for a piece of information. In another
assessment, Bao et al. used five changes to be explicit URLs feature reser-
vation, nullification change, repeated letters standardization, stemming,
and lemmatization on Twitter data and associated a straight classifier open
in a WEKA Al mechanical assembly. They found the precision of the
characterization increases when URLs feature reservation, invalidation
change, and repeated letter standardization are used while lessening when
stemming and lemmatization are associated [19].

3.2 PROPOSED METHOD

The multi-label classification of comments needs to be achieved. The
development methodology entails the following steps: dataset description,
text pre-processing, solving the multi-label classification problem, feature
extraction, and model training.
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3.2.1 DATASET DESCRIPTION

The dataset utilized is accessible on Kaggle. The dataset comprises
10,734,904 words, out of which the number of special words is 5,32,299.
The 10 most common words are “the,” “to,” “of,” “and,” “a,” “L,” “is,”
“you,” “that,” and “in.” The English Oxford lexicon comprises 1,71,476
words. The issue with the over insights is that we are tallying a word
capitalized or lowercase as diverse words inside and out. This would not
include any significance to the assist preparing our information.

3.2.2 TEXT PRE-PROCESSING

The efficiency depends upon the pre-processing of data, as pre-processing
reduces ambiguity in feature extraction. Hence, data pre-processing
is an important step in text classification. The pre-processing includes
converting all text to lowercase and removing special characters, numbers,
punctuation marks, URLs, usernames, and stop words.

3.2.2.1 DATA CLEANING

The information utilized comprises numerous Wikipedia comments, which
have been labeled by people concurring with their relative harmfulness.
The information incorporates the following:

e train.csv: The preparing set contains comments with their twofold
labels.

o test.csv: The test set foresees harmfulness probabilities for these
comments.

On analyzing the prepared dataset, it was noted that the harmful levels
within the comments are classified as appeared below.

The dataset comprises 10,734,904 words, out of which the number
of one-of-a-kind words is 5,32,299. To channel and clean our data, we
perform the taking-after process:

* Removeunrelated characters (I"#$%&() *+,-./:;<=>2@[\]"_"{|}~\t\n).

o Alter all letters to lowercase (HeLIO — hello).

» Tokenization of our words (hi how are you — [23, 1, 5, 13]).
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* Normalize our input length with padding (hi how are you — [23,
1,5,13,0,0, 0]).

Misspelled words, slang, or different word modulations are not shared
into a single base word. However, the advantage of using a Neural Network
is that they excel with raw inputs; hence, we would not pre-process the
data further for better accuracy.

Some statistics on the pre-processed data:

*  Vocab Size: 2,10,337;

* The Longest Comment Size: 1,403;

* Average Comment Size: 68.22156908210138;
¢ Max Comment Size: 37.

After pre-processing the data, our word size drops down to a control-
lable 2,10,337.

3.2.2.2 EMBEDDING

The information representation regularly utilized in our lexicon is the
one-hot encoding, where each word is changed into a vector with a one
compared to its area. For illustration, in case our word vector is [hi,
how, are, you], and the word we are trying to find is “hello,” the input
vector would be [1,0,0,0]. This tends to work fine unless our lexicon is
tremendous, which is 2,10,000 in this case. This implies that we would
like conclusion up with word vectors that comprise primarily a bunch of
0s. We have subsequently taken the approach of employing a Word2Vec
procedure to discover embeddings for our words. The benefits of this
nonstop inserting are that words with a prescient comparative control will
appear closer together on our word vector. Although, the disadvantage to
this is that it produces more of a black box where the words with the most
analytical power get mislaid in the numbers.

3.2.3 FEATURE EXTRACTION

The Bentonite was activated by adding concentrated H,SO, (1:1 w/v) with
constant stirring. The material was kept in a hot air oven at 110°C for 12
hours. This material was washed with distilled water and soaked in a 2%
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NaHCO, solution overnight to remove the residual acid. Then the material
was washed with distilled water, until the pH of the adsorbent reached
slightly above 7.

3.2.3.1 TF-IDF VECTORIZER

It is simple for people to order pictures or text, yet it is hard for PCs,
which manage numbers, and to be more exact, they measure numbers as
electrical motivations. Hence, any information should be changed over
into that structure so PCs can handle it and give us back the outcome.
Along these lines, highlight extraction assumes a significant part in
handling text. So, prior to preparing the model, we should vectorize the
info information. Highlight extraction should be possible by applying the
term frequency-inverse document frequency (TF-IDF) utilizing n-gram
features-unigram (1-word) and bigram (2-words) to discover the heavi-
ness of a specific element in a book. Subsequently, highlights are sifted
dependent on the greatest weight.

TFIDF score for term i in document j = TF(i, j) * IDF (i)
where
IDF = Inverse Document Frequency

TF = Term Frequency

TF(i, j) = Term i frequency in document j

Total words in document j

IDF (i) = log, [

Total documents
documents with term i

and
t = Term
J = Document
N
TfIdf(c,d,w) = Tf(d,w)log| ———
Df(c, w)

where; N is the number of documents in collection.
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3.2.3.2 N-GRAM FEATURES

When n-gram highlights are connected, more than one word is considered
at a time. This can be beneficial as numerous times a few words pass
on assumptions more successfully when utilized together. An n-gram
of estimate 1 is referred to as a unigram; measure 2 could be a bigram.
N-grams captures more setting around each word. N-grams nearly
continuously boosts exactness. The N-gram recurrence strategy gives a
cheap and profoundly compelling way of classifying records.

3.3 EXPERIMENTAL METHODS AND MATERIALS
3.3.1 SUPPORT VECTOR MACHINE

Given a piece of labeled training, the algorithm yields the ideal hyper-
plane which categorizes modern input information. It works effectively
on huge datasets without as well much computation. To maximize the
edge between the information focuses and the hyperplane, the hinge loss
function is utilized. The SVM algorithm executed in practice employing
a kernel. The hyperplane is learned in linear SVM by changing the issue
utilizing a few linear algebras.

A separating hyperplane: w’x + b =0
wWix)+b>0 ify=1
(Wx)+b<0 ify=-1

3.3.2 LOGISTIC REGRESSION

It could be a simple technique. We try and predict the probability of
variables belongs to a “0” class or “1” class. It uses a logistic function
that always returns a worth between 0 and 1 to model a binary variable
quantity. The logistic function is given by If the worth is above the edge,
the category is predicted as “1” class, else it’s predicted as “0” class.

1

1+e*(7.559(7+1.2528X)

P=
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3.3.3 K-NEAREST-NEIGHBOR

The KNN algorithm won’t learn within the training phase, it only saves all
the training examples. At the time of prediction, for the test instance at the
algorithm finds the training example x, y, which is closest to x . Euclidean
distance is employed to calculate the space between the test data and every
row of coaching data. The formula to calculate the Euclidean distance
between two data points v and u is given by:

D(ab)= [ (b, ~a,)

K neighbors are selected with the shortest distance from the test data, and
voting is disbursed to decide the output.

3.3.4 DECISION TREE

It is a stream diagram tree-like structure, where every one of the inside
hubs means a test on an element, every one of its branches indicates a
result of a test, and each leaf hub holds a class name. The highest hub of
a tree is the root hub. A way is followed from the establishment to a leaf
hub, which holds the classification forecast for that tuple. The instructive
and order steps of choice tree enlistment are basic and quick. Choice trees
are valuable in light of the fact that the improvement of choice tree clas-
sifiers doesn’t need any space information. Their portrayal of obtained
information in the tree structure is direct to acclimatize clients. Choice
tree classifiers have great exactness. The matter of constructing a call tree
is expressed recursively. First, it’s necessary to pick out an attribute to
position at the basis node and make one branch for every possible value.
The attribute with the very best information gain is chosen because of
the root node. When the complexity of a tree increases, overfitting may
occur, which successively reduces the accuracy of test data. To avoid over-
fitting, pre-pruning, and post-pruning methods are used. In pre-pruning,
we stop early (while growing the tree) if the gain isn’t statistically signifi-
cant. While in post-pruning, we grow full trees and take away the nodes
supported cross-validation.
The Gini index and entropy calculation equation are as follows:
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IG(p)=Z(pinkj => pn(-p) =Z(pi -p)

k=i

J
H(T)=1.p,py---0,) =— ZP[ log, p,
i=1

3.3.5 RANDOM FOREST

An arbitrary woodland is a group of numerous choice trees. Arbitrary
backwoods are assembled utilizing a strategy considered sacking in
which every choice tree is utilized as equal assessors. Whenever utilized
for a grouping issue, the outcome depends on the lion’s share vote of the
outcomes got from every choice tree. For relapse, the forecast of a leaf
hub is the mean estimation of the objective qualities in that leaf. Arbitrary
woodland relapse takes the mean estimation of the outcomes from choice
trees. Irregular woods lessen the danger of over-fitting, and precision is a
lot higher than in a solitary choice tree. Besides, choice trees in an arbitrary
woodland run in equal, so the time doesn’t turn into a bottleneck.

The achievement of an arbitrary timberland profoundly relies upon
utilizing uncorrelated choice trees. On the off chance that we utilize the
equivalent or fundamentally the same as trees, the general outcome won’t
be vastly different from the consequence of a solitary choice tree. Arbi-
trary backwoods accomplish uncorrelated choice trees by bootstrapping
and highlighting arbitrariness. Subsequently, after the training, estimates
for unobserved models x * can be completed by an average of the estimates
from all the distinct regression trees on the x :

where; B is the no of times bagging is performed on the set. Moreover, an
approximation of the indecision of the estimate can be completed as the
standard deviation of the calculations from all the distinct regression trees
on the x.’

c_ \/Zfl(fb(x')—f")z
B B-1 '
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3.3.6 NAIVE BAYES

Credulous Bayesian order could be a probabilistic way to deal with Al
It’s based on the Bayes theorem; for example, the probability of an event
realizing that B has happened likely could be determined. Occasion
B speaks to the proof and, like this, the speculation to be affirmed.
The hypothesis runs on the conviction that everybody’s indicators/
highlights are free; accordingly, the presence of 1 wouldn’t influence
the inverse. This can be the Bayes approach to gullible rearrangements.
The likelihood of 1 occasion, B, is autonomous of another B occasion
happening. The information acquired inside the underlying evaluation of
client information determined the likelihood of whether that new remark
is harmful or non-poisonous. The way to deal with grouping an online
remark as hostile or harmful would start by contemplating our assortment
of training information named poisonous and non-harmful.

The likelihood that a message is poisonous, P(Toxic), was then deter-
mined to uphold the extent of harmful messages happening inside the
informational preparation collection. There’s no necessity to compute the
likelihood of the message content, P (message content). The likelihood
that the new message’s substance is found during a poisonous word pool is
required to uphold the gullible rearrangements of the Bayes theorem. The
gullible suspicion determines the probability of the new message being
poisonous in light of the result of the word showing up or not showing up
inside the harmful word pool. In like manner, the probability of the new
message being non-harmful is determined, and furthermore, the character-
ization of the new message would depend on the probability proportion.

1. Multinomial NB: These chips away at the Naive Bayes
calculation for the polynomial circled information and is one in
all the two exemplary guileless Bayes variations used in content
characterization (where the data are typically signified as the word
vector checks utilized; however, TF-IDF vectors likewise are
known to figure well by and by). The appropriation is parametrized
by vectors Oy = (Gyl, . Oyn) for each class y, where n is the quantity
of highlights (in content characterization, the components of the
jargon) and 0 is the likelihood P(xi|y) of this element ‘i’ showing
up during an example having a place with class ‘y.’

The parameters 6, are assessed by a leveled form of determined
probability, i.e., ratio counting:
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~ N,+a

v N, +an
where; N, = > xe Txi is the number of times that feature i appears
during a sample of sophistication y within the training set 7, and N,
=>i= InN, is the total count of all features for sophistication y.

2. Bernoulli NB: This requires tests chosen to be denoted as binary-
valued feature vectors; just in case, given the other data, a Bernoulli
NB occurrence might binarize. The conclusion rule for Bernoulli
Naive Bayes is established on:

P, | y)=P@|y)x;+ (1 -P@|y) (1-x)

which contrasts from multinomial NB’s broadcast that it unequivo-
cally punishes the non-event of a feature i that is a pointer for
innovation y, where the multinomial variety would fundamentally
disregard a non-happening highlight. On account of substance
arrangement, word occasion vectors (rather than word check
vectors) are also accustomed to prepare and use this classifier.
Bernoulli NB may perform route better on a couple datasets,
especially those with more limited reports. It’s judicious to pass
judgment on the two models if time licenses.

3.4 RESULTS AND DISCUSSION

The dataset is of 95,981 examples of remarks alongside their names. It
had been noticed each 1 out of 10 examples was poisonous, and each 1
out of 50 examples was indecent and annoying, yet the events of test being
serious harmful, danger, and personality scorn was very uncommon. The
initial five segments don’t contain any harmful words henceforth they are
delegated non-poisonous as shown in Figure 3.1.

The next step is to check the percentage of toxic comments in the
dataset. It seems that 90% of the comments fall in the toxic category as
shown in Figure 3.2.
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In [34]: M data = pd.read_csv('train.csv')

data.head()

out[34]:
id

comment_text toxic severe_toxic obscene threat insult identity_hate

0 0000997932d777bf
1 000103f0d9cfbe0f
2 000113f07ec002fd
3 0001b41b1c6bb37e
4 0001d958¢54c6e35

Entries with all 0 under the 6 categories are neutral and considered as non-{oxic.

ExplanationinWhy the edits made under my usem... 0
D'aww! He matches this background colour Ims.. 0
Hey man, I'm really not trying to edit war. It.. 0
"InMorelnl can't make any real suggestionson .. 0

0

You, sir, are my hero. Any chance you remember...

0

o o o o o

0
0
0
0

FIGURE 3.1 The training dataset used for classification.

0

0
0
0
0

0

0
0
0
0

data.toxic.value_counts(normalize=True)

0
1

Name: toxic, dtype: floaté4

0.904156
0.095844

FIGURE 3.2 Percentage of toxic comments present in the dataset.

0

0
0
0
0

In the first visualization, we can observe that comments were of varying
occurrences from less than 2,000 to 15,000. The majority of comments
occurred up to 15,000, as shown in Figure 3.3.

No. of comments per class

16000 15254
14000 -
12000 -
10000 -

8000 -

6000

No. of Occurrences

4000 -

2000

toxic

severe_toxic  obscene

Type

threat

insult

identity_hate

FIGURE 3.3 The total comments are present in every category of comments.
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The second visualization plots the % of comments belonging to

various categories. Toxic comments were uppermost in quantity, after that
obscene, insult, severe-toxic, identity-hate, and threat in declining order as
shown in Figure 3.4.

% of comments in various categories

Toxic
Obscene
Insult
Severe Toxic

Identity Hate

Threat

I T T T T

0 5 10 15 20 25
Percentage (%)

FIGURE 3.4 Visualization of the percentage of comments present in the various categories.

The following step removes the punctuations, capital letters, spaces,

etc. So as to make the data more suitable for further classification as shown
in Figure 3.5.

M # Text preprocessing steps - remove numbers, capital letters, punctuation, '\n'

import re
import string

# remove all numbers with Lletters attached to them

alphanumeric = lambda x: re.sub('\w*\d\w*', ' ', x)

# '[%s]' %X re.escape(string.punctuation), ' ' - replace punctuation with white space
# .lower() - convert all strings to lowercase

punc_lower = lambda x: re.sub('[%s]"' % re.escape(string.punctuation), ' ', x.lower())

# Remove all "\n' in the string and replace it with a space
remove_n = lambda x: re.sub("\n", " ", x)

# Remove all non-ascii characters
remove_non_ascii = lambda x: re.sub(r'[~\x@0-\x7f]",r"' ', x)

# Apply all the lambda functions wrote previously through .map on the comments column
data['comment_text'] = data['comment_text'].map(alphanumeric).map(punc_lower).map(remove_n).map(remove_non_ascii)

data[ ' comment_text'][0]

: ‘explanation why the edits made under my username hardcore metallica fan were reverted they weren t vandalisms just closur

e on some gas after i voted at new york dolls fac and please don t remove the template from the talk page since i m retired
now !

Separate our dataset into 6 sections. Each section is comment + 1 category.

FIGURE 3.5 Removal of all numbers, capital letters, and punctuations.
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By creating the word cloud, I will be analyzing the type of toxic words
present in the dataset. More visible the word, the greater the frequency it
has in the dataset. I have implemented the WordCloud in two categories:
identify hate and insult.

Earlier, we saw that comments that are toxic (and other forms of
toxicity) make up less than 10% of the comments in the data. This leads to
the issue of class imbalance.

We can deal with class imbalance by taking a subset of the data where
the proportion of the toxic comments are at least 20% (ideally 50%) in
relation to non-toxic comments.

For a start, we can take 5,000 rows of comments that are toxic and
concatenate them row-wise with those that are not toxic so that we have a
balanced dataset.

Now we need to create a simple function that takes in a dataset and
allows user to choose dataset, toxicity label, vectorizer, and number of
n-grams as shown in Figure 3.6.

def cv_tf_train_test(df_done,label,vectorizer,ngram):
'* Train/Test split'"’
# Split the data into X and y data sets
X = df_done.comment_text
y = df_done[label]

# Split our data into training and test data
X_train, X test, y_train, y_test = train_test_split(X, y, test_size=0.3, random_state=42)

'* Count Vectorizer/TF-IDF ‘"'

# Create a Vectorizer object and remove stopwords from the table
cvl = vectorizer(ngram_range=(ngram), stop_words='english")

X_train_cvl = cvi.fit_transform(X_train) # Learn the vocabulary dictionary and return term-document matrix
X_test_cvl = cvi.transform(X_test) # Learn a vocabulary dictionary of all tokens in the raw documents.

# output a Dataframe of the CountVectorizer with unique words as the labels
# test = pd.DataFrame(X_train_cvl.toarray(), columns=cv1.get_feature_names())

FIGURE 3.6 Vectorization and removal of stopwords.

Now I have created a TF-IDF vectorizer object for each category and
calculated the F1-scores across all models as shown in Figure 3.7.

The table given in Figure 3.7 shows the Fl-score of all the models
on the basis of the categorization of toxicity. Figure 3.8 is the graphical
representation of the table given in Figure 3.7.
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F1 (toxic) F1 Score(. _toxic) F1 F1 Score(insult) F1 (threat) F1 identity_hate)
Log Regression 0.861234 0.927879 0.908655 0896599 0628821 0699029
KNN 0.185120 0.857416 0519056 0257992 0.720000 0230159
BernoulliNB 0.776521 0.803707 0787830 0783762 0311828 0549206
MultinomialNB 0.874958 0.936170 0.901463 0.897411 0504762 0.485857
SVM 0876133 0.926004 0.921378 0.902619 0.786765 0797516

Random Forest 0838055 0934874 0.909091 0883993 0.795539 0.768448

FIGURE 3.7 Fl-scores of all the models.
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FIGURE 3.8 Graphical representation of all the models.

We can see that SVM outperforms all the other models in terms of
accuracy in the classification of toxic comments as the graph line of SVM
is observed to be the highest. Now we need to test if our model is actually
working or not.

Random forest has assigned a probability of 1 that comment 1 is toxic.
Comment 2 has only a low toxicity probability of 0.16 (Figure 3.9).
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# Sample Prediction
commentl ["You piece of shit']
comment2 ['what is up garden apple doing']

commentl_vect = tfv.transform(commentl)
randomforest.predict_proba(commentl_vect)[:,1]

array([1.])

comment2_vect = tfv.transform(comment2)
randomforest.predict_proba(comment2_vect)[:,1]

array([0.16036935])

FIGURE 3.9 Prediction of comments using random forest.

3.5 CONCLUSION

This chapter focuses on pernicious comment classification, where online
comments are classified into various predefined categories. There are
ceaseless trials experimenting and computing the presence of toxicity of
assorted kinds on the web platforms, including the micro and macro blogging
sites by the industries further because the research communities for an
efficient model that detects and predicts the web pernicious comments. This
is important within the research field because of the tremendously growing
online interactive communication among users. This work is devoted to
finding the most effective possible optimum solutions for the classification
of online pernicious comments, which further classifies the toxic comments
into six labels provided by the datasets on the Kaggle platform. The analysis
shows that a SVM is preferable than other algorithms as the graph line of
the SVM is the highest among all. Therefore, we can say that the SVM can
be considered the perfect model for the toxic comment classification.
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e machine learning
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¢ natural language processing
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¢ random forest
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ABSTRACT

Present-day healthcare shifts its paradigm towards a patient-centered
healthcare system with a higher order of security. The law of compliance
concerning healthcare data is strictly enforced, and policies are effectively
utilized as per compliance. The trend of smart healthcare is growing
with the rapid use of modern technologies such as cloud, blockchain, 3D
printing, wearable devices, etc. Preserving the healthcare data in offline
storage is not a feasible part due to its large collective nature from the
connected wearables devices. Hence, modern healthcare systems leverage
the use of online storage with cloud computing. These advancements in
data storage and processing lead to an increase in several potential risks
and vulnerabilities. It includes large data breaches in the cloud storage.
To address the issue of healthcare data security, this chapter presents the
possible solutions for utilizing Blockchain technology. This chapter also
gives a complete overview of the present healthcare system and analyzes
the drawback of each approach.
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4.1 INTRODUCTION

Nowadays, the healthcare industry plays a vital role in the era of the
development of nations and states. As the world’s population has been
increasing rapidly, there is a huge demand for better healthcare facilities.
Some of the diseases are unpredictable, which requires extra attention in
monitoring. In the healthcare industry, diagnosis and health monitoring
are important parameters. Most people are not visiting hospitals for their
health issues due to their busy schedules, which may cause many health
issues. Primarily the maximal numbers of healthcare systems are inno-
vated to predict and analyze the healthcare of the people who do not have
time to visit the hospital due to their work schedule. It can also keep track
of their health status at regular intervals. As per the proverb “prevention is
better than cure,” earlier detection is the better way to take care of health
issues because earlier recognition is the foremost way which helps the
patients with their health status [1-3].

In amost populated nation like India, healthcare is the major issue where
the people from rural areas don’t get proper healthcare facilities which
in turn increases the issues. With the help of development in technology,
there is a need for smart healthcare systems which regularly monitors and
diagnoses the patient’s health status and alerts them. At present, due to the
increased population of aged people, they may suffer from chronic illness
and health-related issues. These people require special attention and may
require a large number of hospital beds, which impacts the medical struc-
tures [4]. These people require special care and attention in real-time and
periodic monitoring of their health status. With the development of tech-
nology, smart healthcare systems have been introduced. Smart healthcare
is the health-related services and care system that uses the technologies
such as wearable devices like smartwatches, fitness trackers, personal
digital assistants, mobile devices, etc. The major technology used in the
smart healthcare system is loT, mobile internet, cloud computing, big data,
blockchain, microelectronics, and artificial intelligence. The technology
used in this system collects and accesses information from the particular
individual and responds in an intelligent manner. This chapter discusses
the major aspect of the present-day healthcare system, such as smart
healthcare systems, loT-based smart healthcare systems, components
of smart healthcare systems, remote healthcare systems (RHCS), and
smartphone-based healthcare systems (SPHCS). This chapter also gives
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insight into the usage of blockchain in the healthcare industry. Further, this
chapter comprehends the existing security issues and their enhancement
with the present healthcare industries.

4.2 SMART HEALTHCARE SYSTEM

Smart healthcare is introduced from the concept of smart planet proposed
by IBM. As the name suggests, smart planet means sharp infrastructure
that uses tiny sensors to collect and transfer information by means of
the Internet of Things (IoT) using internet technologies. It can coordi-
nate and integrate all data and can provide accurate data. The collected
information is shared between the patients and the medical services like
hospitals, health centers, etc., and with the concerned doctor. These smart
devices are wearable and portable. loT-based smart healthcare system
monitors the parameters like temperature, blood pressure, pulse rate,
etc., in real-time. A smart healthcare system consists of participants like
doctors, patients, hospitals, scientific, and research institutions [1-7]. It
involves in multiple dimensions like monitoring, diagnosing, research,
decision-making, and management. From the viewpoint of patients, the
devices can be wearable, which are used to monitor the health status of
the patient. The patient can look for medical assistance through health-
care virtual assistants such as Google Assistant, Microsoft Cortana, Apple
Siri, etc. A virtual assistant is used to treat diseases and used to improve
the mental health of humans, and it also helps the psychotherapist in order
to bring the spiritual health of the patients. From a doctor’s viewpoint,
the doctor can suggest and diagnose health issues through an intelligent
clinical decision support system. Doctors can manage medical reports
through laboratory information management systems, picture archiving,
communication systems, etc. [8].

4.3 I1oT-BASED SMART HEALTHCARE SYSTEM

In the present world, IoT makes remarkable achievements in the develop-
ment of wireless technology. 10T takes us to the next level in technology.
IoT makes use of internet technologies to collect data, process the data
and transfer the data to desired destination. Data collection can be made
through a large number of sensors that records the changes and store the
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data in the server. Basically, communication in [oT can be done in three
ways: (i) machine-to-machine communication, (ii) human-to-machine
communication, and (iii) human-to-human communication. Generally, [oT
is defined as the connection between a large number of physical devices,
such as sensors, computing devices, and software through the network.
IoT uses smart devices attached to the internet, which can be operated
anytime and anywhere [9—-11].

In health monitoring systems, loT plays an important role. IoT can
be used to keep track and controls mechanical, electrical, and electronic
devices through the internet. Punit et al. [6] presented a system that
provides better and more efficient health services to patients by imple-
menting cloud-based network information. This proposed system moni-
tors the health parameters such as patients heart rate, blood pressure, etc.,
and sends an emergency alert to the doctor through the mobile application
[6]. Krishna & Nalini [7] presented the system, which is mainly designed
for real-time monitoring of the important parameters of the patients.
The collected data is transferred from mobile phones or laptops to the
authorized person using a cloud server. The collected data is stored and
processed for further processing and decision making. It uses an Arduino
board, Raspberry Pi board, and cloud computing for monitoring body
temperature, blood pressure, oxygen saturation percentage, and heart rate
[7]. Malti & Bani [3] presented a system that uses carbon nanotube (CNT)
electrodes for continuous ECG monitoring. The proposed system uses
sensors for signal acquisition from the patients. The acquired data is trans-
ferred to a smart device, and from the smart device, the data is transferred
to the doctor, hospital, or ambulance. The alert message is received by the
family member or doctor through the smart device [3].

Durga & Ram [9] presented the architectural view of smart healthcare
system using [oT. The system architecture monitors the body parameters
in real-time. The sensor collects the data and processes the information
using a microcontroller. From microcontroller, the data is transferred
to the MySQL database server. The database server keeps the data and
provides better accessibility. The data can be viewed with the help of the
Android app on mobile phones. By using decision-making algorithms
the decisions can be made, and the alert message is sent to the concerned
person [9]. Srilakshmi et al. [5] presented about security-related issues in
the software-defined network. Due to wireless connection, the network is
more prone to vulnerable attacks or threats. Sensors are used to collect
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the information from the network, and the stored data is captured in the
cloud. The stored data is present at the top of the layer known as software-
defined network. The health reports are maintained very confidential.
Based on the sensed information, an immediate alert is sent to the patients
and proper medicine or drug can be given to the patient in the absence of
the healthcare provider [5].

By using 10T in the healthcare system, the burden due to medical
infrastructure and rise in medical expenses are reduced. By real-time and
accurate method, the health status is monitored in a regular interval, and
an alert message is sent to the concerned person. [oT gives a wide variety
of healthcare applications in health monitoring from remote areas, health
monitoring of patient, health monitoring through wearable devices, health
monitoring through smartphones, etc. To promote the value and support
for human life, smart devices with IoT is used. In health tracking, loT-
based Smart devices are attached to the patient body to track important
parameters such as blood pressure, body temperature, rate of respiration,
pulse rate, and also blood glucose levels. These parameters are kept as
medical databases in the hospital server for future reference, and these
parameters are used for prognostication and treatment [12].

The collected databases are stored in the hospital depository. When
a patient reaches the hospital due to health issues, doctors can easily get
the data related to that person. By checking past health records, it leads to
proper treatment for the health issue. [oT promotes a bridge between the
patients and the healthcare experts for better diagnosis and consultation.
It supports the system in getting the information precisely and accurately.
IoT-based healthcare services are easy and affordable to everyone. It keeps
the tracking of day-to-day physical activities at one end to control the
symptoms and helps in tracking the health goal of the individual on the
other end. It elevates the healthcare infrastructure towards user-friendly,
adaptability, wearable, and flexible automation. In IoT, the sensors collect a
huge amount of data from the patient, and the collected data is stored in the
server or in the cloud. Once the data is stored in the cloud or server, it can
be accessed from anywhere using internet technologies. The data stored
in the server should be protected from external hackers and malware. The
data collected from the sensor occupies a lot of space. To maintain the data
in an efficient manner, loT analytics is implemented [13].

The unprocessed data is converted into reliable data by means of
extraction of data. In a smart healthcare system, the important features are
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classified as: (i) personalized, (ii) persuasive, (iii) predictive, (iv) partici-
patory, (v) perpetual, (vi) programmable, and (vii) preventive. In [oT, the
collection of raw data is very easy and reliable. Those are taken from the
sensors in real-time from an infinite number of patients for a tremendous
amount of time. The sensors accurately measure and keep track of health
status parameters. By using [oT in healthcare systems, the costs for medical
expenses are reduced. It enhances communication between the patients
and the healthcare provider. Databases are maintained confidentially,
which gives the update of patient health records and enriches the patient’s
healthcare [14-17].

4.4 CLOUD PLATFORM

In the medical field, telecommunication plays an important role in transfer-
ring patient’s information during emergency situations. The advancement
of IoT employs self-reliable, self-controlled, and self-organized devices
which can smartly cooperate with other devices. In the medical care industry,
the major requirement is to keep monitor the patient’s health periodically
to ensure quality and safety. Whenever there is a critical condition, the
patient’s data should be available on the data access center. For continuous
health monitoring of patient and for data communication, the ThingSpeak
cloud platform is implemented. ThingSpeak cloud platform is implemented
using Arduino Uno, ESP8266, SEN1174, and LM35. The major advantage
of this platform is to provide high-quality monitoring, high-security level
through Wi-Fi modules and secure communication by cloud database. It is
a low-cost and low-complexity prototype [18, 19].

The hardware setup is an interfaced circuit made up of temperature
sensor, heart pulse sensor, keypad, microcontroller, Wi-Fi module, LCD
display, and ThingSpeak cloud platform. Arduino board is the heart of the
system. It is used to collect the data inputs from the sensors and transfer
the information to the destination. From the microcontroller, the data
are transferred to the Wi-Fi module (ESP8266). The Wi-Fi module is to
communicate the information to the ThingSpeak module. Heart pulse rate
is measured from the interfacing device SEN1174. It operates with direct
current of 5 V and draws 4 mA current from the power supply. To measure
the body temperature with high accuracy LM35 temperature sensor is
used [20]. To enter the password, a 4x4 keypad is used. The resulting
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output of heart pulse rate and body temperature is displayed on the 16x
2 LCD display. When the device is switched ON, the sensor will read the
temperature and pulse rate of the patient. The collected data is communi-
cated to ThingSpeak cloud platform through Wi-Fi which can be accessed
by doctors and family members [20].

4.5 COMPONENTS OF A SMART HEALTHCARE SYSTEM

The different attributes of smart healthcare systems include sensors,
medical equipment, communication devices, applications, which are used
by doctors, patients and healthcare providers, and end users/patients.

4.5.1 SENSING

The first and initial stage of the proposed infrastructure is sensing. In
this stage, the sensors in the architecture are used to sense the different
anatomical movements and specifications by a well-equipped electrophys-
iological sensor such as wearable sensors, blood pressure sensor, blood
temperature sensors, electrocardiogram (ECG), oxygen concentration,
biosensors, electroencephalogram (EEG), respiration rate sensor, electro-
corticography (ECoG), etc. The sensor is the main and key component in
the development of the healthcare system. These different types of sensors
are used to measure the parameters like blood pressure, glucose level,
heart pumping rate, respiration rate, etc. [20].

4.5.2 CONTROLLER UNIT

For the first stage in processing microcontroller/controller unit is used. The
data collected from the sensor unit is processed at this stage. Generally,
microcontroller is a small self-controlled computer on single integrated
chip, which is more or less similar to system on chip. It consists of a
memory unit and different peripheral input-output devices. It can perform
various arithmetic and logical functions. Examples of Microcontroller
are Intel processors, Arduino microcontrollers, PIC, ARM processors,
Raspberry Pi, etc.
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4.5.3 COMMUNICATION MEDIUM

The collected data should be transferred by the devices through the network
at any time, anywhere. It enables the incorporation between the network and
the applications. Communication can be carried out in two ways: (i) short-
range communication, and (ii) long-range communication. Short-range
communication includes Bluetooth, Radio Frequency Identification (RFID),
Wi-Fi, and Near Field Communication (NFC). Long-range communication
includes Wide Area Network (WAN), Long Range Wide Area Network
(LoRaWAN), IoT, and Narrow Band Internet of Things (NB-IoT). Wireless
communication in [oT enables RHCS efficiently and smarter. In short-range
communication, communication is carried between the devices and nearby
places. In long-range communication, the communication is carried out
between the main controller and remote controller, which are located at the
base station, such as healthcare centers [22].

4.5.4 MEMORY AND COMPUTING DEVICES

The most important component in a smart healthcare system is the memory
unit and the computing unit. The raw data is taken from the sensors and stored
in the database. In the storage unit, the patient’s record is maintained in the
database. Whenever the patient visits the hospital or health service provider,
the doctor can update the information about the health issues. For storing
large amount of data, cloud computing technology is used. Cloud computing
is useful in sharing resources in a reliable manner. In IoT-based healthcare
system, cloud computing or fog computing is used. The technologies chosen
depend on the location and amount of the data. Most of the IoT application
uses cloud computing because of its huge advantages. The advantages of
cloud computing are data storage, security, heterogeneity, better resolution,
privacy, and confidentiality. The sensors data can be stored in the cloud, and
later, the stored data can be used to monitor through cloud computing,.

4.5.5 DATA AND DECISION-MAKING SYSTEM

The data precision can be made from the large amount of data collected from
the patients based on intelligent and knowledge algorithms. The informa-
tion can be collected from the patients through sensors like body sensors,
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temperature sensors, pressure sensors, etc. The stored data can be utilized for
future processing. By knowing the patient’s health history, it is easier for the
doctors to give the proper and better treatment. The data analysis can be done
through ML approach and big data analysis. Big data has various advantages
in different industries which are generating large amount of data.

4.6 CLASSIFICATION OF SMART HEALTHCARE SYSTEM

Healthcare systems can be classified into two types: (i) conventional health-
care systems, and (ii) smart healthcare systems. The motivation behind
smart healthcare system is to assist and enlarge the traditional healthcare
system. Conventional healthcare systems can be classified into Ambient
Assisted Living (AAL), and Wearable Health Care Systems (WHCS). Smart
healthcare systems can be classified into RHCS and SPHCS. When smart
healthcare system is connected to IoT, the system becomes smarter and
more intelligent [11]. In smart healthcare system architecture, the devices
are attached to each other while the sensors are collecting data from the
patient. The sensor data is transferred to the cloud, from the cloud server,
and the data can be accessed anytime, anywhere by cloud computing. By
using a smart healthcare system, the doctor or the healthcare provider can
track and monitor the medical assets of the patients. The healthcare system
includes ECG, EEG, body temperature monitoring, body pressure moni-
toring, glucose level monitoring, oxygen level monitoring, etc., for aided
healthcare services. In remote health monitoring, the data is collected in a
real-time basis and transferred from the remote location to the healthcare
provider using NFC devices. In SPHCS, smartphones and smart applica-
tions are used to monitor the parameters like pressure, temperature, etc.
AAL is an example for personal healthcare system. It is used to enhance
and monitor the elderly persons, specially challenged people, etc., from
their living space in a secure and convenient form as a personal assistant.
Wearable smart healthcare system uses wearable devices such as smart-
watches, fitness trackers, and smart belts to monitor the patient health [12].

4.7 SECURITY-RELATED ISSUES IN SMART HEALTHCARE SYSTEM

In a smart healthcare system, the data collected from the sensors are trans-
ferred to the base station through wireless connection. The data transferring
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through wireless technology may be subject to vulnerable threats or security
attacks. The security threats include Denial of Service (DoS), fingerprint,
and timing-based snooping, router attacks, select, and forwarding attack,
sensor attack, and replay attack. To prevent the threat, it is necessary to
maintain and examine the security measures, vulnerabilities, and counter-
measures. The attackers in loT are classified into two types, such as internal
attackers and external attackers. Internal attackers exist in the system, and
they perform malicious activities inside the system. These attacks can be
easily found. External attackers found outside the system and they perform
malicious activities. In this attack, it is difficult to find the attacker existence
because they exist outside the system [14—17]. They silently monitor the
operation of the system and perform the attacks or malicious activities like
modifying health records, etc.

4.8 SECURITY ATTACKS ON THE HEALTHCARE DEVICES

Based on the eHealth environment, security attacks can be classified into
two types: routing attacks and location-based attacks. The routing attack
types are router track, select, forwarding, and replay attacks. The location-
based attack includes DoS, finger, and timing-based snooping and sensor
attacks. In a routing-based attack, the attack happens in the data transmis-
sion routes where intruders attack the route of data to send or drop data
packets. In a location-based attack, the attack happens at the end node,
where the intruders attack the service of the system at the destination node
[10].

4.8.1 DENIAL OF SERVICE ATTACK

In a DoS attack, the attack makes services inaccessible to the users by
making the computer or network to shut down at any point of time. By
making the system shut down, the other nodes at the system can’t share
the data by sensing the channel busy. In DoS, the patient health record can
be controlled by attacker without proper authentication and permission to
access data. The denial of attack makes the transmission node busy so that
the other nodes in the network can’t share the data. DoS attack happens
at the data transmission node. This attack makes the data transmission
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between the nodes to be misplaced or inaccessible. In this attack, the
attacker can modify the data; the modified false data is transferred to the
receiver, which leads to false information of the patient. The DoS attack
leads to false statements such as false health records and false emergency
calls. This false data may lead to patient death. DoS attacks happen on
each layer of the network [10].

4.8.2 FINGERPRINT AND TIMING-BASED SNOOPING

In a wireless network, the network is impotent to find the malicious threats
that happen in data transmission from the sensor to sensor, then from the
sensor to destination in an encrypted form. In this threat, the physical layer
requires broadcast time and fingerprint for each message where the finger-
print is defined as the impression created by friction in fingers. This type
of attack is called fingerprint and timing-based snooping. In this attack,
the intruder silently listens to data transmission happens from sensor to
sensor with time interval and fingerprint stamps. After detecting all the
data, the attacker can modify the records of the patient [10].

4.8.3 ROUTERATTACK

The most important factor of the healthcare system is data transmission.
The data can be modified on the data transmission path where the receiver
receives the false health record [10]. The routing of data happens through
the wireless network, which is more prone to attack.

4.8.4 SELECTIVE FORWARDING ATTACK

It is the type of black hole attack where the attacker gets outburst to a single
or multiple sensors to attenuate this attack. The attacker acquires the data
from any sensor and then drops the data packets and sends the dropped
packets to other sensor nodes. This attack creates more problems in the
system if the sensor node is near to the remote station. It is very hard to
detect the reason for the data packets dropping. This attack is more harmful
because it transfers incomplete data which reaches the receiver end [10].
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4.8.5 SENSOR ATTACK

In a sensor network, the sensor node may fail or leave the network due to
accidental failure or malicious activities that happen in the network. Due
to lack of power at the network, the sensor node may leave. Using this
chance, the attacker can enter the network by replacing the failed sensor
node and perform malicious activities. The unauthorized person in the
network can make false data by modifying, can insert the false data in the
network due to lack of authentication [10].

4.8.6 REPLAY ATTACK

A replay attack happens when an unauthorized person enters the network.
The primary idea of the attacker is to build trust in the network. The
attacker monitors all the activities in the system and sends a message to
the receiver when the transmitter stops the data sharing. A replay attack is
also known as a playback attack [10].

4.9 BLOCKCHAIN TECHNOLOGY IN HEALTHCARE

Blockchain technology is a system that has a larger database secured
by cryptography form so that the system can prove the time, integrity,
and identification for the people and machines without the traditional.
Typically, blockchain technology stores the larger databases in the form
of blocks [21, 22]. The connection of blocks results in chain formation.
The storage database is called data ledger. The transaction in the ledger
is authorized by the digital signature at each time. Digital signature
refers to the mathematical representation which is used to authenticate
the integrity of the software, message, or document [23]. The digital
signature in the blockchain verifies each time of transaction and prevents
stealing the data. So, the data in the data ledger is highly secured.
Blockchain works by using three important factors. They are cryp-
tographic keys, peer-to-peer communication in shared network and
computing, which is used to keep the transaction and record of the network.
Cryptographic keys are classified into two types (i) public key (ii) private
key. In blockchain technology, the transaction records are encrypted
into blocks to provide high security. The input data in the blockchain is
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encrypted into hash value. In blockchain, for controlling the database there
is no central authority. Each block in the blockchain consists of data, hash,
and nonce. Each block consists of data. Once the block is created, a 32-bit
whole number is generated randomly called nonce which then generates
a hash block header. Hash defines a 256-bit number combined with nonce
which consists of a huge number of zeros. The value of hash is extremely
zero. When the first block is created, a hash function with nonce is created
with encrypted form. Hash function is used to convert one form of data
into encrypted forms like human fingerprints and a mathematical opera-
tion. When the transaction starts, the hash value is created by a hash func-
tion, which in turn returns a digital signature that allows the third party to
verify the transaction details like time, identity, integrity of data, etc. The
main component of blockchain is the nodes. The nodes in the network
can be connected together to form blocks. In blockchain technology, once
the data is entered into the chain, it cannot be altered or changed, and it is
visible to all the participants in the network [23, 24].

The nodes participating in the blockchain are called miners. In public
blockchain, anyone can engage in reading, adding, and validating the
blocks. In this process, the transactions are public and can be authenticated
by public key cryptography. In private blockchain, only a single entity is
allowed and it’s not public. In this process, the transactions are not public
and cannot be viewed by anyone, so it is not distributive. The transaction
is in encrypted form and unavailable to the public. Consortium blockchain
are often called public blockchain which can be accessed by a group that
controls read, modify, and validate transactions on the blockchain. In this
blockchain, the user authentication may guarantee or not and the block-
chain may open or not.

The combination of IoT, blockchain, and ML are used for the detec-
tion of malicious activities in the healthcare system. loT uses Internet
technologies to block and get data generated from the wearable devices
like smartwatches, etc., worn by the patient. The databases are collected
and stored in the form of multiple transactions, and it also support
control access. Blockchain supports the medical research by providing
pseudo-anonymity of the patient identification and provide authenticated
and authorized data for research. The ML approach is used to find the
anomalies and forecast the analyzed data that are passed to the doctors for
basic identification. The IoT module is used to access and sense the data
that are collected from the wearable devices that are worn by the patient
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or the biosensors that are kept at the surrounding of the patient who is
under monitoring [24].

The wearable devices monitor the basic parameters like heart rate,
body temperature rate, blood pressure, oxygen saturation level and sleep
stage monitoring. If the patient is bedridden, the biosensors or [oT sensors
are placed on the body of the patient to monitor the vital parameters in
real-time. The next module is blockchain technology. Blockchain stores
large amount of data and the data is maintained as secured and encrypted
form. Two types of blockchain architecture are used. The personal
healthcare blockchain uses personal wearable devices to monitor and
capture the data. The stored data can be further accessed by the doctor
to proceed with proper medication. The data from the wearable devices
is stored in the cloud-by-cloud computing which is maintained by the
blockchain technology. The external record management blockchain
is used for the purpose of maintaining the data that is being generated
when the patient visits the doctor. The blockchain stores the data being
generated by the health centers, medical test reports, pharmacy bills,
prescriptions, and image data. The machine-learning modules are based
on the data created by the patient for the detection of any abnormalities
in the data. Whenever an abnormality is sensed, a notification or alert
message is forwarded to the doctor. Based on the alertness, a suitable
action is taken immediately [22-24].

4.10 CONCLUSION

This chapter is concluded by leveraging the advantages of the present-
day healthcare system. Here, a deep insight about the healthcare systems,
their components, and their services were discussed. Further, this
chapter also exhibits the usage of blockchain technology in healthcare
industries. It also gives a research overview of the current challenges
and its pathway. This will help the researcher to explore all the possi-
bilities of research in the domain of healthcare with blockchain. From
the study, it is clear that blockchain technology will create many breaks
in order to reduce complexity in the current healthcare data security
and enables the option for trustless collaboration with highly secured
immutable information.
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ABSTRACT

Industrial Internet of Things (I1oT) technology is growing popular among
industries over the world. The IloT employs and raises demand for sensor
technology. The widespread development of industrial applications using
wireless networks and cloud computing with the Internet of technology
has expedited I1oT technology. The integration of cloud computing with
the Internet of Things is majorly used to monitor enormous among of
generated data. In order to reduce cost, IloT faces many challenges in
finding solutions to the changes in process control, automation process,
and resource constraints. Blockchain technology is an emerging technical
term trend set that grasps the attention of researchers. Blockchain tech-
nology is shaping the industrial sectors to carry out secure transactions
in a trustless and decentralized environment. This chapter discusses how
blockchain technology solves the above issues in the IIoT.
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5.1 INTRODUCTION

The development of industries and online shopping is a trend set, and the
growth of industries depends on lifestyle changes and society’s demand.
Various industrial sectors need proper maintenance and incorporate
advancement based on the technologies used. The rapid growth in turn
triggers many challenges and issues in the industry. The rapid use of the
internet in industries requires proper use of technology that sense and
generates data for monitoring and maintenance purposes. Thus, there is a
need for emergent sensor technology called [oT to come into the picture
in most of the developing and developed industries. The integration of
cloud computing with the Internet of Things (IoT) solves many research
issues where industries do not require all computing resources on their
own. Instead, they are using cloud computing to store data, deploy the
applications developed on their own, and make use of readymade software
based on pay as you go model.

IoT is a cutting-edge technology trend that enriches and transmutes
human life and affords massive economic benefits. It is a most trending
and vibrant topic in IT industries and distended its margin into the fields
such as Smart Homes, Agriculture, Retail, Health Care, and so on. loT
technology affords many benefits in several fields and provides various
solutions to problems in various domains. Despite the existence of such
benefits, certain hindrances make restrictions to IoT. The foremost chal-
lenge faced in IoT technology is the security issue, which is a significant
pillar of internet. As the number of connected devices is increases, there
is a chance for connectivity issues and developing security vulnerabilities.

The compatibility issue is the major flaw in [oT technology, where
there is no specific international standard for monitoring and tagging
devices. Some devices prompt error messages when it is connected to
mobile phones or other devices. It is virtually incredible to build up a
global ecosystem that communicates devices with one another; there are no
exclusive application protocols used in IoT technology for communication
between many networked devices. The need of unique universal protocol
is required for the application devices to communicate with each other.

Privacy of data is the most important issue when the data is collected
from a heterogeneous environment through IoT sensors. The data stored
has social boundaries, and proper implementation of loT with privacy and
confidentially is a widespread challenge. The lack of standards has the
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greatest impact on implementing the IoT devices, and the developers are
liable to develop the model with a lack of standards.

IoT encompasses many associated sensors and devices that are placed
in different locations to sense the environment with the use of various
protocols, standards, and supported applications for communication.
Testing and validating the standards with connected devices through
the internet is the most challenging factor. The limitation depends upon
increasing the data transfer and stored size with a highly efficient security
mechanism.

The reshaping technology trend Industrial Internet of Things (IloT)
is beneficial for product manufacturing, identifying and correcting the
defects in the product, solving logistic issues, product transportation,
energy saving, and utility control. The smart sensor objects are scattered
for collecting massive amounts of homogenous data that can further be
used to identify the bottlenecks and faults and discover the vulnerabilities,
consequently affecting the performance of industries worldwide. However,
there are many issues that need to be resolved in [IoT. One among those
is security and privacy-preserving of data. Blockchain technology is an
emerging technology that mainly solves security problems. This chapter
depicts the use of blockchain in the industrial sectors to carry out secure
transactions.

Blockchain technology is a dedicated chain of structured blocks for
storing data in a comprehensible and robust way. Blockchain is a collec-
tion of blocks that stores data securely with the help of hash code. It is a
validating data ledger that is distributed in nature. Cloud computing is a
collection of remote servers that helps consumers store the data, manage,
and process the data based on pay as you go model. Cloud computing is a
collection of data centers where each data center runs many servers. Cloud
computing helps the consumer make use of resources through the internet
efficiently by reducing maintenance costs or by investing in needed
computing resources. The resources offered by the cloud computing envi-
ronments are software resources, hardware, and runtime environments
to deploy the user-created applications in pay as you use model. Virtual
machines run and execute the tasks submitted by the users. If there are
many tasks loaded to the virtual machine in the data center, this leads to
downtime and outages in which it reduces the system performance.
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5.2 RELATED WORK

The I1oT is a ground-breaking technology that interconnects a set of smart
sensors and storage devices that stores the generated data for monitoring
and sharing the data. The most important objectives in IloT security are
to monitor and maintain the software failures that arise due to integrity
problems that, in turn, damage the physical resources, reduce productivity,
and harm to humans. In order to address the above issues, the software in
industries should be monitored to ensure reliability and integrity. Shruthi
et al. [1] discuss the IoT and its architecture. The various elements of IoT
for identification and sensing the devices using sensors and the storage
used for the sensed data are discussed. Zang et al. [2] presented a study on
IoT with clustering of networks that shows widespread advantages with
respect to flexibility, robustness, extendibility, and centralized environ-
ment. Zang et al. [3] proposed a group-centric [oT recommender system
using machine learning (ML) and big data analytics, which integrates
mainly the social communities with mobile computing.

Chen et al. [4] presented a model that consists of context-aware
security techniques and for collecting sensed data from vehicular ad-hoc
networks. This security technique mainly focuses on how to protect the
sensed data using authentication, access control policies, and encryption
and decryption mechanisms. Huang et al. [5] proposed a novel technique
software monitoring with controllable overhead for IloT security. There
are many limitations to using the software, like lack of monitoring of the
status of running software, software deployment in IloT, and snapshot
for identifying the integrity and vulnerability. Arora et al. [6] presented
a hardware monitoring technique of the processor model in which it
observes the random execution of program traces in order to check the
software failures in IIoT.

Gao et al. [7] provided the process of implementing a blockchain
system model and depicted how blockchain functions in [oT in a detailed
manner. Peter et al. [8] outlined a smart contract mechanism in blockchain
technology for secure transactions in bank ledgers. The author discussed
about “Internet of money” and the migration process to blockchain. Wahab
et al. presented a survey on blockchain technology and possible key for
privacy control. The deep and thorough analysis of cryptographic technique
and digital signature technique based on blockchain are presented. Feng
et al. provided a detailed review based on privacy problems and how
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blockchain can help to solve the issues are presented. The defense method
and its technical aspects based on blockchain in IoT systems are discussed.

5.3 APPLICATIONS OF BLOCKCHAIN TECHNOLOGY IN IOT
5.3.1 BLOCKCHAIN-BASED 1IOT

Blockchain technology is a buzz word for the researchers to solve many
issues in current recent years. It provides a suitable solution for many
problems using a decentralized and distributed ledger. The distributed
ledger is the main key for blockchain by sharing with many consumers
who are not known. The authorization and authentication mechanism
in blockchain is embedded, so with these two, no consumer can access
the data stored in the ledger. Hacking becomes very difficult and could
not find any vulnerability during transaction processing. The blockchain
technology has a very high brunt on diverse industries, and most of the
industries are adopting it. Blockchain can minimize the data theft and
fraud by removing all the vulnerability [9].

5.3.2 TRADING ACTIVITIES

Blockchain technology continues to rule headlines over the world. The
constant list of projects and pilots has been competing for our attention
because the digital revolution is gathering speed. But people are now
speculating what benefits and probabilities that these technological
updates can wake up the world of trade finance.

Technology-based solutions serve the simplest once they tend to solve
several real-world issues, making the work easier and relieving from
onerous things. As the current digital age is aware of swipe-to-buy and
one-click checkout processes for trading, people would like to own a
modification that creates a chance to do their business easier than before.
The maintenance and expansion of the world’s $8 trillion open account
trade finance market are greatly captivated with the straightforward acces-
sibility and strength of funding mechanisms. Taking trade finance because
the fuel for world commerce into consideration, it is simple to watch why
blockchain has such influence over the trade finance world [10].
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Financial markets offer commercialism of monetary securities like
equities, derivatives, bonds, and currencies. There are widely three sorts
of markets:

1. Money Markets: These are short-run markets where the money is
lent to corporations or alternative banks to do internal bank dispo-
sition. The foreign exchange comes underneath this class within
which currencies are listed.

2. Credit Markets: This largely consists of retail banks where they
borrow cash from central banks and loan it to alternative compa-
nies or households within the style of mortgages and typically
loans.

3. Capital Markets: These offer the facility of buying and selling of
financial instruments mostly like stocks and bonds. These may be
divided into two types:

i. Primary Markets: These markets bring problems with stocks
directly to the investors through the companies.

ii. Secondary Markets: These markets offer the investors
to resell their securities to alternative investors via stock
exchanges.

Multiple electronic commercialism systems are used for exchanges
today to provide the ability of trading of financial instruments.

A market could be where parties are involved in exchange physi-
cally, electronically, or virtually. Numerous financial instruments like
stocks, equities, foreign exchange, commodities, and different types of
derivatives are down for commerce in these marketplaces. Recently,
several financial establishments have opted for software platforms to
trade numerous types of instruments. Trading is outlined as an activity
provided for consumers and sellers of several financial instruments to
get profit and to protect from risk. There are a few types of traders, like
investors, borrowers, hedgers, asset exchangers, gamblers, etc. Traders
are aforementioned to be having a brief position after they sell a contract
and an extended position when they buy a contract. The multiple ways
in which trades are transacted are through brokers or directly on an
exchange or Over-the-Counter (OTC), where consumers and sellers
trade directly with one another. Brokers are the agents who settle trades
for their clients and act on their client’s behalf to deal at their very best
worth [11].



Blockchain Technology-Based Industrial Internet of Things 67

5.3.3 TRADE LIFE CYCLE

The common trade life cycle includes many stages from the order placing
to execution through a gradual process:

1. Pre-Execution: An order is being placed at this stage.

2. Execution and Booking: The order that is placed would be
matched and executed, it is transformed into a trade. At this stage,
the contract between counterparties is matured.

3. Confirmation: Here, both counterparties confirm the particulars
of the trade.

4. Post Booking: This stage is provided with numerous verification
processes that are required to establish the correctness of the trade.

5. Settlement: This can be the final stage of trade and very crucial in
the trade life cycle

6. Overnight: This is the end-of-day process that involves report
generation, profit and loss calculations, and numerous risk
calculations.

5.4 REASONS FOR USING BLOCKCHAIN IN THE TRADE INDUSTRY

Blockchain ensures transparency, trust, and security whereas reducing
time interval, eliminating the usage of paper and saving cash. This forces
everybody to play honest in business along with removing the dangerous
actors. This improves transparency so the business can automatically
eliminate the risk of manipulation by participants within the chain.

The facility of trade finance directly between parties associated and
increasing their potential within the market like Marco Polo is provided
by introducing an end-to-end trade finance network for banks and their
company clients. The exchange of trade-related information and delivering
finance to the full ecosystem is made easier that proves that the trade
finance network has the potential to be a game-changer rather than being
another initiative.

This potential makes the bankers see the advantages of trade
finance would get adopting blockchain technology. As blockchain is a
decentralized system, it permits the involved parties to determine any
agreement while not involving any kind of middlemen like lawyers, public
accountants, civil servants, notaries or any other parties that are required
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to attest the information’s integrity. Blockchain solely would like a Smart
Contract which is a set of codes which will facilitate concerned parties to
exchange money or other valuables in a transparent, trustable, and a secure
method. As the involvement of the third parties or middlemen is reduced,
the value associated with them is also reduced or vanished completely.
Because, blockchain provides the ability to regulate self-executing, self-
verifying of transactions that permits parties to eliminate the involvement
of intermediaries such as clearinghouses. This technology has been very
useful in the financial industry, particularly in trading activity.

5.5 BLOCKCHAIN IN INSURANCE SECTORS
5.5.1 BENEFITS OF BLOCKCHAIN IN THE INSURANCE SECTOR

Blockchain will change innovative and troubling changes within the insurance
business just like it enabled the recording of cryptocurrency (like bitcoin).
Some influences that blockchain is created in the insurance industry are:

* Alleviating the paperwork;

* It develops a system within which some claims are verified and
handled very quickly;

¢ Minimizes the fraud;

» Improves the standard of information used throughout the under-
writing; and

» It improves the efficiency across the insurance value chain like
processes where claims are paid automatically.

Even though technology is dynamically changing the insurance
industry, there is one technology that is more crucial than others. As the
number of blockchain applications in insurance is growing daily, we tend
to say that within a few years, each player within the area will be using that
application. This brings several opportunities of embracing the modifica-
tion by Fintech and smaller insurance firms.

5.5.2 BLOCKCHAIN INSURANCE APPLICATIONS

The main quality of blockchain that created the insurance industry
to adopt this technology is cutting the middlemen. Currently, in the
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insurance industry, so much of personal information is at stake because
of the bogging of several checks and rechecks. If all that information
is within the blockchain, all those checks are often simply distributed
and therefore the information which is trusted will directly flow between
parties. This saves both time and money, and this is what that transforms
the industry.

5.5.3 BLOCKCHAIN IN LIFE INSURANCE INDUSTRY

Blockchain has implications at every step of the life insurance process. As
the blockchain provides inherent security with the distributed ledger, new
clients are often quoted and on-boarded very quickly. Once the blockchain
is fully integrated into life insurance, prospective clients will be able to
unlock access to their own medical histories so that a carrier will generate
a quote automatically. By this method, there will be no additional gathering
of documents from numerous doctors and medical professionals. This
information will be in the cloud, trusted, and more secure. In the United
States, it is calculated to be $7.4 billion in unclaimed insurance money.
This can result in individuals losing the papers in their busy lives, and
sometimes it is impractical to seek out the right beneficiary for a claim.
This problem can be simply solved with blockchain smart contracts.
Through these smart contracts, funds would automatically be paid out
supported by the news of death without the need for the beneficiary to
come forward with a claim.

It is an open secret that life insurance policies can be traded and
might be sold to others. If the insured person has paid the premium and
no longer requires the insurance, they can sell the policy and benefits
for immediate cash to the other. But, selling a policy is a sophisticated
process that involves many intermediaries. So, adopting blockchain
technology that moves with no intermediaries would benefit the insured
people who want to sell their policies at their will and quickly.

5.5.4 BLOCKCHAIN IN HEALTH INSURANCE INDUSTRY

Many aspects of the blockchain are useful to this industry, and some
aspects are uniquely provided to this industry.
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5.54.1 MEDICAL RECORDS

Distributed ledger technology (DLT) will be very useful to medical profes-
sionals all over the world. It makes the patient’s medical records immutable,
secure, digitally accessible, and transparent. Generating quotes will be
simple for insurance agents and carriers as there is immediate access to all
the necessary records to supply at accurate rates. This helps to avoid medical
error, medical fraud, and privacy violations will be slashed automatically.

Smart contracts enable the claims to be paid out quickly and automati-
cally. Once a patient checks into the hospitals, treatment records will be
automatically added to the blockchain and also the insurer will payout.
This reduces the requirement for sophisticated forms and back-and-forth
communication.

The massive efficiency boost can be seen in doctors, administration,
and insurers. They will have access to the trusted and complete patient
medical history and doctors can utilize the results of tests made at alterna-
tive facilities. They will be able to observe the result of past procedures
and could eliminate the duplicated work that is common today. This way,
treatments will take less time and medical prices will go down, which
could profit everyone.

5.54.2 DATA STORAGE

The current trend set blockchain is used to make a new way for storing
data with decentralized storage networks by planting the power of prime
back in the hands of customers.

The utmost significant triumph in the internet era that is helpful for
both private usage and industry is cloud data storage. Even though this is
a recent invention, it is already underneath hazard of being perpendicular
by incoming blockchain storage developers.

The example includes the threat of close future blockchain technology
and how cloud storage sectors work to avoid the loss of information. As
some huge firms depend on spreading data to various data centers to avoid
intrusion, decentralization of data in blockchain technology would elimi-
nate the risk of meaningful disruptions. This can result from data stored on
a huge number of individual nodes across the world with no central entity
that will manage access to user’s files, which improves security through
decentralized file storage. There is still a need for development in current
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network scalability to accommodate large-scale file blockchain storage
infrastructure. We can surely expect an industry that is with fragmented
and encrypted information that is supported by a network of decentralized
nodes in a user-friendly and cost-effective way.

The other method that blockchain use cases improve the current file
storage system is by using an “incentive layer.” This helps once infor-
mation is not truly held on within the decentralized ledger. The relevant
storage network is using that to process the subscription payments by
avoiding flat exchange rates and store access information. Using this
ledger to move with the storage blockchain project would be useful to
finish user to improve settling times, increasing privacy and reliability.
These are due to the use of a decentralized network and transparent record
keeping. By moving such user-centric storage networks to decentralized
blockchain storage networks would facilitate the users to own a lot of agile
and customizable systems. They will be able to manipulate metrics like the
speed of retrieval or redundancy.

5.5.4.3 TOKENIZED BLOCKCHAIN STORAGE

With a blockchain storage tokenization system, the network economy is
often leveraged to incentivize individual nodes to uphold the network and
sharing little storage capabilities. Blockchain technology allows users to
easily upload, share, and monetize their content, which is like storing for
personal use while reducing the cost of intermediaries.

5.6 CHALLENGES AND SOLUTIONS OF BLOCKCHAIN
TECHNOLOGY

Blockchain technology is poised to potentially address the critical
challenges and issues to unleash economic benefits with advancements
in the IT industry. The blockchain holistic depiction can be leveraged
for secure transactions due to its consensus-driven, decentralized, and
distributed ledger. It has blossomed to assuage many challenging issues
across various domains. The recent explosion of blockchain technology has
shaped a dazzling impact on stakeholders, business experts, industrialists,
and researchers.



72 Hybridization of Blockchain and Cloud Computing

The distributed and decentralized nature of blockchain technology
can provide users across the world with proactive resistor over their data.
The emergence of blockchain and DLT has become a trend set component
of the digital economy in the near future. The inconsistent and insecure
nature exploded in traditional technology may stance further challenges
for IT professionals and that gave rise to the prominent technology trend
“blockchain technology.”

There are numerous blockchain applications, in which the furthest of
them influence decentralization, transparency, and persistence. Block-
chain technology plays a vital role and feasibly be a silver bullet for loT
technology. The combination of blockchain with IoT technology can
leverage the transaction processing between billions of connected devices
effectively and can be used to create an optimal and cohesive functioning
of IoT devices and networks. The decentralized nature of blockchain tech-
nology can eradicate single points of failure due to the transformation from
a centralized infrastructure to a distributed and decentralized architecture.
The integration of blockchain with IoT applications can influence and
create a tamper-resilient ledger. The decentralized architecture helps to
minimize the [oT Silos and improves the fault tolerance and scalability of
the system. Blockchain offers trustworthiness using distributed authoriza-
tion and authentication among devices in loT applications. Device agnostic
features can be achieved through the integration in which the devices can
communicate with each other without the intervention of servers.

Another important challenging issue in blockchain is that it demands
on large computation power and hence it needs a lot of energy in order
to execute. Cost is another cause for concern in blockchain technology,
where organizations must purchase dedicated hardware and software to
create and maintain the blockchain. Many companies are working on
issues to reduce the complexity and cost required for building blockchain
networks and found a key solution technology called cloud computing.
Blockchain as a service is the mantra for most of the issues by effectively
using “templates” for building and running blockchain networks.

5.7 CONCLUSION

Industries widely use IoT for remotely monitoring resources and storing
the sensed data in a database or cloud computing environment. Due to
the complex operations and enormous data storage, a proper security
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mechanism is required in order to store and perform transaction processing
in a secure way. Blockchain technology is hastily rising as a game changer
and provides solutions to complex computing problems in various fields.
This chapter presents the need for blockchain technology for e industry
and how blockchain technology solves the research challenges and issues
in Industrial IoT.
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ABSTRACT

Pharmaceutical companies face many challenges in eradicating counterfeit
medicines. Due to high requirements and seamless transport, the supply
chain plays an especially important role in reducing counterfeit medicines
in life science companies. However, they face complex challenges. This
chapter proposes a method and guidelines for implementing the IoT with
blockchain in pharmaceutical drug supply chain management. Thereby we
can reduce the number of counterfeit drugs in the market and save millions
of lives.

6.1 INTRODUCTION

Multiple stakeholders are involved in the pharmaceutical drug supply,
such as supplier pharmacies, wholesalers, and hospitals. There is no possi-
bility that they all use the same information technology (IT) systems, and
this makes the data hard to transfer. Even if they use the same IT system,
there will be data redundancy or false records. The transport conditions
like humidity, temperature, luminosity, and vibration make the medicine
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unusable, which cannot be accessed in real-time for every medicine
in-person [1]. Further, this makes them unable to find counterfeit medi-
cine. Every year, millions of people’s lives are in danger because of these
counterfeit medicines are circulating in the market. In this chapter, we will
compare the proposed solutions which are already using the blockchain
and [oT for the supply chain in the pharmaceutical industry. We propose
an efficient way of tracking the conditions of the medicine with tempera-
ture, vibration, humidity, and luminosity with IoT sensors. As we use
blockchain technology, the data here is immutable, so we propose an idea
that makes the data available for all stakeholders. So, every stakeholder in
the process can check for counterfeit medicine.

In this chapter, we have proposed the method and guidelines for imple-
menting the [oT with blockchain in pharmaceutical drug supply chain
management. Thereby we can reduce the number of counterfeit drugs in
the market and save millions of lives.

6.2 IDENTIFICATION OF PROBLEM

There are many disadvantages in the traditional supply chain manage-
ment for pharmaceutical companies, and not every company is
motivated to do good for people. Many companies focus on making
more money than they invested. Sometimes, the problem occurs in
unexpected ways.

6.2.1 COUNTERFEIT DRUGS

Counterfeit drugs or counterfeit medication is fake medicine. Counterfeit
drugs are illegal and may be harmful to your health because they give the
wrong dose of the drug. More counterfeit drugs are sold on the market and
even on the internet [2]. Counterfeit drugs are more like original drugs;
when we analyze only, we can find fake drugs. There are many illegal
websites for counterfeit drugs through which people are buying them;
using these causes more danger. We know that supply chain security is
crucial in the fight against fake drugs and in protecting consumers and
manufacturers.
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6.2.2 DIVERSION OF DRUG

Diversion of a drug is the main problem in the pharmacy industry. Diver-
sion of drugs is the illegal use of doctor-prescribed medicine with the help
of an illegal market. Due to some money-seeking companies, it still exists
in the market. Not only with them, but it also exists; it will even function
with the help of the clinic staff, and pharmacy store. Due to this, many
people lose their lives by taking medicine without any prescription.

6.2.3 DRUG SHORTAGE

Drug shortage can happen in many ways, like quality problems, delay of
therapy, switch to a lower dose, rationing of drugs, production discontinu-
ation, and increase in demand. Drug shortages affect how pharmacists and
doctors care for patients and can lead to unsafe practices and potentially
harmful errors, and unfortunately, these shortages are more common.

6.3 RELATED WORK

The supply chain is an interconnected network related to organizations and
individuals involved in manufacturing and sales. It starts from the supplier
to the end-users. It takes care of the movement and storage of medicine.

1. Manufacturer: The manufacturer gets the drugs from wholesalers
or distributors. They ship produced drugs in enormous quantities
to distributor warehouses.

2. Wholesalers: They take a key role in distributing manufactured
drugs to pharmacies and hospitals. They save the time and effort
of the manufacturer.

3. Pharmacies: Pharmacy and hospitals buy drugs from a whole-
saler. They sell the drugs to the end-users or patients. The drugs
should be in specific temperatures during transit and storage. The
temperature monitoring follows the cold chain process.

In the process of the drug, supply could merge at any level in the
supply chain. Some pharmaceutical industries use holographic to reduce
this issue. This technique is more expensive. The cold chain process must
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monitor the vaccine throughout the supply chain, which is critical. Data
stored in the blockchain is public. When the organization wants the data to
be hidden from others, then it must go through some encryption [3].

6.4 MODULES

The main modules of the blockchain system are as follows:

1. Blockchain Network: This is the core component of the project
where the data from the IoT sensors are stored immutably and
given the privilege to authenticate stakeholders.

2. Application Module: In this module, the data upload process
and data querying process are done. This module will be directly
connected with the user interface for data querying and the block-
chain network for uploading the data.

3. IoT Module: This module consists of the IoT sensors, which send
the sensor data to the application module in a particular time interval.

4. User Interface: This module is used by all the stakeholders of
the project where it is to view the smart contract and data in the
blockchain.

5. Smart Contract Module: This module is for verifying the value
of the sensor to the predefined values assigned for each medicine.

6.5 BLOCKCHAIN NETWORK

A block of nodes that are connected in a chained manner is called block-
chain network. One single blockchain network has many blockchain in it.
The blockchain network needs to maintain all the blockchain, and make
sure that all the transactions in it are working correctly or not. Mostly the
organization which takes care of this blockchain network lets it open to all,
but some may not do that.

It all depends on the organization’s policy. In our system’s case, only
authorized stakeholders or end-users can view the data present in the
blockchain. This blockchain network allows us to make the data present in
the blockchain more secure and makes the attack hard to tamper with the
data. The services provided by the blockchain network will be applicable
for all the blockchain that are present within the network.
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6.5.1 NODE

We know that blockchain is a chain of blocks/nodes connected within
the network. In general, a node is a computing device. All nodes in
the blockchain network will exchange the data regularly, so all nodes
will track other nodes’ status. The main purpose of the node is to store
immutable data, and if any new transaction arrives, they need to be
verified by the present nodes, and they help us to keep the synchronized
data of the blockchain network [4].

There exists a master node on which the blockchain will rely on that.
The master node is also a computing device, but the main difference is that
the master node should always be available as the respective blockchain
will run correctly.

6.5.2 DISTRIBUTED LEDGER

A ledger is a file. In our real world, we keep track of all activities with
the ledger. But it is extremely hard to search and find the needed data
in the minimum amount of time. So, we go for the digital ledger. This
digital ledger is most like the excel sheets, where the data can be stored
in order or randomly. It is quite easy to search and find the required data
in minimum time and manpower. But the main disadvantage in the digital
ledger was if the computer or the storage device was damaged, we might
not get the data back. So, to resolve this, we go with the distributed ledger,
from this concept, all the data were stored in different systems or different
storage devices on various locations. All the data newly inserted in the
ledger will be updated and synchronized everywhere.

6.5.3 CONSENSUS ALGORITHM

The blockchain is stable and secured. It has privacy and transparency due
to distributed decentralized networks. Every process and transaction are
going to be done automatically, so no one is going to verify and validate
any transitions, but still, blockchain is a well-secured and verified one. It’s
due to the consensus protocol presented in the blockchain and it is also
known as the core part of blockchain.
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It is known as a procedure where all the peers in the network will get a
similar agreement about the current state of those distributed ledgers. When-
ever a new node is added to the blockchain, consensus checks for the version.
This is agreed upon by comparing all the nodes in the blockchain network.

1. Proof of Work: The consensus algorithm concept is used here
for choosing the miner for assigning the next block creation. This
POW algorithm is used in Bitcoin. The idea of this algorithm is to
solve complex, critical mathematical equations and puzzles to give
an easy solution. Because they need more calculations to be done,
only then will it get to create a new block [5].

2. Proof of Stake: A new method is used to generate a new block in
this concept, where the proof of stake and the proof of the work
have some differences among them. Miner is the one person who
can solve the puzzle, and only they can create a new block for the
transition. In this concept, the one who can create the block can
prove proof of the stake. Those people are known as validates.

3. Proof of Burn: There are many versions of this, wherein the miner
will play the key role. In burn, the coins are used to represent the
participants of the node, where it is used to check where the correct
node is burned or some other one, and the end-user can find the
correct value among the blockchain.

6.5.4 VIRTUAL MACHINE

To make our smart contract in our blockchain network for every single
blockchain we need a virtual machine. They provide us with the basic level
of abstraction among the program executing machine and code. The code
mentioned here was the smart contract. This is needed to improve the porta-
bility of the system. This also acts as the node, in some cases, power-full, and
the best virtual machine for the blockchain was the Ethereum Virtual Machine
(EVM). This EVM can improve the blockchain network by maintaining the
components of the blockchain network like a smart contract [6].

6.5.5 MEMORY POOL

It is a buffer memory for the unconfirmed transaction to be stored when
a transaction is initiated. It does not directly place into the blocks in the
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blockchain network. We must verify whether that transaction is valid or
invalid. We will verify the digital signature, hash value, and so on. If any
transaction fails to satisfy those conditions, then that particular transaction
will be rejected. The transactions which satisfy the conditions are only
stored in the blocks as the blockchain.

6.6 COMPONENTS OF BLOCKCHAIN NETWORK
6.6.1 SMART CONTRACT

Smart contract programs, stored in a blockchain program, are created to
satisfy certain conditions like true or false, if or else in blockchain are
called smart contracts. In smart contracts, if a given condition has satisfied
a course of action takes place, another set of even executions [7]. The data
smart contract ensures that the database is up-to-date and secure and also
prevents unauthorized access to the database. Any sort of data tampering
would be impossible. A smart contract can be utilized for storing data of
high network transactions like the transfer of cryptocurrencies or jewelry
or blockchain-voting, in our case, the purchase of medicine. The nega-
tive side of a smart contract is that it cannot be utilized for a transaction
involving micropayment; for example, when you transport the medicine
with only a pair of medicine.

In that case, blockchain technology is not an economically viable
choice because the consumer will have to bear the memory processing
charge or operations charge for the use of smart contracts. The charge
would be higher than the actual value of the item or net worth of the item.
In this example, the charge could be higher than that of medicine that you
have consumed. In their blockchain, the charges are broken in the smallest
unit, known as gas smart contact. This can be utilized for processing and
storage of assets that have high net worth and storing secure data like
audit information. Also, private blockchains and cryptocurrencies can be
created, so storage of data and trust transactions. An example of a private
blockchain is a cat. If you have started a company and you want to attract
customers to your company you could program a smart contract that could
enable the customers the right to receive Ethereum for each visit. Thus,
when a customer visit to your company, a smart contract get to transfer a
certain unit of Ethereum to his/her wallet.
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Ethereum is a platform for the creation of smart contracts. At the same
time, it can be utilized as a cryptocurrency. Bitcoin blockchain can be used
for storing transactions but not for smart contract; bitcoin is primarily a
cryptocurrency. Smart contract is like normal contracts but the only differ-
ence is they are completely digital [8], where it is a computer code that is
stored in the computer of the blockchain. The data which is going to be
stored will not be done manually, so it is well secured. Some properties of
the smart contract are:

i. Immutable: If one contract is created, it cannot be changed again.
So, no one can go back and call back your contract.

ii. Distributed: It is where your output of the contract is confirmed
by everyone in the network. So, no single user can modify the
details without knowing others in the network.

Smart contracts are used in banks, insurance, postal, and so on. Ethereum
is specifically created and designed for smart contact. Smart contracts
can be programmed in a special program called solidity. This language is
specifically created for Ethereum and uses the syntax of JavaScript [9].

6.6.2 DATABASE

The data in the blockchain is stored as nodes or blocks. If a new transac-
tion occurs, then all nodes must verify the transaction and then store that
transaction, then that transaction will be added to the chain. Sometimes,
the blockchain also acts as a database; in our case, we store the tempera-
ture, humidity, vibration, and luminosity. Not only that, but it also stores
some predefined variables like previous block hash, current block hash,
and time-stamp. They are all not stored in the form of a normal database.
They are stored in the form of a distributed ledger, as we discussed above.

6.6.3 DEVICE

The device was used by the stakeholders or their end-users, who are also
part of our system. It has the authority to register new shipments/logistics
and track/send the records of the temperature as data to the server, which
will be stored in the blocks for every interval of the time which is assigned
by the end-users [10].
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6.6.4 SENSOR

The sensor part focuses on the loT device, and also, the data required is
generated from the [oT sensors.

6.6.5 SERVER

There are many servers in the market. We choose the best blockchain
server providing company listed in subsections.

6.6.5.1 MICROSOFT

Microsoft’s Azure is one of the first companies to offer backend as a
service (BaaS) and was launched as Azure Blockchain Service. It provides
the users with the schema, logic, counterparties, external sources, ledger,
and contract binding for constructing their blockchain services.

6.6.5.2 BITSE

BitSE works on VeChain, and it is a Chinese cloud product manage-
ment platform built on a blockchain in collaboration with Pricewater-
houseCoopers (PwC) to boost blockchain adoption in the Asia-Pacific
markets.

6.6.5.3 PEER LEDGER

Peer ledger is an identity management blockchain. It uses the concepts of a
public key infrastructure (PKI) system to certify identities from outside the
blockchain before connecting them to blockchain accounts. The company
is targeting trust-sensitive industries such as health care for their solution.

6.6.5.4 SAP CLOUD PLATFORM BLOCKCHAIN

Leonardo is a service that is based on hyper-ledger and resides in the
SAP cloud service, so it can be accessed from any device and requires no
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on-premises hardware or software. Leonardo is a blockchain cloud service
and machine learning (ML) service that supports the Internet of Things
(IoT) in a single ecosystem.

6.7 SOME COMMON BLOCKCHAIN NETWORKS
6.7.1 ETHEREUM

Ethereum is a decentralized system, and it is an open-source blockchain.
This works in the same principle as the basic blockchain concept itself.
Ethereum has extra features like a smart contract which is an application.
ETH (Ether) is commonly known as the cryptocurrency token of the
Ethereum blockchain. The current transaction of Ethereum is about 15 per
second, but they are planning to upgrade their speed to tens of thousands
per second. The main difference between bitcoin and Ethereum is the
concept, bitcoin is used for cryptocurrency, but Ethereum aims to build a
world computing system.

6.7.2 NEO

Neo is the biggest rivalry for Ethereum. This is also working in crypto-
currency and blockchain applications platforms. This is built for issuing
digitized identities and creating digitized assets and smart contracts. Neo
built these in a more secure platform and smart economy. Neo platform
issues and manages two digital assets; Neo tokens and gas tokens.
Neo tokens are used to block creations, network management, and any
consensus requirements, and gas tokens fuel for more security.

6.7.3 EOS

Eos is aimed to support the industrial-scale decentralized application
effectively. Eos claims that they can conduct millions of transactions per
second, all without transaction fees. This is possible by solving the biggest
problem in blockchain space scalability. Visa and bitcoin-like public
blockchain currently require total consensus across nodes. The EOS
solution for this is called delegated proof of steak. The major difference
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between Eos and other Dop platforms is Eos runs in an ownership model
like an operating system. Other Dop-like Ethereum runs by renting out
computation in exchange for the transaction fees. The number of votes we
own on the Eos is equal to the number of tokens we have, and it is directly
proportional to how much amount of network we own. This in the sense
we can remove the transaction fees. In other words, the transaction fee is
avoided because we use our network to do the transaction [11].

6.7.4 LISK

Lisk is a platform on which developers can build, publish, distribute,
and then monetize their blockchain applications. Blockchain applica-
tion looks and feels like a regular application, but it is built on top of a
blockchain decentralized network rather than hosted by a single entity.
However, the number of challenges associated with developing block-
chain applications, such as a lack of tooling and frameworks, prevent
it from being widely adopted. Lisk aims to remove these obstacles by
providing developers with an easy-to-use side-chain development to
build their blockchain applications. Each blockchain application runs on
top of its side-chain, a fully customized blockchain that is connected
to the Lisk main chain in the SDK is completely written in JavaScript,
the most used programming language in the world, so list everyone can
develop decentralized social networks, messengers, games, exchanges,
storage platforms, and much more without the complexity of developing
a blockchain from scratch [12].

In this concept, the devices are given to the end-users, and they are
assigned with an interval time. The product supplier will get the medicines
for delivery, and he will load all of them into the box and he will fix
the sensors and IoT devices. The sensor will check for the temperature
for every interval of time and sends the temperature to the blockchain
which is connected through Bluetooth. The data can only be stored in the
blockchain with hashes; they cannot be updated; only we can delete the
entire blockchain. Only the end-users have the privilege to view or delete
the data using internet-connected devices. While delivering the medicine,
the details of the medicine will be verified. If it is in the correct state, it will
be delivered, which is more beneficial for everyone.
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1. Block Hash: It is calculated with the hash values of the data present
in the block.

2. Previous Block Hash: This block consists of the previous block
hash to maintain the chain link between the blocks.

3. Timestamp: It stores the timestamp of when the data is written
into the blockchain.

4. Data: In our case, the data is provided by the sensors with the
respective time interval.

5. Merkle Root: It consists of the hashes of all the nodes in the
blockchain. It makes the searching easier with the Merkle tree.

6.8 SENSOR OVERVIEW

There are many sensors available in the market; we need temperature,
humidity, vibration, and luminosity. And to make the data transfer, we
need the Wi-Fi network where all the sensors are connected to the Wi-Fi
router via Wi-Fi and the data must be sent to the blockchain network.
To make the package compact and easy to transport, we should not
use the three different sensors. We need an loT sensor that will read all
three values around it. Every sensor has a range, so it is difficult to have
three separate sensors in every range. So, we must make the package
accordingly.

The sensor which has all three sensors in it is “UbiBot-WS1” by the
company UbiBot. This sensor can measure the light intensity as the arc
flash with a fast response of 1 ms, the sensor has also designed to monitor
the temperature using both analog and digital, which can also measure
the light, humidity, temperature, and vibration; also, it can measure the
pressure [13].

The sensor we have suggested was “UbiBot-WS1.” Many sensors in
the market give us all the required parameters, i.e., temperature, humidity,
vibration, and luminosity but their cost was inadequate for the wide range
of logistics. There are many cheaper sensors, but they fail to give us all the
required parameters.

The main advantage of this sensor is it takes less space to set up (6.5 X
6.5 x 1.7 cm) which eventually increases the space to fill the medicines;
it also weighs 31.8 g = 3 g. It has the in-built power source of 2 x AA
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batteries/Micro USB (5V/2A). So, it can independently long last more
than the normal sensors.

This sensor produces the values that have the accuracy for Temperature
+0.3°C, humidity £3%, and ambient light +2%, which is more efficient
than other sensors. As we deal with human lives, we should consider this
as the main factor. This sensor has an in-built Wi-Fi card, so it is extremely
easy to connect to a Wi-Fi network and establish the connection to a block-
chain network via a blockchain server [14].

6.9 SECURITY MEASURES

Blockchain technology is digitized and it encompasses decentralized
ledgers in it. Every block is interconnected within the blockchain genera-
tion, so they may be secured tightly. Every transaction inside the blocks
makes use of encryption techniques to comply with the transaction of some
of the peers. The distinct protocol is used to discover if any fake operation
happens inside the transaction at the same time as verifying.

6.9.1 BASIC TERMINOLOGY IN BLOCKCHAIN SECURITY
6.9.1.1 ENCRYPTION

In this idea, we use pocket protection, so each precise person might be
furnished with a separate key known as “Hash.” Where it is far a math-
ematically generated price to be assigned as a unique key for every block.
The hash price might be done with the aid of using the constant output
aggregate of the general public-key cryptography.

6.9.1.2 MINING

To hold the technology integrity the mining technique is used for its far
steeply-priced and complicated technique. Miners inside the blockchain
use to attach new blocks to the blockchain for the transaction. Its assess-
ments for each transaction had been demonstrated or now no longer.
Cryptocurrency rewards the miner technique.
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6.9.1.3 IMMUTABILITY

Among each idea, it is by far one of the maximum critical additives in
this blockchain generation. The different exchange significance is shipped
ledger. The immutability approach had been as soon as the transaction is
confirmed, it cannot be erased.

6.9.2 HOW FRAUDSTERS MANIPULATE THIS TECHNOLOGY?

Blockchain generation is going through many kinds and exchange manner
of attacks, and shape while it is far launched. Exchanges and cryptocur-
rency wallets turned into the maximum attacked and centered component
inside the blockchain. We have mentioned some security measures by
which attackers or hackers can attack the blockchain system. We have
also mentioned some of the countermeasures which help us to prevent the
blockchain from those attacks.

6.9.2.1 DISTRIBUTED DENIAL OF SERVICE (DDOS)

Distributed denial of service (DDoS) attack is extremely hard to exploit
on a blockchain network, but it can occur with less possibility. The main
agenda of the hackers while performing this attack is to make the server
down by consuming all its processing power, memory, and resources with
an enormous number of requests. The attackers use the DDoS bot-nets to
perform this attack.

6.9.2.2 SYBIL ATTACK

This is one of the serious attacks which need to be prevented before it
happens. In this attack, the attacker pretends to be the data provider (in our
case, the [oT devices) coinciding in time. The malicious node will have the
capability to create many other nodes in the network. The malicious nodes
will look like a large group of nodes that makes the original node unable
to detect them, so the original nodes eventually accept them, believing
that they are original data from various sources [15]. This attack can be
prevented by implementing the Proof of Work (PoW) on every node.
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6.9.2.3 ECLIPSE ATTACK

This attack targets the node from the peer-to-peer network, so the targeted
node will not receive any information from the other original nodes in the
network. Then the separated node will continually be on that incorrect
blockchain network. There are many ways to reduce this attack:

1. 0-Confirmation Double Spends: If a block accepts any transac-
tion with no verification or confirmation then it may be attacked
for the double spend. It may lead to the loss of the stored data.

2. N-Confirmation Double Spends: This is more expensive than the
0-Confirmation double spends, where it requires the attacker to
be more prepared in this case. The original node waits for more
confirmation, where the attacker needs to work for that with the
botnets he included for this attack.

6.9.2.4 ROUTING ATTACK

This is one of the serious attacks, but this does not attack the blockchain
network. It attacks the ISP’s which provide the connection to the block-
chain network. For example, imagine you sent some package via some
courier company. If that courier company tries to take some part of the
package, then the receiver will not be able to receive the tampered part
of the package, even the receiver will not be able to know whether the
package tampered or not. There are two types: partitioning attack and
delayed attack; these two drop attack and append attack.

Blockchain generation has trusted the download and adds of the actual
time records that are in a massive volume. Data and the records transferred
to the Internet Carrier Company might be suffering from the hacker is
referred to as routing assault. In this technique, wherein the transition
appears to be stopped or like now no longer running with the aid of using
it is going to be stolen with the aid of using the hackers [16].

6.9.2.5 51% ATTACKS

A high degree of computing strength is needed for mining due to the fact
it is a far extra extensive technique. If 51% of the computing community
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will be an advantage with the aid of using the unmarried miner or a set
of miners, then they may control and manipulate it. Without spending,
they can upload new transactions to the blockchain where double-spend
cash is used on this technique. An organization of coordinated movements
attacked Bitcoin gold in May 2018, and it’s one of the blockchains. Bitcoin
gold has double-spent $70,000. The modern-day blockchain that is stricken
by 51% assault is Ethereum Classic.

6.9.2.6 PHISHING

It is a form of fraud wherein the hackers ship out the e-mails from the
faux e-mails of reputed companies. They ship the e-mails to the pocket’s
key owners, asking them to ship their confidential information to positive
links. Some of the unlawful cryptocurrency mining had been completed
with the aid of using the person’s machine as a host. In 2017, first 1/2
of my extra than $225 million had been misplaced with the aid of using
blockchain inventors inside the phishing frauds.

6.9.3 HERE WE'VE GOT A FEW MEASURES TO SAVE YOU FROM
CRYPTOCURRENCY FRAUD

The counter and the discovery and the beyond fraud at the peer-to-peer
networks is a critical idea which turned into found out with the aid of
using the exchange, expected, tokens, and blockchain companies.
Cryptocurrency funding may be blanketed with the aid of using a few
measures [17].

6.9.3.1 TWO-ELEMENT AUTHENTICATION (2FA)

It is likewise referred to as two-step verification. In blockchain, 2FA is
increasingly acquainted with the period. It is one of the layers supplied
with inside the pockets protection, which gives the person a one-time
password (OTP) for verification, at the same time as getting access to
the foreign money pockets. If the fraudsters attempt to advantage any get
entry to password to the pockets, they should want the OTP tool to get the
authentication. This guarantee acts as a greater layer of safety and protects
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against important thing thefts and phishing frauds. 2FA software program
is an unfastened Google useful resource that enables us to apply more than
one tool to steady crypto wallets.

6.9.3.2 ANTI-PHISHING SOFTWARE PROGRAM

Malicious hyperlinks, faux websites, and e-mail threats may be recognized
through the usage of anti-phishing software programs. It simply approves
the right hyperlinks and websites. Metacert’s anti-phishing is a software
program, wherein it can assist in verifying one’s net cope with the mass
scale and has included each person from an unknown bureaucracy and
acquainted with phishing threats.

6.9.3.3 COLD WALLETS

In cryptocurrency, there are varieties of wallets. A hot pocket is greater
susceptible in comparison to bloodless pockets, and due to that fact, the
bloodless pockets are not linked to the internet. In the shape of a tool, the
bloodless pockets supplied had been its greater secured; however, even
though the recent pockets are unfastened and maximum not unusual, it’s
much less secure.

6.9.3.4 BLACKLISTING

By figuring out the frauds that happen inside the phishing sample and
services and key thieves and making them blacklist cryptocurrency
businesses simplest they could themselves make a falling sufferer repeat
the fraud sample once more.

6.9.4 PROBLEMS OCCUR BY FORK

It is a decentralized node settlement and model-associated hassle. It
happens best while that software program is up to date. More quantity
of the blockchain is concerned on this, so this hassle might be massive
trouble here.
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When the booklet of the blockchain is a new edition, the adjustments have
occurred inside the nodes via way of means of the consensus rule because of
the brand-new settlement. The old node and new node are the two compo-
nents divided employing the prevailing nodes inside the blockchain [18].

The vintage node sends the transaction to the block to be perfect via
means of the brand-new node. The vintage node sends the transaction to
the block to now no longer be perfect via means of the brand-new node.

The new node sends the transaction to the block to be perfect via way of
means of the vintage node. The new node sends the transaction to the block to
now no longer be perfect via way of means of the vintage node. Getting consensus
on those one-of-a-kind four styles of instances happens, so fork hassle has taken
a region on this. And additionally, because of those four instances, we get hard
fork and soft fork via a means of dividing the Fork hassle. By evaluating the
brand-new node and vintage node, we will discover the computing electricity of
the brand-new node is 50 more than the vintage node.

6.9.4.1 HARD FORK

It is an approach in which the machine involves the brand-new settlement or
to the new edition; however, in which they are now no longer like-minded to
the vintage model. The vintage nodes cannot receive with the extraction of
the brand-new node, so in which an unmarried node is break up into nodes.
Even though the computing electricity of the brand-new node is more potent
than the vintage node, the vintage has the functionality to nonetheless keep
the blockchain via means of the proper manner of the transaction.

When this hard fork takes region, the replacement manner of settle-
ment should be taken region via way of means of all the nodes in that
community, as a request via way of means of us. Those nodes which are
not up to date cannot be capable of maintaining that painting like usual.
If a greater quantity of vintage nodes is not capable of replacing then, it is
going to begin running absolutely with some other chain in which the fork
has divided as two chains.

6.9.4.2 SOFT FORK

Its approach in which the machine involves the brand-new settlement or
to the new edition; however, in which they are now no longer like-minded
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to the new edition, the brand-new nodes cannot receive with the extraction
of the vintage node. Where the computing electricity of the vintage node
is much less in comparison to the brand-new node, so had been the mining
nodes of the vintage nodes will now no longer be well-known via way of
means of the brand-new nodes, however nonetheless, each of the brand
new and vintage node chain might be running on the equal time.

When this soft fork takes place, the brand-new agreements are not
required to be up to date via way of means of all the nodes within the
blockchain community at a comparable time. They permit the updating
separately gradually. Hard fork differs from Soft Fork, due to the fact while
the node updating happens, it is going to no longer affect the effectiveness
and balance of the machine. Somehow, the old nodes are made invisible
by the soft fork so that the adjustments arise with inside the consensus. In
place of that, verifying each node may be performed to a few make bigger
via a way of means of the precept of nodes.

6.10 SCALABILITY OF BLOCKCHAIN

Data is developing greater and larger within the blockchain, and addition-
ally, the manner of computing and storing has emerged as greater more
difficult to more difficult. At equal time synchronizing the records take
greater time consumption and offers the customers greater troubles while
running the systems.

6.10.1 BLOCKCHAIN RECORDS’ TIME CONFIRMATION

It is compared to credit score card transactions online in a conventional
manner, and they take greater than one day to verify the transaction. But
in the bitcoin transaction, it is going to no longer take greater than 1 hour
to affirm it. However, they are now no longer sufficient to our expectations
as we want them. There is a manner to resolve the hassle of the usage of
Lighting Networks.

Hashed Time Lock Contract (HTLCs) is one of the bi-directional
manner payment channels that is proposed to be applied via way of means
of the Lightning Network. They permit the price technique to be greater
secure throughout many peer-to-peer channels. The network formation is
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permitted to make a payment to many of the peers, even though they had
now no longer opened any channels, among others.

6.10.2 CURRENT REGULATIONS PROBLEM

As the usage of Bitcoin as an example, decentralized system traits of the
coins quantity and the coverage of the money that’s managed via way of
means of the significant financial institution is made weaker and it makes
the authorities to be alert of the blockchain technology. Authority of the
blockchain should appear in it, developing new coverage via means of
new methodically should be performed, if now no longer they could have
an excessive hazard on markets.

6.10.3 INTEGRATED COST PROBLEM

It will have a lot of fees which include money and time to extrude the
present system while it is an infrastructure. We must make certain this
modern era now no longer handily creates financial benefits and meet the
necessities of supervision. However, additionally, the bridge with conven-
tional enterprise and it usually comes across difficulties from the inner
enterprise that is present now.

6.10.4 CONCLUSIONS

There’s absolute confidence that blockchain is warm trouble in current
years. Even though it has a few subjects, we want to notice, a few troubles
have already been advanced at the side of new techniques growing on
the software side, getting increasingly mature and stable. The authorities
ought to make corresponding legal guidelines for this technology, and
employers must prepare to embody blockchain technology, stopping it
brings an excessive amount of effect to the modern-day system. When we
revel in within the gain of blockchain technology delivered to us, within
the identical time, we nonetheless ought to live carefully on its in hence
and protection troubles that it may behave.
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6.11 SENSOR TO BLOCKCHAIN DATA FLOW SECURITY

There is a high chance of tampering with the data in an intermediate way
between the data provided by the sensor and blockchain network. So,
to avoid that attack, we propose the method of encrypting the data right
after it is provided from the IoT device and decrypting it right before it
enters the memory pool of our blockchain network. To implement it, we
need a strong and efficient encryption algorithm. Here, we describe some
algorithms and their properties and compare them with one another, and
propose the best among those algorithms.

6.11.1 TRIPLE DATA ENCRYPTION STANDARD (TRIPLE DES)

Triple-DES uses 56-bit keys rather than a stream cipher; it is a block cipher
and it uses 64-bit blocks. In 1998 DES became correctly damaged while
a DES-encrypted message became cracked in three days a year later a
community of 10,000 systems around the world cracked a DES-encrypted
message in less than a day and it has just gotten worse since then with
modern computing power being what it is. Since DES was encrypted in
the writing was on the wall for a little while we knew we needed something
else so along comes to triple-DES isn’t three times the strength of DES
necessarily it’s DES applied three times and what [ mean by that, what
we do is we take a plain text message and let’s call that p and we’re going
to use a key that will call k1 and we’re gone used that key to encrypt the
message and that’s going to result in the ciphertext and we’ll call that ‘c.’
So with c1 the output of the first round of encryption we’re going to apply
a second key and we’ll call that k2 with that second key we are going to go
through a decryption process on cl.

Since it is the wrong key, we are not going to get the plain text out the
other end what we are going to get is another round of cipher text and we
will call that ¢2 with c2 we are going to apply the third key we will call that
third key k3 and we are going to encrypt the cipher text c2 and that’s going
to result in another round of cipher text that we will call c3. So, we have
three different keys applied in two separate ways. So, with key1 and key3,
we do a round of encryption and with k2 we do a round of decryption.

So, it is an encrypt decrypt encrypt process with three separate keys
while that does not yield a full 168-bit key size the three rounds of
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encryption yield an effective key size of a 168-bits because you must find
three 56-bit keys. The main advantage of 3DES is the key size of 3DES is
larger than DES and it has a 56-bit block size. The disadvantage is slower
compared to the AES. So, speaking of the technical details for triple DES,
we are still using the DES block cipher with 56 keys, but since we have
three different keys, we get an effective key length of 168 bits. Triple DES
is a stopgap measure however we knew that it was broken and if you could
decrypt a DES message it would not be all that long but or decrypt triple
DES message.

6.11.2 ADVANCED ENCRYPTION STANDARD (AES)

For an AES, the National Institute of Standards and Technology (NIST)
requested a proposal that was in 1999, and in 2001 NIST published an
algorithm RIJINDAEL as AES. AES consists of 128 bits long in a key
that encrypts key can be 128, 192, or 256 bits. First, we must copy into a
point for a square matrix that is known as a state. This state matrix is then
modified in each step of encryption and decryption. The key is copied into
a separate point for the matrix, and that key is expanded into words. The
expanded keys are then used while encrypting and decrypting the message.
Ordering within the matrix is by a column that is the first four bytes of 128
bit and occupies the first column of the matrix.

The cipher also consists of n runs where n depends on the key length
that is 10 rounds for 128-bits encryption to well for 192 and 14 for 256
billion the first n minus 1 round consists of four distinct transformations
that are sub bytes mix column and add round key the final run skills to mix
column there is also a single round key before the first run the key that is
used for encryption and decryption.

Our first expanded the same expanded key is used for both encryption
and decryption. First, the key is copied into who informatics after which
the extended growth includes three steps for the primary column rotation
of phrase and a substitution byte adding the round constant the remaining
column only uses XOR with the newly generated were in next column
word in the previous matrix rotation reward perform a one-byte shock
could have left seat of the fourth column the sub byte uses substitution
from the mess box the air-ground constant exhausts the output of sub bytes
with the first column word and run constantly the round constants is a
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predefined set of constants for each run listed here are 10 round constants
for 128-bit encryption.

Some technical specs AES set of rules are distinctive variable block
sizes and key lengths and so long as the ones block sizes and key lengths
were multiples of 32 bits. So, 32, 64, 96, and so on you could use those
block sizes and key lengths when AES was published an EES specified a
fixed 128-bit block size and key lengths of 128, 192, and 256 bits.

So, we have AES. The advantage of AES is stronger and faster, supports
the hardware and software, less susceptible to crypt-analysis, and 128-bit
block size. The disadvantage is the costliest to implement, complex in
encryption and encryption and simple algebraic structure.

6.11.3 BLOWFISH ENCRYPTION ALGORITHM

Blowfish is a symmetric key block cipher. It was developed in 1983 by
Bruce Schneider. It was created to improve upon the data encryption
standard or DES and algorithm known to be slow and insecure. The first
secure block ciphers are blowfish. It is not subject to any patents and hence
freely available for anyone to use. To work on the blowfish, 64-bits must
be in block size. The key size should be 32-bits to 448-bits as variable size,
the number of subkeys must be 18 [P1 to P18], several rounds contain 16,
and several substitution boxes should be 4. Let’s take a look at blowfish
and how it works. First, we initialize our key-dependent p-box and s-box
using the hexadecimal representation of pi for now we will skip over the
details of their creation the p- box says in 18 entries as we look before
and in the s-box is 256 next we take our 64-bit plain text and split it into
the half we’ll call the first half L the second half are we then enter a loop
which we repeat 16 times we take L and then XOR with p1 the value in
the p box at our current index we then take our and excerpt with a function
of L.

So, the function we split out into four quarters, the value at quarter
one is added to the s box value at quarter to then that sum is XY with the
s box value at quarter three finally our results are added to the s-box value
a quarter four lastly, we swap L and R. Then we repeat the loop all over
again after going through the loop 16 times we swap L and R. Once more
if you recall our p box had 18 entire, we went through the first 16 in the
loop and we now have only two left. So, we XOR, R, and L with p 17
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and p 18, respectively; we did not combine L and R to get our cipher text
decryption that follows the same process but, in the loop, we would start
at p 16 and go down from 16 to 1 blowfish has many pros it had a good
encryption rate it was resilient against cryptoanalysis, was unpatented,
and free to use at a time when most algorithms were patented. The main
advantage of blowfish is good protection against Brute force attacks and it
is one of the fastest block ciphers in widespread use today. Disadvantages
are prophecies, the crucial process over other creatures which means it is
time-consuming.

6.11.4 TWO FISH ENCRYPTION ALGORITHM

Two fish encryptions have 128 bits and key sizes as much as 256 bits. It
changed into one of the five finalists of the superior encryption preferred
contest; however, it changed into now no longer decided on standardiza-
tion. Two fish is associated with the sooner block cipher Blowfish. Two
fish specific capabilities are the usage of pre-computed keys — established
s-boxes, and a complicated key time table. One 1/2 of an n-bit secret is
used because the real encryption key and the alternative 1/2 of the n-bit
secret is used to adjust the encryption set of rules. Two fish borrows a few
factors from distinctive designs; for example, pseudo-Hadamard remodel
from the more secure own circle of relatives of ciphers.

Two fish has a feistily shaped DES. On maximum software program
structures, Two fish changed into barely slower the Rijndael for 128-bit
keys, however, it is miles a few what quicker for 256-bit keys. Two fish
changed into designed via way of means of Bruce Schneier, John Kelsey,
David Wagner, Doug whiting, Chris corridor, and Niels Ferguson; the
prolonged Two fish crew who met to carry out also cryptanalysis of Two
fish and different AES contest entrants consist of Stefan lucks, Takayoshi
Kohno, and mike stay. The Two fish cipher has now no longer been
patented and the reference implementation has been positioned with inside
the public domain. As a result, the Two fish set of rules is unfastened for
anybody to apply with no regulations whatsoever. It is certainly considered
one among some ciphers blanketed with inside the open Pretty Good
Privacy (PGP) preferred. However, two fish has visibly much less been
to be had longer. Crypt-analysis in 1999, Niels Ferguson posted as not
possible differential assault that breaks six rounds out of 16 of the 256-bits
key model the use of 2,256 steps.
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The key period must be 128-192 and 256 bits. There are not any
vulnerable keys in Two fish, it is miles performance and bendy in design.
128-bit block Feistel network. It includes 16 rounds. Key depends on s
container. Key time table on computable “on-the-fly.” First, we input the
important thing into plain text. Plain textual content sends to the enter, and
the enter sends the important thing to s container realizes it runs 16 rounds
of a set of rules.

At last, it comes as an output that we bear in mind as cipher textual
content. Input and output statistics are XOR with 8 sub key kO to k7. 128 —a
bit simple textual content is split into 4 components of 32-bit. Then its miles
are given for the enter wherein it is miles XOR with 4 keys. R and R, are
exceeded thru function. Results are f and f,. The primary benefit of Two fish
is drastically crypt-analyzed, unpatented, unfastened, and un copyrighted.

We have compared four encryption algorithms, and in those, we found
that the blowfish algorithm is speed and occupies less space than others.
Blowfish algorithm occupies the O(1) space and O(n) time, where n repre-
sents the number of blocks.

6.12 METHODOLOGY

The medicines should be tested in the laboratory, and they should be classified
accordingly, the classified medicine must be kept inside the sensor container,
after placing it into the container, the smart contract must be created for each
container and packed for shipment or cargo. Before dispatching the details
of the smart contract will be generated as the QR code.

By right authorization scanning of QR code, any stakeholder will be
able to view the full immutable blockchain nodes, then the sensors will be
activated after the dispatch then the sensor hub placed inside will encrypt
the data and send the cipher text to the blockchain network. Before creating
the node, we must decrypt and the sensor data will reach the memory
pool and waits for node creation and if it is verified, then the node will
be created within the blockchain network. After reaching the destination
the smart contract is validated, when all the values from the sensor are
within the smart contract range, then the medicine is not counterfeit so it is
accepted, if not then the medicine must be given to the laboratory to check
whether it is counterfeit.
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6.12.1 BASIC IMPLEMENTATION

The main part of the blockchain is storing the sensor values into blocks,
we implemented the simple blockchain system with python on the local
server.

Then the core function of the blockchain is adding the digital finger-
print into the blocks; it can be done with the hashing, to implement it, we
use the “SHA-256” encryption algorithm from the library “hashlib.” The
data in the blockchain is stored in the form of blocks, since there will be
many blocks, it is mandatory to have the block ID to fetch the needed data.

In the blockchain, every node is linked with the previous block and
has the calculated hash value from the previous block’s hash value, if any
previous block hash which makes the blockchain easy to find when any
data is corrupted. The first node is called “genesis node” which has the
previous block hash values as 0, and the initial sensor values are considered.

There is also a problem in the blockchain that if any intruder creates a
new series of nodes with false values, to solve that Proof of Work (PoW),
for this we introduce a new variable called the nonce. The nonce is an
integer variable whose value keeps on changing until it provides the hash
value that satisfies the constraint.

Adding a new node to the blockchain, to do that we need to check the
proof of work, and the previous node’s hash is referred to as the new node.
Mining the nodes, all the requested nodes will be stored in the queue of
unconfirmed transactions of nodes. Where the nodes hash verification and
PoW verification is called mining of the nodes. In that code snippet, the
data is considered as the values of temperature, vibration, and luminosity.

6.13 SUMMARY, CONCLUSIONS, AND FUTURE WORK

Due to the immutability blockchain will be the most suitable way to
eradicate counterfeit medicine while transporting drugs. This can build
more trust between the consumer and the pharmaceutical company. The
basic implementation of the blockchain is everywhere, but there is also
a problem in the blockchain that if any intruder creates a new series of
nodes with the false values, to solve that we implemented PoW with the
blockchain.

As we were given the steps and basic overview of the implantation,
we had suggested the best blockchain network, suitable sensors, and best
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clou

d server to maintain the data availability. The project can be imple-

mented with Python, C#, or java. But we suggested the language python

as it

provides us to implement the front end also. Then the data usability,

which can be done only by the authorized stakeholders of the system, will

also

be implemented in the future.
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ABSTRACT

Blockchain has increased a lot of interest in the last decade in the techno-
logical aspect as well as groundbreaking technology. This work system-
atically reviews blockchain-based applications across the financial and
banking domains. This chapter aims to investigate the use of blockchain
across all the financial institutions and banking sectors. Earlier, in the past
decade, the blockchain was considered to be a part of cryptocurrency, now
it has grown beyond that. Blockchain is now considered to be one of the
most secured techniques in cryptography which will decentralize data
governance and remove the middle management involved in keeping the
data. The fascinating peer-to-peer networking (PPN) in blockchain made
us realize we can remove the middlemen involved in the transaction that we
do in our daily lives, which will eventually lead us to cost-effective work.
Also, the recent emergence of blockchain after 2008, in the past market
made us curious, eventually encouraged us to explore more about it. This
chapter unfolds the unexplored aspects of various blockchain tools and
techniques/methods that are available in the market. However, the current
understanding of the world is still insufficient and very few aspects are
known yet. To verify the claims that are made in several research journals,
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and reports on gray literature as a means to focus on our assessment and
capturing the rapidly growing blockchain technology, are included in this
review chapter.

7.1 INTRODUCTION

Blockchain came into existence in 2009, after the great recession that
happened in 2008 when the world’s 4™ greatest investment bank Lehman
Brothers failed. After the fall of Lehman Brothers, the world had lost
confidence in the banking system and gradually started looking for an
alternative solution where cryptocurrencies started becoming popular. An
unknown person/group Satoshi Nakamoto [4] who is presumed to be the
one who developed Bitcoin which was the first cryptocurrency that works
on the concept of blockchain. Blockchain is the peer-to-peer linked struc-
ture where each node is carrying some data and is connected to adjacent
nodes. Blockchain has high-security features due to the node-like structure
and the cryptography techniques used to develop it. Also, the blockchain
does not have any centralized authority due to which it was used in the
past without any taxation. It was widely used in crypto-trading and finan-
cial markets in different financial institutions such as payment industries,
cross-border money transfers, etc. Crypto-currency was assumed to be a
single currency around the world for these reasons [5].

Blockchain is also called a distributed ledger, because of its distributed
database. This technology is very much useful in the financial sector
because it solves a lot of problems that the current system has like gover-
nance in which the central system is the supreme power, the centralized
ledger which can be easily hacked, money laundering stilling the money
in the international transfer. Blockchain is a technology that helps the
financial system to remove all those drawbacks from the system. So, how
does Blockchain solve these problems? [10—12].

Blockchain has some features like smart contracts which will be the
new future of dealing, a cryptocurrency which will be the new form of
currency in the future. It also uses cryptocurrencies like Bitcoin, Ethereum,
and there are others too but these two are popular [17].

This chapter is divided into multiple sections viz; Section 7.2 is
based on “Key Concepts of Blockchain;” Section 7.3 is based on “Use of
Blockchain in Financial and Banking Sectors;” Section 7.4 is based on the
“Security in Blockchain.”
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7.2 KEY CONCEPTS OF BLOCKCHAIN

Before proceeding to the chapter, there are a few terms that are needed to
be discussed.

7.2.1 TYPES OF BLOCKCHAIN

There are mainly three types of blockchain that exist in today’s world
scenario, which are discussed in the following subsections.

7.2.1.1 PUBLIC BLOCKCHAIN

A public blockchain is an open-source permissionless network where
anyone can join that network. A public blockchain is said to be the world’s
largest blockchain network in the world [9].

An example of a public blockchain is Bitcoin. Bitcoin is the first decen-
tralized cryptocurrency that is the most popular and largely established in
the market. In Public blockchain, participants join the network and begin
participating in blockchain transactions and verifying by adding into the
network. A public blockchain is good as anyone can join the network,
but this could also lead to a problem when so many operations are going
on the blockchain, it will slow down the transaction speed by little. Slow
speed will not be easily seen but if compared to the old speed it will show
you the difference [12].

7.2.1.2 PRIVATE BLOCKCHAIN

It is a private network that is closed and to join this network, permission is
required that. A private key and public are so required to join this network.
A private blockchain is just the opposite of a public blockchain. In a public
blockchain, anyone can come and can start sharing and participating in the
transaction and join the network but in a private blockchain, some sort of
invitation is required. Without invitation, no one can go into the network [9].
For example, suppose a company named ABC Pvt. Ltd. wants to set
up the blockchain network so they will go for the private blockchain and
invite only the accounts department and higher officials of the company.
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Another example supposes a bank needs to send money to another
bank but they don’t want to use the public blockchain as other members
on the public blockchain can see the transaction so in this case, they will
use the private blockchain and invite only the bank with whom they want
to make the transaction.

7.2.1.3 FEDERATED BLOCKCHAIN

A federated blockchain is said to be a mixture (hybrid) of both private and
public blockchain. It has the same security as private blockchain, but it
partially allows the other users from the single point, i.e., leader nodes [2].

7.2.2 DISTRIBUTED LEDGER

Ledgers are the old way of keeping records as before the 20" century the
transactions are recorded on the paper and it becomes very difficult if there
are a lot of transactions. So, In the 20™ century, when computers started taking
over the market, a new way of record-keeping was introduced, but that was
not accepted by the majority as all preferred the old way of keeping books.

Then in the 21 century when computers became more advanced and
provided some great features and tools for record-keeping. Then it is
accepted by everyone.

For example, suppose everyone has an account at ABC Bank. So, the
bank is the central body of everyone’s transaction. This is called centralized
ledger technology which is being used by the current financial system.

Now comes the problem of a centralized ledger. Suppose if something
happens to the ABC bank (previous example) like if the bank gets shut
down, then all the money of every person will go away or if the bank turns
into a fraud.

Giving so much power to someone is risky so Distributed Ledger comes
into existence. Distributed Ledger is a technology used for recording the
transaction assets in which the transaction and their details are stored in
different locations. Distributed Ledger doesn’t have a central database so
no information is stored in a single place. In Distributed Ledger, every
transaction is verified, and then it is assigned to a node that carries the
information of the transaction. Distributed Ledger can store static data like
registry and dynamic data like transactions.



Financial and Banking Services Using Blockchain 107

So how does a distributed ledger solve the problem of the centralized
ledger? So, in a centralized ledger, there is only one ledger or a database
that can be easily hacked or manipulated, but in a distributed ledger, there
are lots of ledgers that are stored in multiple places and every ledger shows
the transaction of one entity.

1. Working: After every transaction, the details of the transactions
are verified and then loaded into the blockchain nodes. Normally
there are bundles of the transaction that are transferred to the
blockchain and blockchain chains all the transactions together and
after that, the blockchain process continues.

If someone wants to see the transaction it is fast as for a
particular person there is a particular node. Unlike a centralized
ledger where all the information is in one place.

2. Benefits: No need for the middle man or the central authority which
also slows the transaction. It is more secure than a centralized
system as all the information is distributed and if someone tries to
change anything they have to change all the other nodes also and
changing a huge number of nodes is very difficult. It also reduces
the transaction cost. It is also very transparent as any change that
occurs is witnessed by all the other nodes.

7.2.3 CRYPTOCURRENCY

When we are talking about blockchain then there is an important term
named cryptocurrency. Cryptocurrency is a type of currency that can be
used as a type of currency that is accepted in the world. Cryptocurrency
refers to digital currency which is used as money. In starting cryptocur-
rency is limited. It is like money that is being used online. There were many
attempts to make a cryptocurrency, but all the attempts failed because of
a lack of technologies at that time but in 2009, a group of developers or a
developer-built Bitcoin using blockchain technology.

After all these benefits there are some questions also first is it possible
to identify the actual value of the cryptocurrency as in the current system
Kuwait dinar is the highest value currency in the world you will get 0.30
Kuwait dinar for 1 dollar and if in India you will see Rs. 240. So if we
see creating a currency common to all is not that easy so for that some
strategies need to be found [12].
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Second, currently, blockchain tells about the amount but keeping track
of the cryptocurrency is difficult [12].

Third, there is a question that all the cryptography, encryption, and
other technology are used to create a cryptocurrency how accounting
professionals and other professional audits or check the information with
accuracy? [12].

If we have talked about the real-world comparison so now, we should
also see if cryptocurrency is applied to how the government applies a tax
on the cryptocurrency [12].

7.2.4 TAXATION OF CRYPTOCURRENCY

Internal Revenue Services (IRS) has issued a notice 2014-2021 on March
5, 2014, that taxpayers should consider digital currency (cryptocurrency)
as a property, so any tax that includes on the property will also apply to
the cryptocurrency.

IRS section 1.1001-1: if there is any property exchange like from prop-
erty to cash or property to another property after doing that if any loss or
gain happened, it will be considered as income or the loss [12].

If a taxpayer holds currency for more than one year, it is considered
as a long-term capital gain which is taxed as 20% as per the income tax
office. If the taxpayer holds the currency for exactly one year or less, it will
be considered taxed up to height individual tax that is 30%. If a taxpayer
does any activity like a sale or buy or exchange 1,000 times each time it is
considered as an individual transaction and it will become 1,000 taxable
events [12].

There are many types of cryptocurrencies:

i.  Dbitcoin;

ii. ethereum;

iii. lite coin;

iv. ripple, etc.

7.24.1 ETHEREUM

Ethereum is developed by Vitalik Buterin, who envisioned it as the most
powerful currency exchange. Ethereum is a computer network that is used
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to exchange cryptocurrency. It is similar to bitcoin as its structure is likely
similar to bitcoin. Bitcoin is the first and the largest established in the
world and after that Ethereum came into existence and gained popularity
and became second (next to bitcoin). Ethereum works on the Ethereum
blockchain. Ethereum is different from Bitcoin only in that Ethereum
provides two new features smart contract and crowdfunding.

Before creating the fully functional Ethereum, the application was
limited to some basic operations like Bitcoin. For example, Bitcoin is
considered an exclusive peer-to-peer network. Earlier Ethereum is also
like that, but the owner of Ethereum thought of some new features and
things like smart contracts, crowdfunding, and Ethereum virtual machine
(EVM).

Vitalik Buterin thought that except for creating a new blockchain why
don’t we use the already existing blockchain and when he visualized Ethe-
reum they using the term EVM but what does the machine mean?

EVM is an isolated network that is a runtime environment for smart
contracts. An isolated environment means that its processes work
away from the other processes of the host computer. Every node on
the Ethereum blockchain runs the EVM implementation and all the
operations done on the EVM are also done simultaneously on the host
computer. This process is called ‘gas’ which is a transaction code that
triggers read and writes and does some extensive computations. The
transaction is measured in Ethereum in gas. Each time a gas unit is
paid when the use of ‘ether’ happens. ‘Ether’ is nothing but the coin
currency of Ethereum.

EVM is also used to test some of the operations as it is isolated from
the main blockchain so any operation will not affect the blockchain opera-
tions. Some think that EVM is used to understand Ethereum but it is more
of that it shows the decentralized feature or the Blockchain. We have seen
smart contracts many times so what are these smart contracts?

7.2.4.2 SMART CONTRACTS

A smart contract is a line of code executed when the conditions are
matched simply put that it is a program that is executed by the developers.
The benefit of a smart contract is that it creates some kind of agreement
through which both the parties have to do without any middleman [17].
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» What Does a Smart Contract Do?

To explain this, we can use an example like suppose you want to buy a
house so for that a complex process is there that first, you have to deal
with the dealer then you have to finance yourself to buy a house for that
you will take a loan from the bank and then there is a lot of paperwork you
have to do.

Except for all this stressful work you have to wait for the loan to be
approved from the bank and all the way, you have interacted with the
bank, broker, and dealer.

But using smart contract banks can see the details of your and release
the funds on the blockchain then those funds are accepted by the dealer
and the house is purchased. As the dealer and bank can see all the details
of the buyer on the blockchain and fill in all the necessary information of
the user. In normal procedure, if the dealer does some fraud and doesn’t
give the house you can file a court case, but there is less than you will win
but in a smart contract, all the information is stored on the blockchain and
shared with everyone those who are on the network. So, it also solves the
problem of fraud.

» How Does a Smart Contract Work?

Smart contracts work on simple if/else/when conditions like if this is done
then do something else, do something or when something bad happens
to do something else. A network of computers executes an action like
a release fund, receives funds, registering a vehicle, etc., when all the
conditions are met. The blockchain is then updated when the transaction
is completed [17].

For example, suppose Amazon uses this blockchain smart contract. So,
the buyer buys a product from Amazon and Amazon uses the shipper to
ship the product to the buyer after receiving the product buyer puts the
money on the network which is received by Amazon and the shipper. But
what if the buyer didn’t receive the product on time, then the transaction is
canceled and the contract will close. After successful execution, Amazon
tells the manufacturer to increase the supply. All this is done automatically.

So, if a smart contract needs to do all these things, how will it know
what to do? So, for that, the stakeholder needs to tell the developer to set
the terms and conditions to make the transaction successfully. It involves
how transaction and their data is represented, agree on the rules that govern
the transaction, exploring all the possible exception, defining framework
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of resolving disputes, usually this is the iterative process which requires
both the developer and the stakeholder.

7.2.4.2.1 Benefits

1. Speed and Accuracy: The smart contract is a program so it will
execute fast so users don’t fill in the details manually or go through
the complex and time-consuming process. A smart contract is also
accurate as it is a predetermined code or rules or it will execute
automatically if you don’t use the smart contract then human errors
are common.

2. Trust: The smart contract is code that is predetermined and executes
accordingly it will not stop the work also the feature of encrypted
data ensures that the data cannot go into the wrong hands but in any
case, if it goes in the wrong hand no one can understand it but if
we don’t use the smart contract then another party can do fraud, we
cannot trust humans.

3. Security: The smart contract is secured because of the encrypted
data and it is not easy to hack. Every node on the blockchain is
connected to the previous block and corresponding distributed
ledger if someone wants to do any changes that they have to alter
all the connected records which is kind of impossible.

4. Savings: The smart contract removes the middleman, as the user
can trust the visual data and also can trust the code to execute the
transaction. There is no need for a middleman to tell the user about
the agreement completion because it is built into the code.

7.3 USE OF BLOCKCHAIN IN THE FINANCIAL AND BANKING
SECTOR

7.3.1 CRYPTOCURRENCY TRADING

After bitcoin was introduced in 2008, public trading started in the year
2009. After the slow growth of cryptocurrency, the most famous cryptocur-
rency to be traded was Bitcoin. It was heavily traded and the valuation of it
was calculated in dollars. Its value was USD 10 in 2009 and in June 2017,
its value rose to USD 3000. After that, a lot of investors started investing
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in cryptocurrency. In the chapter, it is stated that the investment portfolio
can be increased in two ways, first is to decrease the standard deviation to
the minimum, and in a second way, it is proposed that to allocate 5% to
20% depending on the risk tolerance level of the investor [§].

7.3.2 BLOCKCHAIN IN FINANCE TRADE MODEL

In the day, business involves the practice of giving and take, the buyer
has to pay the amount of money to purchase the goods from the seller
which takes time to be confirmed from the seller side, and also it can be
pretty risky if there is a lack of trust from both the parties, if there is no
proper documentation about the transaction the seller can deny about the
payment also. The trading system works on the promise system that the
seller promises to send the goods as soon as they receive the payment from
the buyer. So, in the chapter, it is discussed that if we use the blockchain
technique which is known as smart contracting, where all the parties agree
to the agreement and the and a single blockchain is implemented to store
the data of the transactions, which increases the trust in the trade as well
as accountability in the trade. Also, the invoices and the credit proof can
be stored in it, which will be visible to both the parties, and the data stored
are irreversible [7].

7.3.3 SUSTAINABLE KYC AND BLOCKCHAIN IN BANKING SECTORS

In the banking sector, one of the important factors is to store the data of the
customers in the database. As we go to the bank for the account opening,
the first step is to get the Know Your Customer (KYC) done in the bank.
The KYC process involves getting the basic information of the customer,
the biometric verification, and the document verification which is a very
hectic task, yet a very important step. The KYC process is slow and time-
consuming. There are many challenges faced by banks that are verification
of the data provided by the customers, customer on boarding, tracking the
credit/loan history, monitoring the transactions, etc.

This chapter [3] discusses that to overcome these challenges faced by
the banking sector, blockchain can be used in many ways to fasten up the
process of KYC, the blockchain technology that can be used to solve this
problem is public blockchain which is open-sourced and hence contribution



Financial and Banking Services Using Blockchain 113

can be made by all the banks in the same network, but as we know in public
blockchain the data is visible to every user and the presence of sensitive
data, hybrid/federated blockchain can be used for this purpose. By using
this it will be assured that the data will be irreversible and cannot be
manipulated, the limited number of authorized users will only be allowed
to use this blockchain system. This process will not only make the KYC
process faster but more efficient as the data stored is very secured.

The data sharing can be governed by using the smart contract between the
parties involved in this transaction/process. The secured KYC process will
decrease the fraud happening in the bank nowadays. Many larger investment
banks such as Goldman Sachs, Barclays have also joined the forces [2].

One more advantage of using blockchain for KYC is EMI or Loan
Approval for the customers. Banks fail due to the non-performing assets
(NPA) under them, the continuous failure in repayment of the loan increases
the debts on the bank and hence smart contracting can help the banks in
repayment of loans, to get the properties which are kept as collateral and
sell them to recover the loan amount [6].

7.3.4 MONEY TRANSFERS IN CROSS BORDERS USING BLOCKCHAIN

In the global market, trade is not limited to a single country. Cross-border
trade is very common nowadays. The same concept of Blockchain in the
finance trade model applies here. So, there must be a proper pipeline for
the trade to happen. The trust factor and transaction management can be
managed by smart contracting, as discussed above, but the exchange of
money is the issue as in different countries, the transactions happen in
different currency notes. So, cross-border money exchange is one of the
major issues that trade faces in day-to-day life. So, there is a need for a
legitimate way to transfer money for the trade to happen.

A few of the challenges that are faced in cross-border money exchange
are high transaction fees, high processing time, low availability of
resources, and less transparency [5].

In the Ref. [5] paper, the methodology of sending money across
the border is explained. In this chapter, the use of e-wallets to send
cryptocurrency namely bitcoin or Ethereum is explained. The chapter
explains by doing the KYC, the verification process will become very easy
and the users will be fit-for-trade. The user can send the crypto token as
per the demand of the trade and whereas the smart contracts will help to
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validate the transaction. A wallet is software that is used to store crypto
tokens. The crypto tokens can be stored in the wallets where the public key
and the private key are stored, and whenever a user wants to send money
to the other user, they generally transfer the ownership to them, and hence
the crypto token is reflected in the receiver’s wallet. And due to this wallet
transaction, it can happen in a decentralized manner and a secure manner.

7.3.5 TRACKING OF CURRENCY NOTES USING BLOCKCHAIN

In our daily life, we buy and sell to purchase goods according to our needs.
The major portion of that is done in cash rather than digital currency. So, the
question arises what if our currency notes get stolen or spoilt? In the chapter
[1], the ideology of scanning the currency notes using the mobile phone
which will give us the GPS location with the timestamp combined with
the serial number of the notes using image processing and this recording of
complete data in the blockchain ledger, so that in future the currency notes
serial number can be tracked and local movement of currency notes can be
tracked using this. The data stored in the blockchain will be secured and
irreversible and so if the currency notes will be stolen the serial number will
be marked and again when it will be used in the next location for scanning
the amount can be traced back to the one who stole it.

In the chapter [ 1], they found out mean accuracy of 86.42% after testing
it with 110 banknotes with 21 different users. The process of scanning
money is very slow and less accurate as stated. Scanning every note before
making a transaction can be a difficult task.

One of the major advantages according to me of tracking the currency
notes is money laundering which is done illegally, the government does not
have a record of the movement of money which can be used in funding the
terrorists or bribing. The illegal money movement and the person/group
who is supporting it can be traced and the wrong deeds can be suppressed.

7.4 SECURITY IN BLOCKCHAIN

Security in blockchain has a wide aspect to look at. As far as security is
concerned, there has been much research about several kinds and types
of attacks that hinder the mechanism of blockchain. However, the solu-
tions to all have not been found out, but several remarkable research has
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been accomplished in coming up with suitable and appropriate solutions
to several problems. This chapter lists some of those attacks and threats
that are dealt with by using several different techniques developed across
the globe.

Since blockchain is defined as a chain of blocks that store information
and managed by a peer-to-peer network efficiently and in a verifiable way,
there is a very high possibility that the peer or other mechanism help in
attacking or breaking or in an alternative case bring information about the
peer who handles the different accounts bring out or express the crucial and
sensitive information used to manage the process. Also, the blockchain in
finance is done through online transactions that have to rely on third-party
financial institutions, but it may cause leakage of personal privacy and
security threats.

7.4.1 SECURE CRYPTO-CURRENCY SCHEME BASED ON POST-
QUANTUM BLOCKCHAIN

Besides, public-key cryptography plays a very fundamental role in the
security of the blockchain. Currently, Elliptic Curves Cryptography
(ECCQ) is used in blockchain. Its security is based on the intractability of
the elliptic curve discrete algorithm problem. This technique uses lattice-
based cryptography to increase the security in the post-quantum blockchain
(PQB) [18]. It has been discovered and tried that if the combination of post-
quantum cryptography with blockchain is used then it could give a more
secure cryptocurrency scheme. It has been verified that such a scheme can
even resist quantum computing attacks [18]. Besides the post-quantum
cryptography, this scheme includes Hash function-based cryptography,
lattice-based cryptography to make the signature, and other algorithms.
Using these algorithms PQB can resist the quantum computing attack and
assures a higher level of security. It is considered that only signing keys
which use the hash functions are not up to the mark in playing the role of a
secure scheme while protecting cryptocurrencies. That is the reason a new
signature scheme based on lattice signature algorithm [18] is developed so
that third parties which previously generated the secret keys are eliminated
and secret keys are selected by the user by selecting a random value each
time. Therefore, a combination of PQB and post-quantum cryptography is
used to provide up-to-mark security. The exact scheme states that suppose
Alice and Bob trade through a cryptocurrency scheme based on PQB
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and Alice transfers her crypt-currency to Bob. The scheme is processed
in such a manner that if and only if Alice has generated the signature,
the transaction takes place; otherwise it is rejected. There is effective
and efficient communication between minors, who are responsible to
add blocks in the blockchain and once Bob verifies the transaction, the
cryptocurrency is transferred [18].

7.4.2 HYBRID BLOCKCHAINS

Public blockchains [19] have been used to manage several cryptocurren-
cies. This kind of blockchain allows every participant who is involved
in the transaction to observe all the transactions and data stored in it.
Now, this feature results in big privacy concerns as crucial and sensitive
information get leaked. Also, private blockchains [19] have emerged as
more privacy-preserving solutions but still face a lot of issues. In such
a blockchain only the parties involved can see the transaction but if it
is to be publicly announced, no way can be done. Therefore, a hybrid
blockchain was developed in this chapter [19] so that the right aspects
from both the blockchain can be taken into account and put into a hybrid
version of it. These kinds are majorly used where accountability informa-
tion is maintained while limiting the amount of sensitive information that
is disclosed. It has been proposed this hybrid blockchain scheme for online
auctions. They make the system secured as using public smart contract the
cheating (if done) by the auctioneer can be detected using their studies
[19]. Thought one aspect remains unsolved that is if there is a collision
(whilst declaring the highest bidder the second-highest bidder shall also
be disclosed, if not then the auctioneer’s cheating cannot be caught) [19].
Though majorly this technique solves a lot of the problematic phase but
still needs work to establish its perfect role in blockchain techniques. Also,
this technique leaves many privacy control issues like who all should get
the results and who all should be allowed to see the insider information
that is who all are bidding for later research.

7.4.3 SMART CONTRACTING AND BLOCKCHAIN

Smart contract-based blockchain has been proposed already, but it adds
to the additional cost and difficulty in deployment to developers and
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infrastructure builders. Therefore, a new scheme called ChainIDE [20]
where IDE is Integrated Development Environment is developed so that
blockchain-based smart contracts can become more efficient. A smart
contract defines the rules between different organizations in executable
code. Combining with blockchain systems, the smart contract will be
invoked and a series of transactions will be generated to be recorded on
the ledger with verification [20]. There can be issues regarding source
codes [calling some unknown function or block, completing a transac-
tion without ETH (Ether), and several coding hindrances like exception
disorder, and field disclosure]. Also, Bytecode issues can come up when
coding is not precisely taken care of. Bugs have been reported to be a great
problem that results in an unpredictable state, stack overflow/underflow.
Sometimes an attacker can take full control over the victim’s network
and find loopholes in block propagation and further doing practices like
selfish mining, splitting mining power, etc., that will obviously in turn
crash every data [21].

7.4.4 KYC WALLET SYSTEM

Cryptocurrency providers provide wallet services to store crypto coins
or tokens. The wallet application undergoes a few steps like authentica-
tion, authorization, and access control mechanism [21]. This system has
several issues a stolen key — the wallets do not store private key so the
private key can be easily stolen and the amount could be used by any
person to whom it does not belong, though this private key problem in
explicit blockchain employment is solved by the new signature-based
techniques [18] new techniques concerning these should be brought to
be deployed in the KYC wallet systems. Also Ref. [22] gives a new
model that helps to analyze the transitory states and parameters, this best
enables an air-gapped wallet user to know the risks that are associated
with air-gapped wallet and how to mitigate them as best as possible; lack
of control in address creation a according to Ref. [21] there is a major
blemish or defect in the design of blockchain that is no restriction on
Wallet address creation and there is a lack of identity check or KYC.
Anonymous users are supposed to be eliminated from this chain to get
a very secure and highly dependable blockchain system regarding the
Wallet Systems.
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7.4.5 DATA ACCESS AND SHARING APPROACH FOR TRADE
DOCUMENTATION

In every country trade across every kind of border, be it domestic or
international, plays a major role in its development. Trade involves many
kinds of documentation that have to be dealt with in a very specific
and secure manner. Data and documents have to be shared with other
businesses as well as the government for smooth business functioning.
Now during these transactions, there could be any kind of malfunctioning
or sensitive data leakage with the existing systems and protocols. That
too India is popular for its big bureaucratic systems, it is quite natural and
innate that such types of problems would be faced by both the businesses
and the government. In Ref. [23], the authors have come up with a very
secure and dependable attribute-based encryption (ABE) approach for
trade document access and sharing using blockchain technology. The
data access and control policy work on two bases: (i) data access control
and sharing model which is proposed in this chapter; (ii) smart contract.
The model deploys two main systems, i.e., blockchain and interplanetary
file system (IPFS) that act as a storage device for critical information
and a trusted network for cross-border trade platforms. Also, this scheme
uses a permission blockchain which restricts access depending upon the
specifications. Another very crucial aspect of using this technique is that
it takes out transactions towards a more paperless world where things are
transparent, quick, and there is no bureaucratic hindrance.

7.4.6 DOUBLE SPENDING

Although consensus mechanisms can validate transactions that take place
using blockchain, it is not possible to avoid double-spending. Double
spending [24] refers to the scenario when a customer uses its cryptocur-
rency multiple times for the same transaction. It is believed to be an
unsolvable threat to the blockchain system. Here the attacker takes advan-
tage of the intermediate time between two transactions’ initiation and
confirmation [24]. It quickly gets into that time, launches its attack, and
gets the transaction of the first output. The time taken by two transactions
can be made limited but not to any of the extent that an attacker cannot
intervene in it. If we choose to get the address jumped from one to another,
the dummy address will affect the reverse tracing of the transactions.
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Therefore, to avoid such attacks we have to depend on the users to validate
the legitimacy of the bitcoin used as an input to the transaction, using this
information stored in the blockchain from previous transactions, the users
validate the inputs of any new transactions to ensure it does not contain
any previously spent inputs [25].

7.4.7 DENIAL OF SERVICE (DOS)

Denial of Service (DoS) attacks fill up the network with spurious traffic
to play havoc with legitimate services and participating constituents
connected to the bitcoin network. Some nodes preferably connect to
bitcoin as a private network to restrict the possibility of getting into the trap
of becoming victims of DoS attacks. Bitcoin developers are continuous
without major gaps updating the Bitcoin implementation to decrease and
take the chances of DoS occurrences to the lowest. The newer versions
analyze the network connections with a closer approach to try to eradicate
suspicious nodes so that they don’t get connected. Here is also no assur-
ance of the legitimacy of the eight outgoing connections each private node
connects to. This means that even a private node can still be vulnerable
to a DoS attack if it, unfortunately, enters into a connection with non-
legitimate nodes. New transactions/blocks are given priority over less
important ones such as orphan transactions/blocks [25].

7.4.8 ISSUES IN THE INTERNET OF THINGS

In IoT, chances of arising issues in several aspects is very likely to happen
with ease. There are various areas to look upon like a security issues,
privacy concerns, interoperability issues, legal, and regulatory issues,
rights issues, emerging economic issues like infrastructure resources,
technical, and industrial development. There can be several more issues
that can come in the future which right now have not been even thought of.
The blockchain could be a very efficient solution for all. Blockchain can
provide inviolate data, trustless, and messaging possibility in peer to peer,
robust, highly reliable, more private data, records the historic actions,
documentation of transactions performed earlier in smart devices, allows
the self-directing function, distributed file sharing (DFS) like distributed
ledger, eradication of single control authority and all the middlemen,
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cost reduction in developing huge internet infrastructure, built-in trust,
accelerate transactions. To maneuver the vast data processed in large-scale
IoT systems, there is a need for escalating the internet infrastructure. An
appropriate course of action to resolve this is to have decentralized or
distributed networks where “Peer-to-Peer Networking (PPN), DFS, and
Autonomous Device Coordination (ADC)” functions could be capable.
Blockchain can carry out these three functions allowing the [oT systems to
track the huge number of connected and networked devices [26].

7.5 CONCLUSION

We have conducted a comprehensive study on blockchain technology, its
application in the financial and banking sectors, and its open security issues.
Blockchain is a booming technology that holds a huge potential now. A lot
of our issues can be solved using this technology. All the applications that
we discussed above are only a few aspects of this huge domain. But there
are many irregularities in this technology, for example, when the Govern-
ment of India banned crypto trading and it portrayed a negative image on
those citizens who were unknown to this technology and it made a bad
name in the market. So rather than banning trading, there must be some
rules to be made to regulate the usage of bitcoin in India. The industry has
started adopting this technology slowly, but it requires active participation
from the industry. There are a lot of aspects yet to be explored by the
world, and it will be better if the security loopholes are fixed.
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ABSTRACT

Blockchain application is currently recommended in all financial and
non-financial services fields. The decentralized infrastructure and peer-
to-peer nature of blockchain make users interested in applying in all fields
to avoid repudiation. The properties of blockchain, like decentralization,
persistency, audibility, and anonymity, make blockchain broader
acceptance in industries, health sectors, supply chains, and other sectors.
The blockchain helps to store information, perform transaction execution
functions, and create trust in an open environment. This research performs
the analysis of blockchain in several aspects, like its history, generations,
stack organization, architecture construction, storage structure, and
the principle of working. Then, the research analysis is carried out in
blockchain categories and their main components constituting blockchain.
The security threat related to blockchain is analyzed in a deep manner.
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Finally, the application of blockchain in several aspects is discussed.
This research makes readers understand blockchain in concepts, system
arrangement, security handling, and its use cases in multiple fields.

8.1 INTRODUCTION

In the early days, financial services are carried through banks and
other intermediaries like fee-charging gatekeepers, financial traffic
managers, security brokers, insurance agents, financial lawyers, credit
card companies, etc. [1]. In 2008, the financial market faced a major
financial crisis which made the entry of cryptocurrency into the financial
world. The father of cryptocurrency was Satoshi Nakamoto, who
introduced the first decentralized cryptocurrency named bitcoin [2]. The
core mechanism behind bitcoin is blockchain, which Nakamoto first
implemented in 2009 [3]. A blockchain is an immutable public ledger
that holds all transactions that are shared among multiple participants
on the bitcoin network. Blockchain holds a verifiable record of every
transaction that happened previously. Blockchain creates trust among
pseudonymous parties based on the following attributes: distributed and
viable, private, indestructible, transparent, adaptable, consensus-based
flexible, valid transaction support, and security [4].

The record-keeping technology behind the bitcoin network is block-
chain. This is a special type of database that stores data in blocks and
is arranged like a chain. Blockchain holds various types of information
but is most commonly used to store transaction records. In the block-
chain, all users collectively retain control rather than a single person
or group has to control [5]. Blockchain gives guaranteed execution
without a trusted third party by publishing the transaction history to
all users in the network. The principle of blockchain is a distributed
ledger system where the records are not kept on a single node; rather, it
is distributed to each and every peer node on the network. Every node
on the network keeps an updated copy of the blockchain. The records
contain the transaction that specifies the transaction that takes place
between any two nodes on the network, which ensures that the network
structure is fraud-proof [6].
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8.2 BLOCKCHAIN HISTORY

The idea of blockchain technology was introduced by Leslie Lamport in
early 1990. He introduced a special model for reaching agreement among
unreliable network of computers using distributed consensus model.
In 1991, for generating digitally signed documents, a signed chain of
information was used as an electronic ledger. Both these concepts were
combined and applied to bitcoin in 2008 by Satoshi Nakamoto. The first
blockchain application was bitcoin. The blockchain got popular by the
use of distributed fashion principle. The primary benefit of blockchain is
enabling direct transactions between users without a trusted intermediary.
Another purpose is the issuance of new cryptocurrency based on certain
principles like miners have to manage publications of new blocks and
ledger copy maintenance. The application of blockchain and consensus-
based approach ensure that only valid transactions and blocks are added
to the blockchain [7].

8.3 BLOCKCHAIN GENERATIONS
8.3.1 STAGE1

Blockchain was used as a shared public ledger which supports
bitcoin cryptocurrency network. Satoshi used 1-megabyte (MB) blocks
of information for storing bitcoin transactions. A complex crypto-
graphic verification process was used for creating immutable chain of
blocks.

8.3.2 STAGE2

Ethereum symbolizes the second generation of blockchain technology.
Blockchain cannot only store simple document transactions but also
store assets and trust agreements. Ethereum has introduced a smart
contract that can manage itself on a blockchain. The smart contract
does not require the input of outside entities which can able to manage
itself and make adjustments when there is an event triggering.
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8.3.3 STAGE 3

The future of blockchain technology will be the improvement of the
expansion of the network. Currently, bitcoin and other digital currencies
are facing to solve the network enhancement issue through scalability
features [8].

8.4 BLOCKCHAIN STACK

The technology stack of blockchain includes the following layers, which
are shown in Figure 8.1 [9]:

* internet layer;

* Dblockchain protocol layer;
» application layer; and

* user experience layer.

Smartphones, Tablets, Desktops

User Experience (UX)

Smart Contracts (Rulesets)
Distributed Applications (dApps — Bitcoin)

Application Layer

Transaction Record (distributed ledger)
Consensus Rules (cryptography)
P2P Computer Network (Nodes, mining, tokens)

Blockchain Protocol

TCP/IP Infrastructure

Internet

FIGURE 8.1 Blockchain technology stack.
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8.4.1 INTERNET LAYER

The foundation layer behind blockchain is the Internet layer. This layer
specifies how data is transmitted as packet, addressed, routed, and received
among globally interconnected devices such as computers, smartphones,
IoT devices, etc. Blockchain protocol works under the current version of
the internet (Web3), where P2P interactions are completed without any
intermediaries. One of the best-known blockchain applications today is
bitcoin. Here, without financial intermediaries support, the values are
transferred between any two individuals in a secure manner [9].

8.4.2 BLOCKCHAIN PROTOCOL LAYER

This protocol operates on the internet layer, which completes transactions
based on a cryptographic consensus algorithm. This layer support open,
shared, and trusted public ledger of transactions. The recorded transac-
tions are immutable and can be verified by anyone on the P2P network

[9].

8.4.3 APPLICATION LAYER

The most popular and first blockchain application is bitcoin. The bitcoin
network facilitates the development of Decentralized Autonomous
Organization (DAO). DAO supports the development of economic value
through cryptographic tokens, which are generated in open networks that
do not require formal contracts or agreements. Data storage techniques
are also needed to develop complex blockchain-based applications beyond
consensus algorithm. Another public blockchain, which support custom-
built application is Ethereum. Here the tokens are issued as DAO or
distributed application (dAPP) tokens [9]. dApps support more complex
services through smart contracts.

8.4.4 USER EXPERIENCE LAYER

This layer supports the development of applications like smartphones,
tablets, desktop, etc., that we use in our day-to-day activities [9].
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8.5 BLOCKCHAIN ARCHITECTURE

The blockchain architecture consists of three layers namely which is
represented in Figure 8.2 [10].

» application layer;
» decentralized ledger layer; and
* peer-to-peer network layer.

Applications
Wallet 1

Decentralized Ledger

Participants Token Transactions

| Block structure | | Validation |

| Consensus | | POW | | Mining_l

Blockchain

Peer to Peer Network
[ Node Type |[ Messages |

FIGURE 8.2 Blockchain architecture.

8.5.1 APPLICATION LAYER

This layer is based on the decentralized ledger layer maintained on a P2P
network. This layer supports the exchange of bitcoins for e-commerce
transactions through a wallet which holds user’s unspent bitcoins [10].
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8.5.2 DECENTRALIZED LEDGER LAYER

This layer consists of several components which ensure that ledger
data are immutable and tamper-proof. In this layer, the transactions are
arranged into blocks, and it is linked cryptographically to its parent block
forming a blockchain. The exchange or movement of token between any
two participants is called it as transaction. The network nodes perform the
transaction validation which is done in the validation part of the block-
chain. Mining is the process of adding transaction to the block of the
blockchain [10]. Proof-of-work (POW) section ensures that the transac-
tion is valid based on deriving mutual agreement among all participating
nodes on the network.

8.5.3 PEER-TO-PEER NETWORK LAYER

This layer helps for updating and maintaining decentralized ledger based
on exchanging various messages among P2P nodes [10]. This layer also
specifies additional roles played by nodes in the network.

8.6 BLOCKCHAIN STRUCTURE

Blockchain is an organized data structure that links the blocks as a
chain. Each block contains financial transactions that are shared and
replicated among P2P nodes on the network. The blocks contain two
sections namely block header and block body [3]. Parent blockhash or
previous blockhash is included in the block header section. The block
body section includes the set of transactions and its transaction counter.
A block can hold only one parent block link. The current block contains
parent blockhash value, which links the block to the parent block, i.e.,
previous block. Genesis block is said to be an initial block of blockchain
which does not contain parent block hash value. Figure 8.3 represents
the organizing structure of blockchain [11]. The blockchain data is
written by certain participants and worldwide participants can read it.
Blockchain applications’ major benefit is that they support easy verifica-
tion but are harder to modify because fraud data can be easily detected
by the participating nodes [12].
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Block Parent block Block Parent block Block Parent block
header hash header hash header hash

Block Block Transaction counter | pjock
Bt Body Body
Block i+1 Block i Genesis Block

FIGURE 8.3 Blockchain structure.

8.7 BLOCKCHAIN WORKING PRINCIPLE

Figure 8.4 shows the blockchain working principle. Here the buyer
generates transaction which is entered into the block. The transactions in
the block are validated using cryptographic hashing and it is distributed
among P2P nodes. Once the transaction is validated and verified by the
miners, the transactions are committed and stored into the distributed
database (blockchain) and the miners will get the rewards for their work
through new cryptocoins addition to processing fee. The seller collects
the amount from the buyer by receiving the transaction [11].

I Seller

Buyer

Distributed
database

FIGURE 8.4 Blockchain working process.

Blockchain works based on three main concepts, namely [13]:

¢ blocks;

e miners; and

e nodes.
8.7.1 BLOCKS

A blockchain is constructed based on multiple blocks, and each block
holds a block header and block body sections [11]. The block header part
includes a coinbase transaction, block version, merkle root, timestamp,
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parent block hash/previous block hash, difficulty target, and nonce value.
The block body part includes a set of transactions in that block and the
transaction counter, which counts the transactions that are available in that
block. Block version denotes the version of the block that is upgraded
based on the validation rule. Merkle root represents the overall transaction
hash value of that particular block.

Timestamp denotes the universal current time. Nonce value is a special
value used by miners to determine the difficulty target. Parent block hash
points to the previous block hash value, which is used to create a chain of
blocks from the current block to the genesis block. Genesis block is the
first block of the blockchain. The difficulty target signifies the valid block
hash threshold value. The difficulty target value is adjusted for every 2016
blocks [14]. Figure 8.5 depicts the structure of bitcoin’s block.

Block header
Parent Block
block Version A
Timestamp Y, Nonce
target
Block Body

| Transaction counter |

e [ S

FIGURE 8.5 Block structure of bitcoin.

8.7.2 MINERS

The miner is a special node which is part of the bitcoin network creates
new blocks on the blockchain through the mining process. The miner
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gathers the transaction that are already propagated by the users on the
network, organize the transactions into blocks and adds them to the block-
chain. To add a new block to the blockchain, the miner has to complete
Proof-of-Work (POW) computation for his proposed new block. The
proposed block is then broadcasted over the entire bitcoin network. The
receiving node in the bitcoin network verifies the incoming blocks coming
on the network and add it to the local blockchain copy as leading block
[15]. Every block on the blockchain holds its own exclusive nonce, hash,
and previous blockhash value. Hence block mining is not easy in larger
blockchains like bitcoin.

For the mining process, the miners have to solve POW (amazing
complex mathematical problem) for finding nonce value which generates
a hash value which is accepted by the entire bitcoin network. This is not
an easy work because nonce value takes 32 bits and hash value takes 256
bits their combinations take billion possible combinations that should
be mined before others find out the correct one value. The miners who
generate correct nonce value (golden nonce) their block will be added as
current block of blockchain [13]. They will be awarded by rewards and
summation of transaction fees as bitcoins. These rewarded amounts can be
claimed after 100 successful mining blocks [15].

8.7.3 NODES

Blockchaintechnology works under the concept of decentralized distributed
ledger where the ledger data are globally distributed to all nodes on the
blockchain network. Since blockchain is a decentralized ledger no node or
organization has the owner rights to hold the blockchain. Any electronic
device can act as a node which capable of maintaining blockchain copy
and keeps the network functioning. Each participating nodes holds unique
alphanumeric identification number for their transactions. Every node
holds its own blockchain copy and for updation of blockchain it needs
trusted and verified network which must prove newly mined blocks
algorithmically valid [13].

8.8 BLOCKCHAIN CATEGORIES

Blockchain systems are classified into three types, namely [3]:
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1. Public Blockchain: This blockchain supports free and open
access for anyone in the world. Participants are also very much
active, e.g., bitcoin.

2. Private Blockchain: This blockchain supports limited access to
the nodes within the organization. Only one organization node is
active all other nodes will be doing their task based on organiza-
tion node instructions.

3. Consortium Blockchain: This blockchain is similar to private
blockchain but it can be applied to many business applications,
e.g., Ethereum and Hyperledger.

All these blockchains are compared based on the following proper-
ties, namely consensus determination, read permission, immutability,
efficient, centralized, and consensus process [3]. Table 8.1 shows the
comparison of public, private, and consortium blockchain based on the
above properties.

TABLE 8.1 Comparison of Different Blockchains

Properties Public Private Consortium
Blockchain Blockchain Blockchain

Consensus All miners One organization Set of nodes selected

determination

Read permission Public Public/restricted Public/restricted

Immutability Impossible to Possible to tamper ~ Possible to tamper
tamper

Efficiency Low High High

Centralized No Yes Partial

Consensus process Permissionless Permissioned Permissioned

8.8.1 CONSENSUS DETERMINATION

Each node will perform the validation part of the consensus process in
case of public blockchain. In case of private blockchain, validation of
consensus process is fully carried out by an individual organization. In
consortium blockchain, only selected set of nodes will perform the valida-
tion part of the consensus process [3].
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8.8.2 READ PERMISSION

In public blockchain, the transactions can be easily read by all participants
on the network whereas write and update permissions are restricted. The
read permission is restricted in case of private and consortium blockchains
where the organization has to decide about giving read permissions to the
participants [3].

8.8.3 IMMUTABILITY

In public blockchains, the transaction data are distributed and stored in
multiple nodes. Hence data tampering and modification is impossible. In
case of private or consortium blockchain, data tampering and modification
is quite easy and it solely depends on the dominant organization [3].

8.8.4 EFFICIENCY

In public blockchains, a large amount of time is needed for transferring
blocks and high network safety is needed, which results in the limitation
of transaction throughput. In private and consortium blockchains, fewer
time, safety, and validators are needed [3].

8.8.5 CENTRALIZED

The public blockchain is a decentralized one where all the data are publicly
shared and distributed. In case of private blockchain, the blockchain is
fully centralized and it is controlled by a single organization. In case of
consortium blockchain, the blockchain is partially centralized [3].

8.8.6 CONSENSUS PROCESS

Any node in the network can join the consensus process of public block-
chain. In case of private or consortium blockchains, the organization node
needs to certify for joining the consensus process of blockchain [3].
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8.9 BLOCKCHAIN COMPONENTS

The blockchain technology is successfully built based on the following
components namely [7]:

* Cryptographic hash functions;
¢ Transactions;

* Asymmetric key cryptography;
¢ Addresses;

* Ledgers;

e Blocks;

* Blocks chaining.

8.9.1 CRYPTOGRAPHIC HASH FUNCTION

A cryptographic hash function is applied to data from the sender as well
as receiver side to prove that the data is valid. The process of applying a
cryptographic hash function is called hashing. This proves that there is
no change in unique output data (message digest) for given input of any
size. Even a single-bit change in input will result in a completely different
output. The cryptographic hash function has the following set of properties
like preimage resistant, second preimage resistant, and collision resistant.
Preimage resistant specifies that from the given output one cannot identify
the computation of given input, i.e., input — digest given, finding x such
that hash(x)=digest.

Second preimage resistant specifies that the correct input cannot be
determined based on the given specific output hash, i.e., input — x given,
finding y such that hash(x)=hash(y). Collision resistant specifies that
no two inputs hash to the same output, i.e., finding ‘x’ and ‘y’ such that
hash(x)=hash(y). Cryptographic hash functions are used in blockchain
network for a variety of purposes, namely address derivation, unique
identifiers creation, block data security, and block header security. Several
cryptographic hash functions like SHA256, SHA 3, and RIPEMD-160 are
used in blockchain technology. Of this SHA256 is popularly used.

8.9.2 TRANSACTIONS

Transaction is the basic part of the bitcoin network. In the bitcoin network,
transferring of bitcoins from one owner to another owner is called a
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transaction. The wallet generates the bitcoin addresses which is used by
the owners during transaction [16]. There may be zero or more transac-
tions inside the block of blockchain. A transaction requires the following
information namely inputs and outputs. Inputs represents the transferring
list of digital assets. Input of a transaction is a reference to past events
where the digital assets won’t change.

In Input, a single digital asset can be split into multiple new digital assets,
each of having lesser value or multiple digital assets can be combined to form
new digital assets of greater value. In the transaction output part splitting
or joining of assets will be declared. Outputs are the recipient digital assets
account that specify the receiving digital asset value. This output part specifies
transferring to digital assets to new owners, the owner identification, and the set
of conditions the new owners must satisfy to spend that value. If extra digital
assets are received then it is explicitly sent back to the sender as change [7].

8.9.3 ASYMMETRIC KEY CRYPTOGRAPHY

Asymmetric key cryptography uses two keys namely public key and private
key that are linked to each other. Public key is kept open and everyone can able
to access it whereas private key is kept as secret. These two keys are used for
encryption and decryption process. For digital signing of transactions private
keys are used. For deriving addresses public keys are used. Public keys can
also be used to verify the digital signatures generated using private keys [7].

8.9.4 ADDRESSES

In blockchain network from the user’s public key and cryptographic
hash function, addresses are derived. These addresses are required for
transaction sender and receiver. Addresses are kept public. To generate
address, create a public key then apply the cryptographic hash function
and converting the hash to text [7].

8.9.5 LEDGERS

The collection of transactions is said to be a ledger. Today, ledgers are
stored digitally, owned, and operated by centralized trusted third party or it
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provides distributed ownership. Blockchain technology enables distributed
ownership and distributed physical architecture [7].

8.9.6 BLOCKS

The block contains a list of validated and authentic transactions that are
submitted to the blockchain network. The block consists of block header
and block body which specifies block version/block number/block height,
previous block header’s hash value, block hash representation, timestamp,
block size, nonce, transaction list and ledger events.

8.9.7 BLOCKS CHAINING

The chaining of blocks is done with the help of previous block hash
value, thus forming a blockchain. If there is a change in previous
published block hash value, then it would have a different hash value
in all subsequent blocks. This makes to identify whether the blocks are
altered or not [7].

8.10 BLOCKCHAIN SECURITY

Today, blockchain is most secure because to move any value over
blockchain the network nodes must agree that the transaction is valid.
To hack it, you can’t hack just one system except you have to hack
every single computer on that network. According to Bruce Schneier,
a cryptographer and security said blockchains are secure whereas the
application running on top of the application layer may not be safe [17].
Table 8.2 shows the list of security threats and its reason for that risk
occurrence [18].

8.10.1 51% VULNERABILITY

If the hash power owned by a single miner acquires more than 50% of
the total blockchain, then 51% vulnerability occurs in blockchains. By
firing 51% attack, an attacker can immediately manipulate and modify the
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blockchain information. The attacker can create vulnerability by creating
the following attacks namely [18]:

* Transaction reversible and double-spend attack initiation;
* Ordering of transactions may be modified or excluded;

* Restrict normal mining operations of other miners;

* Hinder the normal transaction confirmation operations.

TABLE 8.2 Blockchain Risk Categories

Risk Reason

51% vulnerability Consensus mechanism

Private key security Public key encryption scheme
Criminal activity Cryptocurrency application
Double-spending Transaction verification mechanism
Transaction privacy leakage Transaction design flaw

Criminal smart contracts Smart contract application
Vulnerabilities in smart contract Program design flaw

Under optimized smart contract Program writing flaw

Underpriced operations EVM design flaw

8.10.2 PRIVATE KEY SECURITY

In blockchain, the user’s private key is kept as identity and security
credential which is generated and maintained by users rather than third
party agencies. Once the private key is lost or stolen by criminals on
the blockchain network the user’s blockchain account will face the risk
of tampering information by others. Once the private key is stolen, the
criminals’ behaviors are difficult to track and tedious to recover from the
modified blockchain information [18].

8.10.3 CRIMINAL ACTIVITY

The users of bitcoin can have multiple addresses, and the addresses are
not linked to any real-life identity. Hence, bitcoin can be used in illegal
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activities. Some illegal activities include ransomware, underground
market, and money laundering [18].

8.10.4 DOUBLE-SPENDING

The process of spending the same bitcoin multiple times in multiple
transactions is called double-spend transaction or multi-spend transaction,
or irreversible transactions. This attack is very much easy to implement in
the bitcoin network because the bitcoin network uses digital money in the
form of bits. Bits can be easily stored, replicated, and easily distributed
across multiple situations. Figure 8.6 shows the double-spend attack

situation [6].
BraD N

> Spent Output

Alpha
P a) Change Output

FIGURE 8.6 Double-spend attack.

Here the sender Alpha spends the same input amount (transaction hash:
TH) to multiple recipients namely Bravo and Charlie. Here Bravo is the
original recipient and Charlie is Alpha’s friend. This is the category of
double-spend attack. This attack happens when miners behave dishonestly
or vendors or client may behave improperly or due to network propagation
delay or through bitcoin exchange services. Attacks like race attack, gold
finger attack, selfish mining attack, Finney attack and fork after with-
holding will easily create double-spend attack [18].
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8.10.5 TRANSACTION PRIVACY LEAKAGE

In blockchain user’s behaviors are traceable hence it takes protective
measures for the user’s transaction privacy. In the case of bitcoin, one-time
accounts are used to store the received cryptocurrency. In addition to it,
the user has to assign a private key for each transaction. By the usage of
this technique, the attacker cannot identify whether the cryptocurrency in
different transactions is received by the same user or not. Miserably the
protective measure of blockchain is not robust because the newer transac-
tion outputs are used frequently as well a greater number of times which
tends to security issues like double-spending attack [18].

8.10.6 CRIMINAL SMART CONTRACTS

The smart contracts may be used by the criminals for doing a lot of
mischievous activities. The mischievous activities include the leakage
of confidential information, stealing of cryptographic keys and doing
numerous real-world crimes like murder, terrorism, etc., which may create
a threat to our daily life [18].

8.10.7 VULNERABILITIES IN SMART CONTRACTS

Smart contracts may create security vulnerabilities due to program
defects. Program defects occur due to transaction ordering dependence,
timestamp dependence, mishandled exceptions, or through reentrancy
vulnerability [18].

8.11 BLOCKCHAIN UTILIZATION

The application of blockchain technology improves the human lives
quality with smart value based on money and rights. Improve the transac-
tions based on smart contracts. Provides smart mobility with driverless
and shared vehicles. Allowing smart energy grids based on the power
of sustainable energy sources like solar, wind, wave, nuclear, etc.
Constructing the smart building with the Internet of Things (IoT) using a
network of sensors. Improving the planning, quality, and governance of
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blockchain applications. Following are the few uses cases of blockchain
applications:

* Cryptocurrencies;

* Law enforcement;

¢ Insurance;

* Banking;

* Capitalism;

» Digital marketing and advertising;
* Assets and right ownership;
* Credit cards;

*  Supply chain;

* Voting and governance;

* Health records;

* Crowdfunding via ICO.

8.11.1 CRYPTOCURRENCIES

The application of blockchain to bitcoin cryptocurrency aims to support
open access data reading, writing, and lack of centralized power or
control. In Bitcoin systems, the blockchain is used to store data and it is
distributed through Peer-to-Peer network. Data validation and addition
to block is done using a consensus mechanism. Data is stored and
retrieved in blockchain using anonymous name. The misbehavior in the
bitcoin network is identified through Proof-of-Work (POW) consensus
mechanism [11]. Distributed ledger technology (DLT) (blockchain)
eliminates the central authority need for verifying property possession
and clearing documents [10].

8.11.2 LAW ENFORCEMENT

Law enforcement agencies are working for identifying and preventing the
usage of blockchain in various applications. They work as part of Anti-
Money Laundering (AML) process. They track the blockchain activities,
their accuracy, and criminal activities through blockchain analysis [19],
e.g., the US government used blockchain analysis for detecting fraud
carried out by Silk Road trading platform.
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8.11.3 INSURANCE

In future, insurance transactions will be based on blockchain storage
and involve more direct transactions between insurers and consumers.
Insurance agent’s intermediation, their expenses and inferior services
will be minimized. Consumers will get more benefits from insurance like
lowering costs, more expedient services and customer focused solutions
will be available. Insurers will be benefited like offers wider customer
base solutions, fraud detection and removal, and the application of new
IoT services [19].

8.11.4 BANKING

There is a huge impact on banking sector due to the application of
blockchain. Part of this impact was created by bitcoin. Initially, several
bankers try to downplay the impact of cryptocurrencies. Blockchain was
accepted by global financial institutions like World Bank, national central
bankers and some large bankers had tried to apply the blockchains in their
applications [19].

8.11.5 DIGITAL MARKETING AND ADVERTISING

Today social media like Google and Facebook connect advertisers with
content generators. Suspicions of fake clicks drive costs for advertisers
which create negative impact on the user experience. With blockchain,
advertisers can promote their ads directly to users if they permit. There
will be identity verification for ads and the ad targeted users can be
benefited from these ads. Ad fraud is greatly reduced by these blockchain
applications [19].

8.11.6 CREDIT CARDS
A credit card company named Mastercard has launched its own blockchain

network to do cross-border payments faster and with high security. This
blockchain service uses smart contract to clear credit card transactions
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and eliminate administration task [20]. Mastercard build blockchain-based
settlement networks to create solutions that are auditable, secure, scalable,
and safe [21].

8.12 CONCLUSION

This research has made a deep inspection of various fields of blockchain
usage. First, it explores about the blockchain then it starts to discuss about
how the concept of blockchain arrival in the financial world. Next, this
research analyzes the different generations of blockchain-based on various
stages. Research starts to inspect the blockchain stack and its purpose of
arrangement. Then, auditing starts on the architecture construction of
blockchain, its elements, arrangements, and purposes are elaborated. Then
its inquiry about the storage structure of blockchain and its working prin-
ciple. Then it starts with the surveillance of blockchain categories and its
components. Then the research moves to the reviewing of security aspect
of blockchain. Finally, inspecting the blockchain applications in multiple
fields are done successfully.

8.13 FORTHCOMING BLOCKCHAIN IMPROVEMENTS

Currently, blockchain systems mainly focus on consensus mechanisms
for performing validation. This POW uses a lot of computing resources.
Improvements in consensus mechanisms will develop blockchain usage
in wider acceptance of all fields. Another serious issue of blockchain is
the privacy leakage problem. Techniques like code obfuscation and appli-
cation hardening will reduce this privacy leakage problem. Improvements
in the usage of data cleanup and detection mechanisms will increase the
efficiency of blockchain (a survey on the security of blockchain systems).
Blockchain can be applied to all fields if it enhances the development
of lightweight cryptographic algorithms (security and privacy of block-
chain). Blockchain application will restructure the politics and entire
society. Wealth can be protected by applying blockchain. Threats to
wealth can be controlled by associating land titles with wealth storage in
the blockchain.
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ABSTRACT

A blockchain is an appropriated, public record, recording exchange, and
following resources, and of which unchanging nature is ensured by a
shared organization of PCs, not by any incorporated power. A blockchain
comprises of requested records organized in a square structure. Every
information block contains a hash (advanced unique finger impression or
remarkable identifier), timestamped clumps of ongoing exchanges, and a
hash of the precedent square [1]. With this plan, each square is associated
with a sequential request, and the associated blocks are considered in
this chapter. It is basically difficult to change any particular squares in
the blockchain, while the entirety of the squares after the altered square
should be adjusted simultaneously. With this system, the information on
the blockchain network is unchanging. With this emerging technology,
patients can edge with diverse crisis services and accumulate their clinical
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data normally. Many accept that blockchain innovation can change
medication and the past.

9.1 INTRODUCTION

Blockchain is a common, invariable record for recording trades, following
resources, and building trust. Find why associations in general are accepting
it. A blockchain controlled well-being data trade could open the genuine
estimation of interoperability. Blockchain-based frameworks can possibly
decrease or dispose of the contact and expenses of current go-betweens.
The guarantee of blockchain has broad ramifications for partners in
the medical services biological system. Misusing this development
can interface separated systems to make encounters and to all the more
promptly review the assessment of care. Eventually, the electronic clinical
record that utilizes the cross country blockchain technology may improve
the performance and maintain better prosperity results for patients [4].

Blockchain innovation makes remarkable occasions to diminish unpre-
dictability, empower trustless joint attempt, and makes the data secure and
permanent. To shape blockchain’s future, HHS should consider arranging
and gathering the blockchain natural framework, setting up a blockchain
construction to sort out early users and supports a consortium for talk and
disclosure.

Blockchain development licenses patients to give out access rules for
their clinical information, for instance, allowing express specialists with
portions of the data at a fixed time that is all. With blockchain develop-
ment, the patients can edge with diverse crisis services and accumulate
their clinical data normally [5].

Blockchain advancement is one of the most noteworthy and
challenging progress on the planet. Various businesses are receiving the
blockchain innovation to advance the manner of working. One of the fields
that are eager to embrace of the emerging blockchain technology is the
medical care industry. Resources can be substantial, for example, homes
or money, or they can be immaterial, for example, licenses or copyrights.
Numerous parts of blockchain innovation, for example, the permanence of
the information set away and, are seeking the deliberation of the medical
care division, and ruddy possibilities for some, accessible cases are being
talked about. Blockchain innovation is required to improve clinical record
the executives and the protection guarantee measure, quicken clinical
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and biomedical exploration, and advance biomedical and medical care
information record [2]. These yearning rely on the significant pieces
of blockchain trend set in decentralized organization, constant survey
trail, data attribution, potential, and improvised security and insurance.
Blockchain development can support the advancement from association
with integration of services and to understand the focused interoperability
[3]. Blockchain advancement licenses patients to consign access rules for
their clinical information, for instance, allowing express experts to will
portions of their information for a fixed time span.

Patients often lounge around coating and balancing reasonable designs.
That is the explanation blockchain associations like Kalibrate Blockchain
are expecting to improve things. The firm has built up a blockchain-
filled motor called “Universal Patient Index for its Form Drop adaptable
application.” What this flexible application does is engage clinical facilities
to utilize a blockchain course of action that grants new patients to fill in
tireless constructions before taking off to the center to keep away from
lines and lounge around. It’s really an unmistakable benefit for clinical
benefits foundations expecting to clean up work interaction and office
efficiency.

There are a ton of agreements in medical care, like among patients
and emergency clinics, between different medical care suppliers, between
well-being associations and sellers, and so forth. Presently, savvy contracts
execute on top of emerging technology.

9.1.1 BZ2BSMART CONTRACTS

Keen agreements can help measure, get asserts, and send installments.
That is the place where keen blockchain organizations become an integral
factor, helping draw brilliant agreements between well-being associations
and protection suppliers. The blockchain-driven brilliant agreement frame-
work made by TIBCO Software in a joint effort with Change Healthcare
is a genuine model.

This first-of-its-sort framework empowers medical services payers
to computerize measures over all cases and conditional lifecycles. Suit-
ably called Project Dovetail, the keen agreement stage utilizes Astute
Healthcare Network blockchain innovation and TIBCO’s shrewd agree-
ment venture to convey bother free, secure, and unquestionable medical
services exchanges.
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Another extraordinary occasion of B2B Smart agreements in medical
services is the cooperation of Minute Clinic, PBM, and Caremark. The
CVS Minute Clinics savvy contract framework was intended to make drug
apportioning, remuneration, and installment handling a breeze.

“The new CVS-Aetna organization would have the option to make
medical care plans with impetuses for individuals to use the CVS Minute
Clinics, with disincentives for more costly visits to doctors’ workplaces.
The consolidated organization would have the option to use the immense
measures of customer information it claims to increase better understanding
and improve its oversaw care results. This would likewise essentially help
with the organization’s income cycle the board,” says Prithvi Srinivasan, the
Global Head of Digital of Prolifics on CVS utilization of brilliant agreements.

9.1.2 TOLERANT HOSPITAL CONTRACTS

For a long time, agents have existed in the medical services biological
system basically on the grounds that there’s an absence of trust among
patients and well-being foundations/suppliers. These two gatherings can’t
believe each other with regard to leading exchanges. With blockchain-
based keen agreements like the one created by Robomed Networks, it
turns into a relic of past times.

Presently, clinics must utilize various complex business and custom
frameworks to computerize a few parts of medical services exchange
handling.

A portion of these frameworks are at present filled with holes and now
and again need manual/human intercession. This lounges around, yet it can
similarly be expensive. Shrewd patient-crisis facility contracts, of course,
present a more gainful, canny, and more clear game plan in which self-
executing contract concludes that underwriter and various social affairs
should develop top of the blockchain. In like manner, at the point when a
patient visits the subject matter expert, for example, the blockchain record
is invigorated (which is constant).

9.2 KEY PARTS OF A BLOCKCHAIN

Blockchain development is presently getting colossal thought in clinical
benefits. As mentioned, 40% of prosperity heads see blockchain as the top
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5 requirements. Also, the overall clinical benefits market spends on the
blockchain is dependent upon hitting $5.61 billion by 2025, as demon-
strated by a report by BIS Research. The gathering of the blockchain
development could save the clinical benefits industry up to $100-$150
billion consistently by 2025 in information enter related expenses, IT
costs, exercises costs, maintenance of work and staff costs, and through a
decline in cheats and phony things.

Picture an accounting page record imitated over and over on an
association of thousands of PCs, and that is on a very basic level what
blockchain does. It’s a decentralized, passed on cutting edge record that
contains a lot of unendingly revived, time-ventured, and significantly
encoded virtual records. Without blockchain advancement, there would be
no cryptographic types of cash, for instance, Bitcoin or Ethereum. Every
unit of the said modernized record is known as a square.

Of more significance is that the squares of the virtual record are
associated together through cryptography all together in which they
were made. Believe it or not, blockchain centers are integrated by crypto
development in a manner that is from a genuine perspective constant. That
makes blockchain quite possibly the most secure headways known to man.

How unequivocally achieves it work? An individual regularly begins
a change to the blockchain, making another “block.” Interesting that this
“block” is imparted all through the decentralized association. Once “seen”
by each PC on the association, the record of the square or then again
change is forever added to the chain. Over the long haul, all of these PCs
confirm of the change, and it is irreversible.

9.2.1 SCATTERED RECORD DEVELOPMENT

All association individuals approach the scattered record and its perpetual
record of trades. With this regular record, exchanges are recorded just a
single time, disposing of the duplication of exertion that is ordinary of
standard business affiliations.

9.2.2 RECORDS ARE CONSTANT

No part can change or alter an exchange after it’s been recorded to the
basic record. In the event that an exchange record joins a stumble, another
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exchange should be added to turn the mess up, and the two exchanges are
then detectable.

9.2.3 SPLENDID PLANS

To speed exchanges, a ton of rules—called an insightful agreement—is dealt
with on the blockchain and executed consequently. A marvelous arrange-
ment can portray conditions for corporate security moves, combine terms
for experience out confirmation to be paid and extensively more.

9.3 KINDS OF BLOCKCHAIN NETWORKS

There are four different ways to deal with fabricate a blockchain network

[4].

9.3.1 PUBLIC BLOCKCHAIN NETWORKS

It is the one that anybody can join and take part in, for example, Bitcoin.
Downsides may join critical computational force required, basically zero
affirmation for exchanges, and slight security. These are tremendous
contemplations for huge business use instances of blockchain.

9.3.2 PRIVATE BLOCKCHAIN NETWORKS

It is like a public blockchain network, is a decentralized shared relation-
ship, with the essential separation that one connection deals with the
affiliation. That connection controls who is permitted to investigate the
affiliation, execute a course of action show, and keep up the ordinary
record. Reliant upon the utilization case, this can on an essential level help
trust and conviction between people.

9.3.3 PERMISSIONED BLOCKCHAIN NETWORKS

Affiliations who set up a private blockchain, will routinely set up a
permissioned blockchain network. Note that public blockchain affiliations
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can in addition be a permissioned. This spots requirements on who is
permitted to look at the affiliation, and simply in unequivocal exchanges.
People need to get a greeting or consent to join.

9.3.4 CONSORTIUM BLOCKCHAINS

Different affiliations can share the commitments of keeping up a block-
chain. These pre-chosen affiliations sort who may submit exchanges or
access the information. A consortium blockchain is ideal for business
when all people should be permissioned and have an ordinary responsi-
bility concerning the blockchain.

9.4 CHANGE MEDICAL CARE RESULTS

Blockchain will change medical care endeavors and increment the nature
of care by empowering new biological systems and new plans of action to
develop. Medical services data put away on a blockchain can change the
manner in which you store clinical data just as how you share data inside
your association, with medical care accomplices, payers, and above all,
with patients.

Blockchain decentralizes medical services data, expanding informa-
tion accessibility, proficiency, straightforwardness, and trust; however it
likewise requires cautious intending to benefit as much as possible from
the focal points it brings [5].

9.4.1 QUIET ASSENT AND WELLBEING INFORMATION TRADE

Dissimilar record-keeping systems can achieve patient consent structures
and clinical stories that are deficient, conflicting, or unclear. Blockchain-set
aside records can be used to give complete longitudinal prosperity records
to individuals, giving all patients more control over their own information
through certain consent. With blockchain, every understanding record
reflects the most well-known clinical real factors — from genomics data to
illustrative clinical imaging — and can be constantly moved when needed,
with no necessity for a central watchman.
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9.4.2 CLINICAL PRELIMINARY ADMINISTRATION

Clinical starter organization makes stores of data, requiring clinical
consideration administrators to keep strong, solid records for peer review
and to meet authoritative necessities. Blockchain gadgets, cooperating
with electronic data get (EDC), can allow clinical data to be normally
aggregated, rehashed, and flowed among researchers and specialists
with more unmistakable auditability, provenance following and control
appeared differently in relation to puzzled, standard structures.

9.4.3 RESULT-BASED AGREEMENTS

Measuring the value of clinical consideration is troublesome. Representing
the genuine expenses of all parts of medical services can baffle suppliers
and patients the same. Blockchain-upheld, result based agreements attach
clinical results to costs. Suppliers going from drug stores to medical clinics
can offer medical services to customers with a fee for-esteem model rather
than expense for services, and diminish the unpredictability of records.

9.4.4 OPEN DOORS FOR MEDICAL CARE

Blockchain advancement can change clinical benefits, setting the patient
at the point of convergence of the clinical benefits organic framework
and extending the security, assurance, and interoperability of prosperity
data. This advancement could give another model to prosperity data
trades which further makes the electronic clinical records more valuable,
disintermediated, and secure. While it’s definitely not a panacea, this new,
rapidly propelling field gives prolific ground to testing, adventure, and
check of-thought testing.

9.5 IMPLEMENTATION

That is a tremendous proportion of privileged information that can
be ominous in the event that it falls in some unsatisfactory hands. For
example, if your contraption shows that you are most certainly not
rehearsing furthermore, your heart is coming up short, you can wind up
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noticing your prosperity consideration go up if your security net supplier
discovers the data.

Hence, the security, transmission, and insurance of this pressing data
should be guaranteed regardless. One of the fruitful approaches to deal
with so is to use a blockchain approach that engages for safe record, trans-
mission, and sharing of this data between your device and your prosperity
expert center.

This style incorporates making proof of data dependability. Further-
more, using this “proof,” clinical consideration suppliers (and the patient)
can check the information timestamp without truly trusting upon pariahs
that can include the security of the data and insurance of the customer. It’s
a common advantage.

It is a development that is proper for getting each piece of the
prosperity course chain. Besides, there are a couple of utilization cases
that have recently arisen on utilizing blockchain to improve prosperity
deftly chain, similarly as upgrading the effectiveness of the Internet of
Healthy Things (IoHT), securing web related clinical equipment, battling
counterfeit prescriptions, and extensively more. Whenever executed well,
blockchain innovation can be a brilliant answer for improving information
provenance, honesty, usefulness, and, obviously, security of a pharma
flexibly chain [8].

Perhaps the greatest test that influence the drug flexibly chain is
uncontrolled fake or adulterated prescriptions. These phonies or traded off
medications are the aftereffect of helpless assembling rehearses and proce-
dures, insufficient capacity, burglary of medications, of prescriptions, and
the market infiltration of inferior quality or fake items into the purported
dark business sectors.

Indeed, the World Health Organization (WHO) says that this “bootleg
market” or fake drugs market merits an astounding $75 billion, yet the
figure could be considerably greater in all actuality. This is particularly
evident in nations like Bangladesh where by far most of medication uses
go to import providers. Obviously, the pharma gracefully tie is defenseless
to fake medications in low-pay and agricultural countries, yet in addition
here in the US.

In 2012, for example; the FDA cautioned around 1,000 medical services
associations and well-being experts in a few expresses that they may have
succumbed to counterfeit medication rings. Even more unequivocally,
they were exhorted that they may have been sold phony Avastin, quite
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possibly the most looked after foe of danger drugs accessible. That is the
explanation US Food and Drug Administration began supporting for the
authorization of the Drug Supply Chain Security Act (DSCSA), which has
recently been embraced into law.

In the event that you delve somewhat more profound into the quick
and dirty of blockchain, you’ll understand that the innovation fulfilled
essentially every model required for DSCSA consistency. These
models incorporate medication/item recognizable proof, item following
confirmation, fake medication recognition and reaction, notice important
offices like FDA, and sharing required data, e.g., licensure data.

Notwithstanding what you resemble at it, blockchain, and clinical
benefits are a match made in paradise. First of all, medical services players
ought to truly consider blockchain in the time of well-being information
uncertainty. Given that the medical services industry experiences security
breaks nearly on a regular schedule, it’s an easy decision to fuse an innova-
tion that vows to seal all the escape clauses. All things considered, there’s
significantly more to blockchain than just value-based exercises. It’s about
safely sharing information recently considered difficult to separate.

9.6 HEALTH CARE INDUSTRY USING BLOCKCHAIN
TECHNOLOGY

An examination distributed by Johns Hopkins quiet security specialists
recommends that in the United States, more than 2,50,000 individuals
kick the bucket each year because of clinical blunders. This is especially
disturbing while thinking about the main source of death in the U.S.
— coronary illness — which is answerable for around 6,47,000 passings
yearly.

Blockchain information must be added, not eradicated. This is
decisively how well-being data ought to be put away. Doctors can get to
the chronicled clinical records of their patients from their absolute first
emergency clinic visit. Dr. David Classen, a main clinical data official at
Pascal measurements, conceded in a meeting that the arrangement of care
is divided. He proceeded, “Any devices that empower patients to deal with
their medical care needs will be a distinct advantage.” Blockchain has
come to adequately disintegrate the predicament of blunders and digitize
understanding well-being records.
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Medication is, undoubtedly, an immensely unique field. Consistently, a
great many well-being experts look for better approaches to improve quiet
consideration and fulfillment. This is the essential inspiration driving the
many examinations works and clinical preliminaries in medication today.

Shockingly, there is no successful focal framework for sharing explo-
ration information. A large part of the exploration information has been
isolated and, albeit numerous specialists couldn’t imagine anything better
than to contrast preliminary outcomes and individual scientists, there is
actually no computerized framework to do as such.

Grasping the blockchain business can stop this polarity. In a protected
advanced framework, analysts worldwide can, with patients’ authoriza-
tion, access a broad information base of data that would help quicken
improvement in medical care and make the world a superior spot. Who
knows? Blockchain may even assistance shut down malignancy [7].

Regardless of what we state, it will be inconceivable for us to overstate
the implication of the medical industry. This is effectively one of the
slowest developing enterprises in the whole space. We understand that
this is an extremely disputable comment, notwithstanding, the truth will
eventually come out. Contrasted with 20 years back, clinics, generally, still
capacity practically a similar way. The explanation, as Richie Etwaru says,
states is its absence of development. This is in reality pretty astonishing
when you consider the way that this space, specifically, has probably the
most astute and accomplished individuals in the whole world [5].

In any case, saying that no advancements have been made in the
clinical field is a truly off-base comment. Simply take a gander at how
much the normal future has expanded gratitude to drugs. In this way, we
should burrow somewhat more profound to comprehend what is implied
by saying “absence of advancement.” In the event that you investigate
somewhat more profound, at that point you will see that this space is
overflowing with vertical development, in any case, it generally lingers
behind with regards to flat advancement. So, I’'m not catching our meaning
by vertical and even advancement?

9.6.1 VERTICAL INNOVATION VERSUS HORIZONTAL INNOVATION

Vertical headway is advancement that is done unequivocally in a particular
field while level improvement is something that can be embraced by
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everyone. Penicillin, Polio inoculation, and refined working procedures
are through and through occasions of vertical advancements since they
are express to a particular field. Force, Internet, and Cloud Computing, of
course, are level progressions that have been embraced by items fields and
dares to make their handiness more capable. The way that most centers
really use papers and archives to do their records exhibits that they wait
far behind with respect to even headway.

9.6.2 THE NEXT HORIZONTAL INNOVATION

We have talked about blockchain fundamentals a lot of times on this site
already. Along these lines, to give you an extremely short depiction. A
blockchain is, at all complex of terms, a period ventured game plan of
constant record of data that is administered by a lot of PCs not controlled
by any single substance. All of these squares of data (for instance, block)
are ensured about and bound to each other using cryptographic norms (for
instance, chain).

The inspiration driving why the blockchain has gotten such a lot of
respect is that:

» Itisn’tpossessed by a solitary substance, henceforth it is decentralized;

* The information is cryptographically put away inside;

* The blockchain is everlasting and no one can mess with the infor-
mation that is within the blockchain;

The exact thing a medical clinic needs is to enlist quacks or unlicensed
doctors, one more critical part of medical care blockchain can help
comprehend.

Hashed Health is an association utilizing blockchain to guarantee
that singular real specialists make to the clinical consideration climate.
They created a capability affirmation structure for specialists to show
they’re undoubtedly approved to work. Hashed Health joined along with
Accenture, WellCare, Spectrum Health, National Government Services,
Hardenbergh Group, and HealthLink Dimensions to make a blockchain-
energized credentialing structure.

The arrangement is really a trade stage that furnishes medical clinics
and other medical care foundations with admittance to checked certifica-
tions data, just as a method for them to contribute confirmed data that is
shareable with all other medical care associations.
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The taking an interest clinical consideration affiliations are allowed to
portray explicit norms, doodads, information, and endorsement checks for
credentialing any sort of specialist, from AHPs and chaperons to specialists
and various experts. At last, the blockchain-based stage eases specialists
and medical care associations the same spare time and be agreeable with
different solicitations.

9.7 MEDICAL CARE AND INTEROPERABILITY

Interoperability is a colossal issue in the medical services industry.
Indeed, improved medical care interoperability is been a main concern
for suppliers, policymakers, and patients for a long while now. The two
significant territories with regards to ineffectual interoperability?

» the inconvenience of recognizing patients;
* information obstructing.

Envision an organization on medical care establishments where they
don’t claim a patient’s very own information. The information all have a
place in the blockchain. The patients are distinguished by means of their
hash ID which will be their special identifier. The hashing permits the ID
to be one of a kind and gets the security of the client. The blockchain can
likewise help in the making of a patient data sharing commercial center.
Along these lines, it will be feasible to really boost data dividing among the
various establishments to forestall any sort of information hindering [6].

Be that as it may, imagine a scenario in which we actually have some
malevolent entertainers who endeavor to do data hindering or altering.

All things considered two of the blockchain’s most huge highlights
will venture up and handle the present circumstance.

The blockchain is a simple medium. Anybody, who is important for
the organization, can investigate the blockchain and take a gander at how
every exchange happens and whether all the pertinent data is getting gone
through or not. Furthermore, we have against altering.

In the event that anybody attempts to hinder the information, through
the compounding phenomenon, it will change the hash radically. Presently,
recall, that the squares in the blockchain are connected to each other
through a hash pointer. Each square in the blockchain stores the hash of the
information that is put away in the past block. On the off chance that the
information inside any of the squares changes, it sets up a chain response
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which could freeze up the entire blockchain. Since this is a hypothetical
inconceivability, it is difficult to alter any information that is inside the
blockchain.

Blockchain modernism can actually modify the drug area all in all,
just as medication disclosure, improvement, and circulation measure. That
all by itself isn’t unexpected in any way. As of now we surveyed that 9
out of 10 new prescriptions disregard to make it to clinical starter, and
essentially more don’t show up at the FDA-support stage. The gigantic
issue for pharma associations is obtaining basic patient information in a
period at the point when they are definitely not for the most part trusted
by people [8]. Clearly, there are a great deal of information challenges big
pharma is wrestling with. They are discussed in subsections.

9.7.1 DISSIMILARITY IN PHARMA DATA

Maybe the most disturbing information issue looked in accordance with
the drug organizations, particularly with regards to sedate turn of events,
constitutes a grave dissimilarity of information. Recollect pharma infor-
mation is regularly documented and concealed in storehouses, and it is
gotten to all through a few unique stages.

What’s surprisingly more terrible is that every division regularly utilizes
a different information structure and model. Thusly, gaining admittance to
exceptionally significant information at whatever point required is critical
for pharma organizations for enormous information investigation.

This is a region where man-made brainpower, large information
investigation, and blockchain can work pair to convey effectiveness and
precise outcomes for pharma firms. Luckily around 61% of pharma asso-
ciations are currently getting a handle on Al, with blockchain execution
underway.

9.7.2 INFORMATION ANALYTICS IS TIME-CONSUMING AND
RESOURCE-HEAVY

Taking into account that pharma organizations have to manage, thus,
numerous information sources, unmistakably there’s an issue with
regards to information social occasion, taking care of, and in the long run
examination.
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First off, some significant information may escape everyone’s notice
during the catching stage, watering down bits of knowledge about the
inquiry.

As if that isn’t awful enough, the entire cycle of orchestrating infor-
mation from various sources can wind up becoming very tedious. Also,
protracted examination cycle may really neglect to find experiences that
may be useful to the pharma.

So, clearly the entire information dealing with measure for pharma
organizations need to move. All things considered, overseeing enormous
informational indexes is as of now a serious test for both little and huge
drug organizations.

9.7.3 DATA IMPRECISION AND AMBIGUITY

Through the medication space, there’s reliably dubiousness all over the
precision of open data. Is the information examination article careful, as
well as assuming without a doubt, constitute the encounters even pertinent?

It is routinely difficult for them to no doubt when all the data open is
not yet new, as well as the watchful. Enter blockchain advancement. Once
used fittingly, blockchain can empower pharma to record, store, and sort
their information with the end goal that it yields encounters which are
reliably pertinent and clear. Even more fundamentally, every game plan
that may help pharma with taking care of information will eventually save
stores of money, clean out the essential concern, and enhance prosperity
results for everyone.

Against this foundation, pharma organizations should hold hands on
developing blockchain tech firms to configuration, carry out, as well as to
deal with their medication distribution chains.

Collaboration among the pharma worldwide monster GlaxoSmithKline
and blockchain organization Viant is an incredible model. By using the
positions of Microsoft, Imaginea, and GlaxoSmithKline ready, it merits
watching out for.

Obviously, further exploration, arrangement with consistency and
well-being strategies, and assessment must be completed to work with the
selection of blockchain in the pharma store network. All things considered,
most blockchain activities in pharma and medical care remain as yet stuck
in pilot or verification of -idea stages.
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Managing and having the opportunity to quiet fundamental informa-
tion is a hot-button issue in the prosperity business, as well as, even more
so for pharma associations. The Situation for the most part feels like a
tradeoff between security and sharing information, which presents a giant
issue for pharma IT.

In all actuality, most pharma organizations maintain their medication
preliminary information in brought together information bases which must
be agreeable with HITRUST, ISO, HIPAA, secrecy, as well as other moral
and administrative prerequisites.

The difficulty is that these unified information bases make it hard for
scientists and medication preliminary pioneers to impart the information
to the correct individuals. That is the place where blockchain becomes
possibly the most important factor. Blockchain in medical care assists
pharma with making auditable, unalterable, and circulated information
bases for putting away and getting to sedate preliminary information.

Take MIT Enigma structure, for example. It’s a totally feathered block-
chain movement that uses two focus cryptographic squares which work
pair on top of a dispersed association of center points. In basic terms, this
framework is a mystery sharing stage that permits specialists to keep up an
elevated level of protection and protection in managing clinical investiga-
tions information.

Keeping steady over bookkeeping and expenses during clinical inves-
tigations/preliminaries, particularly those that keep going for significant
stretches, is a notable test to drug organizations.

Accounting instruments right now accessible are unreasonably
convoluted and will not catch the comprehensive cost image of the
clinical preliminaries. If you want to do an already difficult situation even
worse, assessed clinical preliminaries money related accumulations can
immediately turn into a benevolent cycle, particularly when you need to
fit frivolous books with yearly budgetary reports.

Fortunately, blockchain innovation can be executed to monitor clinical
preliminaries financials just as make accounting proficient, exact, and
simple.

Due to the inborn diverse nature of clinical starters financial statements,
associations like Boehringer Ingelheim have pronounced working with
blockchain firms to smooth out their accounting and budgetary uncovering
works out. The Canadian-based unit of Boehringer Ingelheim similarly
actually attained IBM to arrangement, make, and send a blockchain-filled
bookkeeping system for the clinical fundamental test adventure.
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The first of a sort in the pharma business, this joint effort will yield
another blockchain answer for enhancing the idea of clinical starter
cycles and record keeping. “The clinical preliminary biological system is
profoundly unpredictable as it includes various partners, bringing about
restricted trust, straightforwardness, and cycle failures without genuine
patient strengthening,” said UliBrodl, VP of clinical and administrative
issues for Boehringer’s Canadian division, clarifying the requirement for
the blockchain-fueled arrangement.

Pharmaand clinical benefits workplaces go through an enormous propor-
tion of cash and loads of time discovering, qualifying, and onboarding the
privilege competitor for their clinical primers. Disastrously, the specialists
don’t by and large ID the right patients, thus the necessity for blockchain
advancement. Besides, assuming that solitary 10% of new prescriptions
make it to the market, it’s fundamental to perceive and choose undeniably
a perfect contender. As of now, there are a couple of different program-
ming and advances used by pharma to do this.

From one shopper and pharma perspective, two viewpoints of different
blockchain commercial centers have been dispatched. While blockchain
innovation itself probably won’t do a lot to fix persistent distinguishing
proof, it can help bring a portion of the information uprightness, avail-
ability, safety, protection, and interoperability required by pharma. The
entire cycle can be hard, repetitive, and wasteful, also the powerful
expenses related with this. Truth be told, as per a study led by KPMG, 38%
of top medical services CIOs state improved management of electronic
well-being records (EHR) is top of their plan and planning requirements.

Groundbreaking well-being offices, practices, and suppliers can make
way for assent the executives by utilizing the intensity of blockchain.

Right now, the entire cycle of assent securing and the executives is an
all-out wreck. You need every one of these authorizations, select ins and
educated assent from patients. You have to remain agreeable with how
you handle ensured well-being data. In addition, medical services associa-
tions must ensure information and patient security. It is a region where
blockchain firms like HealthVerity bring their A-game.

HealthVerity is changing the way current medical care organizations
settle on basic and characterizing choices, particularly with regard to
taking care of patient information. HealthVerity has built up a blockchain-
based stage which fills in as the stage for a quick age, sharing, and the
executives of patient and medical services information.
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All the more vitally, the cutting-edge innovation stage ensures adminis-
trative consistence is seen by building up a common, unchangeable record
of all patient assent exchanges that occur inside a medical care office.
Thusly, just gatherings with express consent can get to quiet information
on the fly without trading off its safety and shopper protection. Notable
likewise is that HealthVerity stag