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Business and Security Context
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Threat Landscape

1 Externally Facing Assets 

Supply Chain 

Remote Workers 

Authentication Infrastructure 

Unpatched, misconfigured systems 
(onprem and cloud) 

2

3

4

5

Threat actors employing automation to discover externally 
facing systems

Data and connectivity is everywhere as businesses focus 
in on its core value

Home network part of the connected workplace

Password and user databases leveraged at scale from data 
breaches for credential harvesting, stuffing and privilege 
escalation

Significant rise in number of critical exploitable 
vulnerabilities 

Service Interruption Data Loss Financial Loss Fraud Damaged Reputation
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Cost Implications Additional Economic Concerns

Operational 
Complexity

Delayed M&A 
Time-to-Value

High Tools, 
HW, Network 

Costs

Expanding 
Carbon 
Footprint

High Cost of 
Data Breach

Decreased 
Productivity

The workplace is changing
• Users are working everywhere
• Apps and data are widely distributed

New challenges are on the rise
• Economic uncertainty 
• Sophisticated cyberthreats

75% of enterprises pursuing security 
vendor consolidation 

(up from 29% previous year)
Gartner, “Top Trends in Cybersecurity” 2022

Time-tested approaches fall short
• Traditional networks and perimeter security expose 

distributed organizations to increased risk and costs

Financial
Pain Points

with
Security Tool 

Sprawl

Reducing Cost & Complexity Is a Priority in Today’s Economy
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What is Zero Trust
In simple terms.
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What is Zero Trust?

Security stories (mapped 
requirements from policy, 

standards, privacy and patterns)
Security clauses required in 

contracts
Security cards implemented

3rd party assessment
Supplier Tiering

Initial Risk assessment
Controls Review

Zero Trust is not:

…An out of the box 
technology solution

…Multifactor 
Authentication

…least Privilege Identity 
and Access management

…adding more Firewalls

Zero Trust is:

…Much more than just 
Technology. It is a framework 

for securing organizations in the 
cloud and mobile world that 

asserts that no user or 
application should be trusted by 

default

…Transformative
Re-imagining how you 

manage cybersecurity to 
better align to the way 

you do business

Identity and 
Context

Verify

Content and 
Access

Control Enforce

Policy, 
Per-Session 
Decision and 
Enforcement
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Zero trust is a cybersecurity 
paradigm focused on resource 
protection and the premise that 
trust is never granted implicitly 
but must be continually 
evaluated.”

- NIST Special Publication 800-207

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-
207.pdf

“
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Zero Trust Maturity Model (CISA)

• Adopting Zero Trust is not a one-size-fit-all 
approach and every organization’s journey 
may be different considering its business 
priorities, complexity, technology landscape 
and regulatory requirements

• CISA Maturity Model V2 released in April 23
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Real World Use Cases for Business Enablement
Work from Anywhere
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Context – Work from Anywhere

“In a post COVID world remote working has become the norm”

“Offering flexible, secure remote working is 
an intangible business benefit for staff 
retention”

“New employment markets are opened”

“Employee experience is becoming as 
important as the customer experience”

“Cultural barriers have been broken in certain countries where previous 
expectations are no longer physically possible”

“Productivity has not decreased as 
a result of remote working”

“Over the last 2 years new habits have been shaped 
by employees working flexibly and remotely”
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The VPN Experience

12

NEGATIVE

POSITIVE

NEUTRAL

8:30am
Morning

12pm 5pm
Midday Late afternoon9AM – Alice has 

logged into the 
VPN successfully 
in 5 mins with her 
new laptop 10AM –

Alice’s file 
opens and 
she starts 
her work. 
Analysing 
and 
updating 
files. 

3.15PM - Alice comes 
home frantically 
logging on to see if the 
file saved whilst her 
kids are settling in at 
home. It hasn’t saved 
so she tries to save 
the file to desktop to 
save locally as this 
saves her 1/3 of the 
time. She wouldn’t 
ever need to do this at 
the office. She feels as 
though she might be 
breaching security with 
the nature of her files.

8.30AM – Alice 
takes her kids to 
school and feels 
anxious about 
what issues she 
will face over 
VPN today

9.05 AM – Alice 
locates an excel 
file she needs to 
open to start her 
work for the day. 
Excel loads slowly 
and starts to open 
her file. It shows 
“not responding”.

9.15 AM - Alice 
notices the file 
isn’t 
responding. 
She knows it 
will work if she 
stays patient 
and doesn’t 
touch it. She 
then makes a 
cup of coffee.. 

11.30AM –
Alice saves file 
as she doesn’t 
want to lose all 
her updates. 
This takes 
45mins! 

2.45PM – Alice 
saves the file as 
she doesn’t want 
to lose all her 
updates. She has 
to lock her 
computer at home 
hoping by the time 
she picks up her 
kids it will be 
saved. 

1PM – Alice's 
customer needs a 
report. She goes to 
Outlook and inserts 
a link for the report. 
Outlook takes at 
least 6 mins to 
connect to network. 
She closes and 
open windows 
explorer to copy link 
and insert in email 
as this is much 
faster.  

9.25PM – Alice logs into 
the VPN and it takes 
longer than usual. She 
tries to save the files 
back to the network in 
case her colleagues 
need the updated file. 
This takes another 45 
mins out of her non 
working time. 

Unable to work 
on anywhere 
any device 

Previous laptop
issues

Doesn’t call 
Service Desk 

as she 
assumes they 

cant help 

Again
slowness  in 
accessing 

network leads 
to this 

workaround

Network 
speed and lack 

of proper 
document 

management
leads to this 
workaround

😐
😐 😐 😐

☺
☺

☹

☹

☹

☹

+10mins +45mins+45mins +6mins +55mins +45mins

+206mins non 
productive time!
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Zero Trust Architecture for Work from Anywhere
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InternetApps are destinations 

Connector

Stop! Who are you? 

Are you carrying bad things?

SaaS Public Cloud

Go! Establish Connection.

M365 SAP Data Center

External Apps Internal Apps

Any User, Any Device, Any App, Any 
Location

Inline content inspection (SSL at scale)

What’s the risk?
Policy Contexts: User risk score, Location, Device type/posture

LaptopMobile

Request origination

AppsIoT/OT

Where are you going? 
App Access Policy: App Group, Sanctioned SaaS, 

Destination

Inside Out

ZERO TRUST  
EXCHANGE

Terminate Connection (Proxy)

Reducing the performance 
burden and backhauling by 
going direct to applications

Peering and fast access 
to cloud services

Bring the security edge 
closer to the user and cloak 
externally facing applications

Smart, redundant routing to 
the application

User Identity (SSO / MFA)

Device Posture

Fast, performant and resilient access

Any device, any-where at 
anytime with a modern 
seamless experience

Use Cases

Permanent Hybrid Work

Secure High Risk 
Connectivity

Policy Driven Least 
Privileged Access 
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Real World Use Cases for Zero Trust
Supporting Transformation
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Zero Trust Supporting Business Transformation

15

Business / Technology 
Transformation Agenda

Use Case Description

Customer Transformation DevOps and ways of 
working

Automation which improves speed and velocity
Digital networks
Open / Guest internet services

Employee Transformation Securing mobile worker 
devices

Secure remote access for rugged devices for business processes such as asset management, 
mobile banking and sales

Secure and provide fast 
access to SaaS

Secure SaaS applications - HR, Logistics and collaboration

Cloud Secure outbound 
communication

Proxy based protection for workloads communicating with 3rd party APIs
Secure non connected non production environments

Infrastructure Simplification Improved resilience DR and business continuity remote access improvements (multi region / DC routing)
Firewall consolidation
Cost optimisation through MPLS decomm to SD WAN
Policy driven management
Improved user experience and performance (o365 and connector to application routing)
Café like experience for back office workers

M and A Business agility Project extension into shared or temporary office space
Day 1 integration scenarios
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Business case for cost optimisation
Zero Trust
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Platforms eliminate point solutions & allow for vendor consolidation 

Cloud ProvidersSaaS Data Center / Factory

API

Identity Management API

API
API-Scanning

CSPM,CIEM, IaC
(CNAPP)API

API-Scanning
CASB, SSPM

Zero Trust Exchange

Inline Policy Enforcement

API Operations

API

Branch Router / SD-WAN

API

Endpoint Security / Management 

Microsoft Endpoint Manager
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Replace, Reduce, Avoid

At least 301 disparate point solution, hardware & appliance 
vendors requiring complex integration and manual operational 

management

Best-in-class integrated solutions 
with ease of management2

1. IBM Cyber Resilient Organization Study 2021
* Third-party logos remain the property of their respective owners and are not meant to convey a relationship or endorsement. 

Current 
State

Future 
State

18

2. Sample reference architecture

https://www.ibm.com/resources/guides/cyber-resilient-organization-study/
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Do More With Less: Cost of Managing Multiple Vendors

Duplicative Costs
Licensing

Subscription
FTE Support (!)

Hidden Costs
Increased training
Lack of integration

Services/Maintenance compatibility issues
Excess vendor management time 
Heavy burden from Procurement, 

Commercial, and Operational teams
Lack of personal relationship w/ vendor

Multiple payments to one provider
Complex SLA management and supplier 

performance monitoring
Poor unit pricing/negotiation leverage

Outbound 
Gateway

Inbound 
Gateway

Mobile

Trusted Network

FW/IPS
URL 

Filter
Antivirus

DLP
SSL

Sandbox
DNS

Global LB
DDoS
Ext. FW.IPS
RAS (VFN)
Internal FW
Internal LB
WAFs, Direct 
Connect, VDI

19
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Zero Trust Architecture – Delivers a strong ROI
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Cost Savings

Operational Savings

DMZ
3-6 Hubs/DCs

Cloud Gateway
Multi-Cloud, Multi-Regions

Risk Reduction

Routing complexity
Network micro-segmentation
Performance troubleshooting

Point product management / integration
Policy management

Automation (M365, API integrations)

Point product management / integration
App access policy management 

Internet Access

Firewall / IPS
Proxy/URL filter
Anti-virus
DLP
SSL inspection
Sandbox

Cloud Firewalls
Cloud Proxies

Outbound DMZ

Virtual DMZ

Private App Access

Load balancing
VPN concentrators
DDoS

VDI / Citrix

Load Balancing
VPN Concentrators

Virtual VPN

Inbound VPN

Networking

Network & Endpoint 
Monitoring Tools 

Microsegmentation

Site-to-Site VPN

Cloud-to-Cloud
Cloud-to-DC

MPLS (SD-WAN)

Secure Cloud Data

Security Point Products

CASB, SSPM
CSPM, CIEM, IaC

Point product management / integration
Risk Prioritization

Brand reputation
Potential loss of future 
business (Equifax, Target)

Data Protection
Avoid Liability: Loss of customer data, PHI
Maintain Competitiveness: Loss of IP

Business Disruption
A cyber breach can impact operations,  
Maersk, Colonial Pipeline
What’s the cost of business disruption per hour?  

Agility & Productivity
App Performance: Peering, Prioritization User Experience: Reduced latency, Faster issue resolution

3rd Party Access, M&A, Divestitures: IT integration without integrating the network
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(1) Cost Savings

21
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(2) Operational Savings

22
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(3) Risk Reduction

23
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(4) Agility & Productivity

24
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Best Practices
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Approach and where to start on this journey?

Strategic Alignment

Baseline

Arch Workshop

Delivery Vehicle

Increasingly damaging and automated

Key Stakeholders
Cyber team Infrastructure (networks)End User Compute

Align the cyber and 
technology strategy to 
business objectives

Gap Analysis 
against current 
state and maturity 
assessment

Determine 
target and 
transition state 

Delivery of 
business 
case and 
initiatives

1

2

3

4

Architecture (solution and enterprise)Application Teams
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Zero Trust Roadmap Focus Areas

Secure your ingress and 
egress points

Use discovery capabilities to map out the 
environment

User to Application connectivity use cases 
(including partners / suppliers) 

Workload to third party, cloud, PaaS 
services

Policies based on criticality and risk and 
quick wins

Access to data

Foundational

Define and understand all the actors

Asset, data, application and system 
management - Know what you need to 

protect

Understand the business processes and 
flow (determine high risk)

Identity and Access Management - right 
access at the right time (auth, IdP and 

provisioning)

Secure your workload to 
workload connectivity
Micro segmentation strategy - Logically 

group workloads.

Identify where are workloads are located 
low hanging fruit may be site to site.

Can workloads be differentiated.

Focus on high risk and critical assets.

End to End Monitoring and assessment

Threat Intelligence Security Analytics Asset and Vulnerability 
Management

Automation, deception and 
Response

Control measurement Regulatory and 
industry reqs 
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Best Practices of Zero Trust for Successful Deployments

Workload

Workloads are logically grouped.

Workload locations are Identified 
and managed.

Workloads are logically grouped 
based on role and materiality.

Prioritise high risk and critical 
assets.

Identity 

Access is based on users roles 
and responsibilities.

Identity is managed through a 
centralised identity provider.

Device Identity, context and 
continual risk based checking 

is implemented.

Users can be anywhere and 
not tied to a network.

Network 

Networks should only be used 
for transit.

Users should be independent 
to the network.

Controls are not network 
dependent.

Process

Only allow authorized 
processes to talk to each other. 

All other connections are not 
allowed.

Automate controls and 
augment with internal know 

how. 

End to End Monitoring and assessment
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Summary
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So Why Zero Trust?

Reduces Risk

Alignment to Core Security Principles 
Least privilege, defence in depth, assume breach, 
continually verify

“Zero Trust deployments directly impact users, providing cyber teams with a great partnering opportunity in 
improving their experience”

Learning from the past

Control harmonisation and reuse 

Build cyber champions

Provides and enables business agility and use cases

Cyber Operating Model Discussion

Reduces the attack surface, reduces data loss, 
reduces lateral movement and improves resilience 

Cyber teams are more adaptable to change and future 
use cases 
Abstraction from the network to simplify the 
environment

Leveraging value from existing investments, identity / 
access engineering and full integration of capabilities

Offer a better user experience and engagement point

Is Zero Trust now more aligned with Cyber identity 
teams rather than the network?
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Resources
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Resources
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● NIST 800-207 Standard Resource
● https://csrc.nist.gov/publications/detail/sp/800-207/final

● CISA Zero Trust Maturity Model 
● https://www.cisa.gov/zero-trust-maturity-model

● zScaler – Seven Elements of Highly Successful Zero Trust Architecture 
● https://info.zscaler.com/resources-ebook-seven-elements-of-highly-successful-zta

● zScaler – Seven Pitfalls to Avoid when selecting an SSE Solution  
● https://www.zscaler.com/resources/ebooks/choosing-sse-solution.pdf

https://csrc.nist.gov/publications/detail/sp/800-207/final
https://www.cisa.gov/zero-trust-maturity-model
https://info.zscaler.com/resources-ebook-seven-elements-of-highly-successful-zta
https://www.zscaler.com/resources/ebooks/choosing-sse-solution.pdf


Stay in touch !

www.cyberelite.co


