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ffauls (Malware) 891131nA171 Malicious Software WWulUshknsunilusyasnsne
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1 o [ 1 a o 14 a =

a9 lasvinnuluanwasiilunislandseuu msilissuudeme sauluianislasnssy
Toya Taurstuaunsawleanlivainvateussnnigu 1asa (Virus) Gsu (Worm) visenueu
a § @ 4 [ 4 . v v Y al 66y I3
dumasille f13lnsduns (Trojan Horse) N1shaudniudaya (Spyware) Adaaninas (Key

Logger) AignAARIULLATOIABNNIADTVOI 191U nasndulusunsuyszianvluedoya

(Cookie) karn15i9 Malicious Mobile Code (MMC) HNun19taalivadaluswnsy Internet
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Browser 015 UTUSHNSULAa1 U1 T ULATDIADUNILADS TINTIINNIALISAARIUULATDY
AouInesdSa TawisAnronduluds Server vouUszadsnenionisaniuin C&C Server

\eTiagsesumaBuangUsrasdseniodideyavunsosnauiiamesoantunauendusiu

2.1.1 Usstanuanauaesianas
1) Trojan Horse 1lusfawasivinduiloulusunsuun® oy Tusunsa

Download VDO 310 Youtube, TuUsunsu Crack Software 61149, TUswnsu
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a

key gen M1@319 Serial Number 13811150 Register TUsUnsNavENTA19
WJudu Falusunsumaragnaenlvgldaiuniilvanuildau we
o Aa o ¥ a | vy 2% ¥ = v
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3) Virus fesfawisusuinvnilafianunsadnaenduesnsyangluduaiesdus
Tnen1u Inauszinnenes 19 Script file, Document File @519 Autorun
9% Flash Drive fisiowinfuneufinnes Wudu iefnlifaudazdwa
vangeeaty o1azgnuluedoua siuedesiilauliadn viie ngavina
AADALIA

4) Spyware azynsiudeyanisldanusigg veaesesiignfnms udadsly

Y

v

WUszarsne Megrautulusunsy Keylogger usiawasimiunnutium

'
s L4

NUNNNITRUN (@aulng Capture niaelunsousgiume) Tnanliuns

Y

)}

Weludalwadug ldanusadedesludinauiamesinsssauala des
andanisuasnauldlvaiilvanonluldias 990913 90 Auu0Il IV

web browser Tun1sfnfIsiLesadluAIag

2.1.2 uansznuilagninnsdiauaslutiaqty

1) yngRAIUANLATBINENTmBsenY Trojan Horse fUszasdigaaldly
TaufA3o9dusewy Dos, DDos 1uduy Iﬂaﬁm%"aﬂﬁgﬂaﬂﬁu’a Trojan
Horse Uspunniazgni3endn Bot vide Zombie

2) m3ngwernislunisya Bit Coin dwalieesaenfiamesvinautn

3) guihsvialidvieNiFeondudn Ransomware Famnguszasdireidnan
iw3edlalsidnazdeamaluy mnanansamuaueesianaild agsinis
Whsalnauads Key lunsaenswalwanauludy C&C Server

a) graluedoyaluinies Joya User password wagdus

5) mingniiass Worm azdsnaliiadosdanarmersnfings Worm lugs

::4' 1% a = v A a v
P30991ALY Jedawaliszuuiniedienigluiiymila

2.1.3 Yauuzirlunistasnunisindanis
1) DMANADUNUNDILAZTONLIS I ULAT DN

2) Aanatuswnsuteanudanis (Anti-malware) UUABLAILADS



3)

a)

5)

6)

seiinsy Tamslfnugunsalifeuserionans wu uilarlasi (USB) WWudy
msvinsaunulfannadateulda
lipdndonnuiinandlawanientisig pop-up Uasy (Adware) Uy
Suledibouvy msgazfunissuanidinaniaus aefeadauas
H529ADUNDUARNLALD

ldaminanlusunsuainuvasilindetio desdensiifauasunot
vandssnsdndwa suluidnduuuiidesadelagfidmnainduative

[

14390 wazdowmTvaeuynAsIneunlnanvsalnlnauun

2.1.4 A198190au5%0 Trojan.Emotet

Emotet 1Jusiawasuszian Trojan N umuneluisuins devinniia

[ '
a v

Download Trojan fa9uquIRnAINAToNBOLINULALN T3 Emotet Huas19A1uLdsnne

[

WINNNY TuppUNTYIINUUsRzTURBUAIUN 2.1

Infection @ Establish Persistence
« |®

@ Network Propagation m Outlook Scraper

s 2 =

Credential
l Enumerator

NetPass.exe

\ Mail PassView /

JUM 2.1 N3¥UIUNNI#199Y8e Trojan.Emotet

Emotet Huld3gn1sunsnszareluszau Public Internet W1 Spam mail

Tnefiwoudoldslaeldtouusuiuufiquiag J9i Case Mod1slaadsunuuluiasaves
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Paypal wagudasiounisinddlundenil lnswuulvaunluguuuuves Microsoft Word n3e

PDF amnilalnesiang1s Emotet zisuwnsnszanelu Local Network fsgui 2.2

FrROM! CUS Lo B e way SErvases. OB [Mailo: Ol 0me i emayserices. 0]
Sants Morday, Aprd B8, JO18 1109 AM

Ta:

Subsject: Revept Confimatian 848 TO1EMY [UNLCANKED]

ransaction Status: Shipped! 16 April L1709 20 ARST

H | ST ITAASRE1GH Drotoatdad
_ sucoessiully

It's an official confirmation for
your order.

Please check the invoice to
update your stuff shipping day.
Password to access Invoice:722

Thanks for using our service!

'
U 1

JUN 2.2 f79E13 Spam mail I¥dmTuLNInTEa1E Trojan.Emotet

dmiuisnisunsnszanelu Local Network #mds1n Emotet 13avieud
ﬁy’wm 5 As¥UIUNIS AB NetPass.exe, WebBrowserPassView, Mail PassView, Outlook
scraper, WWag credential enumerator
1. NetPass.exe {ulusunsudmsug password W1y Local Network “U@ﬂ;ﬂ%ﬂﬁuﬁ logon &g
2. Outlook Scraper WulUsunsudmsusIusanTede Email Address Tu Outlook Tidmsu
&9 Email Phishing siald
3. WebBrowserPassView L“f]uIUiLLﬂiaJﬁm%Uﬁiﬁﬁmuﬁaﬁu Browser #149)
4. Mail PassView LUulUsunsudmiuuans Email Client uazswanIuldu  Microsoft
Outlook Windows Mail, Mozila Thunderbird 1Jusi

5. Credential Enumerator Wunszuiumsvaaeuidnginiosdulaeriu SMB w3alnduys

mnnlulaazneaau Brute Force 1oy Administrator Account

2.2 DNS
DNS (Domain name system) agvintifiulasteyaaintelinarelunuieay 1P
(IPv4 or IPv6) ins1evntnaruunetay 1P widlerladdleinidinaduisassn wpninin

Mnfendudesiideg vl DNS inaTuuiionsulandnisitndaiuleyinne



2.2.1 wthiives DNS uwusléaeraluil

1)

2.2.2 luszuu DNS aziin1sulseantdu 3 anautuns

1)

Hostname to IP - vwiidilunisulatanseninsdetunuieay Py
www.mut.ac.th wlaadu 203.188.27.26 1Jusu

Host aliasing %158 CNAME(Cannonical Name) - cname tun15 map
H8 subdomain LU &4 Hostname ﬁﬂmﬁaﬂﬂ’lﬁaﬂﬁwﬁq LY U

mail.mut.ac.th 1a%1115 map LUy cname LUgs webmail.mut.ac.th

'
a

oUW mail.mut.ac.th 23117 Server webmail. mut.ac.th Lazlaning
04 < v a % leﬂgj 1 b4 A . Y]
nUNIVAUTA  Are3ddazdeldarursa map ¥e subdomain LUds
hostname Uananialag Ala 1men1s map wuu cname dotduisuiled
Tasualuflen esa1ndunis map ludnwug Hostname 14y
Hostname Ua18m19 e webmail.mut.ac.th e Hostname Uaenil
n5.U@Bu IP 989 Server Hostname: webmail.mut.ac.th tJuan 1P due
4 [ [ [ L] @ a1 | [
web siuntsnldfesdeas twsrgdals cname AflATLNAA Y
webmail.mut.ac.th agud Ineldauladnvsdiniswaeu 1P Juesls

Mail server aliasing - ¥#tiueni1 Mail Server 484 Domain A4n&17

1P ogls

[
< o W v W

De

v a 1

Root DNS Servers - f]f\]ﬁ;‘uumag 13 LAS99 A® arootserver.net 914
m.rootserver.net

. & A Ao Y @ v . oA v
Top Level Domain (TLD) - LU‘IJLﬂiE]W]EL“ULﬂUGZJEJLIua Domain NasnigsIy
d' 1 1 < U
YDUDILFALLALIULIU .com, .net, .org, .th Wunu

Authoritative - U1 Domain name server A3in159ualaga4ANTH19Y

| [ %
WU google.com, facebook.com, amazon.com LUunY

2.2.3 115 Query DNS & 2 35

1)

lterated Query lngiTsn1svinnusagun 2.3



Top level DNS
server

local DNS server
requesting host dns.sjsu.edu
se.sjsu.edu

authoritative
DNS server

=| dnsyahoo.com

t%{—)mail yahoo.com
E‘U‘ﬁ 2.3 Iterated Query

1.1) Client 813lUds local DNS 31 mail.yahoo.com il ip oxls

1.2) local DNS 9gnuseluds root tiedauniy ip 189
mail.yahoo.com

1.3) root AgMU ip VY Top level DNS v89 .com ulit

1.4) local DNS 2zauselugs Top level DNS 283 .com Liledauny
ip Y99 mail.yahoo.com

1.5) Top level DNS 484 .com 3g@8U ip Y83 Authoritative dns
server U89 yahoo.com Ui

1.6) local DNS aza1umelUdy Authoritative dns server Uo
yahoo.com \iaeuny ip UBY mail.yahoo.com

1.7) Authoritative dns server U89 yahoo.com agnau ip U89 mail
yahoo.com {11

1.8) local DNS 9g#8au ip U89 www.yahoo.com ndulUd Client



2) Recursive query lgiisnsvinnunagun 2.4

requesting host dns sjsu.edu server
se.sjsu.edu

I 4 ‘
local DNS server 5 Top Ie;e-!DNS

authoritative
DNS server
dns yahoo.com

) &7 mail.yahoo.com

U 2.4 Recursive query

2.1) Client aulUéa local DNS 91 mail.yahoo.com & ip agls

2.2) local DNS azarudaluds root tledaauaiy ip ¥04
mail.yahoo.com

2.3) root azauRelUss Top level DNS w83 .com wiaaauaiy ip
Y84 mail.yahoo.com

2.4) Top level DNS 984 .com aza1usalUy Authoritative dns
server U84 yahoo.com \iaeuny ip U8Y mail.yahoo.com

2.5) Authoritative dns server 984 yahoo.com 988U ip 984 mail
yahoo.com w1l Top level DNS 284 .com

2.6) Top level DNS v84 .com 3g@aU ip U84 mail yahoo.com {1
14 root

2.7) root MU ip 98¢ mail yahoo.com 1114 local DNS

2.8) local DNS ag#au ip U8 mail yahoo.com 1114 Client

10



2.3 Next-Generation Firewall

Next Generation Firewall @8 Firewall Aiflaauaunsalunisueaiiy application

Tuszdu Layer 7 (Application Layers) 384 OSI Layer wazilaaiuaiuisadu q o198

ANENTAVDY IPS Tun1snsa3un1slanALuusng o Meluluy ssuunsnsiaasulaensly

signature, N3ATIVEBUNGANTIUARAUNG (Behavior) 1usiu Feruaunsaiugiufigunsal

Next Generation Firewall HuazApIvinla a1y
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2.5 Security Information and Event Management (SIEM)
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1ne38n156nsatu 91dusesll Umbrella Virtual Appliances viuiindt

cca

U DNS

local Tmglsilit Client VgﬂLﬂéaﬂ% DNS 317 Umbrella Virtual Appliances 13091

[
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2.11 wazynuilsautuiivaneanan s1dudesdans Umbrella Virtual Appliances #i 1

a1 Feldanedmsu Cisco Umbrella Wy o199zsodlddududiuiuunndsgun 2.12

Cisco Umbrella

Cisco Umbrella Professional - 1 Year License

Umbrella Professional - 1 Year License - 10-99 Users #8X0220

*Price per license. Quantity must be 10 or greater. List Price: $48:96 ™= Add to Cart
Our Price: $36.72

Umbrella Professional - 1 Year License - 100-249 Users #8X0221

*Price per license. Quantity must be 100 or greater List Price: $42.96 ™ Add to Cart
Our Price: $32.22

Umbrella Professional - 1 Year License - 250-499 Users #8X0222

*Price per license. Quantity must be 250 or greater List Price: $35:04 ™ Add to Cart

Our Price: $26.28

Cisco Umbrella Professional - 3 Year License

Umbrella Professional - 3 Year License - 10-99 Users #8X0244

*Price per license. Quantity must be 10 or greater. List Price: $432.48 ™ Add to Cart
Our Price: $99.36

Umbrella Professional - 3 Year License - 100-249 Users #8X0245

*Price per license. Quantity must be 100 or greater. List Price: $+36:28 = Add to Cart

Our Price: $87.21

Umbrella Professional - 3 Year License - 250-499 Users #8X0246
*Price per license. Quantity must be 250 or greater. List Price: $94-68 ™ Add to Cart
Our Price: $71.01

gﬂﬁ 2.12 51@1 price list 989 Cisco Umbrella
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10.154.61.173
1012810843
10.101.1.198

10.108.101.48
101281012
1010410621
122168 1056
101421
10681071
122188 108
10104103

10881085

187223
achiodk gihuwsb oom

5U7 4.9 dhegnalwd PDF 483 Report

L EFEEEEFFEFEE P EEPEF Rl e TV EF FEPEEPT
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a L3 £ 4

4.2.3 ﬂqiéﬂi’aﬁ]ua:WQﬁJUWﬁﬁlaLL’ﬁ

A nAladeyadin Splunk Felaaniuni1sdrsiadiuruianundiuiy 8

LA599 WaNAIU C&C Server b9 5 Domain $4m15149 4.1

A15199 4.1 51838 C&C Server AU IP ABURILABDSNALANTID

C&C Server IP vauadasiinadawaslu Report

Null 10.103.10.53
10.103.10.22

differentia.ru 10.88.154.164

disorderstatus.ru 10.131.102.100
mebel-proxy.com.ua 10.134.10.54
10.153.103.15

cdnrep.reimage.com 10.148.103.146
10.148.102.181

1) C&C Server : Null gz IP : 10.103.10.53
ndeyalu Report nud1 C&C Server hififayamsnzdn Protocal fldEnsie
naulugs C&C Server Luila HTTP Protocal 5@33‘1413]16%1 C&C Server L¥u

Domain aﬂiﬁﬂ'gﬂ‘ﬁl 4.10

SU7 4.10 fe819 Log 910 IP 10.103.10.53
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Slo Remote W lUfitASoanuIniinsideudauis NGINX (172.18.72.223)

e Process Java faguil 4.11 uawtilounlnafina1insisgeusiu Virustotal

wuindudawisusznn Trojan Bitminer fagufl 4.12 uar 4.13 Jaudlale

Tnen1sfinea Anti-Virus wazdmen Signature Tiluagtuuas

LASDIADUNILADILALNAIINUY Restart LASDY

&9 Full-Scan

& 10.103.10.53 - Remote Desktop Connection

ﬁkesource Monitor !lil
File Maonitor  Help

Overview | CPU | Memory | Disk | Network |

- -

CPU B 196 U Usage [ 100% Maximum Frequency — = » igis |v| -
Image I PIC I Drezcriplion I Sk, * I Threads I P I Average.. IA CPU 100%0 —
jawa.exe 3724 java Running [ a 0.0

D perfrmon exe 23460 Resource... Runmning 18 a 0k2

D M=EMpERgexe 784 Antirnalw,.,  Rumning EE} a 034

D swchost.exe [netsves) 91k Hozt Pro...  Rumning 36 o 0.18

D mme exe 2402 Microsoft,.,  Running 1z 1} 0.08

D WimniPrwSE exe 2412 WML Pro..  Running 14 1} 0.05

O Isass.exe 520 Local Sec..  Running 10 ] 0.04 60 Seconds 0o

D Systemn Interrupts Creferred ... Running - 1 0.04 Disk 100 KB,'sec -

D wmntoolsd exe 10596 WMware ... Running 3 o 0.04

D swchostiexe (termsves) 1963 Host Pro..  Running 11 ] [EEN 4

Disk B orpfec ok 1o B 055 Highest Active Time - ‘

Network ¥ 43 Kbps Metwark 1j0 B 03 Network Utilization -

Filtered by java.exe

Image l PID I Address I Send [Bjfsec) I Receive (Bf... I Total ... ~ I
jawa.exe 3724 172.18.72.223 3 11 17
Memory B8 0 Hard Faultsfsec 8 5695 Used Phusical Memory

> |-

Memory 100 Hard Faults/sec

SU7 4 11 Process Java Ansionds NGINX (172.18.72.223)
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|

. o

= Computer - Local Disk (i) = ProgramData ~ AppCache = 18

Search 18

Organize -

1 Favarites
B Desktop
4 Downloads
= Recert Places
- Libraries
3 Documents
J’ Music
=/ Pictures

B videos

Cormputer

‘:‘_‘J, Local Disk {C:)

—w Local Disk (D)

8 E on GLS_SEC_LTOZ

&h Metwork

1 itemn

Include in library «

Mame =

Share with = Mew folder

| Date modified Twpe

I Size

@java

4{4j2561 23112

Application

Detection Details
Antiy-AVL

AVG

AVware
Crowdstrike Falcon
Cyren

ESET-NOD32

Ikarus

K7AntiVirus
Kaspersky

McAfee-GW-Edition

O‘
o] SHA-256
Fil
:.:‘ ile nrame
File size

Last analysis

a |

5UT .12 18 java idnseluss NGINX

31 engines detected this file

6fdb7daa89a43f64acOcb4bfe0b1b2ebfdf088026044cbbb4d31f1d36ee1e450

java.exe
565 KB
2018-08-01 18:06:33 UTC

Community

-

RiskWare[RiskTool]/Win32.BitMiner
FileRepMetagen [PUP]
Trojan.Win32.Generic!BT
malicious_confidence 80% (D)

W64/Trojan.LAGU-0175

a variant of Win64/CoinMiner.HS
potentially unwanted

PUA.CoinMiner

Adware (00524461 )

not-a-
virus:HEUR:RiskTool.Win32.BitMiner.gen

RDN/Generic PUPz

Avast

Avira
CAT-QuickHeal
Cybereason
Endgame
Fortinet
Jiangmin
K7Gw

McAfee

Microsoft

8- -

FileRepMetagen [PUP]

HEUR/AGEN.1004217

Trojan.Bitrep

malicious.308154

malicious (high confidence)

Riskware/BitMiner

RiskTool.BitMiner.akug

Adware (00524461 )

RDN/Generic PUPz

Trojan:Win32/Occamy.C

SUM 4.13 Virustotal haadndusiauas

Y
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2) C&C Server : Null tag IP: 10.103.10.22

109910 C&C Server WWua Null wilouriu waz Log TndlAssiuuin wans

dsaamileuiunnusensasguil 4.14, 4.15 waz 4.16 Faunlulalagn1sAnes

Anti-Virus wazdwian Signature TiilutlagUuuazds Full-Scan 1A304

ADUMNILFDSLALAIINUU Restart 1ATDY

& 10.103.10.22 - Remote Desktop Connection

ﬁResource Monitor !El
File Monitor Help

Overview | cPU | Memary | Disk | Network |

- -

CPU B 096 cPU Usage [T 100% Maximum Frequency — = » Wigis |v| —
. Image I PIC I Crescription I Sk * I Threads I CPU I AUErage.. IA CPU 100% —
javaene Irz java Running [ o 0.00

D swchost.exe (netsves) 912 Haost Pro..  Running EL ] il W

D perfrion.exe 4852 Resource.. Running 19 o 021

D MzMpEng.exe 3926 Antimalw...  Running 35 a 021

D CermExec.exe 2596 Heast Prow, Running 1z 1] 0.0%

D serwices.exe 520 Services ... Running 9 0 0.03

D WimniPreSE exe 2372 WMIPro.. Running 1E 0 0.03 60 Seconds 0% -

D Systern Inberrupts Deferred ...  Running - ] 0.02 Disk 100 KB/sec -

D wrntoolsd.exe 3108 WMware ... Running c ] 0.02

O fsassexe ] Local Sec...  Running 10 1] 001 -

Disk B8 o ke /5ec Disk 1o B o5 Highest Active Time -

Metwork B 125 kbps Metwork 1io B 09 Network Utilization -

Filkered by java.exe

Imnage

| PIC | Address

| Send (Bfsec I Receive [Bf.. | Tatal ..

java.exe

3792

172.18.72 2232

7 11

Memory

[ 0 Hard Faults/cec

M 7436 Used Phsical Memory

> |-

o-
Memory 100 Hard Faults/sec -

U7 4.14 Process Java Ansieanda NGINX (172.18.72.223)
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& 10.103.10.22 - Remote Desktop Connection

Bis

CK) | | . = ProgramData = AppCache ~ 18

A ‘g} I Search 13

Organize

e

T Favorites
B Deskkop
. Downloads
‘E_—_l Recent Places

- Libraries
@ Documents
J‘ Music
(=] Pictures
E Videos

1M Computer
ﬁ Local Disk (1)
—w Data(E:)
# E on GLS_SEC_LTO

|

Gi Metwork,

l 1itermn

Include in library

Share with =

Marme | Drate modified

Mes Folder

| Tvpe

| Size |

E] java

4)4/2561 23:12

Application

[ o

O SHA-256
:v‘ File name
A
File size

Last analysis

Detection Details
Antiy-AVL

AVG

AVware
CrowdStrike Falcon
Cyren

ESET-NOD32

Ikarus

K7AntiVirus
Kaspersky

McAfee-GW-Edition

2

a

SUT 4.15 & java fidnsieluds NGINX

31 engines detected this file

6fdb7daa89a43f64ac0cb4bfeOb1b2ebfdf088026044cbbb4d31f1d36ee1e450

java.exe
565 KB
2018-08-01 18:06:33 UTC

Community

RiskWare[RiskTool]/Win32.BitMiner

FileRepMetagen [PUP]

Trojan.Win32.Generic!BT

malicious_confidence_80% (D)

W64/Trojan.LAGU-0175

a variant of Win64/CoinMiner.HS

potentially unwanted

PUA.CoinMiner

Adware (00524f461 )

not-a-
virus:HEUR:RiskTool.Win32.BitMiner.gen

RDN/Generic PUPz

Avast

Avira
CAT-QuickHeal
Cybereason
Endgame
Fortinet
Jiangmin
K7GW

McAfee

Microsoft

0 N ] 2

FileRepMetagen [PUP]

HEUR/AGEN.1004217

Trojan.Bitrep

malicious.308154

malicious (high confidence)

Riskware/BitMiner

RiskTool.BitMiner.akug

Adware (00524f461 )

RDN/Generic PUPz

Trojan:Win32/0ccamy.C

5UR 4.16 Virustotal waeindusauns

U
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%

4 N
(39/66)

Detection

Ad-Aware

AlYac

Arcabit

AVG

BitDefender

Cybereason

Endgame

ESET-NOD32

Fortinet

Jiangmin

roj

Details

3) C&C Server : differentia.ru o IP : 10.88.154.164

21nnsAuAudayanuin C&C Server : differentiaru Hufliauaaifidedn
Andomeda (3ennduly Fanginssuvesdauasidavadialadlsi
C:/ProgramData/ @11 5vU Windows7 Fuldwar C/Documents and
Settings/All User 15U Windows 81031 Windows 7 lngdnueaizaasie
Inldazdusiudg ms sudeduidnuidn 6 & fgud 4.17 uandloilud
fananluidaiu Virustotal wudnlwdsanaradu Malware fsguil 4.18
uilaldlaen1sfiada Anti-Virus wazdwian Signature hdutlagtunazds

Full-Scan 1A329AUNILABSHALNAIINUL Restart L1ATBY

> Network » 10.88.154.164 > c§ > ProgramData >

L]
Name
mszbnow.exe
a a x s

JUN 4.17 Negvasliadawss
39 engines detected this file °
SHA-256 adcc870d4a7cd04d881b7961d48ddal5b5432d8b2788539685984a9392626ee0
File name 10.131.102.100_msbuitxi.exe
File size 73.88 MB

Lastanalysis  2019-03-21 14:10:10 UTC

Community
A Trojan.Rajbot.Gen.1 AhnLab-v3 A Worm/Win32.Gamarue.C975332
A Trojan.Rajbot.Gen.1 Antiy-AVL A Trojan/Win32.AGeneric
A Trojan.Rajbot.Gen.1 Avast A Win32:Dorder-F [Trj]
A Win32:Dorder-F [Trj] Avira A WORM/Lodbak.Gen4
A Trojan.Rajbot.Gen.1 Bkav A W32.HoaangX.Trojan
A malicious.09f11a DrWeb A Trojan.Siggen.65341
A malicious (high confidence) eScan A Trojan.Rajbot.Gen.1
A a variant of Win32/Kryptik.DSVP F-Secure A Trojan:W32/Gamarue.F
A V32/Kryptikpvsxitr GData A Vin32worm.Gamarue AC
A Trojan/Wauchos.a K7AntiVirus A Trojan ( 004ccdd31)

U7 4.18 Virustotal wdsinluilawss
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4) C&C Server : disorderstatus.ru tlag [P ; 10.131.102.100
NMsEUAUTRLANUTIT C&C Server : disorderstatus.ru Huildawiasiged
Andomeda wuRgIfiu C&C Server: differentia.ru AaUUNgANTTUAII DY

witlauiunnuszn1sAsgun 4.19 uag 4.20

=3 Bl =)

[ 42 |[ Search Ait sers 2|

A
@U'| L 10131102 1006 fDocuments and Settingsiall Llsers|

Organize + Mew folder = « [ @
S Favorites Marme : Date modified Type
Bl Desktop Application Data 8/27/2018 11:09 PR File folder
& Dowenloads J Desktop 2/13/2019 1:46 PR File folder
5l Recent Places DR 1/22/2013 10:36 AP File folder
L . Favorites 142242013 5:28 PM File folder
- Libraries 1 . Shared Docurnents 1043142007 10:00 ... File folder
@ Documents | StartMenu 1/22/2012 10:47 M File folder
J’ Music ermnlate 81872015 3:03 PM File folder
[ Pictures 471472008 200 PR Application
B videos = rituserpol 3472019 9:33 A POL File

L Cornputer
£ Local Disk (T3
o Local Disk (D)

- 4|

9 itemns Offline status: Online
l Offline availability: Mot available
' '
5UT 4.19 Neguaslnaiauas
U : ]

Oh 39 engines detected this file °
o/ SHA-256 adcc870d4a7cd04d881b7961d48dda15b5432d8b2788539685984a9392626e€0

EX File name 10.131.102.100_msbuitxi.exe

A File size 73.88 MB

Lastanalysis ~ 2019-03-2114:10:10 UTC
39/66 )
Detection Details Community

Ad-Aware A TrojanRajbotGen.1 AhnLab-V3 A Vorm/Win32.GamarueC975332
ALYac A TrojanRajbotGen.1 Antiy-AVL A Trojan/Win32AGeneric
Arcabit A TrojanRajbotGen.1 Avast A Win32:Dorder-F [Tr])
AVG A Win32:Dorder-F [Trj] Avira A WORM/Lodbak.Gen4
BitDefender A TrojanRajbotGen.1 Bkav A Vv32HoaangXTrojan
Cybereason A malicious09fi1a DrWeb A\ Trojansiggen6s341
Endgame A\ malicious (high confidence) eScan A TrojanRajbotGen.1
ESET-NOD32 A 2 variant of Win32/Kryptik DSVP F-Secure A Trojanw32/GamarueF
Fortinet A Vv32/KryptikDVSXitr GData A Win32Worm Gamarue AC
Jiangmin A Trojan/Wauchosa K7AntiVirus A Trojan (004cedd3)

SUM 4.20 Virustotal kaadndusiauas

Y
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5) C&C Server : mebel-proxy.com.ua ke IP : 10.134.10.54

21NN1581973 Lo Remote LU IP 10.134.10.54 Wui1 Jn15u30usau18a

NGINX lngnousaunie Process 48 UpdateService.exe 693U# 4.21 o

Plndsanaidlunsiaaeunu Virustotal wuddusianas

4.23 Faunlalalaen1sinds Anti-Virus wazdniaa Signature Tondutla

@ =

IUN 4.22 uag

Ly

Uu
| ' v '
[ A a s v U =
Laedd Full-Scan LATRIRBUNILADILALNRIINUY Restart LATDY
B okn-dhep0n — O X
EEXSac0s] 101341054 [HE
(N) Resource Monitor - |
File Monitor Help
| Gverwewl CPU I Memoryl Disk | Network |
Processes with Network Activity A - ) ‘ Views |v| -
Image PID send [B/seq) Receive [B/seq) Tof3l (B/sec) 100 Kbps
UpdateService.exe 2884 52 42 94 M|
D tvnserver.exe 1228 10,098 101 10,200
D svchost.exe (DHCPServer) 1092 182 179 361
D suchost.exe (NetworkService) 956 18 43 66
60 Seconds 0-
TCP Connections 104
‘ Network Activity 8 22 Kbps Network /O B 0% Network Utilization (v) |
TCP Connections (A)
Filtered by UpdateService.exe
Image FID Local Address  Local Port RemotéAddr., Remote Port Packet Loss %) Latency (ms) = Ethernet 100% =
UpdateService.exe 2884 10.134.10.54 49423 - -
UpdateService.exe 2384 0 49404
UpdateService.exe 2884 49425
UpdateService.exe 2884 43416
UpdateService.exe 2884 43426 51.254.154.206 80
Listening Ports (v)
- v
H == n | 3:12PM
| ™ I -
RN O] © [ PG

'gﬂﬁ 4.21 Process UpdateService.exe @nsiands NGINX (172.18.72.223)
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AR AN UpdateService = || =] 2%
Home Share View v 9
Ii(__—) - 1 | . <« Local Disk (C) » ProgramData » UpdateService v & | | Search UpdateService o |

¢ Favorites Name Date modified Type Size
B Desktop || settings.dat 1/31/2018 5:06 AM  DAT File TKB
4 Downloads ||ﬂ UpdateService.exe 1/31/2018 5:06 AM  Application 216 KB
‘% Recent places || UpdateService.exe.config 1/31/2018 5:06 AM  CONFIG File 1KB
1% This PC
“! MNetwork
3 items
‘:l' ~ 1 & o s
JUN 4.22 Mieguaslddawss
o 43 engines detected this file
O SHA-256 05b61de1ee1bc9870491384b4d3512eb767b1ca19e560c5105c04adf4fbf11ef
File name updateservice.exe
File size 216 KB

Lastanalysis ~ 2018-05-09 23:57:31 UTC

Detection Details Relations X Behavior Community o
Ad-Aware A Backdoor.Generic.1017051 AegisLab
AhnLab-v3 A Trojan/Win32.Agent.C2318422 AlYac
Antiy-AVL A Trojan[Backdoor]/Win32 Agent Avira
AVware A Trojan.Win32.Generic!BT BitDefender
CAT-QuickHeal A Trojan.GenericFC.52477032 Crowdstrike Falcon
Cybereason A malicious.8e9027 Cylance
Cyren A W32/Backdoor.PDTP-2643 DrWeb
Emsisoft A Backdoor.Generic.1017051 (B) Endgame
eScan A Backdoor.Generic.1017051 ESET-NOD32
F-Secure A Backdoor.Generic.1017051 Fortinet

Backdoorw32.Agent!c

Backdoor.Generic.1017051

BDS/Backdoor.Gen

Backdoor.Generic.1017051

Unsafe

MSIL/Agent.RZW

- - -

W32/Agent. TEXAV!tr.bdr

U7 4.23 Virustotal wdsinluiiawss

malicious_confidence 80% (W

Trojan.DownLoader25.60990

)

malicious (moderate confidence)
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6) C&C Server : mebel-proxy.com.ua ag IP : 10.153.103.15

91NN15871929 1l Remote LU IP 10.153.103.15 WUl An15u8ausauida

a

NGINX ffa5U7l 4.24 Taeideusionnse PID 4976 Lilensiadey PID fana1

WU Process 714831 UpdateService.exe aa3U#l 4.25 et lddangnaly

[y

#1579@0U U Virustotal wuIndusiawls fesui 4.26 was 4.27

Y

indows'\system32cmd.exe

Cislsers™ >

C r<tsers ittt

ICP  18.153.103.15:62018  172.18.72.223:88  CLOSE WAIT 4976
C:slserss >

SU# 4.24 PID 4976 Fnsieandfa NGINX (172.18.72.223)

& 10.153.103.15 - Remote Desktop Connection
i Windows Task Manager M=] B3

File Options Wiew Help

-Applications Processes |Services I Performance I Metwarking I Users I
Image Mame | P, & | CPUl Mematy (... | Descripkion I Us:l
rundl 32 . exe 4354 oa 1,040K  Windows ... 5S4
COmsetup, exe ... 4400 oo 8,896 K comsetup....  Sh
rundll3z.exe 4404 oo 1,040 K Windows ... 54
MsSeCes, exe 4425 oo 258,440 K Microsoft ... ke
rundll3z.exe 4564 oo 1,040 K Windows ... Sh
rundll3z.exe 4620 oo 1,040 K Windows ... 54
conhost.exe 4676 oo 1,264 K Console ... ke
rundll3z.exe 4692 [ulu] 1,040 K Windows ... 5S4
rdpclip.exe 4736 oo 1,952 K  RDP Clip ... kz
rundll3z.exe 4520 oo 1,040 K wWindows ... 54
taskmgr.exe 4560 oo 5,536 K Windows ... ke
rundll3z.exe 4864 oo 1,036 K Windows ... 54
rundll3z.exe 4576 oo 1,040 K Windows ... Sh
rundll3z.exe 4944 oo 1,040 K Windows ... Sh
rundll3z.exe 4964 oo 1,040 K Windows ... 5S4

=) FE00 oy L2050 Lm Lo~ =
Flgt:;teService. 4976 oo 16,524 K Updatese.., 5
. . -
rundll3z.exe 5060 oo 1,040 K Windows ... 54
rundll3z.exe 5116 oo 1,040 K Windows ... SV
1 | 3
V¥ Show processes from all users End Process |
|Processes: 97 CPU Usage: 0% |Physical Memory: 43%: v

ﬁﬂﬁ 4.25 PID 4976 A Process UpdateService

Y
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UpdateService

+ Computer = 05 (C;

+ ProgramData = UpdateService

\ AT

- m I Search UpdateService

Organize ¥ Open Tew Folder

- Eavorites Mame “ I Date modified | Type
=
B Desitop || settings.dat 31[1{2561 T:17 DAT File
& Downloads

1= Recent Flaces

| Updateservice exe

3t/1f2561 7:17

L Libraries
3 Documents
J’ Music
=] Pictures

BE videos
1% Computer

?; Metwork

Date created: 31j1/2561 7:17

| UndateService Date modfied: 31/1/2561 7:17

Application Size: 216 KB

#ML Configuration File 1KEB

JUN 4.26 Miagvasinadanas

43 engines detected this file

o] SHA-256
File name

05b61de1ee1bc9870491384b4d3512eb767b1cal9e560c5105c04adf4fbf1 1ef
updateservice.exe

File size 216 KB

Lastanalysis 2018-05-09 23:57:31 UTC

Detection Details Relations X Behavior Community. o
Ad-Aware A Backdoor.Generic.1017051 AegisLab A
AhnLab-v3 A Trojan/win32.Agent.C2318422 AlYac A
Antiy-AVL A Trojan[Backdoor]/Win32.Agent Avira A
AVware A Trojan.Win32.Generic!BT BitDefender A
CAT-QuickHeal A Trojan.GenericFC.52477032 CrowdsStrike Falcon A
Cybereason A malicious.8e9027 Cylance A
Cyren A\ V/32/BackdoorPDTP-2643 DrWeb A
Emsisoft A Backdoor.Generic.1017051 (B) Endgame A
eScan A\ BackdoorGeneric1017051 ESET-NOD32 A
F-Secure A Backdoor.Generic.1017051 Fortinet A

5UR 4.27 Virustotal waeindusiauns

Y

Backdoor.W32.Agentic

Backdoor.Generic.1017051

BDS/Backdoor.Gen

Backdoor.Generic.1017051

malicious confidence 80% (W)

Unsafe

Trojan.DownlLoader25.60990

malicious (moderate confidence)

MSIL/Agent.RZW

W32/Agent. TEXAV!tr.bdr
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7) C&C Server : cdnrep.reimage.com ag IP : 10.148.103.146

v 1

PMNNTAUALTDLANUIN C&C Server : cdnrep.reimage.com Huiliiawiasae

Y

Reimage AaN8iU Baidu lneflaguanassnaAnvaalusunsudi willaufnns

v ' 1%
= a v

WAy AT 0IARU AN B5I521TU FuilafndalusunsumanaIvzdsnal

LASDIABUNILABDITIAY waTNaDNLWIURUTaLUSWNTULA DY TALAS DY

v o
@ = = a Y

ABUNILMDSLSIVUY FININAAAILUTLATUAINATD é}’aiﬂiLLﬂimwanyjﬁ

C:/Progran Files/Reimage waginiounsivaoulid LZMAEXE Virustotal

6

w9 JuTana$aasun 4.28 waz 4.29 Fauntulalaeni1snauniIsAAG

Y

TUsWNSUAINAILAY Restart 1ATDY

~

MName

Microsoft.VC90.CRT
LZMA.EXE
REI_AVIRA.exe
[] REI_Axcontrol.dll
47 RELAxControl.inf
Ij REI_Axcontrol.lza
[#] RELEnginedil
Ij REI_Engine.lza
REI_SupportinfoTool.exe
:‘!‘ Reimage Repair
I§ Reimage.exe
B Reimage_SafeMode.ico
'€ Reimage_uninstall.ico
I Reimage_website.ico
'€ Reimageicon.ico
'€ ReimageReminder.exe
IS, ReimageRepair.exe
(B4 ReimageSafeMode.exe
Ij savapi3.dil
G uninstexe

|| version.rei

etwork > 10.148.103.146 > c$ > Program Files > Reimage > Reimage Repair

Date modified Type Size
17-Aug-15 11:07 P...  File folder

19-May-157:35 PM  Application 70 KB
27-Jul-15 4:50 PM Application 1,557 KB
17-Aug-15 11:07 P..  Application extens... 434 KB
27-Jul-15 4:45 PM Setup Information 1KB
17-Aug-15 11:07 P.. LZAFile 116 KB
17-Aug-15 11:07 P..  Application extens... 8,654 KB
17-Aug-15 11:07 P.. LZAFile 2,954 KB
27-Jul-15 450 PM Application 5,544 KB
17-Aug-15 11:07 P..  Internet Shortcut 1KB
27-Jul-15 450 PM Application 7,891 KB
22-Dec-14 254 PM  lcon 15 KB
22-Dec-14 254 PM  lcon 34 KB
02-Feb-15 10:00 PM  lcon 34 KB
22-Dec-14 254 PM  lcon 34 KB
27-Jul-15 4:50 PM Application 3435KB
17-Aug-1511:06 P.. Application 754 KB
19-May-157:35PM  Application 227 KB
19-May-15 7:35 PM  Application extens... 431 KB
27-Jul-15 452 PM Application 741 KB
22-Dec-14 255PM  RElFile 1KB

UM 4.28 MioguadlUsunsy Reimage
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o 5 engines detected this file
o) SHA-256 89128a6a0e057ae717c032e707d65b4ecefce76800196033467df2c854980760
File name LZMA.EXE
File size 69.46 KB
Last analysis 2018-09-27 00:58:21 UTC
5 / 68 Community score -2
Detection Details Relations X Behavior Community
Cylance A Unsafe DrWeb A Program.Unwanted.497
Malwarebytes A PUPOptional.Reimage Microsoft A PUA:Win32/Reimage
Rising A Malware.Undefined!8.C (CLOUD) Ad-Aware 0 Clean
AegisLab o Clean AhnLab-v3 0 Clean
a . v I LY 1
;JUVI 4.29 Virustotal s ndusals
8) C&C Server : cdnrep.reimage.com @ IP : 10.148.102.181
o 1 a = a gj . 1 [ 1
1NNITAITIAINUINATDY IP 10.148.102.181 UN1IAAKY Re|mage LYUNU LA
M Ya 5 . . & o A =Y %
Luilafnsia Reimage Repair ilauiuiA3ed 10.148.103.146 usindspsasule
1 I a aa LY I3 1 = a gj . 1 [ 1% a
’J’]LUULﬂiﬁJWIG]mJaLL’ﬁE]Q N IPMEANAMPII9I9N Relmage LYUNU WQE‘U‘W 4.30
Network > 10.148.102.181 » c$ » Program Files » Reimage * Reimage Protector » v O
” Mame Date modified Type Size
Microsoft.VCI0.CRT 09-Mav-16 2:40 PM  File folder
I§ ProtectorUpdater.exe 06-Nov-16 10:59 P..  Application 363 KB
REI_LAVIRA exe 01-Nov-16 7:35PM  Application 1,565 KB
ReiGuard.exe 06-Mov-16 10:59 P..  Application 7,829 KB
€ ReiProtectorM.exe 06-Nov-16 10:59 P..  Application 4,374 KB
] ReiScanner.exe 06-Nov-16 10:59 P..  Application 8,553 KB
ReiSystem.exe 06-Mav-16 10:59 P..  Application 7,845 KB
savapi3.dll 20-Oct-16 10:42 PM  Application extens... 4368 KB
I, uninstexe 01-Nov-16 7:35 PM  Application 192 KB

U7 4.30 Virustotal uwdvindudauas
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ANy wazdawisureile 19 Anti-Virus agramedldaiunsanatels deinliaiuisaniwun
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maunlulasinsinasgnisaauy

5.2.Uggmuazauasin

52.1. awrun1sdisivenvasiisiuiudeniiulunminifisudusiuiuiadaes
reuimestaaaiidly Report Javiideyalu Report dwnalvidaldanunsatudulainayly
i1 False Positive Lag

5.22. 188991nM3 Remote LilUd 1519010809910 sv00Y M Remote L1y
Fadlafuduldléinadesinsiawasass vlvldanunsave Remote ufiluids Incident 1

5.23. dmdunisdrnaludluiniesnsufinmes Credential Afiogliainisa
n3maouldnneies Gaannsnadilunsaaouldurdiutoniviniu

5.2.4. C&C Server U149 Domain gniinfandy Service #1%911 svchost $3n159¢
ﬁqauﬂé’d%ﬂ%aamﬁauﬁ 91995 FRIIUNTTUIUNTS Forensic Whiu n13d53adae Remote
warnIvaeulnds1u Network daldmaulandyn C&C Server

5.2.5. 797980 Log figunsni Firewall nudtlalléfifiseud 80 fu 443 wirthy

5.2.6. 5vuU Splunk Ay License Free Fsldanunsads Email 14

5.3. BUINIGNITWRIUN
5.3.1. sudnuulunisdsraieiiuanugulain syuuazliiin False Positive
5.3.2. A9I9@0U Port DU LNLAL [aann19LAn False Negative U8353UU

5.3.3. dnvigiensdrsiawaIsnisuiluluusiasdawisusazen

5.3.4. ds Log 1dszuu SIEM nigailyegiiteldlunis Monitor i
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